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India’s privacy legislation, the Personal Data 
Protection Bill 2018 in its draft stage, waiting 
for public feedback, at the time of writing this. 
Looking at where it is today, it is less likely that 
it would be passed in the Winter Session of the 
Parliament which means, in effect, it will be 
tabled after the General Elections 2019. 

The Indian draft bill is a direct take from 
similar bills in developed countries, especially 

Europe’s GDPR. The only way 
it is significantly different from 
GDPR (and similar legislation like 
UK Data Protection Act) is that it 
is much more lenient on govern-
ment agencies that handle personal 
data whereas legislations in those 
countries do not differentiate much 
between private and government 
agencies.

Well, most of the issues are fun-
damental privacy questions and 
hence are more universal. But the 
remedies—or the ways to tackle 
them—are not so universal. They 
depend on ground realities. 

Our cover story this time—an 

Whose 
Privacy?

I

EDITORIAL

essay written by me—essentially raises this ques-
tion. I have argued that there are two big differences 
between developed countries and us. One, our com-
mon people do not care about privacy much. Two, 
our system of data processing—data collection in 
particular—is still largely paper-based, making it far 
more vulnerable to leakage. 

I do not get into clauses and sub-clauses in  
the essay.

We did just that recently. We organized a round-
table of BFSI CISOs to discuss the draft bill clause by 
clause to find what is of relevance to CISOs. We then 
collated the response and submitted the feedback to 
the authorities. A brief report on major issues that 
got discussed is also part of the cover story this time. 

One of the important mandates to the business 
organizations handling personal data is to have a 
data protection officer. There are strong reasons to 
believe that the CISOs may be allowed to play that 
role as well. We have an analysis on if they are the 
right candidate to take up the responsibility.

The privacy/data protection debate has just start-
ed. Remain tuned to listen more 

There are two big 
differences between 

developed countries 
and us. One, our 

common people 
do not care about 

privacy much. 
Two, our system of 

data processing—
data collection 

in particular—is 
still largely paper-

based. 
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Privacy Bill:
Beyond the clauses
& sub-clauses
Are we ready for privacy laws largely borrowed from 
a digitally-advanced and privacy-obsessed West?
By Shyamanuja Das
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ex-research professional, 
Ajit (name changed) runs a 
hyperlocal direct sales busi-
ness in Odisha. He helps 
brands reach out to custom-
ers based on their needs and 

preferences, as well as from their preferences. Some 
of the biggest consumer durable (and a couple of 
FMCG) brands are among his customers – directly 
or through agencies. At present, it is available in 4-5 
districts and he plans to scale up. His attempt to scale 
that through franchisees failed and now he wants 
to do it organically. There are other challenges for 
scaling up, but those are beyond the scope of this 
analysis.  How does Ajit’s small outfit collect infor-
mation on the needs, purchase plans, preferences of 
consumers? By using a simple survey form that it 
gets filled through small shop-owners with whom it 
has tied up. They get incentives to do this. There are 
some direct agents too, who do this. 

But how do these channels manage to get people 
share their information? By offering free mobile pre-
paid recharge vouchers – valued between INR 5 and 
INR 30 (this is 2015 info; not sure if the values have 
changed now).

The form asks for personal details, address, 
family info, income, durable ownership, monthly 
expenses, education and health services availed and 
many such things. Some share all info; some others 
do not share all info. But he gets enough info to run a 
business successfully. Why, some even share contact 
details and recommendations of friends and rela-
tives, who would also like to ‘avail the offer’.

The offer in question, is, of course, the  
free recharge. 

For a recharge of INR 20, they are not just  
willing but keen to trade all their personal and  
family details. 

And this is the country where we are trying to 
enact a stringent privacy legislation, with provisions 
for penalty of up to four % of a company’s global rev-
enue—not less than INR 15 crore—if it does not han-

dle personal data collected from consumers in the 
exact ways defined by the legislation. Those ways, in 
turn, are, by and large, taken from the legislations in 
regions where people are obsessed about protecting 
their privacy. 

An
Indians are more likely to choose 
convenience over security, among all 
Asian nations. And it is across age-groups.

26%
More likely to care 

for convenience 
than the APAC 

average despite 
potentially higher 

vulnerabilities

53%
Will leave a 

breached app, 
lower than the 
APAC average

51%
of India cited strong 

security as an 
important feature 

for Social Networks, 
the lowest in APAC

Only

Source: F5 Networks survey, The Curve of Convenience – the trade-off 
between security and convenience
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It is often said India is good at making legislations 
but is poor at enforcing them, putting the blame on 
infrastructure, people’s attitude, etc. Such simplistic 
conclusions ignore the fact that the legislations—
often hailed by activists and international commu-
nity—are not based on the ground reality that we 
have here.  

The Indian Reality
One may choose to see the ‘ground reality’ question 
as yet another Swadeshi rhetoric and dismiss the 
Odisha example as an anecdotal one-off. 

But this is what serious research data says. A 
recently published study commissioned by secu-
rity technology provider F5 Networks reveals that 
“Indian consumers are more likely to prioritize con-
venience over security in their app experience.”

The research revealed that the share of respon-
dents who prioritized security over the functional-
ity and convenience of an app is the lowest in India 
among all Asia Pacific markets. In other words, 
across Asia Pacific, Indians were the most likely 
to look for convenience in their app experience. 
Further, those that are more likely to prioritize con-
venience despite potentially high vulnerabilities 
in personal data leakage and cyber-threats are the 
maximum in India among all Asia Pacific countries. 

Though India is leading, other emerging markets 
show similar trends. Consumers from emerging 

markets such as Indonesia, India and Philippines, 
prioritize convenience, while consumers from devel-
oped markets, such as Australia and Singapore, 
prioritize security. In fact, users in Indonesia, India 
and Philippines are 14% more likely to prioritize 
convenience over security, as compared to the coun-
tries with a more established digital presence such 
as Australia and Singapore, where 63% and 67%, 
respectively, emphasize security over convenience, 
the research reveals.

While the F5 Networks study broadly shows  
what matters to Indians, it may not have captured 
the full picture. 

“It’s about three things, privacy, security and 
convenience” said Troels Oerting, the Head of Global 
Centre for Cybersecurity at the World Economic 
Forum, and former Group CSO at Barclays, in an 
interview to CIO&Leader, some time back.

Agreed Dr Siva Sivasubramanian, CISO, Optus 
and former CISO of Bharti Airtel, “It is a trade-off 
of security, convenience and privacy and balancing 
that is the challenge for CISO” while agreeing that in 
India, privacy is a lesser concern among consumers. 

The F5 Networks study just used the two terms, 
security and convenience, while addressing some  
of the privacy questions within the definition  
of security. 

When you talk of security, people think of losing 
money, a physical threat to them, or even stealing 

 

For a recharge of INR 20, many are not just 
willing but are keen to trade all their personal 
and family details.

A recently published study commissioned by security 
technology provider F5 Networks reveals that

“Indian consumers are more likely to prioritize 
convenience over security in their app experience.” 
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about younger population being less concerned 
about security as compared to the older people.  

India has more younger population than any 
other country in the world and their attitude towards 
security, privacy, and convenience would finally 
determine how the Indian market evolves.

While the younger population may be less con-
cerned about security as compared to the older seg-
ment, they may be more sensitized about protecting 
their privacy than their older counterpart. Privacy, 
as a concept is catching up, thanks to globalization.

India’s privacy stance
After the Supreme Court judgment that privacy is a 
fundamental right and explicitly asked for a privacy 
legislation, the efforts to draft a legislation acceler-
ated. By that time, the government had already 
appointed a committee for the purpose, under the 
chairmanship of Justice B N Srikrishna, former 
supreme court judge. 

The committee published a whitepaper articulat-
ing all the issues in November last year and based on 
the feedback released a draft bill in the end of July 
this year. At the time of writing, the draft bill is still 
open to public for comments.

There is no denying that the broad direction  
of the bill is correct and the issues that it has decided 
to deal with very relevant. It is also a carefully 
crafted bill.

of some important information. That is something 
threatening or worrying. Privacy, on the other hand, 
is a cultural attitude; about sharing personal infor-
mation. Anyone who is worried about security does 
not necessarily have to get concerned about privacy. 

Security of personal data is about being sure that 
your personal data will not be “misused” or end up 
“causing any harm to you or others”. Privacy, on the 
other hand, is about ensuring that your personal 
data is “not accessible to anyone, notwithstanding if 
he/she wants to misuse it or not”.

In India, as a culture, people have not been so con-
cerned about privacy. 

But that overwhelming preference for conve-
nience in India—as shown from the F5 survey—
comes because of another reason too; it is a  
young country. 

According to the study, millennials are more 
likely to sacrifice security for convenience.  

While Millennials generally showed more aware-
ness toward potential data security risks, they are 
less likely to be concerned about them, concluded the 
F5 study.  About 44% Indian Millennials and 49% 
of Gen X (aged 35–54) surveyed showed similar atti-
tudes towards security while only the those above 55 
showed more concern about security as compared to 
convenience.

A study published by IBM earlier this year called 
“The Future of Identity” derived similar conclusions 

 

The same study reveals that 

While Millennials generally showed more awareness toward 
potential data security risks, they are less likely to be concerned 
about them, concluded multiple studies.

“It’s about three things, privacy, security and 
convenience”—Troels Oerting, the Head of Global Centre 
for Cybersecurity at the World Economic Forum, and former 
Group CSO at Barclays
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However, the question of implementability 
remains. 

Cultural stances apart, there are practical issues 
involved. The provisions in rules such as GDPR or 
UK Data Protection Act, are made assuming that 
majority of the data there are collected, processed 
and stored using electronic means. Apart from a few 
sectors like banking, that is not the case in India, 
especially when it comes to collection of data.

A data fiduciary—typically the organization that 
determines the purpose and means of processing of 
personal data—who is made responsible for protec-
tion of personal data, has to ensure that there is no 
leakage in the paper-based data processing part too, 
which is a tall expectation. 

It may result in something unintended—the 

organizations dealing with such data deliberately 
ignoring areas where electronic data capture is  
not possible.   

Secondly, it is not just the large companies that 
are needed to conform to the regulations. Every 
business must comply with the provisions of the 
proposed Act. 

Take example of a simple housing loan. It asks 
for all the information. There are often three tiers 
of agencies involved. Much of the initial informa-
tion is captured on paper. If there is some mistake 
or change, often the entire paper form is discarded 
and thrown. The main data fiduciary—the bank—
does not even know who is involved and how many 
times the forms are filled. 

While that is no excuse for being reckless about 
the personal data of consumers, the penalties for 
data fiduciaries in such cases maybe a bit unfair. 

A tougher requirement is that data principal 
(the consumer) must be provided with the trail 
of all the transactions involving that data, as and 
when he asks for it. According to Sec 24, clause 1(c ) 
of the Bill, the data principal shall have the right to 
obtain from the data fiduciary a brief summary of 
processing activities undertaken by the data fidu-
ciary with respect to the personal data of the data 
principal, including any information provided in 
the notice under section 8 (the types of informa-
tion) in relation to such processing activities.

How, on earth, are you going to say if the data 
was leaked from one of the associates or by the data 
principal himself for a mobile recharge of INR 10?  
Or maybe 20?

There are many other issues about the 
vagueness of definition and conflicting stances. 
But they are either issues that would be effectively 
tackled when a regulator is in place or issues that 
the world is figuring out how to tackle. 

The only big difference between GDPR coun-
tries and India that cannot be changed overnight 
are ground realities (read paper-based processes). 
For the time being, those remain the weakest link.

With very little concern for privacy by the 
individuals themselves and the ecosystem not yet 
being ready to translate some of the requirements 
into real activities, is it justifiable to enter such a 
stringent policy regime?

Unless the implementability part is specifically 
and unambiguously addressed, penalizing four % 
of a company’s global revenue for an information 
that can be obtained by a twenty rupees recharge 
voucher could be a policy misadventure,  
to say the least! 

The provisions in rules such as 
GDPR or UK Data Protection 
Act, are made assuming that 
majority of the data there 
are collected, processed and 
stored using electronic means. 
Apart from a few sectors like 
banking, that is not the case 
in India, especially when it 
comes to collection of data.
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Some of India’s top CISOs met at a CISO 
roundtable held in Mumbai to discuss the 
provisions of India’s privacy legislation. 
Here is what they think…CISOs

Data Protection 
Bill: Voice of the 

ndia’s privacy legislation is almost finalized. 
The Srikrishna Committee submitted the draft 
Personal Data Protection Bill 2018 to the gov-
ernment in end of July. The draft is now open 
to public for comments and feedback.

Once it becomes law, it will impact most busi-
nesses, most certainly all the B2C businesses. The 
requirements are stringent, penalties significant for 
non-compliance.  

Like its European counterpart, GDPR, the draft 
bill mandates appointment of a Data Protection 
Officer (DPO) by all data fiduciaries (those busi-
nesses that would decide how to use the personal 
data of individuals) who will ensure compliance will 
all provisions of the bill and will also be the contact 
point for both the regulators—the bill suggests a new 
regulator, Data Protection Authority of India, for the 
purpose—and the consumers, called data principal 
in the bill draft, whose personal data are being used, 
and who get a lot of power through this bill. 

Considering that most of the compliance require-
ments today are being handled by the CISOs, it may 
not be off the mark to assume that the compliance 
requirements will have to be implemented by the 
CISOs within their respective organizations. In fact, 
many CISOs/senior IS professionals would probably 
end up handling the DPO roles. 

Despite this, in the debate over privacy legislation, 
the voice of this community was completely missing. 

We held a series of informal discussions with the 
CISO community and figured out that there were 

I
two completely different voices. While regulated 
industries like BFSI and telecom were extremely 
concerned about some provisions and the challenges 
of meeting them in the Indian context, many other 
industries—even if their business is B2C in nature—
were not even aware of the bill’s provisions. 

While sensitization and awareness building 
needed to be done for the latter, we thought the voice 
of this important stakeholder community should be 
heard by the policymakers. 

To facilitate this, CSO Forum, the sister publi-
cation of CIO&Leader, organized a roundtable of 
senior CISOs and enterprise risk professionals in the 
BFSI industry—the industry that would be the most 
impacted immediately—to discuss the important 
clauses in the bill and possibly provide feedback to 
the government, if required. The idea was to collate 
the points and send a combined feedback to the gov-
ernment on behalf of CISO community.

The discussion was organized in the conference 
room of UTI’s office at Bandra Kurla Complex in 
Mumbai in the evening of 4th September 2018 where 
the UTI CISO Sanjivan Shirke played the perfect host. 

The senior risk and security professionals who 
participated in the discussions and analyzed the 
draft bill were. Anuprita Daga, Chief Information 
Security Officer, Reliance Capital: Manoj Nayak, 
Chief Information Security Officer, SBI Life Insur-
ance: Nanda Sambrani, Head Enterprise Risk and 
Compliance Group at Reliance General Insurance;  
Sanjivan Shirke, Chief Information Security Officer, 
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UTI and Satish Warrier, Chief Information Security 
Officer, Stockholding Corporation of India The dis-
cussion was moderated by Shyamanuja Das, Manag-
ing Editor, CSO Forum and CIO&Leader.

After intense discussions for about two and half 
hours of the issues, the CISOs agreed on a common 
set of suggestions and CSO Forum collated, edited 
them and circulated it again among them before sub-
mitting it to the government. 

The discussion points:
The idea behind the discussion was to 
a.  Identify the key issues/action points for CISOs 

from amongst the bill provisions
b.  Examine if some of them need to be relooked at by 

the lawmakers 
c.  Recommend/suggest what, why and how should 

any section/sub section/clause should be changed
Some of the issues that were put on the agenda to 

discuss:
  Role of Data Protection Officer 
  Whether/how data fiduciaries should be asked to 
share certain info about processing the data at the 
time of collection
  Challenge for multi-tier third parties in India 
(many mom & pop shops)
  Data Audits – the challenges and issues
  Tracking Data trail, a specific requirement in the bill 
(to be shared with the data principal when asked)
  Cross border transfer/storage of data
  Time of storage and right to be forgotten/complying 
with the requests
  Data portability formats  
  Implications for cloud/future applications such as 
blockchain

Role of Data Protection Officer was discussed 
thoroughly. While there were some apprehensions 
about whether being the contact point for both the 
regulator and data principal will be too much to 
expect from the DPO, finally they agreed that given 
proper resources and power, the DPO should be able 
to carry out this responsibility. 

In general, there was a lot of concern about the 
data collection process in India which is still paper 
based. The challenge was to track the transactions in 
paper based interactions. In particular, there was a 
lot of concerns over the requirements to provide the 
summary of all activities concerning the individual’s 
data to the individual on demand [Section 24.1 (c 
)]. The CISOs appealed to the lawmakers to have a 
relook at that, at least by mentioning a time period 
limit for the activities.

Similarly, the CISOs felt it was very challenging 

to inform the data principal (consumer) at the time of 
collection which third parties would be processing 
the data and whether the data would be transferred 
cross border. The CISOs’ response to the clause (8) 
that asks for sharing with the data principal, info 
such as purpose, contact of DPO, the rights of the 
data principal was positive. They found challenge 
regarding sharing the above mentioned two data 
points only at the time of collection, from a feasibility 
point of view. The combined feedback also requested 
the authorities to have a relook at the two sub clauses 
[8.1(g) and 8.1(h)].

With respect to data principal rights, the CISOs 
felt that it should be applicable on a prospective basis 
and not on retrospective basis with data collection 
time being the criterion for deciding applicability 
and not the request of data principal 

Anti clock wise: 
1 Anuprita Daga
2 Manoj Nayak
3 Sanjivan Shirke
4 Nanda Sambrani
5 Satish Warrier

2

3
4

1

5
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There will be thousands of new 
requirements for data protection 
officers once the Indian personal data 
protection legislation comes into 
effect. The IS professionals could be 
serious contenders to the positions

Is CISO 
the best guy 
around for 
playing the
DPO role?

ustice BN Srikrishna committee formed to 
draft India’s privacy legislation has presented 
its draft bill, called Personal Data Protection 
Bill 2018. The draft bill has been prepared 
after public consultation through a discus-
sion white paper. The white paper itself was 

prepared after reviewing similar privacy regulations 
across the world, with a lot of provisions match-
ing point by point, the most well-known of them all 
being the European Union’s General Data Protection 
Regulation (GDPR). 

The bill, when it becomes law, will require orga-
nizations dealing with personal data of individuals 
(called data fiduciary by the bill) to comply with a 
number of provisions to ensure that the data princi-
pal (whose personal data is being dealt with) has rea-
sonable control over how his/her data is being used. 
A significant way in which it differs from GDPR is 
that the Indian draft bill does not acknowledge the 
data principal to be the ‘owner’ of that data explic-
itly. One of the major practical implications of this 
difference is that the Indian data fiduciaries are not 
required to ensure data erasure—an important and 
difficult-to-achieve requirement of GDPR.

To ensure that the privacy requirements are 
adhered to and the obligations in terms of the rights 
are met with, the bill (like other privacy legislations) 
has an approach called ‘privacy by design’. The 
Indian draft bill, in its Clause VII (36) explicitly man-
dates that every data fiduciary should appoint a Data 
Protection Officer.

The Data Protection Officer (DPO), while gener-
ally advising the data fiduciary on how to meet with 
the compliance requirements of the bill, will also 
be the point of contact of the regulators as well as 
the data principals (the citizens whose data is being 
processed). It allows the DPO to carry out any other 
responsibilities of the company. While there’s nothing 
in Indian draft bill that explicitly mentions any role or 
reporting structure that could be in conflict with the 

J
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DPO role—like for example RBI and IRDA mandating 
that CISOs in banks and insurance companies respec-
tively should not report to the CIOs—it is understood 
that the data fiduciaries have to ensure that in the best 
interest of their ability to meet the compliance require-
ments, the DPO role should be as independent as pos-
sible of any regular functional role. 

Who is suitable for a DPO role?
So, who should be a good candidate for a DPO role? 
And are information security professionals like 
CISO a good choice to carry out the responsibility?

To answer the question, we must look at the role 
specified by the draft bill and examine what skills, 
knowledge and experience can be useful in fulfilling 
the duties and if the Information Security (IS) profes-
sionals could fit into the role. 

Here are the specific roles mentioned by the  
draft bill:

  Providing information and advice on fulfilling 
obligations: This is more about knowledge of the 
legislation and experience. It can be carried out by 
any professional who has knowledge and experi-
ence. This could be a legal professional, IS profes-
sional or any other business professional who has 
worked in compliance. 
  Monitoring data processing activities: Typically, 
IS or quality professionals would be the best suited 
to carry out this responsibility
  Providing advice on and carrying out impact 
assessment: Again, a quality or IS professional 
should be able to effectively discharge this 
responsibility.
  Setting internal mechanisms: Operations, Quality 
and Process professional are the best people to do 
this. Those IT/IS professionals with considerable 
experience in process/project management can also 
be good candidates.
  Providing assistance to Data Protection Author-
ity: Typically, legal professionals can do this role 
better as it may require them to continuously 
assess the validity of the request and figuring out 
how to meet them with minimum effort

  Act as point of contact for data principals: Tradi-
tionally, none of the roles in organizations that are 
good breeding grounds for DPOs are customer fac-
ing roles. So, it is anyone’s guess. Depends on  
the individual.
  Record keeping of data processing process: This 
role requires the DPO to keep a record of when and 
how data is collected, processed, stored and erased. 
Any good process professional can do the role but 
IS executives are especially suited for this role, as 

To get a cue, we researched the top Fortune 500 
companies to find out the trends. Here are some of 
the findings. 

In many large organizations, the role falls under 
the Compliance function, with a Chief Compliance 
Officer. In many organization, the Chief Compli-
ance Officer himself/herself is the DPO accountable. 
Take Volkswagen, the 7th largest listed corporation 
according to Fortune 500 2018. The automotive 
major has a Chief Compliance Officer Kurt Michels 
who is overall responsible for privacy. Same with 
Toyota, whose North American business has a Chief 
Compliance Officer Jacqueline Thomas responsible 
for data protection and privacy. 

But most large organizations, most notably those 
who deal primarily with consumer data, have had 
Chief Privacy Officers for long who are responsible 

most challenges regarding technology will arise 
out of this.

In industries that are regulated and the sectoral 
regulators have some kind of requirements of data 
safety/protection, those responsible for complying 
with the regulation should be an automatic choice 
for carrying out the DPO responsibility.

Global Trends
What kind of people are handing the role in large 
global companies, especially those operating  
significantly in more mature markets with  
democratic governments?

Recently, most 
significantly, post 
GDPR, many have 
appointed senior 
executives explicitly 
carrying the 
designation of Data 
Protection Officer
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for privacy policies, implementations with responsi-
bilities that include compliance, practices, tech and 
more. World’s largest corporation, Walmart, has a 
Chief Privacy Officer Jonathon Avila, who is respon-
sible for privacy and data protection. So, has Royal 
Dutch Shell, where a Group Chief Privacy Officer, 
Helen Graham carries out the responsibility. BT, 
Microsoft, Apple and a host of tech and information-
centric companies have such positions. These posi-
tions have been there much before the recent wave of 
data protection legislations. 

Recently, most significantly, post GDPR, many 
have appointed senior executives explicitly carrying 
the designation of Data Protection Officer/Chief 
Data Protection Officer/Group Data Protection Offi-
cer. Insurance major Allianz (38th in Fortune Global 
500) has Dr Philipp Raether who is designated as 
Group Chief Data Protection Officer. BNP Paribas 
the 44th largest global corporation going by Fortune 
Global 500, has given this responsibility to its Chief 
Cyber & Technology Risk Officer, Ramy Houssaini.

Most of these positions—be it Chief Compliance 
Officer or Chief Privacy Officer or Data Protection 
Officer—are held by legal professionals. Walmart’s 
Avila, Shell’s Graham, Volkswagen’s Michels, 
Apple’s Jane Hovarth, Allianz’s Dr Raether, BT’s 
Emila Chantzi are all attorneys.

The notable exceptions include BNP Paribas’ 

Housssaini and the Chief Privacy Officer of Micro-
soft (71st largest corporation in Fortune Global 500) 
Brendon Lynch. Housssaini is a tech professional 
while Lynch is a career risk and privacy profession-
al. Interestingly, Microsoft announced appointment 
of a EU Data Protection Officer, just before GDPR 
kicked off. Steve May, the person appointed to  
that position too is a business executive, not from 
legal profession.  

So, here is the summary:
1.  Many large corporations already had Chief 

Privacy Officers. Some of them are appointing 
geography specific DPOs. Indian draft bill also 
explicitly mandates that non-Indian companies 
should have a DPO based in India.

2.  Some have appointed Data Protection  
Officers now.

3.  Most of the positions—irrespective of what it 
is called and how broad/narrow their scope of 
work is—are from legal backgrounds. There are 
notable exceptions, though.

Indian companies, who have to comply with 
GDPR and other country specific regulations also 
have started appointing their privacy/data protection 
officers. As can be expected, most of them are IT/BPO 
companies. Interestingly, these executives appointed 
by Indian companies have a wide range of different 
experience and backgrounds that they bring in. 

As the Bill specifies it
(The relevant clauses from draft Indian Personal 
Data Protection Bill 2018)

Section 36: Data Protection 
Officer  
(1) The data fiduciary shall ap-
point a data protection officer 
for carrying out the following 
functions:

(a)  providing information  
and advice to the data fidu-
ciary on matters relating to 
fulfilling its obligations under 
this Act; 

(b)  monitoring personal data pro-

cessing activities of the data 
fiduciary to ensure that such 
processing does not violate 
the provisions of this Act; 

(c)  providing advice to the data 
fiduciary where required on 
the manner in which data pro-
tection impact assessments 
must be carried out, and carry 
out the review of such assess-
ment as under sub-section 
(4) of section 33; 

(d)  providing advice to the data 

fiduciary, where required on 
the manner in which internal 
mechanisms may be developed 
in order to satisfy the principles 
set out under section 29; 

(e)  providing assistance to and 
cooperating with the Authority 
on matters of compliance of the 
data fiduciary with provisions 
under this Act;

(f) act as the point of contact for the 
data principal for the purpose 
of raising grievances to the data 
fiduciary pursuant to section 39 
of this Act; and 

(g)  maintaining an inventory of all 
records maintained by the data 
fiduciary pursuant to section 34. 
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Infosys’ global DPO, Srinivas Poosarla, is a 
quality professional. So is NIIT’s recently appointed 
DPO Vivek Kumar. Among those with IT/IS 
background include L&T Infotech’s DPO Vikarm 
Patil, and Quatrro’s Chief Privacy Officer Ganesh 
Viswanathan. Viswanathan is the company’s CISO 
as well.  Ramco’s Global Chief Data Protection 
Officer, K Satish Kumar is a legal professional. 
Indians seem to be more open about the background 
of their DPOs. But there’s a corollary there: so far, it 
is the IT companies that have appointed people to 
these positions. 

Is there a path for IS professionals?
As can be seen from global practices, it is 
predominantly legal professionals who dominate the 
DPOscape. Does it mean that the IS professionals do 
not have a chance? 

We do not think so. This is why.
One, this is the time when privacy regulations 

are evolving. Most organizations want to do it 
correctly, and somehow comply with it, as soon as 
possible. At this time, what they need is people who 
can understand the legalese and defend them, in 
case that is required. That explains why so many 
legal professionals are appointed. As there’s more 
understanding and appreciation and interpretation 
of clauses ceases to be an everyday job, organizations 

may switch over to people who can get the work 
done, can continuously enhance the capability and 
ensure that newer targeted attacks to steal personal 
data get effective thwarted. CISOs/IS professionals 
would fit the role far better

Two, in India, there are just not too many 
legal professionals who are well versed with 
technology. So, many Indian companies will go for 
legal consultants even as they go for tech people to 
carry out the actual tasks to ensure that the non-
compliance does not happen. It’s primarily a tech job.

The fact is this job requires knowledge of law, 
tech and prior experience with compliance. Those 
legal professionals who familiarize themselves 
with tech or the IS professionals who familiarize 
themselves with finer nuances of the law, both have 
opportunities before them.

Like the CISO role, it is about constant battle. 
Those who love that challenge, this is something they 
should seriously consider.

A practical tip: look at the job descriptions 
of the people in LinkedIn or in positions 
advertised anywhere in the world. Here’s one 
such advertisement by Cathay Pacific: https://
careers.cathaypacific.com/jobs/data-protection-
officer-5790049

That will give a fair idea about what organizations 
are looking for 

(2) Nothing shall prevent the data 
fiduciary from assigning any other 
function to the data protection 
officer, which it may consider nec-
essary, in addition to the functions 
provided in sub-section (1) above. 

(3) The data protection officer 
shall meet the eligibility and quali-
fication requirements to carry out 
its functions under sub-section (1) 
as may be specified. 

(4) Where any data fiduciary not 
present within the territory of In-
dia carries on processing to which 
the Act applies under section 2(2), 
and the data fiduciary is required 
to appoint a data protection officer 
under this Act, the data fiduciary 

shall appoint such officer who 
shall be based in India and shall 
represent the data fiduciary in 
compliance of obligations under 
this Act.

Section 34: Record-Keeping 
(1) The data fiduciary shall 
maintain accurate and up-to-date 
records of the following: 

(a)  important operations in the 
data life-cycle including collec-
tion, transfers, and erasure of 
personal data to demonstrate 
compliance as required under 
section 11; 

(b)  periodic review of security 
safeguards under section 31; 

(c)  data protection impact assess-
ments under section 33; and 

(d)  any other aspect of processing 
as may be specified by  
the Authority. 

(2) The records in sub-section (1) 
shall be maintained in such form 
as specified by the Authority. 

(3) Notwithstanding anything 
contained in this Act, this section 
shall apply to the Central or State 
Government, departments of the 
Central and State Government, 
and any agency instrumentality or 
authority which is “the State” un-
der Article 12 of the Constitution.
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 DWeb is not much different 
from the Web as we know it except 
that it does not rely on centralised 
operators. The advent of Web 2.0, 
necessitated our communication 
through centralised services 
provided by companies such as 
Google, Facebook, Microsoft and 
Amazon. Today we communicate 
in “walled garden”, with our 
friends and out laptops are just 
screens. The DWeb is about re-
decentralising things and taking 
them back to the time when two 
PCs communicated with each other 
without intermediaries or on the 
cloud. Instead of these centralized 
service providers, 
we, the users, 
get to control our 
data and connect 
and interact and 
exchange messages 
directly with 
others in our 
network. 

How will DWeb 
help us? For 
one, with data 
out of the control of 

Is DWeb the next big step 
for the World Wide Web?
The decentralised web, or DWeb 
promises what no amount of laws 
can it seems. It offers an opportunity 
to take control of our data back from 
the big tech firms. Sounds too good 
to be true! How will this work and by 
when can we expect this to happen? 
Recently, a meeting of a group of 800 
web builders and others including 
Tim Berners-Lee, who created the 
World Wide Web, took place in San 
Francisco. They had gathered to 
discuss a rather grand idea – to 
circumvent internet gatekeepers like 
Google and Facebook. Decentralised 
Web Summit, the event where they 
met, was held from 31 July to 2 
August. It was hosted by the Internet 
Archive. The idea of DWeb, as said 
earlier, is a rather grand vision to start 
a new and a better Web where the 
entire population of the world can 
communicate without having to rely 
on big companies that amass data 
for profit and enable governments to 
conduct surveillance. The proponents 
of DWeb have projects and have built 
apps that are becoming functional, 
funded by the social momentum 
behind the movement. 

“It is what it is.  
We’ve learned 

to deal with it.”

WHAT 
CIOs ARe 
TIReD OF 

HeARInG... 

around
thetech
InnovatIon  

few and within our own, there will be 
fewer risks of data getting hacked 
and opportunities for governments 
to control us via surveillance and 
censorship of data. In the event of 
any centralized services shutting 
shop, we will not lose our data nor 
will we have privacy concerns over 
our data being used to target ads.  

DWeb promises control and 
privacy. Plus – on the DWeb, a 
government cannot just block a 
site it doesn’t like, because the 
information can come from other 
sources on the DWeb.
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By the Book 

The book by Vivek Vishnu, the CDO of 
Micromax, is an attempt to tell his fel-
low techies—read enterprise IT manag-
ers—what digital transformation means 
for them, how they could be on top of it 
and how they could do it well..  

The greatest advantage Vishnu has 
it that he exactly knows what kind of 
language CIOs and enterprise IT guys 
understand and uses that to share his 
knowledge. With his own first-hand 
experience added, it makes for a com-
pelling mix. 

Any practitioner who is focused on 
backing the disparate on-the-job learn-
ingswith a formal holistic perspective, 
that help him connect the dots in a 
meaningful manner, this would be an 
extremely useful book. So is it as a digi-
tal transformation textbook in  
MBA classes. 

It will suffice to say that if your expec-
tation is it will help you drive digital 
transformation in your organization, it 
is a tall expectation. This is surely not 
the book. 

Neither it is a book to pick up for read-
ing on your flight—like the narrative 
business non-fictions that are immense-
ly readable and engaging even while 
delivering strong learnings. 

In short, it is for the lean-forward 
learner, not the lean-back casual reader.

The announcement of resignation by Instagram co-founders, chief executive 
Kevin Systrom and chief technical officer Mike Krieger sent the online world 
into shock. Though the official statement from the duo gave no explanation 
for the resignation except that they were planning  to leave the company in 
the next few weeks and take time off “to explore our curiosity and creativity 
again”, the rumor mills were rife. Various media reports put their resignation 
down to the widening rift between Facebook CEO Mark Zuckerberg and the 
Instagram founders. Facebook had promised Instagram autonomy as part of 
the acquisition deal, but over the years this was reduced. Apparently, the res-
ignation is precipitated by rapidly souring relations between the two parties. 
The departure of the founders, it is feared, not only poses risk to the service 
they created but could also be bad news for users as Facebook becomes insu-
lated to contrary perspectives and vision and could cause social harm.

JPMorgan Chase has developed an innovative solu-
tion to the tech talent crunch and in the process is 
diversifying its workforce.

Championed by its global chief information officer, 
Lori Beer, Tech Connect  is an unique program to cul-
tivate talent from untapped pools. Till now more than 
200 people have graduated from Tech Connect and 
the majority are women. It has uncovered some great 
women technologists from non-technology fields.

What’s unique about Tech Connect is that it is a 
training program for aspiring software engineers who 
do not have computer science or computer engi-
neering backgrounds! In short, it makes non-techies 
become techies.

There is a six-week immersion in the Java program-
ming language, after which graduates are taken into 
JPMorgan Chase’s own software engineering program 
where they learn about the banking business and 
begin working on software projects. 
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autonomous

If you are one of those companies struggling to keep your customers 
happy, do not fret. LogMeIn 2018 AI Customer Experience Report: Impact 
of Chatbots and AI on the Customer Journey says that emerging technolo-
gies like Artificial Intelligence (AI) can help you streamline internal 
processes and also improve your customers’ experience with you. 
In fact, 71% of businesses today believe that online chat with either 
a human agent in the company or even a chatbot will become one of 
the most common channels used by customers in three years’ time to 
communicate with the company. What’s more, over 70% of consum-
ers too feel brands should leverage technologies to reduce the amount 
of time that it takes to resolve a customer enquiry or issue. Given that 
on average, less than half (49%) of customer issues are resolved dur-
ing the first interaction, getting that chatbot to keep your customers 
happy makes sense. However, human agents need not fear being
replaced by bots as 65% of business respondents feel that organiza-
tion can train humans to handle different and additional tasks.

vItal 
statIstIcs 

Aye to AI:  
Which Asian 
countries are 
leading AI 
implementation?

matter  
twitter 

of

Stages of AI Implementation in Asia Pacific

Implemented/
expanding/Upgrading

Implementing in 
next 12 months

Interested but no 
immediate plan

Indonesia

China

India

South Korea

APAC

Singapore

Australia

Japan

Taiwan

65%

63%

62%

57%

55%

50%

49%

47%

44%

22%

25%

17%

24%

26%

31%

35%

25%

28%

13%

12%

20%

19%

19%

20%

16%

28%

28%
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Ekhlaque Bari joined as the Chief Technology Officer at 
Fullerton India. He served as EVP and Head of IT at Max 
Life Insurance. He has also worked for HT Media Group.

Devendra Kumar Punia has joined as Head – Corporate 
IT, Paras Healthcare. He has spent significant part of  
his career in educational tech area as well as, as an acade-
mician.

Kalpesh Doshi has joined as the Chief Information Secu-
rity Officer (CISO) for India at FIS Global. A career secu-
rity and risk professional, Kalpesh has got experience in 
both security technology and compliance management. 
He has worked for global companies such as Capgemini, 
Accenture and HSBC. He has multiple security, compli-
ance, governance and risk management professional cer-
tifications to his credit.  

Anjani Kumar has joined as Chief Infor-
mation Officer for AMI (Africa, Middle 
East and India) Region at Nissan Motor 
Corporation. He was most recently serving 
with IT services company Collabera as its 

Chief Digital Officer.Before Collabera, Anjani worked 
with Safexpress as its CIO.While it is a regional role, 
Anjani will continue to be based out of Chennai. 

In & OUT 

Who is in 
and who 
is out? 
The latest 
on CIO 
movements

Sandesh Govalkar has joined Edelweiss REAP as the Vice 
President. He was serving as the Head of IT at Mirae Asset 
Capital Markets (India).  He has more than ten years of 
experience in asset management industry.

P Jayakrishnan has now taken up a new role 
as CIO at Muthoot Technologies. Previously, 
he was Associate Vice President at Muthoot 
FinCorp. 

Rajnish Sinha is now CIO at Bajaj Electricals 
Ltd. He takes over from Pratap Gharge, who 
had been associated with the Mumbai-head-
quartered consumer electrical equipment 
manufacturing company for over three 

decades. Rajnish takes up the new role alongside his cur-
rent role as CDO. He has previously worked in leadership 
positions for Tech Mahindra, Ericsson, Steria Group and  
R Systems.

Veneeth Purushotaman has joined Aster DM Healthcare 
as the group chief information officer (CIO). He was earlier 
the CIO of Fortis Healthcare.

Viral Rawal has left Suzlon Energy where he served as 
Vice President & Head of IT. 
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How To 
Secure Your 
Hybrid Cloud 
Environment?
Highly-tuned ML regimes and 
automation identify and respond to 
threats with greater confidence, making 
automated remediation a possibility

To keep pace with the digital economy, as 
enterprises race towards transforming into 
cloud-first businesses, the hybrid cloud envi-
ronment has become commonplace. According 
to the Cloud Services Market Global Report 2017 by 
Market Research Reports, hybrid cloud adop-
tion has increased from 58% to 71% year-over-
year in 2016. Hybrid cloud platforms enable 
businesses to quickly modernize, transform 
and innovate. But, they also expand the risk 
frontier, which brings us to the question: How 
best can you safeguard your data as well as 
intellectual property across a hybrid cloud? 

Evolving Threat Milieu
Most organizations are challenged by the wide 
variety of threats today. As per Gartner, 60% of 
digital businesses are predicted to suffer major 
security failures by 2020. With hybrid cloud 
adoption on the rise, the challenge gets bigger.

The ubiquity of mobile internet (thanks to 
the proliferation of smart devices), along with 
a rising remote worker base, have together 
stretched the network perimeter to the limit. 
Now, hybrid cloud models are further accelerat-
ing this trend, compelling security practitioners 
to relook at the periphery of where the secure 

network begins and ends. Further, with agile 
development and DevOps, applications and 
workloads typically run in parallel, from a 
range of on-premises, private and public cloud 
databases, and get constantly updated; each one 
provided by a different vendor, possibly located 
across the globe. Given this, securing cloud ser-
vices with disparate, traditional tools and prac-
tices has become unviable, also compounded 
by the need for integration and management of 
several different security products. Practically 
speaking, this is not only an inefficient and less 
successful approach, but is also error-prone. 

In such a challenging environment, how can 
a security team make sure that its corporate 
security policies and industry regulations are in 
place and for good effect?

The Rise of Hybrid Cloud
What are the two key challenges you face  
when securing your business in a hybrid  
cloud environment?
1. Businesses require total visibility of all 

workloads and user activity across the entire 
hybrid cloud environment-spanning on-
premises, cloud services (XaaS) and also 
unsanctioned ‘shadow IT’ environments

T
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context of identity for user activity.
Developing at cloud-scale has 

enabled security providers to deliver 
a big-data platform that spans SIEM, 
UEBA, CASB, compliance and con-
text-based identity, thereby stream-
lining the information continuum, 
that was erstwhile available only in 
separate tranches (i.e. if it was avail-
able to an SOC team in the first place!). 
Highly-tuned ML regimes and auto-
mation identify and respond to threats 
with greater confidence, thereby mak-
ing automated remediation a practical 
possibility. This inclusion of purpose-
built ML dramatically improves secu-
rity and allows for the creation of a 
solution designed to proactively iden-
tify issues or draw your attention to 
aspects you never considered earlier.

With such a next-generation 
approach, highly-skilled SOC analysts 
can switch focus from rote identifica-
tion of routine issues to protecting the 
organization against the sophisticated 

advanced persistent threats (APTs) 
prevalent today. This unified approach 
can also enable a critical control point 
for use of hybrid cloud, facilitating easy 
visibility of cloud services across mul-
tiple solution providers as well as on-
premises IT. This saves significant time 
and reduces human error as organiza-
tions continually rebalance workloads 
across their sprawling IT estate.

Before deciding on a next-generation 
security solution, check out if it 
enables the below four security func-
tions to scale seamlessly:
1. IT estate: All workloads are  

made transparent, no matter  
where they are in the distributed, 
hybrid estate. This helps overcome 
the key challenge of our modern 
non-perimeter world-allowing vis-
ibility into all cloud environments in 
use including the unofficial, unsanc-
tioned ones.

2. Strong compliance mechanism: 
Configuration management, tokeni-
zation, transaction, and activity 
monitoring can be implemented 
for compliance purposes across the 
entire IT estate, factoring in both 
industry-standard and organization-
specific rule sets.

3. Identification/Detection: A next-
generation SIEM with UEBA, CASB 
feeds and identity context up-levels 
the capabilities of the SOC to detect 
suspicious or malicious activities, 
and detect risky user behaviors 
before the occurrence of a breach.

4. Automated remediation: Most 
organizations don’t fully leverage 
automation because they lack confi-
dence in their analytical conclusions. 
With ML powered conclusions, 
automated response becomes more 
trusted and a higher-percentage 
of SOC action, increasing overall 
SOC efficiency in time to counter 
increased set of threats.
As India moves towards transform-

ing into a digital, knowledge-based 
economy, Indian businesses must 
develop a more holistic, proactive 
approach to IT security 

2. Businesses need a mechanism to 
process and analyze the massive 
amount of telemetry and other data 
this expansive IT estate will gener-
ate, often with a flat budget and no 
additional resources

The Cloud is Calling...
Thankfully, cloud offers a solution. 
New cloud services come with the 
ability to ingest massive amounts of 
operational and security telemetry, 
analyze the same in real time using 
purpose-built machine learning 
(ML) algorithms and react to 
findings using automation. These 
services provide for a step-function 
improvement in core security 
operations center (SOC) functions, 
spanning security information and 
event management (SIEM), user and 
entity behavior analytics (UEBA), 
cloud access security brokers (CASB) 
and configuration and compliance 
management –also factoring in the 

Hybrid cloud platforms enable businesses to 
quickly modernize, transform and innovate
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Is Your Data 
Hack-Proof?
As organizations struggle to maintain 
and protect their customers’ data, there 
is a growing concern amongst their 
customers about the security of their 
personal information

Just when the global cyber community 
was slowly recovering from the infamous 
WannaCry Ransomware attacks that 
caused havoc across the globe last year, two 
recent cyberattacks of an almost identical 
nature again shook the cyber community 
worldwide.

In May 2018, two Canadian banks,  
The Bank of Montreal and CIBC-owned 
Simplii Financial, were targeted by hackers 
who managed to get access to the personal 
information of thousands of their custom-
ers. The hackers demanded a ransom  
of USD 1 million from each bank failing 
which they threatened to publish the  
stolen information on the internet. The 
information that the hackers got access to 
included the names, dates of birth, social 
insurance number, debit card details, home 
address, occupation, marital status, secret 
questions and account balances. Security 
experts suspect that the hackers used a 
‘spear phishing’ attack in which they tar-
geted specific people who had accounts with 
both these banks and used malicious cyber 
techniques to make them hand over their 
crucial data.

Why did this Happen?
Organizations, especially banks, store a lot 
of user data to help them service their cus-
tomers, target marketing activities and run 
analytics to make their products/services 
relevant to the needs and demands of the 
market. Broadly, user data can be classi-
fied into two types: Personally Identifiable 
Information (PII) and Non-PII. Any data 
that can be used to identify the identity of a 
person is categorized as PII. This leads to an 
inherent need of storing and managing PII 
in a more secure manner as compared to the 
non-PII data.

In the case of Bank of Montreal and Sim-
plii Financial, the breach happened despite 
both the banks having implemented strin-
gent perimeter security controls. Cyber 
security experts feel that had the banks 
employed data encryption technologies for 
securing their customers’ PII stored within 
their database, then such an attack would 
not have been possible.

The Way Forward
According to Gemalto’s 2017 Breach Level 
Index Report, the number of data records 
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compromised in publicly disclosed 
data breaches surpassed 2.5 billion 
– a whopping 88% from 2016. This 
equates to more than 7 million records 
lost or stolen every day, or 82 every 
second! With rising incidents of data 
breaches, the business impact goes way 
beyond a financial hit. As organizations 
struggle to maintain and protect their 
customers’ data, there is a growing con-
cern amongst their customers about 
the security of their personal informa-
tion. Gemalto’s recent Customer Loyalty 
Survey interviewed 10,000 consumers 
worldwide revealed that a majority 
(70%) of consumers would stop doing 
business with a company if it experi-
enced a data breach.

This figure alone should ring the 
alarm bells of organizations that store 
their customers’ PII without deploying 
robust data encryption technologies. 
Encryption involves scrambling of the 
data using an algorithm with a key 
to create a code – the encryption key. 
Unless a user has access to the key, the 
data cannot be .decrypted.

However, securing the data does not 
end with merely encrypting it. Encryp-
tion transfers the responsibility of 
enterprise security from the data to 
encryption key management – a holis-
tic solution that is seamlessly able to 
generate the encryption keys, distrib-
ute, rotate and store them and revoke/
destroy the keys, as needed. In a nut-
shell, businesses need an end-to-end 
data encryption solution to ensure the 
security of data.

While there are many encryption 
alternatives available in the market 
today, most businesses find themselves 
lacking when it comes to management 
of the encryption keys. It’s like putting 
a lock on all the doors of your room and 
not knowing where the keys are. This 
can still lead to a potential theft if the 
keys land in the wrong hands. Hence, 
having a centralized platform that can 
help organizations manage their crypto 
keys across all stages of their lifecycle 
can play an important role in ensuring 
optimal data protection.

Encryption transfers the responsibility of 
enterprise security from the data to encryption 
key management – a holistic solution...

What’s needed is a robust and cen-
tralized key management solution that 
can be seamlessly deployed in physical, 
virtual, and cloud environments. Some 
of the salient features that play a crucial 
role in data security are:
1. Heterogeneous key management – 

helps in managing multiple crypto 
keys for different types of encryption 
products.

2. Multiple use cases – easily integrates 
with other data protection solutions.

3. End-to-end key-lifecycle support
4. Centralized management console 

– helps in assigning administrator 
roles according to the scope of their 
responsibilities.

5. Logging and auditing – helps in stor-
ing audit trails that can be analyzed 
by using any leading SIEM tools.

6. Reduces the overall cost of data  
security by offering automated  
operations.

To Sum It Up
What would you do if an organization 

didn’t take the security of your data 
seriously? Probably stop using their 
products/services, right? Most of us 
would do the same. We are all con-
cerned about the security and  
privacy of our data gathered by var-
ious businesses. As consumers, we 
expect all organizations, no matter  
how big or small, to employ the latest 
security tools.

When we look at it from the other 
side of the line, as business owners,  
we tend to try and get by with the  
security system already in place. How-
ever, hackers are evolving and your 
data security tools need to keep up 
too. An end-to-end data encryption 
solution can ensure that you and your 
customers can be assured of maximum 
data protection. Remember, if your 
customers feel that your organiza-
tion places security of their personal 
information at the top of the priority 
list, he/she would not just be loyal to 
your brand but also work as a powerful 
brand ambassador 
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“IT organizations have 
again become popular 
& IT team has a seat 
at the boardroom” 
VC Gopalratnam, CIO for Cisco’s International Operations 
and SVP for IT, talks to editor Shyamanuja Das on how 
organizational expectations from IT are changing

What are the top changes that you see that 
have happened to enterprise IT in the past 

couple of years?
About 6 or 7 years ago, when people actually started talk-
ing about digitization and digital disruption,  there was a 
general feeling that the board would make the IT organiza-
tion obsolete and the role of CIO irrelevant. But then, what 
has happened is that people are recognizing that in order to 
do digital transformation for the enterprises, the IT orga-
nizations, and therefore the CIOs, have to play a leading 
role rather than just the role of enabler. Therefore, the IT 
organizations have again become popular and the IT team is 
given a seat at the boardroom.  Technology is being viewed 
as a differentiator today for companies in order to drive the 
whole digital transformation or digital disruption. 

As per my opinion, the digital transformation that has 
happened in the enterprise IT space is actually the rel-
evance of the IT organization coming back in a serious way.

That is how the board thinks. What about 
users? Their expectations?

The IT organization is really viewed as the service provider 
to the rest of the company, which essentially means the cus-
tomers (internally or externally) are demanding more and 
more from the IT organisation. Things need to be done in a 
faster, scalable and secure way. 

But most importantly, the IT organization needs to be flex-
ible, which means that the customers are expecting things 
to be delivered to them at their convenience – delivering the 

services in the fastest time with the best quality while also 
providing flexibility of choice. 

One of the things that the enterprise IT organisation has 
to guard against is to make sure that what they are doing is 
constantly benchmarked against what is being offered out-
side, so that the enterprise IT organisation continues to be 
the service provider of the choice.

Earlier, business alignment was the catch-
phrase. Now, ‘use case’ which actually is a 

euphemism for tech-first has become the driv-
ing force. What changed? 
Honestly, the success of any organization is determined 
by what business outcomes they influence. For enterprise 
IT, the success of whatever they do is determined by the 
contribution to the growth, profitability of the company, 
deliverance of better experience for the customers, driving 
productivity, efficiency and the ease that we provide to our 
customers to do business with us. These are tangible busi-
ness outcomes that are measured and if we do not influence 
those outcomes then we are not up to the mark. 

Secondly, more business people have found their way 
into the IT organisation over a period of time and more 
IT people have moved on to the business side. Therefore, 
understanding of what the key levers that influence the 
success and failure of a business is becoming extremely 
relevant. The organisation is also being forced to talk about 
the business outcomes and to use the language of business 
to explain what they are doing. One of the key skills that are 

InTervIew
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demanded of IT professionals today is the ability to speak 
the language of business. It does not matter how smart one 
is technically.

Thirdly, the technology is changing so rapidly that wheth-
er it is an enterprise platform or a mobility solution, today it 
is solution X, tomorrow it is solution Y and the day after it 
is solution Z. The technology itself is not necessarily adding 
the value; it is just an enabler of the value. The real value is 
what kind of outcomes are you delivering, whether you are 
influencing top line or bottom line of the company. If the 
IT organisation is too caught up in the technology part and 
does not spend enough time on the business part, then they 
are not delivering the right level of value.

In some industries, new technologies like 
IoT, are giving tremendous gains and they 

are expanding the deployment horizontally. 
However, organizational transformation goes 
for a toss. There is definitely no change in their 
business model…
You can either influence the growth or profitability of the 
company and in some cases you can improve the productiv-
ity and efficiency of the company. Depending on the vertical, 
the level of impact on the top line versus bottom line will be 
different. It is expected of every industry vertical to behave 
exactly the same. There are industries that focus quite a bit 

"Transformation not 
only means impacting the 
top-line growth; it means 
helping the business and 
customers become more 
competitive by changing 
the way they do business 
with their customers..." 

on efficiency and productivity because their margins might 
be lower and every rupee or dollar counts. That is where the 
impact on productivity and efficiency is quite significant. 

Transformation not only means impacting the top-line 
growth; it means helping the business and customers 
become more competitive by changing the way they do busi-
ness with their customers. Every industry vertical is differ-
ent but transformation can occur in every industry as it can 
be related to top line enhancement or even impact on the 
bottom line. Therefore, it is hard to define transformation in 
one sentence that is universally applicable.

Cisco is in love with networking again. 
Can you explain it further for our readers?

Digital disruption is happening everywhere. Technology 
is playing a very key role in this whole digital transforma-
tion. The interesting thing is there is one technology that 
actually is the foundation to everything. If you want to move 
to the cloud or if you really want to leverage data for better 
insights and analytics, if you want to enable IoT, if you want 
to put security everywhere, the one technology that makes 
all of this happen is ‘network’. That is why Cisco believes 
that the network is the foundation. Clearly, the network 
is the first line of defence for an organisation. It is also the 
pathway to collaboration, productivity and digitisation. Net-
working enables IoT and which is why Cisco believes that 
fundamentally the network is more important today than 
it ever has been before. Cisco was founded on the principle 
of networking and it is why we feel honoured to fall in love 
with networking again 

—VC Gopalratnam, CIO for Cisco’s International 
Operations and SVP for IT 
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The Switchover 
To Services Is 
Finally Happening 
In Security
A Gartner forecast says despite significant growth, cloud security 
will remain a small fraction of the overall market

By Shyamanuja Das
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Security services now account for  
more than half of the overall security 
spending in the enterprise and will 
remain that way for the next two years, 
according to data on worldwide spend-
ing on information security, released  
by Gartner.

Garter says overall security spending 
will grow by 22% between last year and 
2019 and will reach USD 124 billion in 
that year, up from USD 101 billion last 
year. The research firm says this year 
the spending will be USD 114 billion.

While security services would 
account for 52% of the total security 
spending, traditional segments like 
infrastructure security and network 
security will account for 12% and 11% 
respectively. The spending mix is not 
likely to change much between 2017 
and 2019, despite a significant rise in 
spend in cloud security, which still 
accounts for a very small fraction of the 
overall security spend.

Between 2017 and 2019, spend-
ing on cloud security will more than 
double to USD 459 million while data 
security too will register a significant 
growth, recording a growth of 37% from 
between last year and 2019. Most other 
enterprise security segments will  
grow around 20-25%, according to 
Gartner frecast.

"Security leaders are striving to  
help their organizations securely  
use technology platforms to become 
more competitive and drive growth for 
the business," says Siddharth Desh-
pande, research director at Gartner. 
"Persisting skills shortages and regula-
tory changes like the EU’s Global Data 
Protection Regulation (GDPR) are driv-
ing continued growth in the security 
services market."

S
A 2017 Gartner survey had revealed 

that the top three drivers for security 
spending are (1) security risks; (2) busi-
ness needs; and (3) industry changes. 
Privacy concerns are also becoming a 
key factor.

“Privacy concerns will drive at least 
10 % of market demand for security 
services through 2019 and will impact 
a variety of segments, such as identity 
and access management (IAM), identity 
governance and administration (IGA) 
and data loss prevention (DLP),” the 
company says.

‘Highly publicized data breaches, 
like the recent attack on SingHealth 
that compromised the personal health 
records of 1.5 million patients in Sin-
gapore, reinforce the need to view 
sensitive data and IT systems as critical 
infrastructure,” says Deshpande.

An increased focus on building detec-
tion and response capabilities, privacy 
regulations such as GDPR, and the need 
to address digital business risks are the 
main drivers for global security spend-
ing through 2019.

Key Trends
Some of the key trends identified by the 
research firms are:

 At least 30 % of organizations  
will spend on GDPR-related consult-
ing and implementation services 
through 2019. Organizations are 
continuing their journey toward 
compliance with the GDPR that has 
been in effect since 25 May 2018. 

Implementing, assessing and audit-
ing the business processes related to 
the GDPR are expected to be the core 
focus of security service spending for 
EU-based organizations, and for those 
whose customers and employees 
reside there.

 Risk management and privacy 
concerns within digital transforma-
tion initiatives will drive additional 
security service spending through 
2020 for more than 40 % of organiza-
tions. Consulting and implementa-
tion service providers have retooled 
their service offerings over the past 
several years to support customers on 
their digital transformation journey. 
Security is a key factor in the uptake 
of that transformation process for 
regulated data, critical operations and 
intellectual property protection span-
ning public cloud, SaaS and the use of 
Internet of Things (IoT) devices.

 Services (subscription and managed) 
will represent at least 50 % of security 
software delivery by 2020. Security as 
a service is on the way to surpassing 
on-premises deployments, and hybrid 
deployments are enticing buyers. A 
large portion of respondents to Gart-
ner’s security buying behavior survey 
said they plan to deploy specific secu-
rity technologies, such as security 
information and event management 
(SIEM), in a hybrid deployment 
model in the next two years. Managed 
services represented roughly 24 % of 
deployments, on average 
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2018: A Year  
Of Change For  
IT Security

The focus of security has shifted from a single pre- 
deployment event to a continuous practice, designed to 
detect threats as fast as possible and limit the damage

By Naveen Bhat
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We believe it will be seen as an inflec-
tion point – a year in which an orga-
nizations’ approach to security will 
finally shift to being more in step with 
our always-on digital society. A new 
model of IT security is taking shape, 
which is more integrated with network 
operations, and will offer greater value 
to enterprises, with fewer trade-offs.

The recently-published 2018 Security 
Report highlights the biggest security 
findings and trends from the past year, 
as seen and analyzed by our Applica-
tion and Threat Intelligence (ATI) 
Research Center.

During 2018, we will see more and 
more organizations finalizing their 
cloud migrations, and moving to mul-
tiple cloud operations. As they do this, 
they will expect improved security as 
a given. But the reality is not quite so 
clear; cloud data breaches are up near-
ly 45% year over year. As enterprises 
are transforming their IT to embrace 
the cloud and mobility, security prac-
tices are not keeping pace: in fact, they 
are trailing behind. 

Five key trends emerged from our 
research, and enterprises need to be 
aware of and respond to these trends 
if they are to evolve their IT security 
to keep pace with and protect against 
evolving threats.

Cloud security and 
compliance are priorities
The cloud is central to today’s IT secu-
rity landscape. Spending on cloud 
computing is growing, with almost all 
enterprises now running workloads 
in one or more clouds. Yet 38% of 
organizations have cloud users whose 
accounts have been compromised, and 
89% of these compromises showed a 
marked change in users’ behavior. It is 

W
no surprise that 93% of cloud IT man-
agers are concerned about security.

Indeed, IT teams are struggling to 
deliver effective security in a hybrid, 
dynamically changing, on-demand 
environment. Our Security Report 
revealed that securing data and appli-
cations, and satisfying compliance 
requirements, overtook deploying 
and migrating applications as top  
public cloud priorities in 2018. The  
visibility gap introduced by deploy-
ments in public cloud environments 
is also a key concern, with 88% of 
our respondents experiencing issues 
related to a lack of visibility into public 
cloud data traffic.

The gap between cloud and 
security is growing
On average, there were over 4.3 new 
data breaches every day in 2017 – a 
nearly 45% increase from the previous 
year. Many of those attacks had com-
mon root causes, including unpatched 
vulnerabilities which allowed threat 
actors to compromise systems, overly 
permissive security policies between 
entities in a supply chain, and, above 
all, security misconfigurations allow-
ing access to sensitive data.

In fact, one study found that nearly 
73% of public cloud instances had 
one or more serious security miscon-
figurations. The combination of cloud 
growth and the high number of secu-
rity misconfigurations suggests we 
will see more breaches where cloud is 

a factor in 2018. Many IT leaders are 
therefore turning to a multi-layer secu-
rity approach to combat the challenges 
of an ever-expanding attack surface.

More focus needed on 
visibility and detection
Cyberattacks can have a severe impact 
on revenue as well as reputation. And 
yet, in the current cyber threat land-
scape, it is less a case of if an organiza-
tion will be targeted, but when. Mean-
while, the days of securing the network 
purely as an on-premise challenge are 
over. Public cloud is forcing a whole-
sale shift in security architecture to 
one that must encompass both public 
and private clouds concurrently.

As such, although critical, firewalls 
and intrusion prevention are not ade-
quate to protect an organization from 
advanced attacks that are designed 
to sidestep such systems. To reduce 
the risk of business disruption and 
potential data breach, companies need 
to deploy security analysis and threat 
detection solutions that use granular, 
network packet data to identify multi-
layer exploits and contain attackers.

The cybercrime economy  
is booming
2017 was the year of ransomware. So 
far, 2018 is the year of crypto-jacking: 
that is, mining crypto-currencies on 
devices without the owners’ consent. 
Crypto-jacking offers cybercriminals a 
high-profit return that is far stealthier 
than a ransom attack. Code has even 
been found on compromised websites 
that can secretly transfer to users 
and melt down their battery powered 
devices. Critical IoT infrastructures 
are already targeted to mine digital 
currency. Research indicates that half 
a billion people are unwittingly used 
to mine cryptocurrency for others. As 
with ransomware, without a robust 
visibility, security and monitoring 
strategy to protect applications and 
computers, companies should not be 
surprised if they become the next vic-
tim of crypto-jacking.

Crypto-jacking offers 
cybercriminals a high-
profit return that is 
far stealthier than a 
ransom attack. Code 
has even been found on 
compromised websites 
that can secretly 
transfer to users...
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Encryption is good  
for business, and for 
hackers, too
A significant Internet milestone was 
passed in February 2017, when it was 
reported that approximately 50% of 
all web traffic was encrypted using 
HTTPS. This protects users – but it 
can also be exploited by hackers, who 
can hide malicious traffic in encrypted 
streams. This makes detection of 
malware or abnormal traffic via tradi-
tional means impossible and demands 
a complete visibility approach that 
combines continuous inspection with 
multi-layered security tailored to the 
application environment.

Taking steps to improve 
security
Collectively, these trends highlight  
the urgent need for continuous visibil-
ity and layered security, to address  
the most urgent priorities of security 
and privacy in our cloud-dominated 
world. So how should organizations 
react to these emerging security 
trends, to cut their exposure to risk 
and shrink their attack profile? Here 
are our recommendations:

 Visibility matters: Security is 

dependent on total network visibility. 
Do not lose sight of the foundation of 
security monitoring: ‘You can’t pro-
tect what you can’t see.’ As network 
complexity grows, your visibility of 
traffic needs to keep pace. Work to 
understand how blind spots develop 
and how to eliminate them.

 Make resilient security your goal: 
The focus of security has shifted 
from a single pre- deployment event 
to a continuous practice, designed to 
detect threats as fast as possible and 
limit the damage. Make sure your 
detection and analysis solutions have 
the real-time packet data they need 
to deliver the results you need. Use 
automation between your visibility 
platform and security solutions, to 
enable near real-time reactions.

 Seeing into every cloud: Remember 
that cloud providers are only respon-
sible for securing their physical 
infrastructure, and not your data or 
applications. Take responsibility for 
securing these by gaining visibility 
of packet-level data and perform-
ing realistic testing of all your cloud 
environments.

 Test proactively to reduce  
risk: Testing gives you the insight 

needed to understand how your 
security infrastructure reacts under 
attack, so you can address weak-
nesses and accelerate recovery  
from incidents.

 See into decrypted traffic: Ensure 
your visibility platform supports 
ephemeral key decryption. Secure 
traffic is the de-facto standard for 
internet communication and transac-
tions but can also hide threats – so 
ensure that you can decrypt and 
inspect secure traffic encrypted with 
ephemeral keys to expose any threats 
that may be otherwise hidden.

 Train, and train again: Effective 
cybersecurity teams must have 
access to a rigorous training and 
practice environment that features 
scalable real-world traffic and cur-
rent attacks. A high-performance 
cyber training program needs to  
constantly integrate new scenarios 
and attack elements to build the 
‘muscle memory’ that is needed 
in real-life situations. As the US 
Marines saying puts it: “Improvize, 
adapt, overcome.” 

—The author is Managing Director,  
APAC, Ixia

How will we 
look back 
on the state 
of security 
in 2018?
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Is There A Weak 
Link In Your 
Encryption Strategy?

There is little to no push from leadership to ensure there is a 
universal encryption policy over the entire network. Without this 
overarching encryption solution with centralized key management, 
businesses create weak links in their armour.

By Luke Brown
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R
keys used to secure data against disclo-
sure. At the end of the day, the value of 
encryption is only as good as the trust 
in your keys.

Strengthening that chink 
in the armour
It’s easy to see how things can quickly 
get very complex, and why it’s impor-
tant that organizations enforce encryp-
tion automatically through their 
security policy to help avoid disaster. 
With boardroom enforced encryption 
platforms, businesses can rest easy 
knowing that data is protected across 
the network and can’t be turned off by 
employees looking to optimize device 
performance, which is a real problem 
for both point encryption solutions 
and anti-virus products.

Encryption not only turns infor-
mation or data into an unbreakable, 
unreadable code should someone 
unauthorized try to access it, but it is 
also often the only technology refer-
enced in these evolving and escalating 
regulations as a reasonable and appro-
priate security measure.

Furthermore, centralizing encryp-
tion management and ensuring keys 
are controlled from one point helps a 
company further enforce these regula-
tory and governance requirements. 
Ultimately encryption is the last line 
of defense when a breach occurs, 
regardless of whatever action caused it, 
invader or accident.

In Conclusion
If there is one absolute truth in busi-
ness, it’s that data is now everywhere. 
Big or small, companies wrestle with 
keeping data secure with an ever 
expanding mobile and agile workforce. 
Effective control and management of 
the IT infrastructure spanning on-
premises and cloud service providers 
for security and specifically encryp-
tion, is the only way to minimize the 
risks of data loss and meet growing 
legislative requirements 

—The author is VP - EMEA, WinMagic

Rather like the never-ending pool of 
news stories about Brexit, many of us 
have tuned out of reports about data 
breaches – whether criminally moti-
vated or human error – simply because 
they’re so common. We’ve become 
accustomed to stories about customers’ 
sensitive data being lost. It’s become 
part of the fabric of our lives. It’s no 
longer news. IT security teams are 
doing their best to protect themselves 
from cyber criminals, constantly play-
ing a cat and mouse catch up game.

A key part of their armoury is 
encryption. Almost as old as the Inter-
net itself, it’s a fundamental point of 
defense in preventing against data-
leaks. It’s a time-tested tool that can 
severely hinder attackers in their goal 
to steal confidential user and customer 
data, trade secrets, and more. How-
ever, the rise of new technologies such 
as mobility, cloud and virtualization 
combined with an increasingly com-
plex regulatory environment means 
companies are finding the need for 
encryption more than ever before. To 
make this worse, boardrooms are not 
adapting to these developments. As it 
is, encryption is being seen by IT oper-
ations as a tick box exercise, with point 
solutions encrypting only segments of 
network infrastructure.

There is little to no push from lead-
ership to ensure there is a universal 
encryption policy over the entire 
network. Without this overarching 
encryption solution with centralized 
key management, businesses create 
weak links in their armour.

Weak link # 1 –  
Data Sprawl
What you don’t know can hurt you. 
With the dissolving network perime-
ter, your data can be anywhere. Mobile 
devices and inexpensive, easy-to-use, 
cloud file-sharing services make it easy 
to work anywhere and anytime. Such 
access has become essential to operat-
ing in an always-connected world.

However, continuous encryption can 
be complicated to implement in mod-
ern environments where infrastruc-
ture and data span both cloud and on-
premises servers. Native encryption 
technologies are useful at one level, but 
they can still leave your devices vul-
nerable, and IT admin teams are left 
with lots of encryption keys to juggle 
which is a real headache. Where com-
panies lack strict security and encryp-
tion management for technologies 
such as virtual machines and hyper-
converged infrastructure, uncontrolled 
data sprawl can be common, leading to 
silos of hidden data and a fragmenta-
tion of governance.

Weak link # 2 – 
Compliance Requirements
We know that data leaks occur 
throughout the IT equipment spec-
trum – on networks when information 
is transferred or when devices are  
left unattended, lost or stolen and  
eventually fall into the wrong hands. 
There are lots of ways to lose informa-
tion and every one of them is poten-
tially damaging to an enterprise. With 
ever more stringent regulations, it’s 
easy for an organization to fall foul  
of the requirements (often without 
knowing), leaving themselves exposed 
and non-compliant, and at risk of 
heavy fines.

Added to that, more and more regu-
lations stipulate the need to not only 
protect data with encryption, but also 
protect the keys used to encrypt the 
data. In fact, GDPR, MiFID II, PCIDSS 
and other breach notification laws 
state that businesses must document 
and implement procedures to protect 
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Indian Cos Are 
Forerunners Of 
IT Maturity In 
APJM: Study
90% of Indian respondents agree that failing 
to embrace IT Transformation will hurt their 
company’s competitiveness
By CIO&Leader

I
IT Transformation can result in  
bottom-line benefits that drive  
business differentiation, innovation 
and growth, according to ESG IT  
Transformation Maturity Curve India 
Report commissioned by Dell EMC  
and Intel Corporation.

Today’s business landscape in India 
is rife with disruption, much of it driv-
en by organizations using technology 
in new or innovative ways. In order to 
survive and thrive in today’s digital 
world, businesses are implementing 
new technologies, processes and skill 
sets to best address changing customer 
needs. A fundamental first step to  
this change is transforming IT, to  
help organizations bring products 
to market faster, remain competitive 
and drive innovation. According to  
the study:

 90% of Indian respondents agree 
that failing to embrace IT Transfor-
mation will hurt their company’s 
competitiveness

 Respondents from Transformed 
organizations in India were 1.35 
times more likely to have exceeded 
their revenue targets (97%) in the 
past year compared with Legacy/
Emerging Indian organizations, as 
compared to only 45% of respon-
dents at Transformed companies in 
the rest of Asia

 Transformed organizations in India 
are 11x more likely to believe they are 
in a very strong competitive business 
position compared to lower scoring 
organizations
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The ESG 2018 IT 
Transformation  
Maturity Study
The ESG 2018 IT Transformation  
Maturity Study follows the seminal 
study commissioned by Dell EMC,  
the ESG 2017 IT Transformation Maturity 
Study, and was designed to provide 
insight into the state of IT Transforma-
tion, the business benefits fully trans-
formed companies experience, and the 
role critical technologies have in an 
IT Transformation. ESG employed a 
research-based, data-driven maturity 
model to identify different stages of IT 
Transformation progress and deter-
mine the degree to which global orga-
nizations have achieved those  
different stages, based on their 
responses to questions about their 
organizations’ adoption of modernized 
data center technologies, automated IT 
processes and transformed organiza-
tional dynamics.

This year’s 400 participating orga-
nizations from India were segmented 
into the same IT Transformation matu-
rity stages:

 Stage 1– Legacy (2%): Falls short on 
many – if not all – of the dimensions 
of IT Transformation in the ESG 
study

 Stage 2 – Emerging (21%): Showing 
progress in IT Transformation but 
having minimal deployment of mod-
ern data center technologies

 Stage 3 – Evolving (61%): Showing 
commitment to IT Transformation 
and having a moderate deployment 
of modern data center technologies 
and IT delivery methods

 Stage 4 – Transformed (17%): 
Furthest along in IT Transformation 
initiatives
This year’s findings show organiza-

tions are progressing in IT maturity 
and generally believe transformation 
is a strategic imperative.

 72% of Indian respondents whose 
organizations have achieved Trans-
formed status also report having 
mature Digital Transformation proj-
ects underway versus only 3% of the 

Indian Legacy/Emerging companies 
surveyed

 IT groups at Transformed companies 
in India are 6.5 times more likely to be 
involved in business-strategy devel-
opment compared with their counter-
parts at Legacy/Emerging companies 
(46% versus 7%). Moreover, in the rest 
of the region Transformed organiza-
tions were only 5 times as likely to 
enjoy this level of involvement com-
pared to lower scoring organizations
IT Transformation maturity can 

accelerate innovation, drive growth, 
increase IT efficiency and reduce cost. 
More specifically:

 Two-fifths (41%) of respondents at 
Transformed companies cited cost 
reduction as a key IT success criterion

 Nearly universally, 89% of Indian 
respondents said their companies are 
under pressure to deliver products 
and services faster, which requires 
having an agile approach to IT

 Transformed organizations in India 
were 10 times more likely than Lega-
cy/Emerging organizations to report 
the majority of their applications are 
deployed ahead of schedule

Maturity Characteristics 
Compared with the Rest  
of Asia
For Indian organizations, IT Transfor-
mation correlates with improved IT 
and business outcomes.

In terms of modern datacenter tech-
nology usage, Indian organizations 
appear to lead their counterparts 
across the rest of Asia: 

 They are more apt to use Flash, 84% 
of surveyed Indian companies use 
All-Flash and/or hybrid arrays com-
pared with 73% for the rest of Asia

 82% of Indian organizations sur-
veyed use scale-out storage versus 
65% for the rest of Asia

 They are much more likely to be 
committed to software-defined 
datacenter technologies, e.g., soft-
ware-defined networking and stor-
age—72% of Indian respondents indi-
cated such a commitment compared 
with 53% across the rest of Asia

 They were more likely to report 
using both converged and hyper-
converged infrastructure in their 
environments—46% versus the 19% 
reported by organizations in other 
Asian countries

 Indian organizations are more vir-
tualized than other Asian organiza-
tions—49% of Indian production 
servers are VMs versus 45% in the 
rest of Asia
In addition to modern datacenter 

technologies, Indian organizations  
are, in general, exceeding the rest of 
Asia in terms of automation and pro-
cess evolution:

 India’s organizations were more 
likely to report extensive (29% versus 
7%) self-service infrastructure pro-
visioning capabilities to end-users 
compared with the rest of Asia

 India-based organizations are more 
likely to have highly automated 
server environments including pro-
visioning (35% versus 15%), updating 
(39% vs. 16%), and troubleshooting 
(34% versus 13%) processes.  
Lastly, ESG asked respondents to 

qualitatively describe how extensively 
their organizations have adopted for-
mal DevOps principles and practices. 
Indian organizations appear to be 
ahead of the rest of Asia, with 26% 
reporting extensive adoption com-
pared to 10% 

IT groups at 
Transformed 
companies in 
India are 6.5 
times more likely 
to be involved in 
business-strategy 
development... 
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Consumers Don't 
Think Organizations 
Can Protect Their 
Data: Study
A CA Technologies study reveals 43% of business 
executives admitting to selling consumer data that includes 
personally identifiable information
By CIO&Leader
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According to a CA Technologies' 
Global State of Digital Trust Survey and 
Index 2018, consumer behavior reveals 
strong correlation between lack of 
business and lack of digital trust. The 
study shows how consumers perceive 
and trust organizations to protect their 
digital data. It also includes significant 
data about how business leaders and 
cybersecurity professionals at orga-
nizations view their responsibilities 
of data stewardship, the licensing of 
consumer data to third parties and the 
technologies they are implementing to 
protect data and customer privacy. 

As consumers are increasingly trans-
acting online – whether for work, lei-
sure or play – providing organizations 
with access to vast amounts of data, 
from consumer profiles and personal 
information to user behavior and hab-
its. With that increasing store of data 
also comes greater responsibility to 
protect it against abuse from external 
and internal sources. The data abuse 
have been evident in the number of 
cases which were reported in 2017.

According to the study, the Digital 
Trust Index for 2018 is 61 points out 
of 100, a score which reflects flagging 
faith from consumers surveyed in the 
ability or desire of organizations to 

A
fully protect user data. The index was 
calculated based on a number of differ-
ent metrics that measure key factors 
around the concept of digital trust, 
including how willing consumers are 
to share personal data with organiza-
tions and how well they think organi-
zations protect that data.

The major findings from the  
study reveal:

 Nearly half (48%) of consumers 
report that they currently use, or 
have used in the past, services of 
organizations that were involved in 
a publicly disclosed data breach and, 
of those, 48% have stopped using the 
services of an organization because 
of a breach.

 There is a 14-point gap between the 
Digital Trust Index of consumers 
(61%) and the perceptions by busi-
ness decision makers and cybersecu-
rity professionals (75%), signifying 
mismatched perceptions among 
these audiences in a measurement 
of perceived consumer trust versus 
actual consumer trust.

 Only half of consumers surveyed 
(49%) are willing to provide their 
personal data in exchange for  
digital services.

 90% of organizations claim that they 

are very good at protecting consumer 
data, showing a high level of self-con-
fidence, despite the fact that nearly 
half (48%) of business executives 
admitted that their organization  
has been involved in a publicly dis-
closed consumer data breach in the 
last year.

 43% of business executives admit  
to selling consumer data that 
includes personally identifiable 
information, while only 15% of cyber-
security professionals surveyed 
knew that their company was selling 
data containing PII.
These results indicate a significant 

gap between how organizations view 
their responsibilities on data stew-
ardship and consumer expectations 
around how organizations protect con-
sumer data. In the application econo-
my where data is the key, organizations 
must prioritize data privacy and secu-
rity or risk serious ramifications. Orga-
nizations can mitigate these risks by 
taking a proactive stance on security, 
such as narrowing their policies for 
sharing user data, reducing privileged 
user access, implementing continuous 
user authentication technologies, and 
adopting better cybersecurity and pri-
vacy controls to stop hackers 

43% of business executives admit to 
selling consumer data...while only 
15% of cybersecurity professionals 
surveyed knew that their company was 
selling data containing PII.. 





of the winners 
report to a C level42%
of winners work in  
organizations with IT  budget 
of over 10 crore and above64%

Come and establish 
camaraderie  with the  
IT giants of tomorrow

#TheBigPicture

For engagement opportunities, please contact 

Mahantesh G 9880436623 mahantesh.g@9dot9.in
Deepak Sharma 9811791110 deepak.sharma@9dot9.in
Prashant Amin 9820575282  prashant.amin@9dot9.in
BN Raghavendra 98453 81683 bn.raghavendra@9dot9.in 
Vandana Chauhan 9958984581 vandana.chauhan@9dot9.in

Apply for the NEXT100 today—it  could change your l i fe .  Go to:  www.next100. in



of the winners 
report to a C level42%
of winners work in  
organizations with IT  budget 
of over 10 crore and above64%

Come and establish 
camaraderie  with the  
IT giants of tomorrow

#TheBigPicture

For engagement opportunities, please contact 

Mahantesh G 9880436623 mahantesh.g@9dot9.in
Deepak Sharma 9811791110 deepak.sharma@9dot9.in
Prashant Amin 9820575282  prashant.amin@9dot9.in
BN Raghavendra 98453 81683 bn.raghavendra@9dot9.in 
Vandana Chauhan 9958984581 vandana.chauhan@9dot9.in

Apply for the NEXT100 today—it  could change your l i fe .  Go to:  www.next100. in




	00_C&L Sep 2018_COVER Final
	01_Editorial
	02-03_CONTENT
	04-08, 15_COVER STORY
	16-19_AROUND THE TECH
	20-23_Cloumn
	24-25_Interview
	30-38_INSIGHT

