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As I write this, the second big wave of COVID-19 
pandemic is all around us. This round has proven 
far more fatal for those affected and far more chal-
lenging for the authorities – decision makers, civic 
authorities, healthcare providers. 

Just one problem – shortage of oxygen for affected 
patients with lower oxygen levels – has thrown our 
healthcare systems into complete disarray. 

At this point, there is just one priority before all of 
us – to be careful and help each other. Those who are 
believers can pray too. 

In this gloomy time, what makes me hopeful is that 
people have risen to the occasion. An SOS tweet that 
I did on 28 April for my sister-in-law saw close to 
700 retweets and many answers, with some really 
useful information. This is in addition to the What-
sApp and Facebook posts that too got significant 
response. Thanks to the info, her condition was pre-
vented from worsening. 

There are many who have collated the information 
in microsites, created apps for multiple purposes, 
from providing info to providing help, and even for 
helping people with vaccination. 

Needless to say, this has been possible for the wide 
penetration of digital media. Even if people are not 
on social media, someone somewhere has put their 
SOS on social media. No need to point out that, the 
reach is still nowhere near perfect, but at least, we 
have made a beginning.

Only two things have helped. The first is people’s 
willingness to help. And the second is technology. 

I think there are three 
important takeaways 
from this. 

One, let us keep the 
momentum. As every-
one is highly charged—
because we have seen 
our family and friends 
suffering and even suc-
cumbing—we should 

Testing times 

A

EDITORIAL

channelize this energy to do something for our 
healthcare.

Two, we have seen that neither the central govern-
ment nor the various state governments—have been 
able to provide adequate measures. While I hope 
the public administrators and policymakers too will 
learn from this, we have to now plan what we, the 
people, can do in a crowdsourced, but slightly more 
organized manner.

Three, we have to keep thinking of disruptive use 
of technology. Necessity is the mother of innovation. 
And there has never been a bigger necessity than 
this. There has to be some concrete planning. We 
need a community approach – everyone’s involve-
ment but definitely some planning—and leadership.

I believe the best people to provide that leadership 
are the enterprise IT leaders, because they only have 
the track record and experience to translate needs 
to project specifications and get them delivered. As 
far as technology workforce is concerned, that is not 
a worry—at least not in India. Our world-class tech-
nology services industry and the ecosystem have 
ample manpower, to translate the ideas. 

During the first wave of the pandemic, they pro-
vided able leadership to save the economy. Now is 
the time to save humanity—not just for now, but in 
the future as well. 

I sincerely hope they will rise to the occasion 

Only two things have 
helped during this 

pandemic wave. The first 
is people’s willingness to 

help. And the second is 
technology. 
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Majority of 
malware delivered 
via cloud apps

Financial services 
organizations moving 
to hybrid cloud

Tech investors to 
prioritize AI & data

Indians prefer 
Co. that protect 
personal data

App strategy is a 
business imperative Healthcare industry 

must focus on AI & ML 

The majority of malware is now 
delivered via cloud applications, 
underscoring how attackers increas-
ingly abuse popular cloud services 
to evade legacy security defenses 
putting enterprise data increasingly 
at risk, according to Netskope’s Feb-
ruary 2021 Netskope Cloud and Threat 
Report. The findings are based on 
anonymized data collected from the 
Netskope Security Cloud platform 
across millions of users from Janu-
ary 1, 2020 through December 31, 
2020. 

There is an acceleration of digital 
transformation within the financial 
services industry, with half of the 
respondents of a Nutanix survey 
reporting that COVID-19 caused 
them to increase their investment 
in hybrid cloud. In the industry’s 
five-year outlook, hybrid cloud is 
the only IT model showing positive 
growth among financial company 
respondents, and it is expected to 
increase by 39% in that time frame. 

By 2025, more than 75% of venture 
capital (VC) and early-stage investor 
executive reviews will be informed 
using Artificial Intelligence (AI) and 
data analytics, according to Gartner. 
Increased advanced analytics capa-
bilities are rapidly shifting the early-
stage venture investing strategy 
away from gut feel and qualitative 
decision making to a more modern 
platform-based quantitative pro-
cess. Technology service providers 
seeking investment should build an 
accurate digital presence by updat-
ing and correcting quantitative met-
rics on online sites.

84% of Indian consumers would pay 
more to do business with an organiza-
tion that is committed to protecting their 
data privacy – surpassing UK (49%), 
Germany (41%), Spain (36%) and France 
(17%), according to OpenText’s survey. 
The new data – from a survey of 6,000 
Indian respondents – highlights public 
uncertainty and distrust around how 
organizations handle their data. 

Companies have significantly sped 
up their digital transformation efforts 
in the past year, a theme anticipated 
to persist beyond the pandemic, 
according to F5’s 2021 State of Appli-
cation Strategy. The report identifies 
several converging trends, many 
impacted as organizations revamp 
digital experiences to address 
realities of COVID-era consumers. It 
points to an elevated interest in cloud 
and as-a-service offerings, edge 
computing, and application security 
and delivery technologies that require 
less expertise.

The COVID-19 pandemic forced the 
healthcare industry to rapidly adopt 
telehealth, which has left it vulnerable 
to cyberattacks. If healthcare organiza-
tions do not start prioritizing data pro-
tection and cybersecurity, the number 
of attacks will continue to grow in 2021 
and patient’s confidential personal infor-
mation will be at risk, as many telehealth 
services work with sensitive patient 
data, according to GlobalData. CSI’s 
Security report says breach reports in 
the healthcare industry increased in the 
second half of 2020 by 35.6% .

“Distributed cloud is 
here to take the concept 
of computer vision one 

step further”

KnOw 
TheSe 

TOp TeCh 
TrenDS

around
thetech

research reports
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Highest digital tech 
adoption by health 

Securing WFH 
economy with Zero 
Trust 

More than half of data 
backups failing

Indian retail becomes 
more digitally-enabled 

Just 23% of DX efforts 
in APAC are optimized

Ransomware threat on 
healthcare surges

More solutions do 
not give protection

The COVID-19 pandemic has accel-
erated the adoption of digital solu-
tions and India has witnessed one 
of the highest adoptions of digital 
technologies by health and human 
services (HHS) organizations, 
according to a new survey from 
EY and Imperial College London’s 
Institute for Global Health Innova-
tion. The findings show that 51% of 
respondents in India have increased 
their use of digital technologies and 
data solutions since the pandemic. 

The pandemic-driven shift to 
remote work has significantly 
changed how companies are invest-
ing in identity and access manage-
ment capabilities and Zero Trust 
security, according to a new survey 
from Ping Identity. The Ping Iden-
tity Executive Survey: Growth in 
Remote Work Fuels Zero Trust Invest-
ment surveyed more than  
1,300 senior executives across the 
U.S., U.K., Germany, France and 
Australia.

Data protection challenges are under-
mining organizations’ abilities to 
execute Digital Transformation (DX) 
initiatives globally, according to Veeam’s 
2021 Data Protection Report. The study 
found that 58% of backups fail, leaving 
data unprotected. The study that sur-
veyed more than 3,000 ITDMs revealed 
that against the backdrop of COVID-19 
and conomic uncertainty, which 40% of 
CXOs cite as the biggest threat to their 
organization’s DX in the next 12 months, 
inadequate data protection and the 
challenges to business continuity posed 
by the pandemic are hindering organiza-
tions’ initiatives to transform. 

As India leaps forward to become a digi-
tally transformed nation, the country’s 
retail sector has emerged as one of the 
most dynamically evolving, rapidly digi-
tizing sectors, with the second-largest 
consumer base in the world. In 2020, 
Indian retail has emerged as the world’s 
5th largest market undergoing rapid digi-
tal transformation, according to national 
association of Software and Services 
Companies (naSSCOM) & Technopak 
report, titled, “retail 4.0: India story - 
Unlocking Value through Online and 
Offline Collaborations.” 

One year since the onset of the pandem-
ic, organizations globally have under-
gone major transformations as they 
seek to strengthen resilience, increase 
agility and deliver greater efficiencies. 
In Asia Pacific, 89.7% of business and 
IT leaders agree COVID-19 has caused 
significant changes to their operating 
processes, while 91.8% say it has accel-
erated their digital transformation strat-
egy. These are the findings from NTT’s 
2021 Global Managed Services Report. 

Ransomware is one of the top 
threats in cybersecurity, according 
to Palo Alto Network’s 2021 Ran-
somware Threat Report. To evaluate 
the current state of the ransomware 
threat landscape, the Unit 42 threat 
intelligence team of Palo Alto and 
the Crypsis incident response team 
collaborated to analyze the ransom-
ware threat landscape in 2020, with 
global data from Unit 42 as well as 
the U.S., Canada and Europe.

CIOs & ITDMs looking to 
maximize investments 

CIOs and IT decision makers 
(ITDMs) are looking to maximize 
investments and drive innovation 
after a difficult year which raised 
the profile of IT leaders in driv-
ing critical workplace innovation, 
according to Cisco’s Accelerating 
Digital Agility Research. 

There is a dangerous disconnect 
between the need for organizations 
to keep their data protected and the 
ineffective investments they’ve made 
trying to reach that goal, according to 
acronis’ survey. while 2020 saw com-
panies purchase new systems to enable 
and secure remote workers during the 
COVID-19 pandemic, those investments 
are not paying off. The global survey 
discovered that 80% of companies now 
run as many as 10 solutions simulta-
neously for their data protection and 
cybersecurity needs – yet more than 
half of those organizations suffered 
unexpected downtime last year because 
of data loss. The findings are from Acro-
nis’ annual survey, which polled 4,400 IT 
users and professionals in 22 countries 
across six continents.
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Communication 
services in demand

Digital payment volume 
to grow to 71.7% 

Cloud-based IAM gains 
huge traction

CIOs plan to increase 
full-time employees

Online extortion, data 
theft rise

Data demands spike 

Digital twins unlocking 
next wave of innovation 

There are challenges and priorities 
of communication service provid-
ers as they respond to the ongoing 
impact of COVID-19, according to 
A10 Networks’ study. The study 
was undertaken by independent 
research organization, Opinion 
Matters, among 1,251 senior IT 
professionals from a range of com-
munication service providers in the 
UK, France, Germany, the Middle 
East and India. It found that, nearly 
all (99%) of service providers sur-
veyed had experienced an increase 
in demand as a result of COVID-19. 
They anticipate permanent changes 
to customer demand.

More than 70.3 billion real-time 
payments transactions were pro-
cessed globally in 2020, a surge of 
41% compared to the previous year, 
as the COVID-19 pandemic dramati-
cally accelerated trends away from 
cash and cheques towards greater 
reliance on real-time and digital 
payments, according to ACI World-
wide-GlobalData report. The report 
analyzes global real-time, account-
to-account payment volumes and 
forecasts across 48 global markets. 

More than 80% of global IT decision-
makers have already adopted, or plan to 
adopt or expand, cloud-based identity 
and access management (IaM) initiatives 
over the next two years, according to a 
study, titled Identity and Access Manage-
ment (IAM) for the Hybrid Enterprise, 
conducted by Forrester Consulting on 
behalf of Forgerock and Google Cloud. 
The study also found that the industry 
has significant opportunities to improve 
the IaM experience for the majority of 
hybrid cloud adopters. Forrester Consult-
ing surveyed more than 300 IT executives 
globally on the state of cloud adoption. 

55% of CIOs plan to increase their total 
number of full-time employees (FTes) in 
IT across the course of 2021, according 
to a recent survey from Gartner. They 
will predominantly focus staffing growth 
in the areas of automation, cloud and 
analytics platforms, and support for 
remote work. among the CIOs surveyed, 
the need to accelerate digital initiatives 
is, by a large margin, the primary factor 
driving IT talent strategies in 2021. This 
is followed by the automation of busi-
ness operations and increase in cloud 
adoption. Overall, CIOs are much more 
likely to expand FTes in newer domains. 

Data-stealing ransomware attacks, 
information harvesting malware, and 
supply chain attacks are among the criti-
cal threats to organizations, according 
to F-Secure’s study. One of the most 
notable trends highlighted is the evolu-
tion of ransomware. 2020 saw an explo-
sion of ransomware that also steals data, 
giving the attackers more leverage over 
their victims. This evolution is referred to 
as ransomware 2.0 in the report.

Many aspects of life and work 
stopped or slowed down signifi-
cantly during the pandemic. But 
new research from SingleStore 
indicates that data requirements 
in the age of COVID-19 have been 
greater than ever. This research is 
based on a 500-person survey of IT 
professionals that Propeller Insights 
conducted in January 2021 on behalf 
of SingleStore. Many companies are 
left grappling with data platforms 
that can’t easily handle all of their 
diverse data types and workloads.

Gap in cybersecurity 
wareness
Most (61%) manufacturers have 
experienced cybersecurity inci-
dents in their smart factories 
and are struggling to deploy the 
technology needed to effectively 
manage cyber risk, according to 
Trend Micro’s study. The gap in 
IT and OT cybersecurity aware-
ness creates imbalances.The convergence of emerging technolo-

gies like Artificial Intelligence, the Internet 
of Things and Big Data is driving the adop-
tion of digital twins across industries to 
build products, monitor assets, optimize 
maintenance, and reduce downtime. 
The digital twin technology has gained 
a lot of traction in the last few years 
due to accelerated digitalization across 
industries. It has become more valuable 
during the COVID-19 pandemic to help 
companies navigate the crisis. Startups 
have the capacity to provide off-the-shelf 
and bespoke digital twin solutions that 
enterprises in various industries such as 
construction, oil & gas, automotive and 
healthcare can quickly integrate into their 
business operations. The Innovation 
explorer Database of GlobalData’s Disrup-
tor Intelligence Center reports on indus-
tries' use of the technology.



NCSC launches 
grievance portal

Ministry of Health 
launches disease 
surveillance 
platform

India launches a 
honey portal

National Commission for 
Scheduled Castes (NCSC) has 
launched an online grievance 
management portal.

Union health Minister, Dr harsh Vard-
han, has launched a new version of 
Integrated health Information platform 
(IhIp). In addition to tracking 33 dis-
eases now as compared to the earlier 18 
diseases, it shall ensure near-real-time 
data in digital mode, having done away 
with the paper-mode of working. Term-
ing this as the world's biggest online dis-
ease surveillance platform, the minister 
said it is in sync with the national Digital 
health Mission and fully compatible 
with the other digital information sys-
tems presently being used in India. The 
refined IHIP with automated data will 
help in evidence-based policy making.

The union agriculture ministry  
has launched an online portal 
aimed at achieving traceability 
in sourcing of honey and 
other beehive products, as 
part of the government’s effort 
to ensure quality and check 
adulteration. The online platform, 
Madhukrantiportal, is an initiative 
of the National Bee Board (NBB).

Six consortiums 
apply for building an 
alternative to NPCI
SIx consortiums, consisting of 
banks, payment companies and 
other entities are in the fray to 
launch NUEs (new umbrella 
entity) that will set up, manage and 
operate new retail payment sys-
tems including clearing and settle-
ment systems as well as develop 
new payment methods, standards 
and technologies.

The six consortiums are led by 
Tata Group, Reliance Industries, 
Axis-ICICI Bank (jointly), Paytm, 
India Post and fintech start-up, 
iserveU.

The Axis-ICICI Bank consor-
tium, MoPay, has Amazon, Visa, 
BillDesk and Pine labs. While the 
banks hold 20% each, the rest four 
companies hold 15% each in the 
consortium.

The Tata Group-led consortium 
would have 40% ownership by 
Tata Group; Airtel Digital, Master-
Card, NABARD 10% each; HDFC 
Bank and Kotak Mahindra Bank 
9.99% each while the rest will be 
held by FlipPay and PayU. FlipPay 
is owned by Flipkart.

The third entity, led by Reliance 
and Infibeam Avenues, is likely 
to have Facebook and Google as 
minority partners. 

The Paytm-led consortium, 
called Foster Payments, will have 
Electronic Payment and Services 
(EPS) as co-promoter, with these 
two accounting for half of stake. 
Others like Ola Financial, Policy-
bazaar, IndusInd Bank, Centrum 
Finance, Suryoday Small Finance 
Bank, data analytics platform, 
Think360.ai, and fintech, Zeta, 
could be the other partners. 

The India Post Payment Bank-
led consortium has FSS and 
Razorpay. 

J&K launches 
infra management 
portal, apps 
Jammu and Kashmir has launched an 
online portal to facilitate e-management 
and monitoring of infrastructure. It also 
launched two mobile applications that 
will allow residents to register and track 
their grievances and enable effective 
supervision of development projects 
through data updated by field staff. The 
Jammu and Kashmir public works - 
Online Management, Monitoring and 
accounting System (JKpw-OMMaS), 
and the two apps — hamari Sadak and 
Tameer Taraqqi — have been devel-
oped by the Centre for Development 
of advanced Computing (C-DaC), J&K 
e-governance agency and the IT Dept.

National digital 
repository on health 
and nutrition

NITI aayog, in partnership with Bill and 
Melinda Gates Foundation and Cen-
tre for Social and Behaviour Change, 
ashoka University, has launched poshan 
Gyan, a national digital repository on 
health and nutrition. Conceptualized as 
a resource, enabling search of commu-
nication materials on 14 thematic areas 
of health and nutrition across diverse 
languages, media types, target audienc-
es and sources, content for the reposi-
tory was sourced from the ministries of 
health and Family welfare and women 
and Child Development and develop-
mental organizations. The website 
provides an intuitive interface (multi-
parametric search, multiple downloads 
at a point in time, easy sharing of mate-
rials via social media and easy viewing 
on any type of smartphone). anyone 
can submit communication material for 
inclusion on the website.

Around The Tech
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Druva raises USD 147 
million

ORAI raises pre-seed 
funding

Credflow raises seed 
funding

Safexpay raises USD 6 
million

Upscale raises pre-
seed funding

Enterprise Tech start-
ups still not in the Big 
League

Cloud data protection and manage-
ment company, Druva, has raised 
USD 147 million in a funding round 
led by Canada’s CDPQ and Neuber-
ger Berman. Viking Global Investors 
and Atreides Management also par-
ticipated in the round.

Enterprise conversational AI plat-
form, ORAI, has raised its pre-series 
A round funding from Inflection 
Point Ventures (IPV).

Online B2B platform for Invoice dis-
counting to MSMes, Credflow, has raised 
USD 2.1 million as part of its seed round 
of. It was led by Stellaris Venture part-
ners, Omidyar network India, and Flour-
ish Ventures.

B2B fintech startup, Safexpay, has raised 
USD 6 million in funding from T Choith-
rams BVI and ardor advisors at a valua-
tion of USD 100 million.

B2B sales engagement startup, Upscale, 
has raised a pre-seed round led by pow-
erhouse Ventures, Java Capital, and GSF 
accelerator.

M1xchange raises USD 
10 million

Legitquest raises  
INR 5 crores

RBI-licensed Trade Receivables Dis-
counting System (TReDS) platform 
operator, M1xchange, has raised 
USD 10 million in a round led by 
Amazon’s Smbhav Venture Fund. 
Existing investors, Beenext and May-
field, also participated in the round.

Deep technology data service pro-
vider for B2B and enterprise solu-
tions in the legal and regulatory 
space, Legitquest, has raised INR 5 
crores from Info Edge and  Water-
bridge Ventures in a pre-series A 
funding round.

Smart Joules raises 
USD 5 million 
Energy IoT start-up, Smart 
Joules, has raised USD 5 mil-
lion in a funding round led by 
Raintree Family Office, and 
participated by ADB Ventures, 
Sangam Ventures, Max I. 
Limited, cKinetics Accelera-
tor, Saket Burman and other 
angel investors from India and 
the US. Smart Joules promises 
solutions to commercial/indus-
trial facilities for improving the 
overall design of energy-inten-
sive systems like cooling, heat-
ing, compressed air and steam.

In the first four months of 2021, as many 
as 10 start-ups entered the big league 
of unicorns. Yet, there are few enterprise 
tech unicorns in the list of Indian start-
ups, as compiled by CB Insights. Cloud 
data protection and management com-
pany, Druva, valued at USD 2 billion, is 
listed as a US company. 

On the other hand, in the Deloitte 
Technology First 50 for India, which is 
based on their actual revenue growth, 
more than half of the start-ups are either 
enterprise tech providers or B2B SaaS 
service providers for enterprises. 

LimeChat raises seed 
funding
Level 3 aI-based chatbot solution com-
pany, LimeChat, that targets direct to 
consumer online companies for their 
sales and customer support solutions 
has raised around USD 1 million in a 
seed funding. The round saw participa-
tion of pi Ventures and Stellaris Venture 
partners.

startup news



Around The Tech

9April 2021 | CIO&LEADER

AgNIDIpTA SArkAr   
has joined as the Group 
CISO of Biocon. Immediately 
prior to this, he was the 
Director of Cybersecurity at 
CMS IT Services.

ShArAD gOkLANI 
has been appointed as 
President & CTO at AU Small 
Finance Bank. He joins from 
equitas Small Finance Bank 
where he served as the eVp 
& CTO.

ANNApurNA 
VIShwANAThAN has 
been appointed CIO at 
Cummins India. She joins 
from hindustan Coca-Cola 
Beverages where she was 
the head of Digital.

SwAMI TV  
has joined as the Global 
Chief Digital Officer of 
Tata Consumer Products. 
Immediately prior to this, he 
was the Chief Digital Officer 
at nissan Motor Corporation.

NArOTTAM ShArmA has 
been appointed as Group 
CIO at Mastek. He joins 
from Sterlite Technologies 
where he was head - IT 
Transformation (CIO & CISO). 
he is also a neXT100 jury 
member.

VINOD BhAT  
has joined as the CIO of 
Vistara. He moves from 
TCS where he served as 
the Global Business head - 
Consumer packaged Goods 
(CpG): UK, Ireland & europe & 
Delivery Center head. 

SAnjAy kOThA has been 
appointed as Joint President 
& Chief Digital & Business 
Transformation Officer 
(Adani Airports, Adani Ports 
& Logistics) at Adani Group. 
Before this, he was Joint 
president & Group CIO at the 
same Group. he is also a 
neXT100 jury member.

yAgneSh pArIkh  
has joined as Group CTO of 
AK Capital Services. Most 
recently, he served as the 
Chief Technology & Digital 
Officer and an advisor at 
ICICI Securities.

cIo & cIso movements
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Around The Tech

Industry movements

rAjAn ChheDA 
has joined as Director - Cus-
tomer Success (APAC) at 
Cyware.

He moves from hDFC Bank 
where he served as Senior 
Vice president.

rAjIV SrIVASTAVA 
takes over as Joint MD & 
Additional Director on the 
Board of Redington Group. 

Until recently, he was MD 
& CeO of Indian energy 
exchange (IeX).

mArjeT ANDrIeSSe 
Andriesse takes over as Vice 
President & General Manager 
- APAC at Red Hat. 

She moves from her role as 
Vice president - Sales (apaC) 
in the same company. 

ATuL AhujA 
has been appointed Senior 
Vice President - Middle East, 
Africa & Asia at Softline 
Group. 
Before this, he was Vice presi-
dent of Softline Asia Pacific

AShOk SheNOy
has joined Teradata as Coun-
try Manager - India. 

He moves from Microsoft 
where he was Senior Director 
for enterprise Sales.

AmIT ChADhA 
takes over as CEO & MD of 
L&T Technology Services. 

Immediately prior to this, he 
was serving the same com-
pany as Deputy CeO & whole-
time Director.

prAVeeN SAhAI 
has joined Commvault as 
Vice President: Channels, 
Alliances & Service Provider.

Before this, he was Dell as 
Senior Director & General 
Manager, Strategic Initiatives - 
apJ Channels.

SuMeeT MAThur 
joins as Vice President - 
Engineering & Country Head 
of ServiceNow India Devel-
opment Center. 

He moves from Broadcom 
where he was Global head 
of engineering for Identity 
Security.

VIjeNDrA kATIyAr 
has been appointed Country 
Manager - India & SAARC at 
Trend Micro. 

Previously, he held the posi-
tion of Director - enterprise 
Business, India & SaarC in 
the same company.
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AI Helps Prove Two Scribes 
Wrote Text of a Dead Sea 
Scroll

NEW MALARIA VACCINE

It has become easier now to prove authorship of 
texts written many moons ago, thanks to the pow-
ers of AI. Wired reports that the authorship of 
anonymous scribes who copied the text contained 
in the Dead Sea Scrolls has been established. It 
could not be determined earlier whether a manu-
script under consideration was copied by a single 
scribe or more using paleography i.e., study of 
unique elements in writing styles. But now the 
mystery has been solved by a new handwriting 
analysis using AI that was applied to the Great 
Isaiah Scroll. This study has revealed that the text 
could be the work of two scribes who mirrored one 
another's writing style.

Over the years, various attempts to decipher the 
scrolls using different techniques have been made. 
The parchments, around 900 ancient Hebrew 
texts—full and partial scrolls, stored in clay jars 
were found scattered in various caves near Qum-
ran, an ancient settlement north of the Dead Sea, 
by Bedouin shepherds in 1946-1947. The story of 
the discovery is interesting. It goes that a shepherd 
accidently broke a jar when he threw a rock when 
searching for a lost flock member. History says 
Qumran was destroyed by the Romans in circa 73 
AD. It is believed that the scrolls were hidden in 
the caves by a sect called the Essenes. 

We, Indians, are well aware of the perils that malaria poses for us. WHO 
says that this deadly vector-borne disease kills 1.2 million people annu-
ally, mostly African children under the age of five. As per a fast Company 
report, the number of deaths has dropped by more than half since the 
beginning of the millennium, with the use of mosquito nets treated with 
insecticide and other controls for mosquitoes. But the news is still disheart-
ening from Africa – experts say it is likely that around four times as many 
people died from malaria as from COVID-19 in 2020.

The good news is that anew malaria vaccine has been developed that is 
expected to drastically reduce the risk. An early trial has placed the effi-
cacy of the vaccine at 77% in preventing malaria. This is indeed far better 
than any other earlier malaria vaccine.

Time To replace Meat with 
Bio-Based alternatives
This piece may not be palatable to diehard meat eaters. how-
ever, environmental concerns are raising voices calling out for 
if not giving up, then at least curtaining meat consumption as 
we are on track to setting up a new track record in global meat 
consumption. That’s a problem for the climate. But the solution 
can’t be to tell people to stop eating meat. 

a report in MIT Technology review says the world is expect-
ed to eat more meat in 2021 than ever before. according to the 
United nations Food and agriculture Organization, the global 
meat consumption will rise by more than 1% this year, fueled 
by the fastest growth in low- and middle-income countries, 
with incomes steadily climbing.

Little wonder, Bill Gates has called out for 100% synthetic 
beef adoption by all rich countries. Vocal climate activists are 
demanding that red meat be replaced by plant-based alterna-
tives. The rising consumption of meat is expected to generate 
more greenhouse-gas emissions. according to estimates, 
global emissions from food production will likely rise 60% by 
2050. The biggest culprit would be increased livestock produc-
tion.

experts however feel that campaigns to make people give 
up on meat may not work. Long public health campaign in the 
US against beef consumption has brought down the per capita 
consumption substantially but it is still higher than in other 
countries. Therefore, there is a rising recognition amongst 
policymakers and environmental groups that alternative pro-
tein sources and low-impact methods of livestock production 
should be encouraged. It is expected that innovation in these 
sectors could lead to a reduction in environmental impact.

human Interest
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Disruptive digitization leading to expanding cybersecurity 
threat surface forces a relook at digital. But newer 

technological risks means digital risk analysis should go 
beyond just cybersecurity 

DigitAl Risk
LandsCape

The Changing 

By Shyamanuja Das
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O
n 25 April, security watcher Alon Gal (@UnderTheBreach) tweeted 
that infamous threat actor ‘ShinyHunters’ had just then leaked the 
database of Indian online grocery store, BigBasket. Gal, co-Founder 
and CTO of cybercrime intelligence firm, Hudson Rock, also posted the 
screenshots, in his tweet. He said information, such as emails, names, 

hashed passwords, birth dates and phone numbers were leaked.
The news of the breach per se was not new. The actual breach happened in 

October last year and made it to the headlines for its size—20 million users’ data 
got stolen—and the way BigBasket reacted to it.  

For the uninitiated, here are the timelines of the breach, provided by cyber 
intelligence firm, Cyble, in its blog. Cyble had first detected this breach. According 
to the firm, the breach happened on 14 October 2020. It was detected by Cyble 
on 30 October 2020. After verifying, the firm reported this to BigBasket on 1 
November 2020. 

“Cyble disclosed the breach to the BigBasket management as per the 
responsible disclosure process. Praveen (BigBasket) strongly insisted for not 
making any disclosure. Cyble advised them to let their customers know and 
explained to them it’s the right thing to do,” the blog said.

BigBasket was not the only company affected. Cyble began notifying their 
customers about the breach. The firm claims it was approached by BigBasket to 
help them on the breach, on which Cyble insisted on the disclosure to BigBasket 
customers first. 

According to a report in OpIndia, Cyble was actually named in the FIR 
registered by BigBasket on 6 November, with the cyber cell of Bengaluru Police. 

On 7th November, Cyble made a public disclosure. And two days after that, on 
9th November, BigBasket acknowledged the breach, as reported by Bloomberg 
News. 

After Cyble made it public and BigBasket acknowledged the breach, it made 
it to the headlines in most business media. It raised a lot of interest in general 
media, thanks to familiarity of the brand among common users of online 
purchase, which has risen significantly post the pandemic hit India in March that 
year.  

It is almost after six months that the issue has taken center stage again. 
The hackers have put up the data after so long. A report by Nes18 confirmed 
that the post contains a 3.25GB database that includes “a varying degree of 
personal information belonging to over 2 crore individuals.” The report said the 
database file has phone numbers, residential addresses, dates of birth and email 
addresses, among others. 

The BigBasket case shows that even now, there is a reluctance to disclose 
data breach in India. The reason why it came out was because the cyber 
intelligence firm was vocal about it. And also, the brand being well-known, general 
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While breaches have been 
happening since years, what 
has forced a fresh relook is 
the speed at which Indian 
business, especially consumer 
business, is digitizing, thus 
expanding the threat surface

*The information is compiled from media reports and company announcements. 
In many cases, the companies have either denied or not made the number public, 
while acknowledging there was a breach.

media got quite interested in the breach.
But by no means is BigBasket breach the only 

example of its kind. Post pandemic, in India alone, 
there have been number of such data breaches—and 
we are not even talking of other types of security 
incidents. With reluctance to disclose, many others 
would have just remained unreported. 

The more recent ones (March-April 2021) have 
been in Domino’s India (Jubilant Foodworks) where 
data of 180 million orders were stolen. According 
to Gal, credit card details of 1 million customers 
were also compromised, though the company has 
denied it. In another similar breach, online trading 
company, Upstox, said its user data got breached. 
Though Upstox did not put a number to it, most 
media reports have put the figure of compromised 
users record as 2.5 million. Another alleged data 
breach happed with mobile payment company, 
MobiKwik, where security watchers put the figure of 
compromised records as 3.5 million. 

There is a pattern to all of this. 
All of these have happened with online 

businesses. While three of them are pure online 
businesses, the fourth one - Domino’s - has also 
shifted significantly to online ordering from phone-
based ordering.

While breaches like these are not new and have 
been happening since years, what has forced a 
fresh relook is the speed at which Indian business, 
especially consumer business, is digitizing, thus 
expanding the threat surface. More digital business 
means more cybersecurity threats. 

Between April 2020 and now—the period since the 
pandemic started impacting businesses leading to 
faster digitization—there have been dozens of data 
breach incidents (See BreachScape). 

But wait. Data breach is only the more visible, 
talked-about security breach that is easier for us to 
track. 

Digital Risk Landscape:  
Much Wider
In fact, if anything, data fraud or breach, does not 
even feature among the top 35 global risks, in the 
World Economic Forum’s Global Risk Report (GRR) 
2021. While it used to feature among the top 10 most 
likely risks, it never featured among the top 15 most 
impactful global risks, since CIO&Leader has been 
tracking the report—that is from 2014. 

That means the global business leaders have 
not considered data fraud or data risk as a highly 
impactful global risk. And now, the GRR does not 
even consider it as very likely. The perceived risk 

BREACHSCAPE
COMPANY MONTH

ALLEGED* DATA 
COMRPOMISED/
EXPOSED

Domino’s India 
(Jubilant Foodworks) Apr-21 180 million orders, 1 

million credit cards 
Upstox Apr-21 2.5 million users data

MobiKwik Apr-21
3.6 million KYC data and 
99 million other sensitive 
data

Police exam database Feb-21 0.5 million (10,452 
samples shared online)

Airtel J&K (alleged) Feb-21 2.6 million usesr data

Juspay  Jan-21
100 million (alleged), 35 
million (acknoweledged, 
masked data) 

WhiteHatJr Nov-20 0.28 million students data
Haldiram’s Oct-20 NA
PM’s personal website Oct-20 0.57 million donors data
Bharat Matrimony Oct-20 NA
IRCTC  Oct-20 0.9 million users data
Dr Reddy’s  Oct-20 NA
Edureka  Sep-20 2 million users data
Paytm Mall Aug-20 NA
Dunzo Jul-20 3.4 million users data
Unacademy May-20 20 million users data
BHIM payment 
system Apr-20 7 million users data
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value of data fraud or data breach in the  overall risk 
landscape is quite low—and that is true even within the 
context of technological risks. 

It is interesting to see how the ranks (relative risk 
perceptions) of technological risks have moved in the 
GRR over the years. Till last year, the GRR considered 
four technological risks – Cyberattacks, Critical 
information infrastructure breakdown, Data fraud or 
theft and Adverse consequences of technological 
impacts/Misuse of technology. 

Over the years, Cyberattacks and Data fraud or 
theft have always been considered among more 
likely risks, with Data fraud or theft always featuring 
among the top 10 since 2014. Cyberattacks too have 
featured among the top 10 most likely risks in GRR 
in all years except one. Both Critical information 
infrastructure breakdown and Adverse consequences 
of technological impacts have always been perceived 
as low-probability risks. 

When it comes to impact of technological risks, 
data fraud or theft, the most common risk, has never 
been seen as a very high-impact risk. Cyberattacks, on 
the other hand, have been seen by GRR respondents 
as a more impactful risk, featuring between 6th to 
13th position in various years. Critical infrastructure 
breakdown has moved with technology disruptions. 
In the early phase of cloud, 2014-2015, it was seen 

as a high-impact risk. As technology matured, the 
risk perception came down, even going to 22nd 
position in 2017. Massive disruptions in services 
at SouthWest Airlines and Delta Airlines in 2016, in 
British Airways in 2017 and subsequently outages 
in SouthWest Airlines, American Airlines, JetBlue, 
Delta Airlines, Air India, British Airways, National 
Stock Exchange, and HongKong Exchange in the 
next two years, all of which happened because of 
infrastructure issues—and not because of targeted 
attacks—made people realize the massive impact 
they could have on business and life around 
the world. The IT infrastructure was no more as 
invincible as it was thought to be. Expectedly, the risk 
perception in terms of impact of Critical information 
infrastructure breakdown, again rose, from as low as 
22nd in 2017 to 6th in 2020, before dropping a few 
places this year.

Not surprisingly, critical infrastructure 
breakdown is listed by GRR 2021 as the 10th most 
impactful global risks. It is also the most impactful 
technological risk, among all the technological risks 
considered by the GRR study. This year, the GRR 
has dropped Data fraud/theft altogether and has 
considered three new digital risks, which we will look 
at, in some detail.

Apart from the six technological risks, the 

Most Likely Technological Risks (GRR Rank)
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Data: Global Risk Report 2014-2021
World Economic Forum

6

22 22
23 24

29

20 20
19

27
25 25

13
14

30

26

10

6
9 8

5 4 4
6

11

6

3
5

7 8

Cyberattacks/Cybersecurity failure
Data theft

Critical Information Infrastructure Breakdown
Adverse consequences of technological impacts/Misuse of technology



Cover Story

16 CIO&LEADER | April 2021

GRR this year has considered 7 economic risks, 
6 environmental risks, 7 geopolitical risks, and 
9 societal risks, totalling 35 global risks. Not 
surprisingly, Infectious diseases, has jumped from its 
9th position in 2020 to the top position, among the 
most impactful global risks for in 2021. 

Why a relook is important?
There are two reasons why a relook is needed about 
digital risks. 

The first is what we can call the pandemic effect, 
which can be summarized as two Ds—Digitization 
and Distributed workforce. While digitization 
expanded the threat surface, distributed workforce 
working remotely created conducive environment for 
targeted attacks. 

An ISACA survey released earlier this year  
said 87% organizations believe rapid shift to work 
from home increased risk of data privacy and 
protection issues

All the data breaches, given in the box, 
Breachscape, for example, happened post-April 
2020. Other kind of incidents too have increased 
significantly, so much so that businesses have been 
forced to look at cybersecurity as a basic business 
enabler. 

Nearly 96% respondents in a recent research by 

PwC, Global Digital Trust Insights Survey 2021, said 
that they will  adjust their cybersecurity strategy due 
to COVID-19. As many as 50% are more likely now to 
consider cybersecurity in every business decision — 
up from 25% in the same survey last year.

There are numerous research reports that confirm 
this realization that organizations need to be far 
more proactive about cybersecurity post-pandemic

In short, reason no 1 – the Pandemic Effect – is 
well realized by the community. 

But the other is not even on the radar: that is 
the emerging new digital risks. The Global Risk 
Report 2021 has, for the first time, mentioned 
three new digital risks - Digital inequality, Digital 
power concentration and Failure of technology 
governance, even as it has changed Cyberattacks to 
Failure of cybersecurity measures, with an implicit 
acknowledgment that stakeholders are now aware of 
the basic cyberattack risk and have taken measures; 
but they may fail. 

Digital inequality, according to the World 
Economic Forum, is unequal access to critical 
digital networks and technology, between and within 
countries, because of a variety of reasons. 

While on the face of it, it seems like a country-
level risk, businesses in developing countries will be 
exposed to this risk—both because of unavailability 

Most Impactful Technological Risks (GRR Rank)
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The six global technological risks, as 
defined by the GRR

Adverse outcomes of technological advances  

Intended or unintended negative consequences of 
technological advances on individuals, businesses, 
ecosystems and/or economies: AI, brain-computer interfaces, 
biotechnology, geo-engineering, quantum computing, etc. 

Breakdown of critical information infrastructure  

Deterioration, saturation or shutdown of critical physical 
and digital infrastructure or services as a result of a 
systemic dependency on cyber networks and/or technology: 
AI-intensive systems, internet, hand-held devices, public 
utilities, satellites, etc. 

Digital inequality  

Fractured and/or unequal access to critical digital networks 
and technology, between and within countries, as a result 
of unequal investment capabilities, lack of necessary skills 
in the workforce, insufficient purchase power, government 
restrictions and/or cultural differences. 

Digital power concentration 

Concentration of critical digital assets, capabilities and/or 
knowledge by a reduced number of individuals, businesses or 
states, resulting in discretionary pricing mechanisms, lack of 
impartial oversight, unequal private and/or public access, etc. 

Failure of cybersecurity measures  

Business, government and household cybersecurity 
infrastructure and/or measures are outstripped or rendered 
obsolete by increasingly sophisticated and frequent 
cybercrimes, resulting in economic disruption, financial loss, 
geopolitical tensions and/ or social instability. 

Failure of technology governance 

Lack of globally accepted frameworks, institutions or 
regulations for the use of critical digital networks and 
technology, as a result of different states or groups of states 
adopting incompatible digital infrastructure, protocols and/or 
standards.

of technology, inability to invest and lack of 
access to skilled manpower. But a more serious 
implication for India is lack of access to digital 
technology, despite cheaper phones and low cost 
of data. Language, availability of network access 
and regulatory restrictions are still pressing issues 
that are preventing many businesses to exploit 
the opportunity that lies across the country. We 
were badly exposed to this inequality, especially in 
education during the pandemic. 

This is a risk that no company, especially a 
consumer business, can ignore anymore. 

Digital power concentration, on the other hand, is 
concentration of critical digital assets, with a small 
set of companies, individuals and countries. The 
manifestation of this could be driven by regulation, 
historical evolution of technology, IPR or even 
international trade restrictions. The pandemic has 
exposed us to the risk too. 

Finally, failure of technology governance is WEF’s 
term for lack of globally accepted frameworks, and 
standards. While WEF is concerned about ‘globally 
accepted’, in the local level too, this can create 
a huge risk. Today, a lot is being talked about AI, 
which works on data. Take healthcare. To make 
some meaningful decision on diagnosis of patients 
using AI, different healthcare providers should have 
compatibility in their data. Without well-defined 
standards, this will become a Herculean task. 

Digital Risk, Circa 2021
The new Digital Risk landscape, hence, may look 
very different from how it has been conceptualized. 
All organizations may not be exposed to all these 
risks equally. But it is time the digital risk assessment 
went beyond cybersecurity assessments!

There are two reasons 
that necessitate a relook 
of digital risks. The first 
is the pandemic effect  
of more digitization  
and distributed working. 
The second, not even  
on the radar of most  
is the emerging new 
digital risks
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Special Feature

Five actions 
that can Help You 
Get the Most Out Of 
Zero trust 
implementation!
Lessons from the Zero Trust journeys across enterprises that 
can help you better approach your own, while avoiding common 
mistakes!

By Jatinder Singh
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t
The black swan event of 2020 and its rampage 
across the globe compelled organizations to take 
wide-ranging measures to keep their operations 
afloat, which essentially begun with enabling 
remote working for a significant part of their 
employees. 

While the COVID-19 pandemic brought signifi-
cant challenges for businesses, ranging from real-
time decision-making, managing erratic customer 
expectations, and sustaining workforce productiv-
ity, the most concerning aspect businesses had to 
deal with were the growing instances of sophisti-
cated information security attacks. 

Over the last twelve months, increased uptake of 
cloud workloads and data proliferation from many 
endpoints has put unprecedented pressure on IT 
managers and CIOs. Identifying new ways to pro-
tect corporate ecosystems from multiple unknown 
devices and unsupervised users is an area of grow-
ing interest for all information technology and 
security leaders.

This dramatic shift has suddenly enthused the 
spotlight on zero-trust architecture to address 
evolving security threats, besides generating addi-
tional efficiencies for an organization.

Conceptually, the zero-trust approach provides 
many benefits which are not available in other tra-
ditional network security models. However, many 
cybersecurity experts’ lack of understanding and 
knowledge has often caused zero-trust implemen-
tations an extensive process, making it challenging 
for tech-honchos to achieve desired operational 
gains.

Zero-trust primarily tries to address the lateral 
movement, eliminating the difference between 
inside and outside network access. For most of the 
experts, it’s a good framework within an organiza-
tion. But the main challenge witnessed by organi-
zations is to tackle the valid concerns and find the 
correct answer to the right question.

In this month’s cover story, we focus on many of 
these aspects and the key actions that can enable 

organizations to get the most out of the zero-trust 
implementations at a breakneck speed!

Start with a vision and 
organizational goals
Forrester Research developed the Zero Trust 
approach in 2010. This is essentially a cybersecu-
rity framework based on the premise that no orga-
nizational network (external or internal) is secure 
and cannot be fully trusted. By incorporating a set 
of technologies and practices, zero trust focuses 
on establishing adequate access and rights at each 
data flow and consumption step.

First and foremost, an organization needs to 
understand why they want to implement zero-
trust – if it is only about the lateral movement or 
stopping the lateral direction. It is recommended 
to deploy controls or enforce the security measures 
as close to the organizational asset. 

Secondly, implementing a zero-trust model need 
strong authentication mechanisms, whether an 
organizational infrastructure is on promises or in 
the cloud,

Archie JAckSon 
Senior Director 
(Head - IT & Security), Incedo

While zero trust is a route to 
an improved cybersecurity 

posture however CIOs & CISOs 
must not forget the fact that 
eventually, it is to serve the 
business and therefore a ‘trust 
none, block all’ approach is 
not practical enough. This 
is applicable in segments...
segmentation may be based on 
data classification.
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Before embarking on the zero-trust 
journey, organizations must reach 
a significant maturity level on the 
authentication front. 

Archie Jackson, Senior Director, 
(Head - IT & Security, Incedo, recom-
mends that as an initial step, the focus 
should be expanded on legacy sys-
tems, tools, and procedures that may 
have left unprotected conventionally.

It becomes paramount to continu-
ously classify and segment all areas 
on the stretched enterprise network in 
zero-trust, which cybercriminals can 
leverage to launch their attacks.

“While zero trust is a route to an 
improved cybersecurity posture how-
ever CIOs & CISOs must not forget the 
fact that eventually, it is to serve the 
business and therefore a ‘trust none, 
block all’ approach is not practical 
enough. This is applicable in seg-
ments, and that segmentation may be 
based on data classification,” Jackson 
elucidates.

For any organization, moving to 
a complete zero-trust architecture 

is a time-consuming process that 
requires careful planning with their 
security and networking teams. Sev-
eral vendors have demonstrated their 
standalone security products as an 
unreliable complete solution in many 
past cases, amplifying the erroneous 
perception of zero-trust.

“Authorization is arguably the most 
critical part of your journey towards 
the zero-trust network, and hence 
decisions related to this should be 
taken after a rigorous evaluation. 
There can be multiple databases and 
enabling systems that play a crucial 
role in affecting those decisions. For 
example, before re-engineering your 
IT security strategy, it is essential to 
ponder whether you already have 
authorized mechanisms such as Radi-
us, to ensure that the network can be 
accessed only by the sanctioned iden-
tities and devices,” says Chandresh 
Dedhia, Head of IT, Ascent Wellness 
Pharma.

evaluate your 
infrastructure carefully
The comprehensive workforce secu-
rity framework’s objective is to ensure 
devices and users’ confidence across 
the user’s network. Zero-trust focuses 
on the authentication of each access 
and treats access for all users as an 
unreliable network. It focuses on 
ongoing trust assessment to permit or 
deny future network access to identi-
fied users or accounts.

It is possible to add safety dimen-
sions to existing applications in many 
instances, and it is not necessary to 
completely overhaul their infrastruc-
ture. However, organizations that are 
heavily skewed towards legacy appli-
cations often fail to integrate with zero 
trust architecture or face deficiency of 
authentication methods within their 
ecosystem. In such cases, enterprises 
keen for zero trust implementation 
have an alternative to replace these 
applications, albeit with a cost that can 
be significant.

“Today’s business work on the 

MAhendrA k UpAdhyAy 
Chief Information/Technology Officer 
at BARC India

It’s the responsibility 
of users to ensure 

and make workplace and 
information secure. You 
are secure till you are 
not breached, so be alert 
every moment.

#1 Trying to replicate some-
one else’s model: Analyze your 
existing IT environment and 
unique security needs through 
your own lens before embarking 
on the zero trust journey. There is 
no sure-shot winning zero trust 
formula and hence do not repli-
cate a successful model thought-
lessly.

#2 Getting started without a 
well-designed network monitor-
ing strategy: Make sure you have 
data analytics tools in place for 
complete network visibility rather 
than focusing only on managed 
devices. Inadequate monitoring 
can prevent the zero trust frame-
work from taking remedial action 
promptly.

#3 Managing change with-
out clear communication: If your 
employees are not aware of the 
zero trust model’s relevance and 
effectiveness, the chances of risk 
governance failure remain high, 
creating unnecessary friction at 
regular intervals.

#4 confusing security 
orchestration with security auto-
mation: Security orchestration 
connects and integrates different 
security systems and processes, 
while security automation allows 
automatic job management in a 
system.

#5 Applying Ai/ML on 
incomplete information: Applying 
AI/ML on half-baked information 
could give unsatisfactory results, 
making the zero trust approach 
futile. Be sure to capture the cor-
rect data at scale to get excellent 
results.

Five common 
mistakes you can 
avoid in your zero 
trust journey…
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expectations of ‘block none, secure all.’ 
Zero trust architecture also requires 
upgradation from traditional infra-
structure and needs to be aligned to 
work with all business applications. 
Every company and business imple-
ment different technologies based on 
their unique needs. The same size does 
not fit all,” outlines Archie Jackson.

“In zero trust, the technology lead-
ers must focus on Secure Access 
Service Edge (SASE) and handpick 
the components as required. Most 
importantly, it is recommended to 
determine the effort and cost required 
before embarking on any technology 
journey,” Jackson adds.

Different organizations can be at a 
different maturity level and readiness 
to adopt zero-trust models. Therefore, 
companies must carry out a detailed 
self-assessment of the importance of 
zero-trust in their organization. 

“During the COVID era, we imple-

tion is taking an intelligent approach 
that enables businesses to capitalize 
and leverage the distinct advantages 
offered by people, processes, and tech-
nologies,” recommends Yask, Chief 
Information Security Officer, IOCL. 

Yask also adds that a one-size-fits-all 
approach is ineffective. Organizations 
should map their information flow 
processes across different 

IT assets, applications, users, and 
entities to determine corrective actions 
that they need at various junctures.

Micro-segmentation is another 
essential 

component of zero-trust that mini-
mizes the impact of a probable attack 
by creating perimeters. It is based on 

Before you fully 
implement any 

intelligent, risk-based 
engine to detect threats, 
you need to ensure that 
your people are well-
informed about the 
security objectives that 
you intend to pursue as 
an organization.
rAJeSh AGGArwAL 
Head of IT at Aamor Inox

yASk 
Chief Information  
Security Officer, IOCL

Organizations need 
to be vigilant of 

their business goals 
in the areas of trust 
and resilience. The 
key to successful zero 
trust implementation 
is taking an intelligent 
approach that enables 
businesses to capitalize 
and leverage the distinct 
advantages offered by 
people, processes, and 
technologies.

mented many security steps, and 
awareness drives not only at applica-
tion/network level but at an end-user 
level too. One should keep in mind that 
end-user awareness and proactiveness 
are key to be safe. Finally, they are the 
last mile security credential bearer,” 
says Dhiraj Sinha, AVP - Technology, 
BARC India.

We made DNS level security 
improvements, creating two different 
layers of firewall controls and separate 
firewall control for end-users. Besides, 
we also implemented MDM, DLP, 
PIM, NGAV, and 256-bit encryption at 
each transaction level,” Sinha adds.

Analyze the inhouse 
capabilities 
A zero trust framework is essentially 
a cybersecurity approach based on the 
principle that nothing in any organiza-
tional network (external or internal) is 
secure and can be fully trusted. It rec-
ommends putting adequate controls 
of access and rights at every step of the 
data stream and consumption.

If your zero trust architecture needs, 
for example, ten algorithms to support 
and you supply only two algorithms, 
you will not get the desired results 
of zero trust implementation. It is 
important to recall that zero trust is 
not a standalone tool or product. It is 
an evolving process which success 
hugely depends on the amalgamation 
of various prevailing technologies and 
governance processes to secure the IT 
infrastructure. Capturing information 
from where the access request is origi-
nating, what data they are accessing 
in real-time is essential for successful 
zero-trust implementations. 

Organizations should either have 
this capability developed in-house or 
check with their solution partner to 
integrate this crucial aspect into the 
third-party security tools they are 
using.

“Organizations need to be vigilant 
of their business goals in the areas 
of trust and resilience. The key to 
successful zero trust implementa-
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network behavioral analysis, cyber 
posture, end-user analysis, among 
several other aspects.

Against this backdrop, an organi-
zation need not be swayed by buzz-
words or jargon. They should have 
(or through their partners) remote 
monitoring capabilities, compliance, 
and intelligent data analysis tools to 
ensure survival and transformation.

Build an effective change 
management plan
One of the major bottlenecks that 
prevents organizations from achiev-
ing desired success from the zero-
cost implementation is the lack of an 
effective change management plan. 
For successful execution of zero-trust 
architecture, an organization needs to 
leap forward in terms of culture and 
processes.

The zero trust concept has been 
around since 2010; however, it has 
only seen broad deliberations recently, 
after the pandemic. With business dis-
ruption at an all-time high, many orga-
nizations have immediately rushed 
to transform their security programs 
to adapt to a post-COVID-19 business 
landscape. In many cases, it resulted in 
hasty deployments without a focused 
change management strategy.

“First and foremost, people and 
processes must be straightforward 
and streamlined, and wherever dif-
ficult to streamline, use technology. 
For any organization, security should 
be embedded by design and not as 
icing on a cake. For every company, for 
every business, the architecture and 
technologies are different. The exact 
size does not fit all,” states Archie 
Jackson.

As enterprises look to firm up their 
cybersecurity posture by deploying 
third-party solutions, they must train 
their existing employees with changes 
they plan to implement and evaluate 
new employees on security concepts. 
IT teams must provide necessary 
training to all employees concerning 
the best practices around handling 

“At BARC, we have different chal-
lenges. We ensure our systems should 
be accessed by the right people at 
the right time only, which we control 
through tools. This ensures no single 
data leakage for our organization,” 
shares Mahendra K Upadhyay, Chief 
Information/Technology Officer at 
BARC India.

For developing forward-looking 
security architectures, businesses 
need to ensure that they are making 
their technical and non-technical 
users aware of zero trust implementa-
tion to avoid any later stage resistance.

“It’s the responsibility of users to 
ensure and make workplace and infor-
mation secure. Logging and control 
mechanisms ensure all the data access 
is recorded properly on time bond 
method. You are secure till you are not 
breached, so be alert every moment, 
every access, every permission, 
despite so many controls are in place. 
Still, we are looking for more security 
products/protocols that give us a more 
secure framework with an ever-chang-
ing digital world,” Upadhyay adds.

create a proof of concept 
(poc)
Finally, before introducing various 
processes and zero-trust tools to 
the scoreboard, IT decision-makers 
should run a small PoC of cases. 

The PoC will enable a zero-trust 
aspirant to have clarity on the way 
forward. It will allow the organization 
to test the framework in real-time, 
integrate the necessary data, and get 
a comprehensive overview of the live 
environment. Needless to say, that set-
ting up a conducive zero trust frame-
work encompasses the right technol-
ogy partner, automated controls and 
mechanisms to identify and stop 
threats, data discovery, and robust 
analytics.

Ensure beforehand that the business 
is ready to invest money, time, and 
resources in the required facilities and 
skillsets 

chAndreSh dedhiA 
Head of IT, Ascent Wellness Pharma

Authorization is 
arguably the most 

critical part of your 
journey towards the 
zero-trust network, 
and hence decisions 
related to this should be 
taken after a rigorous 
evaluation.

organizational data through well-
organized knowledge-sharing activi-
ties and a resource library.

Agrees Rajesh Aggarwal, Head of 
IT at Aamor Inox, “In today’s digital 
workspace landscape, people who 
accessed your systems and provided 
with necessary controls play a pivotal 
role in enabling your organization 
to achieve robust security controls. 
Before you fully implement any intel-
ligent, risk-based engine to detect 
threats, you need to ensure that your 
people are well-informed about the 
security objectives that you intend to 
pursue as an organization. Even in 
authenticating visitors, a well-placed 
zero trust plan should include escort-
ing visitors to the specified place for a 
definite amount of time.

A change management plan var-
ies for new companies that are just 
expanding their cloud-based services 
compared to traditional companies 
with legacy infrastructure. 
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tata steel Leverages 
Blockchain For trade 
Finance With hsBC
The live trade finance transaction involved the export of steel by 
Tata Steel, India to Universal Tube & Plastic Industries, UAE
By CIO&Leader
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t
Tata Steel has successfully executed a blockchain 
enabled, paperless trade transaction - a global first 
for the steel industry. The live trade finance transac-
tion involved the export of steel by Tata Steel, India to 
Universal Tube & Plastic Industries, UAE.

This successful execution was done by Tata Steel, in 
collaboration with HSBC. The end-to-end paperless 
trade transaction, executed over the Contour plat-
form was made possible by a collaboration pivoted by 
Tata Steel across the spectrum over the Contour and 
essDOCS platforms. The Letter of Credit (LC) was 
issued by HSBC UAE for Universal Tube & Plastic 
Industries, UAE (importer) with HSBC India as the 
advising and negotiating bank for Tata Steel, India 
(exporter).

This transaction validates the commercial and 
operational viability of blockchain as an alternative 
to conventional exchanges for paper-based docu-
mentation. Tata Steel has also signalled its intent to 
explore similar opportunities in other geographies  
in future.

“Adoption of this platform is in line with our  
objective of agility and enabling a faceless yet trust-
worthy all-time interface to better customer experi-
ence. This unique initiative, executed in collaboration 
with HSBC, demonstrates our continued efforts to 
lead technology led disruptions by challenging the 
status quo and reimagining the global trade set-up,” 
said Peeyush Gupta, VP, Steel Marketing & Sales, 
Tata Steel.

“This transaction is a significant step towards the 
mass commercialization and adoption of this tech-
nology and we look forward to its transformative 
impact on trade finance,” added Hitendra Dave, Head 
- Global Banking & Markets, HSBC India. 

How it works
Contour, which has been built on blockchain technol-
ogy has enabled comprehensive digitization of the 
end-to-end Letter of Credit transaction including the 
e-presentation of trade documents. Contour enables 
the underlying LC trade transaction to be fully digi-
tized from the LC issuance to the presentation of doc-
uments. It also enables transaction parties to transfer, 
manage and present electronic Bills of Lading (eB/Ls) 
and supporting documents within its platform via 
the interface with essDOCS’ CargoDocs platform. 

Benefits
With trade documents digitized, corporates can 
reduce the costs associated with handling paper-
based documents, its reconciliation and streamline 
their processing flow. The use of blockchain technol-
ogy in trade finance enables comprehensive visibil-
ity for all involved parties and enhanced security. 
Importantly, it helps to significantly reduce the 
document negotiation and banking transaction cycle 
times from week(s) to a few days, thereby aiding 
unlocking of working capital for businesses. It also 
helps to increase the velocity of trade, particularly in 
situations where shipping routes are relatively short.

While blockchain has been deployed for trade 
financing in other industries, it is a first for the steel 
industry in India. 

Globally, steel industry is waking up to the possibil-
ity of blockchain. Apart from document authentica-
tion, which is the primary use case for the Tata Steel, 
the industry, known for its complex supply chain, is 
looking for leveraging smart contracts and tracking 
goods end to end on the supply chain. China’s state-
owned steel maker, Baosteel, launched a blockchain-
based supply chain financed solution in 2018. This 
helps smaller suppliers to raise finance. 

China’s National Association of Metal Material 
Trade, the country’s primary trade association for 
metals, is working on a blockchain consortium to 
cover the entire steel supply chain in the country. 

Blockchain has been used extensively in trade 
finance, especially in helping smaller suppliers 
finance their working capital through invoice dis-
counting  

This transaction validates the 
commercial and operational 
viability of blockchain as an 
alternative to conventional 
exchanges for paper-based 
documentation. Tata Steel 
has also signalled its intent to 
explore similar opportunities 
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google Wins the 
Java APi Legal 
Battle; War Remains 
For Developers
The US Supreme Court has ruled that Google did not 
violate Oracle’s copyright in using code related to Java for 
its Android platform but does not take a stand on 
API’s copyrightability
By Shyamanuja Das
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Bringing a 10-year-old legal battle 
between Google and Oracle on copy-
right to an end, the US Supreme Court 
has ruled in favor of Google. The issue 
of contention was Google’s copying of 
about 11,500 lines of code from Sun’s 
Java, while developing Android, with-
out taking permission from Oracle, 
which, after buying Sun, is the owner 
of Java now. 

While programmers and champions 
of open source are celebrating—under-
standably so—it may not be as land-
mark a decision as it could have been, 
as the Supreme Court handed down 
the victory to Google on the basis of 
‘fair usage’ and by parking the other 
and bigger question for now. That 
question is: whether APIs are copy-
rightable.  

And the court does that in no 
uncertain terms. The judgment says 
there were two questions that were 
reviewed: the first was whether Java’s 
API is copyrightable and the second 
whether Google’s use of the API was a 
“fair usage”.

“Given the rapidly changing techno-
logical, economic, and business-related 
circumstances,” the Court says, “we 
believe we should not answer more 
than is necessary to resolve the parties’ 
dispute. We shall assume, but purely 
for argument’s sake, that the entire Sun 
Java API falls within the definition 
of that which can be copyrighted. We 
shall ask instead whether Google’s use 
of part of that API was a ‘fair use’”. 

Unlike the Federal Circuit, where it 
was held that it was not, the Supreme 
Court concluded that it was a fair use 
on Google’s part. 

B

Reactions on  
expected lines
Google welcomed the decision. 
“Today’s Supreme Court decision in 
Google v. Oracle is a big win for inno-
vation, interoperability & computing. 
Thanks to the country’s leading inno-
vators, software engineers & copyright 
scholars for their support,” tweeted 
Google Global Affairs SVP Kent 
Walker.

The developers and open-source 
backers too have welcomed the deci-
sion. “Supreme Court decision is a win 
for developers and the software indus-
try; it recognizes the critical role of soft-
ware interfaces to promote innovation, 
interoperability, and new technologies,” 
said Red Hat in a released statement.

“Supreme Court decision in Google v. 
Oracle reaffirms that developers’ abil-
ity to port their code and skills between 
platforms is a significant interest to be 
protected,” wrote Mike Linksvayer, 
Head of Developer Policy at GitHub in 
GitHub blog. “In holding that Google’s 
reimplementation of Java’s API for a 
different platform was fair use, the 
Court gave significant airtime to these 
developer concerns,” he added.

Big question remains
But for the programmers and open-
source community, it is not as simple. 
The takeaways are two. 

One, the battle (and let’s have no con-
fusion, it was Google’s battle, not the 
community’s) is won and the war—to 
make APIs not copyrightable—
remains for another day. While the 
overall response has been enthusiastic, 
many have expressed disappointment 
over the Court sidestepping that ques-
tion.

Two, practically, it is important for 
them to understand why the Court 
considered it a ‘fair use’ by Google. 
While stressing that ‘fair use has an 
important role to play for computer 
programs by providing a context- 
based check that keeps the copyright 
monopoly afforded to computer pro-
grams within its lawful bounds’ the 
Court considered the four guiding fac-
tors set forth in US Copyright Act’s fair 
use provision. They are the purpose 
and character of the use; the nature of 
the copyrighted work; the amount and 
substantiality of the portion used in 
relation to the copyrighted work as a 
whole; and the effect of the use upon 
the potential market for or value of the 
copyrighted work.

What’s fair?
For deciding on nature of the copy-
righted work, the court observed that 
it is part of ‘user interface’ and does 
not actually instruct the computer to 
perform a task, which most other pro-
grams do. 

Two, the Court said, the copied lines 
are bound together with uncopyright-
able ideas (the overall organization 
of the API) and the creation of new 
creative expression (the code indepen-
dently written by Google). Also, unlike 
other computer programs, the value 
of the copied lines is in significant part 
derived from the investment of users.

Both these observations are impor-
tant while taking up the bigger ques-
tion of whether APIs are copyright-
able, as they are not specific to  
Google’s case. 

On the factor of the “the purpose and 
character” of the use, the court said, 
Google copied only what was needed to 

For deciding on 
nature of the 
copyrighted work, 
the court observed 
that it is part of ‘user 
interface’ and does 
not actually instruct 
the computer to 
perform a task, 
which most other 
programs do
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allow programmers to work in a differ-
ent computing environment without 
discarding a portion of a familiar pro-
graming language. “Google’s purpose 
was to create a different task-related 
system for a different computing envi-
ronment (smartphones) and to create a 
platform—the Android platform—that 
would help achieve and popularize 
that objective,” it observed. 

This is where it can get a little com-
plex. Though the court talks about 
context-based check, the first observa-
tion regarding nature of copyrighted 
work is not exactly too context-specific, 
whereas this one, on the purpose and 
character of the use is very context spe-
cific. This may be the big challenge for 
smaller companies. As a disappointed 
Oracle EVP and General Counsel 
Dorian Daley said, “They stole Java 
and spent a decade litigating as only a 
monopolist can.’ Monopolist or not, it 
does not take much to figure out that a 
small company may not have the abil-
ity and resilience to take on a big com-
pany on this issue. 

In relation to the amount and sub-
stantiality, the court rightly observed 
that the 11,5000 lines of code copied 
by Google are only 0.4% of the 2.86 
million total lines in the entire API. 

“Google copied these lines not because 
of their creativity or beauty but 
because they would allow program-
mers to bring their skills to a new 
smartphone computing environment,” 
it said. This is a very tangible factor.

Finally, on the issue of potential 
market for the copyrighted work, the 
Court observed that ‘Google’s new 
smartphone platform is not a market 
substitute for Java SE’. The court also 
observed that Java SE’s copyright 
holder would benefit from the reimple-
mentation of its interface into a differ-
ent market. So, they gave this to Google 
too on fair use. 

‘Not so fair’ 
Two judges dissented. One of the 
strongest arguments that the dissent-
ing judge Thomas made is directly 
related to this factor. He argued that 
since Google’s model was different 
from Oracle’s – it depended on user 
data and ad sales – it decided to give 
the Android to device manufacturers 
for free. And by doing so, it made it 
redundant for manufacturers to pay 
for installing Java in their phones. 
“With a free product available that 
included much of Oracle’s code (and 
thus with similar programming poten-

tial), device manufacturers no longer 
saw much reason to pay to embed the 
Java platform,” he says.

He gave examples of specific cases 
too. Before Google released Android, 
Amazon paid for a license to embed the 
Java platform in Kindle devices. But 
after Google released Android, Ama-
zon used the cost-free availability of 
Android to negotiate a 97.5% discount 
on its license fee with Oracle. Simi-
larly, Samsung’s contract with Oracle 
dropped from USD 40 million to 
about USD 1 million, right after Google 
released Android. 

He argues Google interfered with 
opportunities for Oracle to license 
the Java platform to developers of 
smartphone operating systems. Before 
Google copied Oracle’s code, nearly 
every mobile phone on the market 
contained the Java platform. “Oracle’s 
code was extraordinarily valuable 
to anybody who wanted to develop 
smartphones, which explains why 
Google tried no fewer than four times 
to license it,” he says. 

This is a very contentious issue and 
Judge Thomas has raised some rele-
vant questions. For a smaller company, 
with lesser power to carry on long liti-
gation, it will be very difficult to argue 
its case. 

From these four factors of ‘fair use’ 
the court has taken into account, while 
deciding on one – nature of copy-
righted work – it all but gives it to the 
proponents of APIs-should-not-be-
copyrightable opinion, even though 
it has explicitly decided to sidestep 
the question in this judgment. This is 
a shot in the arm for the open-source 
proponents. 

But as some of these questions, 
especially the ones that the dissenting 
judges have raised, will get further dis-
cussed in future. 

So, while it may symbolically be a 
positive news for open-source com-
munity, it may not mean much for how 
their lives change after this. 

For that, we will have to wait and 
watch—and keep discussing 
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three Ways the 
World Of Work has 
improved Due 
to the Pandemic

Changing nature of workplace, a more humane approach and 
leveraging data to create optimized work experience and hence 
better productivity are changing the definition of work for ever
By Ranga Pothula
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While it would be easy to reflect on 
2020 as a disastrous dumpster fire of 
a year, the reality is that the pandemic 
has changed the workplace for the 
better. And many of these modifica-
tions are likely to be permanent. This 
is undoubtedly difficult to appreciate 
from our current vantage point, but 
by the end of 2021 we will likely wit-
ness the seeds sown during the crisis 
begin to bear sustainable fruit. In fact, 
you can already observe alterations 
that have had almost universal impact 
regardless of industry or geography.

Redefining workplace 
norms
The last 50 years of work have been 
defined by predictable patterns involv-
ing who is doing the work, where it 
occurs and when it happens. While 
these standards have been impacted 
by technological advancements, demo-
graphic shifts and emerging social 
norms, COVID-19 has accelerated the 
arrival of new ways of working. While 
most organizations initially resisted 
the inevitable reforms that accompa-
nied the crisis, virtually all of them 
eventually accepted that work can be 

W

Humanity at work
Prior to the pandemic, the topic du 
jour was how technology (particularly 
artificial intelligence and machine 
learning) was destroying our economic 
livelihood. A study by Pew Research 
found that 82% of US adults say that 
by 2050, robots and computers will 
likely do much of the work currently 
done by humans. While this platitude 
has been wielded by politicians and 
prognosticators for decades, recent 
advancements in computing and 
automation have given it fresh fuel. 
Research by economists Daron Acemo-
glu and Pascual Restrepo seems to cor-
roborate this point of view as they pre-
dict a reduction in both employment 
and wages resulting from industrial 
robots. Others suggest that technol-
ogy has historically created more jobs 
than it destroyed, and that workers 
have benefited from improvements in 
quality of life and even income. It may 
sound counter-intuitive, but could 
technology be the key to creating a 
more human experience at work?

As work has emerged from industrial 
roots to more of a services orienta-
tion, the number of jobs that require 
manual labour have declined. Even 
as those jobs shifted to ones requiring 
more administrative and transactional 
work, new forms of automation have 
replaced those positions as well. What 
is left is work that requires a truly 
human skill set including critical-
thinking, problem-solving, creativity, 
communication and even compas-
sion. This is the reason that Amazon 
announced last year that it was spend-
ing USD700M to retrain their employ-
ees. They recognized that eventually 
their operations will be comprised 
mostly of machinery, and that their 
people will need to upskill and reskill 
in order to remain relevant.

As we migrate to these new roles and 
responsibilities, ubiquitous cloud tech-
nologies have enabled us to maintain 
uninterrupted connectivity. 5G has 
arrived and is enabling mobile devices, 
IoT sensors and video platforms while 

Even as those jobs shifted to ones 
requiring more administrative and 
transactional work, new forms of 
automation have replaced those 
positions as well. What is left is work 
that requires a truly human skill set

done anywhere, anytime and by almost 
anyone.

REI, an outdoor gear retailer, 
announced earlier this year that they 
were selling their brand new, never 
used corporate headquarters. The 
reason was simple: it was no longer 
necessary and would save them sig-
nificant money as they looked for ways 
to endure the economic impact of the 
Coronavirus. According to a recent 
Gartner survey, this is not a temporary 
shift that will revert back to “normal” 
post pandemic, as 82% of company 
leaders plan to allow employees to 
work remotely at least part time going 
forward. These same leaders under-
stand that it will be the elastic enter-
prise that withstands the inexorable 
disruptions of the future.

While it is easy to point to technology 
as the enabler of the new work-from-
home environment, the truth is our 
mental mindset is the crucial compo-
nent for long-term acceptance of this 
new model. The visceral reaction that 
normally accompanies the request 
to allow people to work remotely is 
based on the assumption that they will 
be less productive and more prone to 
laziness. The reality is quite different 
according to Natalia Emanuel and 
Emma Harrington, PhD candidates in 
economics at Harvard. They evaluated 
call-center workers in a Fortune 500 
retailer and found that productivity 
increased 8% to 10% in remote work-
ers versus on-site. And while our atti-
tudes about the evolving world of work 
are important, technology may hold 
the key to the long-term future of work.



Insight

31April 2021 | CIO&LEADER

work/life balance transforms into 
work/life integration. We get to peer 
into our colleagues’ personal lives 
through Zoom calls and we realise that 
they have kids and pets and a decorat-
ing style we would not have guessed. 
And all the while the world moves 
away from traditional models of 8 to 5, 
Monday through Friday, on-site, full-
time work arrangements and toward 
four-day work weeks, temporary gigs 
from anywhere and daily pay.

Data has changed 
everything
As the pandemic accelerated the adop-

reservoir of data is arguably in their 
HR systems.

While this people data could  
be used in a wide variety of ways 
including real-time engagement 
scores, quantitative productivity rat-
ings and optimized schedules, the real 
value lies in the utilization of behav-
ioural data. Top companies like Google 
and Hilton are no longer requiring 
degrees, and employers are acknowl-
edging that specialized skills can 
become obsolete in a matter of months. 
Instead these organizations have pri-
oritized the hiring of individuals with 
transferrable skills and foundational 
behavioural characteristics so that 
they are able to redistribute talent as 
environmental and economic condi-
tions change.

Knowing each individual’s behav-
ioural DNA can enable a high degree of 
personalization in their hiring, devel-
opment, coaching and career growth. 
This information has even been used to 
determine their aptitude for working 
from home, as characteristics like pace 
and discipline have been proven to be 
strong predictors of success in remote 
work environments. Most importantly, 
we need to stop pigeon-holing people 
and recognize that people can serve 
in a variety of capacities regardless of 
their current background and title. A 
comprehensive profile of each human 
allows organizations to develop a data-
driven strategy to move people around 
based on changing demand.

Most of us would likely agree that 
2020 has been a year to forget. But 
it would be a shame to simply revert 
to the way things were once vaccines 
are widely distributed and the world 
opens back up. We have seen wild 
experiments based on necessity, and 
lessons learned that should not be 
forgotten. And we have real potential 
to continue the momentum created by 
this crisis for the betterment of work-
ers everywhere  

—The author is MD - India Sub-continent & 
SVP - Global Delivery Services, Infor

Top companies like Google and Hilton 
are no longer requiring degrees, and 
employers are acknowledging that 
specialized skills can become obsolete in 
a matter of months

tion of new technologies and opera-
tional models (about 25 times faster 
according to a recent survey by McK-
insey, it also hastened the digital trans-
formation of the workplace. Virtually 
all work is somehow captured in a 
computerized format, which provides 
endless opportunities for the elevation 
of how work happens. By aggregating 
the droves of data now readily avail-
able, organizations can predict and 
prescribe the orchestration of work 
in an evidence-based format. And as 
companies concede that their ability 
to harness the power of data is the key 
to sustainability, the most intriguing 
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how is RPA 
Redefining  
the Manufacturing 
Business Landscape?

RPA is a must evaluate technology for manufacturing 
enterprises to navigate the disruption and achieve efficiency in 
these times of elevated uncertainty
By Jatinder Singh



Insight

33April 2021 | CIO&LEADER

For manufacturing enterprises, achieving continual 
speed and efficiency — both at the process and people 
level — remains one of the inherent challenges.

The industrial sector has traditionally countered 
that test well by focusing on automation-led innova-
tions to build resiliency and agility. However, amidst 
the current crisis, where a contactless environment 
and workforce cap limits continue to remain in place, 
a more comprehensive automation approach is need-
ed for labor-intensive manufacturing firms.

Indian IT industry body, NASSCOM's "COVID-
19 – Tipping for automation report" notes that the 
pandemic has acted as a catalyst for the development 
of automation technologies. Across all sectors, there 
is a sudden emergency to minimize cost, improve 
time-to-market, strengthen productivity and reduce 
employee stress.

Robotic Process Automation (RPA), also known 
as a digital worker, is fast emerging as a bankable 
process automation solution for manufacturing 
enterprises, which rely heavily on process designs. It 
brings much-needed operational efficiency, helping 
manufacturers achieve a faster return on investment, 
higher production, and better revenues even during 
the present times.

Traditional automation  
vs. RPA
Within a few months of nationwide lockdowns, it 
became clear that most manufacturing organizations 
were not prepared for the pandemic-related fallouts 
in business and IT-related interruptions. The invest-
ments in many new-age technologies were slow, and 
with no transparent model, execution of a business 
continuity plan was largely dependent upon proven 
technologies.

Much of the earlier automation initiatives are 
dependent upon the programming integrated into 
the existing software system and where interaction 
with the system happens through APIs. Traditional 
automation often needs several IT infrastructure 
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adjustments, but it also limits its potential due to 
APIs' boundaries.

RPA, on the other hand, does not require any 
changes in the existing IT infrastructure and mim-
ics human actions to complete a task. According to 
Gartner, RPA is a digital enablement technology that 
principally leverages a combination of user interface 
(UI) and surface-level features to create scripts that 
automate routine, predictable data transcription 
work.

It enables businesses to execute a range of high-
volume repetitive and rule-based tasks automati-
cally across software systems. Since RPA software is 
process-driven, it can be deployed quickly compared 
to many traditional automation tools with reduced 
errors and precise output.

Manufacturing companies have been leveraging 
physical robots for product assembly, testing, and 
packaging. While this has enabled them to stream-
line the assembly lines, optimizing many other sup-
porting and back-office processes remains challeng-
ing. This is particularly critical in the new normal 
where businesses cannot access the traditional sup-
ply chains and customers.

According to a whitepaper, titled Innovating The 
Manufacturing Industry With Robotic Process Automa-
tion, published by a digital transformation services 
provider, Jolt Advantage Group, one of the most 
significant advantages offered by RPA to manufac-
turing enterprises is real-time reporting provided 
by the software robots. It allows manufacturers to 
determine optimal inventory levels based on previ-
ous needs and modify current operations based on 
customer demand patterns.

RPA can also be implemented for automating com-
munications, helping manufacturers respond to cus-
tomer and supplier requests efficiently. India's larg-
est carmaker, Maruti, has taken a focused approach 
to automate most of its tedious work processes and 
achieve a quicker turnaround in supply chain and 
finance by leveraging robotics. RPA has helped the 
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car manufacturer reduce about 20-25% costs in cus-
tomer claims and finance processes.

It is important to note that RPA doesn't operate on 
cognitive intelligence and differs from ML and AI. 
The AI and ML software can learn and train them-
selves by analyzing and interpreting different data 
patterns and structures, something that's not the 
case with RPA.

Growing market
As a consequence of the pandemic, Robotics is 
expected to play a significant role in transforming 
business operations and supporting a broader set of 
transactions.

According to a study, titled RPA Market in India 
- Drivers, Restraints, Opportunities, Trends, and 
Forecast, published by Infoholic Research, the Indian 
RPA market is expected to witness a CAGR of above 
20% growth for the next four years to surpass USD 
100 million by 2025.

RPA led initiatives to empower manufacturing enti-
ties to reduce workflow waste, improve compliance 
and develop resilient supply chain models. Some of 
the critical advantages that RPA offers to the manu-
facturing firms include better operational efficiency, 
fewer human errors, improved safety of workers, 
exceptional customer experience, automation of intri-
cate inventory management, among others.

Deloitte also sees this as one of the most significant 
investments and focus areas for enterprise buyers. 
It estimates that over 65% of the organizations with 

USD 1B in revenue have adopted RPA and surpassed 
the pilot stage.

Winning framework for  
RPA success
RPA has helped many enterprises achieve significant 
productivity gains. However, despite its growing 
acceptance, the failure rate of RPA projects continues 
to remain high. According to an EY study, 30% to 
50% of initial RPA projects fail, unleashing numer-
ous risks. The number could be even higher in the 
manufacturing sector, primarily governed by tradi-
tional automation or mechanical processes.

Most technology leaders embarking on the RPA 
journey see the technology as an opportunity to min-
imize manual errors, lower costs, and achieve better 
speed. However, testing its capability becomes chal-
lenging because of the enormous legacy IT ecosystem 
within numerous service lines service functions. 
Another challenge that enterprises face in running 
the RPA program efficiently is the  
lack of an effective change management plan.

Like any significant automation initiatives, the 
introduction of bots for any process requires exten-
sive investments in training, robust governance mod-
els, and a strong collaboration between business and 
IT. Identifying which processes to automate needs 
careful deliberation by teams.

By integrating RPA with a broader set of digital 
transformation goals, organizations can unlock the 
actual value of RPA implementations 

Some of the critical 
advantages that 
RPA offers to the 
manufacturing 
firms include better 
operational efficiency, 
fewer human errors, 
improved safety of 
workers, exceptional 
customer experience, 
automation of 
intricate inventory 
management, among 
others
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Future Of ‘Remote 
Working’: Did it 
Work Or Didn’t it?

Businesses are focusing on how to make work from  
home a better and safer experience
By Rohan Vaidya
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Initially, there was a rush for business-
es to enable their employees to work 
from home, as the global pandemic 
offered no other choice. While speedy 
medical research and vaccines have 
been developed, it looks like remote 
working is here to stay, in future too. 
The reason being, corporations have 
seen that it simply works! It allows 
great deal of flexibility to both the 
employer and employees.

Therefore, businesses are focusing 
on how to make work from home a 
better and safer experience. It goes 
without saying we will witness further 
investments in better collaboration 
tools, more efficient access in a way 
that is safe as well as cost-effective for 
businesses and user-friendly too.

More time for fitness 
activities and some extra 
sleep. Long live remote 
work!
For many office workers, hectic morn-
ings of school car lines and bumper-to-
bumper traffic are but a distant memo-
ry. We’ve settled into new normal(ish) 
routines, commuting from upstairs to 
down and bed to desk, ready to take on 
the workday from the couch or home 
office.

The shift to remote work has been 
a big change, but for most people, it’s 
been a largely positive one. Employees 

i
embraced it with open arms. Nearly 
half (47%) feel more productive at 
home, citing the flexibility to run 
errands, take a walk or do household 
chores between meetings. Meanwhile, 
32% of remote workers say putting 
their commutes in park is a key benefit. 
Plus, it’s (basically) a scientific fact that 
wearing sweatpants while working 
increases one’s overall mood and sense 
of wellbeing. Not forgetting the air get-
ting fresher with far lesser vehicular 
pollution.

With more time and flexibility in 
their days, it’s unsurprising that  
95% of employees want to continue 
working from home even after their 
offices re-open.

Disruption from family & 
pets. What could possibly 
go wrong?
Of course, remote work has its down-
sides (quarantine 15, anyone?). For 
instance, nearly half of respondents 
(45%) say disruption from family and 
pets is their biggest challenge. Anyone 
who’s had to proctor a spelling test 
while giving a work presentation while 
frantically muting every other word 
to muffle their barking dog can relate. 
And as the lines between work and 
home blur, always-home and always-
on increasingly means always-work-
ing. 43% of remote workers say they 
struggle to maintain the right work/
life balance.

Co-existence & Zoom 
fatigue. Have you had too 
much of the same?  
For the first few weeks of remote work, 
it was sort of fun to connect with col-

leagues by video. We saw their home 
offices, “met” their significant others 
and kids (hopefully not wielding drip-
ping paintbrushes) and gushed over 
their adorable pets. We got creative 
with elaborate video backgrounds and 
turned ourselves into virtual potatoes 
during team brainstorms. But for most 
people the novelty wore off quickly. 
Many working parents are still jug-
gling work meetings and virtual 
schooling – there is no secret recipe 
to keep these in peaceful co-existence. 
And what once was a quick ‘swing by 
someone’s desk’ to ask a question is yet 
ANOTHER 30-minute video call. It’s 
no wonder 34% of remote workers cite 
“Zoom fatigue” as a top challenge.

Technical issues…there 
goes my productive week.
For 78% of employees, working 
through technical issues like connect-
ing securely to corporate systems and 
resources is a major hurdle. To stay 
productive and keep up with work 
responsibilities, 67% admit to finding 
workarounds to corporate security 
policies, from sending work docu-
ments to personal email addresses 
and sharing passwords, to installing 
rogue applications on company-issued 
devices. While these shortcuts may 
seem harmless, they can potentially 
open doors for cyber attackers, lead-
ing to credential theft, fraud and costly 
security breaches.

In these challenging times it has 
become very important to update 
cybersecurity practices and be at 
the forefront to protect our own as 
well as our employer’s data. 46% of 
respondents who have not received 
remote-work specific security training, 
ask about it and do their part to keep 
safe and secure remote work a viable 
option for the long run. It’s everyone’s 
responsibility to keep safe and secure 
in our remote and hybrid work envi-
ronments 

—The author is Regional Director - India at 
CyberArk

But for most people the novelty wore off quickly. 
Many working parents are still juggling work 
meetings and virtual schooling – there is no secret 
recipe to keep these in peaceful co-existence. And 
what once was a quick ‘swing by someone’s desk’ to 
ask a question is yet ANOTHER 30-minute video call
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Could the Dell-
VMware spin-Off Be 
Of greater Value?

The spin-off aims to enhance the unique capabilities of Dell and 
VMware in the do-from-anywhere economy. However, there are 
still questions that need answers
By Jatinder Singh
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Dell Technologies' announcement to 
spin off its majority stake in the virtu-
alization company, VMware, gives two 
perspectives: First, Dell's efforts drive 
greater efficiencies, innovation, and 
value for both its and VMware's enter-
prise customers. Second, its failure to 
achieve the desired synergies from its 
widely-publicized EMC deal.

According to Wall Street Journal, 
Dell's 81% stake in VMware is esti-
mated at USD 52 billion. As part of the 
spin-off agreement, VMware would 
pay a special cash dividend of USD 11.5 
billion to USD 12 billion to Dell's share-
holders, including USD 9.3 billion to 
USD 9.7 billion for Dell. The financial 
restructuring will help Dell pay a sig-
nificant part of its debt and strengthen 
its capital structure when digital trans-
formation is high on the agenda and 
businesses plan higher investments  
in upgrading their technology infra-
structure.

One may recall that Dell purchased 
81% of the stake in VMware through 
the high-value acquisition of EMC 
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(which purchased VMware in 2004) 
for more than USD 60 billion in 2016. 
Although the blockbuster deal was 
celebrated by many of its stakeholders 
initially, Dell and VMware soon found 
out that the merger was far from per-
fect and had no synergy.

A union that  
wasn't perfect?
The union of Dell and VMware had 
its highs and conflicts. Dell has co-
partnered for several products around 
end-user computing, software-defined 
networking (SDN), hybrid cloud, 
and converged infrastructure with 
VMware. On the other hand, Dell and 
VMware could never reach a win-
ning consensus on many of VMware's 
enterprise security initiatives.

VMware boasts of some of the excit-
ing next-gen security solutions, such 
as Carbon Black and Workspace, 
which it has been keenly looking to 
integrate with its virtualization soft-
ware platforms. Additionally, before 
the pandemic, Dell's computer and 
storage products and the EMC storage 
unit were facing growth challenges 
through the U.S.-China trade war. 
As a result of this, Dell was unable to 
control its hardware component costs. 
At that time, many analysts claimed 
that Dell was leveraging VMware's 
research and development budgets to 
navigate the difficult times.

Why this matters?
While Dell had been mulling about 
this spin-off (or a speculative reverse 
merger) for the last 18 months, the 
timing of the announcement couldn't 
have been better. Michael Dell is well 
aware of the growing opportunity and 
higher margins in the server business, 
helping him generate more significant 
business opportunities for VMware as 
an independent unit.

On the other hand, Dell is expected to 
use the spin-off transaction to reduce 
its debt and generate more value in the 
notebook PC business, the demand 
of which has suddenly grown expo-

nentially, primarily due to increased 
work-from-home and study-from-
home arrangements. Dell can also 
focus on putting more robust efforts to 
strengthen its back-end servers, stor-
age, and network infrastructure that 
are linked with the PC business.

As an independent entity, VMware, 
which is Dell's most profitable unit 
currently, stands a better chance to ful-
fil its vision in developing cutting-edge 
software and SaaS platforms across 
all clouds. After the spin-off, VMware 
will be better positioned to undertake 
its R&D efforts in enterprise security 
solutions and deliver better value to its 
enterprise customers. "A spin-off from 
Dell Technologies provides VMware 
increased freedom to execute its strat-
egy, a simplified capital structure and 
governance model and additional stra-
tegic, operational and financial flexibil-
ity while maintaining the strength of 
the two companies' strategic partner-
ship," VMware said in a statement.

The statement adds that the spin-off 
will provide VMware with increased 
strategic, operational, and financial 
flexibility and agility to drive its 
growth strategy. This includes sim-
plifying capital allocation decisions 
and eliminating the current dual-class 
stock structure. On the face of it, it 
looks like the enterprise customers 
stand to benefit from the spin-off as the 
separated entities will be able to focus 
extensively on their customers and ini-
tiate specific research and development 
efforts to provide exceptional value to 
their users. Both the companies, how-
ever, will continue to co-engineer solu-
tions for enterprises through a newly 
defined commercial agreement.

It would be interesting to see if Dell 
would still depend on VMware's 
resources and research and develop-
ment funds in the event of another 
crisis. Also, in areas such as enterprise 
security where VMware has high 
hopes, and Dell seems to be broadly 
interested in charting its own path 
through partnerships or acquisitions, 
will there be a change in strategy? 

The statement adds that 
the spin-off will provide 
VMware with increased 
strategic, operational, 
and financial flexibility 
and agility to drive its 
growth strategy. On the 
face of it, it looks like 
the enterprise customers 
stand to benefit... 
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Fraudsters Up their 
impersonation 
game For social 
Cyber Attacks

While the tactic may not be entirely novel, the increased 
frequency of such attacks against cyber security professionals 
is threatening
By Jatinder Singh
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Cyber-attackers and fraudsters are 
upping their game by leveraging 
modern-day digital tools to target 
enterprises and employees to carry 
out fierce cyber-attacks. As reported 
by Google's Threat Analysis Group 
(TAG), they are increasingly exploiting 
the social media networks to breach 
gaps in organizational networks and 
even the cybersecurity researcher com-
munity.

Google has recently reported that it 
identified multiple LinkedIn and Twit-
ter accounts impersonating antivirus 
and security firm recruiters and top 
researchers. While this modus ope-
randi may not be entirely novel, it's 
intimidating that many of these fake 
profiles had been generating good trac-
tion even though the target was securi-
ty researchers and practicing security 
professionals.

TAG also discovered a fake security 
company, using domain, securielite.
com, claiming to be a Turkey-based 
penetration testing services provider, 
and revealed that the website was 
hosting attackers' PGP public key that 
tempted internet users visiting the site.

"Security researchers successfully 
identified these actors using an Inter-
net Explorer 0-day. Based on their 
activity, we continue to believe that 
these actors are dangerous and likely 
have more 0-days. We encourage any-
one who discovers a Chrome vulner-
ability to report that activity through 
the Chrome Vulnerabilities Rewards 
Program submission process," TAG, 
which specializes in hunting APTs, 
mentions in a blog post. These respec-
tive accounts now stand suspended.

Global information security solu-
tions provider, eSentire, has also 
recently highlighted the increased 
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cases of cybercriminals impersonating 
as recruitment specialists on LinkedIn 
platforms to offer fake jobs to profes-
sionals and infiltrate backdoor trojans 
in their systems.

A massive surge of cyber-
attacks in 2020
Amidst a rapid acceleration of digital 
services due to the COVID-19 triggered 
lockdown and mass shutdown of phys-
ical offices, 2020 witnessed a sharp 
increase in cybersecurity incidents. 
Many organizations had to transition 
to the complete work-from-home envi-
ronment without getting much time to 
beef up their IT infrastructure.

As reported by the Indian Computer 
Emergency Response Team (CERT-
In), in 2020, 11,58,208 cybersecurity 
incidents were reported compared to 
3,94,499 attacks in 2019, witnessing 
over 193% jump. A considerable per-
centage of these attacks are originating 
from social media.

Understandably, attackers are con-
tinuing to seek new ways to exploit the 
home-office security gaps, and in that 
respect, social media platforms are a 
new battleground for them.

According to Accenture's State of 
Cyber Security Report, 40% of security 
breaches are now indirect, as threat 

actors target the weak links in the sup-
ply chain or business ecosystem. The 
report further adds that most organiza-
tions' current cybersecurity programs 
can defend only about 60% of the orga-
nizational network.

Social media accounts unattended 
for too long could also allow hackers 
to steal crucial personal data, launch 
disinformation campaigns or distrib-
ute malware to associated accounts or 
connections.

Way ahead
Since the pandemic started, social 
media platforms LinkedIn and Twitter 
have been generating unprecedented 
traffic. Without a well-defined catego-
rization or threat intelligence mecha-
nisms, many people continue to trust 
these platforms instinctively.

Security experts have become a  
key target for cybercriminals because 
of their knowledge and repository  
to tackle various vulnerabilities. Hack-
ing this information can empower 
cybercriminals to launch well-orches-
trated indirect cyberattacks such as 
Solarwind supply chain attack and bit-
coin theft operation executed through 
Twitter.

It is also interesting to note that 
fraudsters plan these attacks in a  
very professional manner. Attackers 
take a lot more time to build credibility 
with the likely targets by conversing 
with them through blogs, emails,  
and multiple social media accounts 
other channels.

Changing passwords frequently, 
staying cautious about suspicious 
links and messages, checking the con-
nection's credibility before replying, 
and using suitable security software 
are some of the fundamental hygiene 
factors that most experts recommend 
to avert cyber threats. Nevertheless, 
in the face of unprecedented global 
challenges, this new pattern of attacks 
demands more advanced strategies, 
continuous vigilance, and transforma-
tive solutions to alleviate them at the 
foundation  

Changing passwords 
frequently, staying 
cautious about 
suspicious links and 
messages, checking 
the connection's 
credibility before 
replying, and using 
suitable security 
software are some 
of the fundamental 
hygiene factors
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