
T r a c k  T e c h n o lo g y   B u i l d  B u s i n e s s   s h a p e  s e l f

Volume 09

Issue 01

April-May 2020
150

Column

Locked But  
Not Down Pg 26

Insight 

Strategies For Navigating 
Challenging Times Pg 30

A 99 Group Publication

The real

and after...

It is not 
the kind of 
disruptions 

you keep talking 
about. It is real, huge 

and unprecedented. There are 
more questions than answers. We 

try to separate the short-term priorities from 
long-term impact. pg. 08





1April-May 2020 | CIO&LEADER

Shyamanuja Das
shyamanuja.das@9dot9.in

We have never experienced a situation like this  
in our lifetime. COVID-19 has made all our prev- 
ious planning and risk management look grossly 
inadequate.

The world economy is going through testing 
times. We have seen each of the normal economic 
slowdowns changing business models so much. 
You don’t have to be a genius to tell that business 
scenario post-COVID will have completely new 
dynamics—in a way we have probably never imag-
ined before. 

One of the barriers against big change is the fear 
of cannibalization of the existing dynamics; few 
established businesses want to upset the applecart, 
despite realizing fully well about the need to go for 
the new. In a situation like this, when an external 
force upsets the status quo, you have no reason not 

to go for leveraging the new. It 
is almost like starting afresh. 

The cover story this time 
deals with the question of 
what could happen. I said 
deal with, because it does  
not answer that question. I 
have written it and I have no 
hesitation in saying that I 
don’t have a clue—even after 
going through dozens of 
reports and forecasts. All they 
do is to stretch the existing 

Post-COVID 
realignment: 

can IT lead it?
W

EDITORIAL

dynamics by adding adjectives. Few try—let alone 
succeed—in reconstructing the business scenario. 
We have added a few pointers to what could happen 
in some areas. I will not hesitate to admit, they are 
grossly inadequate.

But the bigger point is the agreement that it will 
be a complete change. And new rules will be writ-
ten. When something like that happens, in theory, 
people start by taking into account what is available. 
When the last such re-planning happened in a big 
way, maybe after 2000-01 crash, or 2008 slowdown 
(though the magnitude of crisis was nowhere near 
what is there today), technology had still not estab-
lished itself as a big business enabler. It was a sup-
porting lever, at best.

Today, that has most definitely changed. Also,  
the way tech fraternity has proven itself by respond-
ing to the new challenges post-COVID has created 
a renewed confidence in them. All talks of business 
guys driving technology has vanished from the  
discourse. 

It is your chance to grab the opportunity created. 
And lead the formulation of new business rules. 
For that, do not get sidetracked by the immediate 
requirements, which you will still have to do. Keep 
an eye on the long-term changes 

In a situation 
like this, when an 

external force upsets 
the status quo, you 

have no reason not to 
go for leveraging the 
new. It is almost like 

starting afresh
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plots these requests on a chart.
The data is aggregated by country 

and you can compare it to data 
when life was normal. With more 
areas being put under Covid-19 
lockdowns, the numbers start to 
drop. A steeper line on the chart 
means the lockdown is being 
implemented strictly or people in  
the area are following lockdown 
orders closely.

It’s easy to look up data for a 
country. Just use the search box up 
at the top of the chart. Apple splits 
up each region's data by walking, 
driving, and public transit directions 
wherever Apple Maps are available. 

However, the statistics do not track 
people who may be on foot and may 
not be needing directions. 

Google meanwhile has Community 
Mobility Reports page where to see 
the data you will need to download 
PDF next to the country, state, or city 
you are interested in. The data here 
is more detailed than Apple's. 

Google's offering depends on 
aggregated data about where people 

Yes, Your Data Is Being Used 
In Apple And Google's Social 
Distancing Maps 
If you have suspected that your 
phone tracks your location, then 
you are right. It isn’t by magic that 
Google can suggest landmarks near 
you or restaurants or fuel stations. 
Same with Facebook. It too tracks 
your location to tag the place you 
are in at the moment, may be a bar 
or a restaurant. All that data – yours 
and other users’ – is now being 
turned into a tool by Apple and 
Google to track if you are adhering 
to lockdown during the Covid-19 
pandemic.

Both Apple and Google have 
launched their versions of the 
tracker. What’s more, both have 
adopted similar approaches and 
aims: they are using mapping 
data from our phones to track our 
movements during the pandemic.

Apple calls its portal the Mobility 
Trends Reports, and is using 
anonymized data from routing 
requests. Put simply, it is counting 
the numbers of request people make 
for driving, walking, or transit 
directions during a day, and then 

“When digital 
transformation is done 

right, it’s like a caterpillar 
turning into a butterfly…”

What 
CIOs are 
tIred Of 

hearIng... 

around
thetech
COVID-19 TeChnOlOgy

are spending their time, and not on 
collecting numbers of navigation 
requests. Thus, if your phone shows 
a residential location more often 
than normal than another location, 
this will show up in the graphs.

The graphs cover location 
categories such as retail and 
recreation, grocery and phar-macy, 
parks, transit stations, workplaces 
and residential. 

On the privacy front, both Apple 
and Google stress that the data 
collected is considerate of user 
privacy.
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makingheadlines 

gender 
bender 

By The BOOk 

If you have found renowned entre-
preneur and innovator Elon Musk an 
enigma, here is a book that will help 
you decode his intriguing persona. 
Tech reporter, Ashlee Vance, who 
shadowed musk for a long time writes 
an exciting and intelligent account of 
this real-life inspiration for the Iron 
Man series of films starring Robert 
Downey Junior, in her book Elon Musk: 
How the Billionaire CEO of Spacex and 
Tesla is Shaping our Future. Musk’s life 
was no fairy tale. Born in apartheid 
South Africa, he was an exception-
ally bright kid. His dramatic personal 
life tells the tale of a young boy bul-
lied brutally at school and abused by 
his father. But, the heroic qualities of 
Musk were apparent even then.

The book is a clear-eyed account of a 
man who played the underdog repeat-
edly in his life and challenged tradi-
tional thinking.  A work of exhaustive 
reporting, it is a definitive account of a 
man who has largely been presented as 
a caricature in media. By the end of the 
book, the reader knows that Musk is a 
man like no other. Vance’s biography of 
Musk cuts the clutter around him and 
presents an unbiased account of Musk 
with a wealth of insights. 

Among the best biographies of busi-
ness leaders ever, do read it to know 
what makes this tech titan tick!

Heard of therapy dogs? Yes, those cuddlesome companions who let you hug 
and lick your tears? But while dog is a man or a woman’s best friend not 
everybody is so enamored of these fur balls. For such people there are therapy 
chatbots. Yes, you heard us right. Therapy chatbots also make perfect sense 
in a virtual world where most of us reside for the better part of each day, espe-
cially in these coronavirus lockdown days. And those who are missing their 
bae don’t lose heart. You can actually have a virtual one. According to therapy 
chatbot startup Replika nearly 40% of its 500,000 monthly users see its app 
as a romantic partner. Not surprisingly, as several tech companies have devel-
oped AI applications for mobile phones that work as the first line of support 
for mental health patients. Chatbots are playing a transformative role in the 
mental health industry. So, if you want a caring companion in isolation, get 
your own Charlie to fill those empty hours and ask after your well-being.

We have heard of politically correct language where 
you use subtle euphemisms so as not to offend. But 
how many of you have heard of gendered language? 
according to experts, gendered language is that kind of 
language that reflects a certain bias towards a particular 
gender and in so doing shows and maintains pre-existing 
social distinctions, signaling the presence of sexism in 
our society and reinforceing those stereotypes, beliefs 
and perceptions. Though a relatively new field of study in 
sociolinguistics (rose to prominence in the 1970s), it has 
garnered a lot of attention. a study on use of gendered 
language in media using comparative linguistics tech-
nique and aI generated startling results and demonstrat-
ed that aI can drive forward our awareness of the scale 
of the problem of gendered language. Using the Labour 
leadership race coverage in the UK media, the study fed 
145,000 words through the software, sourced from cov-
erage of all five candidates from a broad cross-section of 
the media’s online content – amounting to 250 articles.
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AuTOnOmOus

Landing AI, a startup has created a unique monitoring tool for the 
workplace that can raise an alert if someone has crossed the desired 
distance from a colleague. This new social distancing detector 
presents a street scenario where on the left is a feed of people walk-
ing around on a street and on the right, a bird’s-eye diagram that 
shows each walker as a dot. The dots are green but turn bright red 
when someone moves too close to another walker. The tool can be 
very handy in the post lockdown scenario and can be used to moni-
tor workers on factory floors. The tool can easily be integrated into 
existing security camera systems.  The company is however still 
working on the mechanism to notify people when they break social 
distancing. One possible method being explored is an alarm system 
that could warn workers passing too close to one another. The tool 
could also generate a report overnight to help managers make nec-
essary changes in the workspace.  

VITAl 
sTATIsTICs 

CovId-19 
Could Push 
Half A Billion 
People Into 
Poverty

Additional people in poverty due to a 20% income drop caused by a 
Covid-19 recession*

239.8m

128.8m

54.3m

Total
547.6m

44.9m

44.6m

30.5m

4.7m
*Poverty level - people earning below $5.50 per day

Source: Oxfam, Statista

East Asia & Pacific

South Asia

Latin American & Caribbean

Middle East & North Africa

Sub Saharan Africa

Europe & Central Asia

Other High Income
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BenevolentAI is a London startup that 
claims to have found a breakthrough 
in corona-virus treatment. The startup 
has created an innovative engine on ste-
roids that combines drug industry data 
with insights gleaned from scientific 
research papers. Using the software, 
in January the company identified a 
rheumatoid arthritis drug that might 
work to lessen the most severe effects of 
coronavirus.  

Since then, the startup has advanced 
its findings rapidly and in February, 
BenevolentAI published two research 
papers outlining their hypothesis and 
evidence to support their claim. Eli 
Lilly, which markets the arthritis drug 
known as baricitinib under the brand 

AI did It! 

name Olumiant, was interested in their 
findings and recently it announced it is 
working with the US National Institute 
of Allergy and Infectious Diseases on a 
large clinical trial of the drug in hospi-
talized COVID-19 patients. 

The clinical trial of the drug could 
expand to include patients in Europe 
and Asia apart from the US. It is expect-
ed to show results in late June. 

Who could have thought that barici-
tinib could be used to treat an infectious 
disease? What this story demonstrates 
is how COVID-19 is changing the way 
we work. It has prompted rapid pro-
gression from initial idea to clinical trial  
and shows researchers and drug com-
panies are looking at wide possibilities 

in their search for a cure for coronavi-
rus pandemic. 

The tale of BenevolentAI also show-
cases the potential for computing and 
artificial intelligence to help efforts in 
medicine research. The long time and 
high costs of developing new drugs 
have increased manifold and there is a 
rising feeling in pharmaceutical com-
panies that computing power and algo-
rithms could shorten the development 
cycle of drugs, at least in some cases.

Drug giants like Pfizer are partnering 
with innovative Silicon Valley startups 
that are high on technology research. 
For instance, Atomwise, uses machine-
learning technology to find novel com-
pounds that target particular biological 
molecules. In 2019, this Silicon Valley 
startup helped Stanford researchers 
find a way to target an enzyme that they 
had discovered accumulates in the cells 
of patients with Parkinson’s Disease.

BenevolentAI that has developed sim-
ilar technology has partnered with big 
pharma majors like Novartis on cancer 
and AstraZeneca on kidney disease. 
AI's potential in drug development can 
change the field forever.

It uncovers a potential treatment for COVID-19 
patients. Suggests an arthritis drug might 
be effective in controlling an out-of-control 
immune response that damages the lungs 
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G
uess how much we  
have discussed, analyzed 
and prophesized about 
disruptions – business 
model disruptions, cre-

ative disruptions, not to talk of digital 
disruption. 

But few would have imagined how 
those debates and discourses would 
mean little when the real thing came. 
The disruption spelt C-O-V-I-D. 

Well, all of us are wise in hindsight. 
Except that we are nowhere close to a 
time when we can draw the hindsight, 
for it is not yet behind us. And we don’t 
know when it will be. 

But business must run. And who 
knows that better than you—the IT 
managers—who made the economy 
run when everything looked so 
gloomy? You may not have got the 
public applause because you were not 
in the frontline and hence few know 
your real contribution—to make the 
hospitals, the logistics companies, the 
retailers, the banks and all those essen-
tial goods and services run—when the 
country needed it most, albeit working 
in the background. 

But this is no time to celebrate that 
achievement! The road ahead is long, 
tough and most importantly, unpre-
dictable. It is the last part that is most 
challenging for businesses in general 
and for technology in particular. 

And that is what we are trying to 
explore—by talking to all of you about 
how you managed the immediate chal-

lenge, what are some of the known 
but unresolved challenges, what are 
the challenges that you already antici-
pate, and try figuring out—we have 
no quarrel if you even call it ‘speculat-
ing’—what could be some of the other 
challenges—now, as the situation 
continues; in the next few months, as 
the recovery starts and when the busi-
nesses are back to normal. 

You don’t have to be a genius to figure 
out that it will be a New Normal.

“We are exploring cloud-based 
solutions to enable WFH to 
more employees. Our experience 
finds this a working model and 
we found many reluctant first-
time users comfortably using 
collaborative tools” 

Manoranjan Kumar 
CIO, Shree Cement
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“Going forward, external 
stakeholders, such as 
government agencies and supply 
chain partners will need to 
change processes by moving 
on to digital platforms for 
clearances and approvals” 

Ashish Pandey 
CIO, GSK Consumer Healthcare

What changed post  
mid-March?
WFH has today become common 
vocabulary. Work from home—the 
three words sound so deceptively sim-
ple. But it was anything but simple for 
the IT managers, especially in indus-
tries that were not used to this mode 
of working. And this simple change 
in working style could change many 
things—corporate practices, culture, 
strategy, ecosystem, and many more. 

But first things first. Before getting 
into the future, it is imperative that we 
touch upon, albeit briefly, what were 
the challenges faced by the IT manag-
ers and what technologies they used to 
make it possible.  

The first phase in our two-phased 
research examined these questions. We 
sought responses from 44 IT managers 
from diverse industries and at various 
levels – mid level to senior level – to get 
to the bottom of it. Even as these IT war-
riors were still figuring out how to take 
COVID-19 head-on to keep their compa-
nies—and indirectly the nation—run-
ning, they were enthusiastic in sharing 
their experiences and the learning.  

We briefly summarize the findings 
here. Most IT managers pointed to a 
combination of one or more of the five 
below-mentioned tasks:
1. They ensured that everyone has a 

secure access to all applications that 
they needed to access. That is why 
VPN features such overwhelmingly 
in the responses. For many sec-
tors used to remote working, it was 
familiar territory but they still had 
challenges such as allowing access to 
specific applications to a wider base 
of users and ensuring that the infra-
structure supports everyone access-
ing remotely.

2. They also ensured that those who 
worked on desktops are given lap-
tops. Many turned to VDI too. Some 
smaller companies even went for a 
non-technical solution: They allowed 
their employees to take home the 
desktops. 

3. The next step was to enable col-

laborative working and video-
conferencing. A few had software 
like GoToMeeting and WebEx. 
Microsoft Teams is also popu-
lar. But what emerged as a 
cult application in the 
time is Zoom, which 
has now become 
a household 
name, even 
for non-
business applica-
tions.  

4. Of course, WFH 
required extra security 
features. That were enabled 
by the security teams.

5. In some organizations where there 
was a need to access bandwidth hun-
gry applications, they had to ensure 
extra bandwidth and Internet access 
for the employees. Employees were 
given dongles, data cards and often, 
it involved a non-technical solution 
like reimbursing the access fees.

The battle was decisively won. But 
what about the war?

The word cloud is based on actual 
responses of IT managers on 
technologies & IT priorities during 
COVID-19 work from home
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The Digitalization Driver 
Most of you would have seen the joke 
making the rounds on WhatsApp and 
other social media platforms about 
COVID-19 being a far more effective 
driver of digital transformation within 
enterprises than either the CIOs or 
CEOs. The joke, of course, reflects a 
reality—like all good jokes do. 

And that is what we focused on in 
the second phase of our research. We 
spoke to about a dozen CIOs in busi-
nesses where digitalization was not 
exactly a given—businesses like steel, 
heavy engineering, chemicals, textiles, 
cement and pharma.

These businesses where ‘work from 
home’ was often considered a euphe-
mism for leave, are now working 
from home as seamlessly as anyone 
else. Those CXOs, who found all the 
reasons not to use technology, now 
love the experience, albeit after a bit of 
struggle. 

If that was not forced digitalization, 
what is?

CIOs’ responses vindicate that 
explicitly. Most CIOs agreed that the 
naysayers to technology have now 
been convinced about its ability to 
make businesses run. The CIO of a 
large company described how some 
CXOs, when they had to work from 
home, struggled because they did not 
even know the use of basic applications 
like Excel, which their secretaries used 
for them. “But some of them, thanks to 
the post COVID-19 reality, are now not 
just able to use collaborative software 
but are even excited to discover newer 
features—starting from screen sharing 
onwards,” he said, a sense of happiness 
and satisfaction oozing from his voice. 

Well, not everyone may be as igno-
rant about technology, but the skepti-
cism about the power of new technolo-
gies is not an isolated phenomenon 
in these businesses. Even when they 
were not skeptical, not many were too 
enthusiastic either. 

“Migration to cloud and Office 365 
has helped us immensely. Our senior 
and middle-level managers are having 

“As uncertainty looms large 
regarding the neutralization 
of the COVID-19, work from 
home may become the new 
norm” 

Rahul Kumar 
CIO, Essar Steel 

“Despite significant 
digitalization done in 
our organization, during 
the lockdown period, we 
realized that there is scope 
for further streamlining and 
digitalization of processes 
to make them more 
effective, simple to adapt”

Atul Govil 
Chief Transformation Officer, India Glycols 



Cover Story

12 CIO&LEADER | April-May 2020

regular meetings now using utilities 
like Teams, OneNote, Planner, etc., and 
are using some critical apps on cloud. 
The value is recognized much more 
in a situation like this,” says Jitendra 
Singh, CIO, JK Cement. 

Many CIOs are now confident  
that the new-found love will survive 
the crisis time and will become a regu-
lar practice. 

Confirms Ashish Pandey, CIO of 
GSK Consumer Healthcare, “R&D 
being central to our industry, these 
activities must be sustained under all 
circumstances but roles that entail 
secondary research will work from 
home. So, in this situation, we have 
managed to work around the problem. 
Going forward, these practices are 
likely to become the norm.” 

Even a process manufacturing com-
pany like Essar Steel sees value in this. 
Says CIO Rahul Kumar, “As uncertain-
ty looms large regarding the neutral-
ization of the COVID-19, work from 
home may become the new norm.” He 
says that being a manufacturing enter-
prise, they will have to think of differ-
ent ways of not just supporting but 
executing manufacturing operations 
remotely. That surely is a big change 
in the way manufacturing businesses 
are run today. 

“Going forward, there will be a 
change in ways corporations work 
as more roles that are not required in 
office will begin to work from home,” 
says Manoj Kumar, CIO, ABB. And 
ABB is not an FMCG or white goods 
maker. It is a hardcore engineering 
company. In-short the realization 
about the need to relook at the way 
people work and move to significant 
remote working is near-universal. 
Forget not, simple as it may sound, 
effective work from home means huge 
changes in levels of digitalization, as it 
involves change in the way endpoints 
are deployed, managed and how 
secure access is provided to a large set 
of people beyond the physical bound-
aries of the organization. 

That is the first lever of digitalization 

“With the help of different 
platforms like Web Shipping 
Tools, Self Service Portal, API 
Integration and Manual Con 
Note Elimination, customers 
can book and generate and print 
the e-Con Note or e-labels and 
provide to the pickup executive 
to minimize paper exchange and 
processing time” 

Satya Pal 
AVP - Business Engineering, Spoton Logistics

that COVID-19 has catalyzed.
Another common realization seems 

to be an even more explicit mandate for 
digitalization—moving from physical 
to digital in many processes that are 
still manual. 

“Despite significant digitalization 
done in our organization, during the 
lockdown period, we realized that 
there is scope for further streamlining 
and digitalization of processes to make 
them more effective, simple to adapt,” 
says Atul Govil, Chief Transformation 
Officer of India Glycols.  “For example, 
for certain departments (within a 
location and also across manufactur-
ing plants and Head Office), physical 
documents movement is involved for 
getting approvals, or completing due 
workflows,” he explains. “These will 
be addressed with due prioritization,” 
he adds. 

Govil says they have already started 
working on digitalizing some of the 
manual processes. 

Govil’s observation is echoed 
by Bhavesh Gandhi, CIO, Piramal 
Industries. “Some departments, such 
as Compliance, Supply Chain and 
Accounts which required hard copy 
approvals moved to digital signatures,” 
he says. 

Moving from paper approvals to dig-
ital processes with digital signatures is 
a recurring theme in most CIO conver-
sations (just to remind you, we spoke 
to manufacturing companies). Many 
say they have already started digitaliz-
ing the internal approval processes. 

But that is only part of the story. If 
the ecosystem does not move along, the 
exercise will not yield the full value. 

“Going forward, external stakehold-
ers, such as government agencies and 
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supply chain partners will need to 
change processes by moving on to 
digital platforms for clearances and 
approvals,” says Ashish Pandey, CIO 
of GSK Consumer Healthcare.

In short, there is already a growing 
voice for moving from paper to digital. 
That is the second lever of digitaliza-
tion that COVID-19 has ‘unleashed’ on 
organizations. 

So, what do these ‘changes’ in atti-
tude towards digitalization mean? Of 
course, going for more of technology 
in all aspects of business. And remem-
ber, we are talking of manufacturing 
businesses. 

Encouraged by the ease and smooth-
ness of working from home, for 
example, many have already started 
working on how it could be retained, 
even post the crisis. “We are exploring 
cloud-based solutions to enable WFH 
to more employees. Our experience 
finds this a working model and we 
found many reluctant first-time  
users comfortably using collaborative 
tools,” says Manoranjan Kumar, CIO, 
Shree Cement.

Cloud seems to be a natural choice, 
in response to this new-found enthu-
siasm for remote working. “To be 
sufficiently agile, we will have to accel-
erate migration to cloud and adopt 
VDI technologies. Travel will have 
to be replaced by video conferencing 
and e-collaboration tools,” says Rahul 
Kumar of Essar Steel.

‘There’s a stronger reason to adopt 
cloud more extensively in a work from 
home scenario, especially for large 
companies. It is just a natural fit for 
that kind of environment. But going 
forward, you have to be a lot careful 
about security,” says Sukanta Kumar 
Nayak, CIO in a large diversified 
group company.  

Agrees Rahul Kumar of Essar Steel, 
“The cybersecurity scenario will grow 
worse—as nations stack up against 
each other in cyberwarfare, build-
ing a cybersecurity army within an 
enterprise would become difficult by 
the day. Being a manufacturing enter-

prise, attracting and retaining the right 
kind of cybersecurity talent is even 
more difficult for us,” says Kumar hint-
ing a shift towards large scale managed 
security services. 

“As a majority of the employee base 
is working from home, the enterprise 
boundaries have been redefined. For 
the IT function, we are practically 
moving towards an infinite enterprise; 
there are really no boundaries. It’s like 
trying to protect your valuables in a 
crowd – the risks are much higher than 
when you’re sitting in your home,” 
Kumar elaborates. 

In short, it means by the move 
towards digitalization—and specifi-
cally collaboration tools, cloud and 
security—will accelerate. 

There seems to be a move to greater 
digitalization—and that is what the 

“Migration to cloud and Office 
365 has helped us immensely. 
Our senior and middle-level 
managers are having regular 
meetings now using utilities 
like Teams, OneNote, Planner, 
etc., and are using some critical 
apps on cloud. The value is 
recognized much more in a 
situation like this”

Jitendra Singh 
CIO, JK Cement 

WhatsApp joke put so succinctly and 
humorously. But to conclude that as 
the main message would be extremely, 
extremely simplistic—simply because 
there is a big difference between intent 
and execution. 

Here is why?

The Short-Term 
Challenges
While almost every CIOs we spoke to 
agree that COVID-19 crisis—especially 
the subsequent response by the IT 
teams resulting in businesses manag-
ing to run their operations effectively, 
albeit in a low-load scenario—has cre-
ated a greater trust in the role of digita-
lization and technology in businesses. 

Many even said that they have start-
ed closing some of the gaps—manual 
processes—by automating them. 
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managers’ challenge has changed over 
time—especially pre- and post-COVID.

Does it mean that companies will 
stop investing completely, at least in 
the short run?

Not really. It is big money that will 
be elusive. That is not just because of 
the cash crunch. It is also because of 
drastic changes in operational models 
expected post recovery. 

Yet, one thing will define this recov-
ery phase. As companies realize the 
small but impactful gaps in their pro-
cesses, they will try to close those gaps. 
This means smaller, tactical invest-
ments will be made that give an imme-
diate return in terms of efficiency, 
lesser utilization of manpower or safer 
operations for people. 

Take Spoton Logistics, a tech-lever-
aged express logistics company that is 
growing fastest in the industry and is 
challenging the biggies in the game. It 
has already implemented a contactless 
PUD solution to minimize, if not elimi-
nate roughly 11,000 human touch 
points daily using technology. “With 
the help of different platforms like Web 
Shipping Tools, Self Service Portal, 
API Integration and Manual Con  
Note Elimination, customers can  
book and generate and print the e-Con 
Note or e-labels and provide to the 
pickup executive to minimize paper 
exchange and processing time,” says 
Satya Pal, AVP - Business Engineering, 
Spoton Logistics.

As discussed, many companies have 
already started digitalizing paper 
approval processes. As companies 
quickly automate some of the process-
es and as work from home continues 
for a while, security is in the minds 
of most CIOs, though many hasten to 
clarify that they are not looking for 
organizational security overhaul. 

But ‘secure access’ is clearly an 
immediate focus, based on the learn-
ings that they have had. 

When it comes to manufacturing, 
CIOs identified a number of business 
challenges in the recovery phase. Most 
of them could be put into three baskets:

“Going forward, 
there will be a 
change in ways 
corporations 
work as more 
roles that are 
not required in 
office will begin 
to work from 
home” 

Manoj Kumar 
CIO, ABB 

IT Managers’ Challenge Mix

Earlier

•  Budget
•  Appreciation  
   of IT’s role

•  Appreciation  
   of IT’s role

•  Budget
Pre-COVID

Post-COVID
Budget had ceased 
to be a constraint

IT’s role has got well 
demonstrated; now 
appreciated

Budget back as a 
challenge as fear of cash-
crunch and uncertainty 
will impact big IT 
investments

In the not-so-good, 
old days

Does it mean that once the lockdown 
is over, we are going to see the technol-
ogy investment floodgates opening?

Far from it. In fact, large projects 
have been stalled. Some of the new 
or planned projects have been aban-
doned. And the focus has shifted to 
cost-saving.

This is because almost all compa-
nies—which are operating at anywhere 
between 30-50% of their capacity, 
because of the lockdown expect that 
there will be a liquidity/cash flow issue 
going forward, because of both vol-
umes dropping significantly and many 
of the smaller distributors defaulting 
on credit. While they can plan for the 
first one, the exact magnitude of impact 
of the second factor is still unknown. 

“The mood is cautious. And quite 
rightly so,” says Sukanta Kumar 
Nayak. “Budgets will have to be 
reworked, you cannot pretend that 
nothing has happened,” adds Singh of 
JK Cement. Govil of India Glycols says, 
“It is difficult to think of major new 
investments now.”

In other words, while there has been 
an increase in appreciation of role of 
IT in business, we are not going to see 
huge investments flowing in, thanks to 
budget constraints. While there is no 
estimate yet, this is going to be the big-
gest downturn we have seen in our life-
time.  The diagram shows how the IT 
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•	 Liquidity	challenges
•	 Supply	chain	challenges
•	 Managing	human	resources	

And they are not exactly mutu-
ally exclusive. And all the three have 
implications for IT—both in terms of 
expectations from it and in terms of 
budget available. Take liquidity chal-
lenge. As articulated by several CIOs, 
large projects are kept in abeyance for 
the time being. But there are discus-
sions too around how IT can help in 
minimizing the impact of cash flow. In 
supply chain, the focus is not just in 
automating approvals and other man-
ual processes, but also to ensure that 
human beings are safely deployed. 

Similarly, when it comes to people’s 
work, WFH is going to stay, if not  
fully, but significantly. For last few 
years, many large companies like 
Microsoft and Cisco have created a 
major focus on Future of Work.  
But the way COVID-19 has acceler-
ated the movement towards digital 
working, even these companies could 
never have imagined. Today, almost 
all companies—more so the lesser 
digitalized manufacturing compa-
nies—have to realign many resources 
to make that happen. 

The Long Shot
What about post-recovery? 

Well, to put it straight, no one has an 
iota of an idea what it will be like. 

But based on the analysis globally 
and CIOs’ inputs, some of the areas 
that will be significantly impacted will 
be the following:
1. Huge change in distribution of 

workforce: While that itself is 
a no-brainer—TCS has already 
announced that in two years, 75% 
of its workforce will work from 
anywhere—the implication for it 
is still lesser understood. It will 
impact information store and 
access, culture, events, security, real 
estate, transportation and many, 
many other aspects of business. 
And in each—and we emphasize 
on each—of these areas, technol-

ogy will play a major role in the 
making the shift happen, some of 
which cannot even be envisaged 
now. It will not be surprising if this 
becomes the biggest innovation 
plane, with number of startups.

2. Industry 4.0: What we in India just 
keep debating, China has already 
done. The typical Indian narrative 
is the West is going for automation 
because it does not have people and 
it is compulsion. But China has 
shown that even the thick of crisis, 
large plants were run by less than 
20% of people who run a similar 
size of plant in India. That is not just 
safe. That is hugely efficient. How 
can you compete with companies 
who have that kind of efficiency? 
Of course, what the role technology 
will play there does not need elabo-
ration. It is an out and out technol-
ogy game.

3. New way to look at BCP: The Busi-
ness Continuity Planning (BCP) so 
far has been focused on protecting 
data repositories and infrastruc-
ture. They were planned to protect 
against not just human threats but 
even natural disasters like cyclones, 
floods and earthquakes. The focus 
was data center. In COVID-19, data 
centers were hale and hearty. It is 

people who needed secure access. 
Beyond the details of difference, it 
teaches one big lesson. BCP is a risk 
planning, not a process planning. 
Processes are the means of achiev-
ing. We will see huge shift in the 
way organizations do BCP.

4. Security getting bundled:  
Interestingly, in our research, we 
would hear the adjective, at least 
five times more than the noun. 
Everyone was talking of secure 
access, secure application, secure 
network, secure cloud—very few 
about security. The expectation is: 
Whoever provides these compo-
nents has the onus of making them 
secure. Organizations will focus on 
the core part of their data protec-
tion. This will see a huge shift in 
security planning and the role of 
chief information security officers. 

As of now, we know little to be talk 
anything more specific. But one thing 
is for sure. There will be new times. 
And there will be new rules. 

New rules of business  
will get written—and technology 
will be built into those rules. 

We will leave you with that 
thought—and a big question mark, that 
we started with. You find the answer. 
We will be happy to be of any help 

“Some departments, such as 
Compliance, Supply Chain 
and Accounts which required 
hard copy approvals moved to 
digital signatures” 

Bhavesh Gandhi 
CIO, Piramal Industries 



STT GDC India Helps Sharekhan 
Consolidate Digital Strategy

Sharekhan is one of India’s largest 
retail brokerage firms with 2 million 
customers as on 1st March 2020. A 

pioneer in online trading, Sharekhan offers 
a broad range of financial products and 
services including securities brokerage, 
mutual fund distribution, loan against shares, 
ESOP financing, IPO financing and wealth 
management to retail investors, institutions 
and corporate investors.

Established in 2000, Sharekhan was 
acquired by BNP Paribas in 2016. The 
company is present in more than 541 cities 
and towns through over 3,000 outlets 
managing around INR 46,300 crores in 
customer assets for year ending December 

31, 2019 and executing an average of 5.8 lakh 
trades per day. 

Sharekhan’s extensive physical presence 
is augmented by its digital initiative riding on 
feature-rich web and mobile offerings. 

Says Amit Vaidya, IT Foundation Officer 
at Sharekhan, “Technology is central to 
Sharekhan’s expansion strategy of reaching 
new customers and enabling easy, secure 
access to brokering and trading facilities via 
platform services, intelligence inputs and 
educating investors.”

Customer Challenge
Sharekhan wanted to streamline operations 
to reduce cost while enabling expansion 



by tapping into new market segments. The company 
wanted to tap digital to reach new customers in 
secondary towns and cities. At the same time, digital 
was the way to differentiate customer experience with 
intelligent inputs for decision-making and faster order 
execution—both crucial for bottom line. 

The brokering firm wanted to increase profitability 
with new products, services and value-adds. Centred 
around Trade Tiger, an advanced online trading platform 
for BSE, NSE and MCX, Sharekhan’s digital strategy has 
several offerings including an automated order alert 
management system. It follows a set of rules based 
on timing, price, quantity or mathematical models to 
generate trade signals, which enables the investors to 
trade at speed and frequency beyond human capacity. 
ShareMobile, which runs on the same platform, is aimed 
at providing these facilities at the fingertip of investors. 

Considering the criticality of timing and speed in 
brokering, Sharekhan’s need for robust technology 
backbone cannot be overemphasized. Even a minute’s 
downtime would severely impact its brand and 
reputation as a service provider as customer profitability 
is closely linked with the speed and availability of its 
digital platform. 

Sharekhan, therefore, needed a highly reliable partner 
for end-to-end data centre solution so that it can focus 
on innovation and high-quality service enablement.

STT GDC India Solution 
Sharekhan is using STT GDC India’s colocation services in 
Mumbai to take advantage of robust, reliable and secure 
data centre hosting solutions.

STT GDC India provides infrastructure provisioning 
along with necessary power and cooling to run the 
data centre, allowing Sharekhan to focus on managing 
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“We have hosted with STT 
GDC India for a decade with 

zero outages and are able to 
reach customers at the best 

possible speed. We are happy 
with the responsiveness & close 
collaboration during audits and 

redesign activities,”

Amit Vaidya 
IT Foundation Officer, Sharekhan

operational complexities and innovate to better serve its 
customers. 

Being carrier neutral, STT GDC India provides 
Sharekhan the flexibility to partner with any network 
provider and access its data centre at high-speed, 
irrespective of geography. The purpose-built data 
centres enable Sharekhan to meet its business demands 
for high-performance applications that are always 
available. 

Following global practices, STT GDC India provides 
physical security of data centre and is certified by global 
security standards, enabling Sharekhan to meet its 
compliance and regulatory goals. 

STT GDC India provides five layers of physical 
security—at the perimeter; building; floor; quadrant, and 
cage/cabinet level with tools and process that control 
access, detect intrusion and identify personnel to arrest 
any attacks or intrusions.

Customer Benefits 
Sharekhan is making a successful shift towards its digital 
strategy by empowering investors with high speed and 
quality services. “We have hosted with STT GDC India 
for a decade with zero outages and are able to reach 
customers at the best possible speed. We are happy with 
the responsiveness & close collaboration during audits 
and redesign activities,” says Amit Vaidya, Sharekhan’s IT 
Foundation Officer. 

In addition, following benefits have accrued to 
Sharekhan:

 STT GDC India enables Sharekhan to run it services 
and reach new markets with uninterrupted data backup.
 Greater focus on managing operational 

complexities and innovation instead of spending time 
in undifferentiated heavy lifting, such as managing real 
estate, power and cooling of data centre.

 As an entity closely associated with the securities 
market, Sharekhan has stringent compliance and 
regulatory requirements, which STT GDC India helped 
meet to a good extent with multiple layers of physical 
data centre security.
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A lot of businesses are pursuing the dream of a “singular view” of 
their customer; it is widely believed to give “competitive”/“first-
mover” advantage in the marketing arena. The IT departments 
are excited because this is eminently doable since the technology 
exists; many have already claimed success. But first it is impor-
tant to understand that the concept emerged as a need for custom-
er service; as a customer called for service, the responding agent 
could see all the transactions, call history, demographics, security 
questions, etc.; this made the resolution faster and smoother. 

As marketers realized that this could be extended to understand 
the customer in a holistic perspective, they started to look at it as 
a means towards personalized and targeted campaign(s). It is this 
application of the concept that we will examine here. 

A lot of progress has indeed been made, thanks to the advances 
in Information Technology. Many financial institutions, social 
media companies, advertising houses, and retailers can see all 
the activity of a specific individual. Most of it is what happens 
within their own ecosystem that includes group of companies 
and business partners. Eventually, they want to see everything 
about the individual customer. Progress has been made towards 
that end with collation of data from public and private sources/
subscriptions. Indeed the dawn of Big Data and AI have made this 
a little simpler, even enabled discovery of non-intuitive facts: for 
example the number of pets, children, and grocery runs per week, 
zip/pin code, etc., can tell us whether a specific individual is likely 
to buy the next model of the Smartphone. Reportedly, there are 
over five-hundred data points available for every human being in 

A

 The author managed large 
IT organizations for global 
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and retail technologies

By Akash Jain

Silly Point

Singular 
View
The concept of “singular view” 
emerged as a need for customer 
service 
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this world. And this can help in iden-
tifying the patterns of each individual 
behavior, within a margin of error. 
And this margin of error is some-
times statistically significant.

The main problem is that the indi-
vidual customer does not have this 
(elusive) “singular view” of him/
herself; so how can an outside entity. 
Advances in Information Technol-
ogy have taken us from segmentation 
(where margin of error was in double 
digits) to micro-segmentation (with 
the margin of error being in single 
digits). In a remarkable feat, market-
ers can now run thousands of micro-
campaigns, each one tailored to spe-
cific behavioral prediction. The key 
word here is thousands. So the game 
now has changed to that of machine-
gun firing instead of carpet bombing; 
a machine gun that simultaneously 

The “singular view” is nothing but a group of labels (aggregation 
of a subset of multiple attributes)  

fires various flavors into a crowd. 
This is even more necessitated by 

the consumer occasionally defying 
and/or modifying his/her own “sin-
gular view.” The whole approach is 
complicated by the inevitable and 
unpredictable shift in preferences; 
think of what a phone instrument is 
perceived as capable of doing today. 
Changes like this force the thousands 
of consumer micro-segments being 
abandoned and thousands new being 
born or redefined. Theoretically, tech-
nology makes this massive shift pos-
sible. But one is yet to see large-scale 
success stories, probably because 
the science is still evolving. And also 
because not many consumables can 
be offered in thousands of variations.

So the game really becomes about 
Least Common Denominator (LCD). 
Then a selected LCD group of micro-

segments can be offered one of the 
(dozen possible) variation of the 
consumable. And then it is no lon-
ger a “singular view.” We are now 
saying that “singular view” is use-
ful only to aggregate it back using 
multiple dimensions and placing an 
individual customer into multiple 
buckets depending on the context. So, 
the “singular view” is nothing but a 
group of labels (aggregation of a sub-
set of multiple attributes).

The challenge for Information  
Technology remains. It is still not 
practical to meaningfully “use” a real 
“singular view.” The technology tools 
are there, but their usage is suspect. 
IT needs to re-look at this concept 
and work with business to define a 
different, usable concept. Till then, 
the chase is only seeking a promise 
that is not practical 
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Like the private sector, the government or public sector worldwide 
is looking at greater speed in delivering citizen services with greater 
transparency and scalability. Governments are rapidly adopting the 
paradigm of Digital Transformation and this is evident in some of 
the recent initiatives, be it Digital India in India or Digital Govern-
ment in the UK. At the crux of this wave of digital transformation is 
customer centricity. 

At the epicenter of this disruption are a set of digital technologies 
including Big Data Analytics, Mobile Apps, IoT and Artificial Intel-
ligence which are helping public sector enterprises reinvent them-
selves and provide a wide range of services to citizens and residents.

Transforming the Public Sector with Digital 
Technologies
In today’s digital world, governments are under the power of digital 
technologies in engaging with citizens in a more open and transpar-
ent way. This has led to numerous initiatives across the world, which 
could be summarized as follows:

 Digital Identity – Have a single digital identity for all citizens and 
residents and link them to different government schemes as well as 
utilities to understand the services used by citizens as well as mea-
sure customer feedback. Digital identity has significant value in 
3rd world countries where public distribution system tracking of 
benefits becomes transparent and gives unique insights into prog-
ress of social benefit schemes. Digital identity is also used to vote in 
many countries.

By Saumya Chaki

PubLic Sector

transforming 
the Public 
Sector With 
Digital 
technologies
Digital transformation in public sector 
is a growing trend worldwide as 
governments realize the benefits of the 
disruption it brings to citizens 

TransformaTion ExEmplar
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and GIS is being used to leverage the 
power of open data. 

 Data Sharing by Public Entities – 
Data sharing guidelines were draft-
ed by the Government of Australia 
as part of Consumer Data Rights as 
well as ensuring better collabora-
tion between government entities. 
For instance, the telecom depart-
ment planning to lay new optical 
fiber lines would share data with 
the department of transportation 
to ensure better co-operation and 
lower disruption of services. In the 
UK, the Transport for London (TFL) 
often shares insights with customers 
about planned engineering works in 
the weekend and its impact on travel 
services helping citizens plan their 
journeys better.

 Citizen Services – The digital  
technologies enable public sec-
tor enterprises to provide services 
around customer data (consumption 
patterns, amount billed), trans-
parency of customer information 
around utilities provided as well as 
customer portals and chatbots for 
providing information and log feed-
back and complaints.
The key disrupting technologies that 

are reshaping the way public sector 
providers are making a difference to 
citizens are as follows:
 IoT – At the core of the smart cities’ 
initiative is the use of IoT sensors in 

 Smart Cities – With the advent of 
digital technologies in an intercon-
nected, instrumented world, smart 
cities are being built globally. Smart 
cities are projected to be a USD 400 
billion market soon covering over 
600 cities. These are based on data 
collected in real-time from IoT sen-
sors across different utilities in the 
city which are then analyzed using 
Big Data Analytics and Visualiza-
tion technologies to inform citizens 
about traffic, weather, power, waste 
management, etc.  The services 
around smart cities include smart 
transportation, smart energy, smart 
infrastructure and operations data.

 Open Data – Public bodies produce 
and commission huge quantities of 
data and information. By making 
their datasets available, public insti-
tutions become more transparent 
and accountable to citizens. Open 
Data sets are used by the govern-
ments and opened to use by citizens 
and private sector enterprises in cre-
ating value for end users. Open data 
sets could include tourism maps, 
places of attraction, details of gov-
ernment spending on utility projects 
etc. For example, during the Covid19 
pandemic, governments worldwide 
have provided open data sets for citi-
zens to consume to under the growth 
of cases, potential hotspot areas, etc. 
Extensive use of Big Data Analytics 

equipment and assets that provide 
real-time data about the usage of 
the assets and help citizens make 
informed choices about how they 
plan their day. 

 Artificial Intelligence (AI) and Big 
Data – AI and Big Data are crucial 
differentiators for smart cities as 
well as open data sets by ingesting 
data from across the varied public 
sector data sources and provid-
ing unique insights to citizens and 
residents. Use of AI chat bots in 
citizen services is helping make the 
customer experience better and pro-
viding these services 24*7. Big Data 
Analytics is used in the procurement 
and supply chain functions of public 
sector enterprises for insights into 
supplier performance and supply 
chain efficiency.

 Mobile Apps – Mobile apps are 
the key to access to information for 
citizens and navigate the wide range 
of public sector utilities from power 
and transportations to education.

  Geographical Information Sys-
tems (GIS) – GIS systems provide 
citizens with diverse data sets from 
road maps, land use patterns, weath-
er maps that empower citizens with 
knowledge of cities and towns and 
help them make informed decisions 
about land purchases, travel, etc.
As is evident from the transforma-

tional impact of digital technologies 

public sector Digital Transformation initiatives
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data integrated across the various 
public sector utilities which can be 
analyzed to generate insights across 
Procurements, Operations and Cus-
tomer Servicing. 

 Transparency and Customer expe-
rience – Armed with digital tech-
nologies and enhanced customer 
service capabilities, public sector 
providers are better placed to under-
stand customer complaints as well 
as acquire new customers by under-
standing customer preferences bet-
ter. Access to open data sets brings 
in lot of transparency of government 
objectives and helps enhance the 
customer experience. 

 Revenue Models – With customer 
centricity at its focus, public sec-
tor enterprises will look to create 
customized offers to meet customer 
buying behavior. The sharing of 
open data sets creates an ability to 
generate new revenue streams as 
well as look at cross sell opportuni-
ties-based on customer segmenta-

tion and competitive intelligence. 
The ability to merge multiple data 
sets and generate insights creates 
new revenue generating models and 
opportunities.
Digital transformation in public sec-

tor is a growing trend worldwide as 
governments realize the benefits of the 
disruption it brings to citizens. There 
are challenges to digital transforma-
tion adoption in terms of 1) public-
private sector participation in funding 
projects and providing services 2) 
skill gaps in public sector to take the 
transformation initiatives to comple-
tion as well as 3) differences in opinion 
among government departments. 
McKinsey predicts that government 
digitization could free up to USD 1 
trillion annually in economic value 
worldwide, through improved cost 
optimization and operational perfor-
mance. The increase of e-governance 
projects at both center and state level 
reveal the transformation sweeping 
across India 

Armed with digital 
technologies and 
enhanced customer 
service capabilities, 
public sector 
providers are better 
placed to understand 
customer complaints 
as well as acquire 
new customers 
by understanding 
customer preferences

in the digital transformation of public 
sector, there are key benefits that can 
be derived as well including:
 Cost Optimization – Digital tech-
nologies have helped optimize the 
cost of operations by analyzing 



STT GDC India aids City Union Bank 
to pursue business excellence 

City Union Bank (CUB) Ltd is one of  
the leading scheduled commercial 
banks in the private sector with a 

significant presence across pan India. The 
bank’s segments include Treasury, Corporate 
Banking, Retail Banking and other banking 
operations.

CUB offers Personal Banking, Corporate 
Banking and Non-Resident Indian (NRI) 
Banking Services. Its online banking services 
include utility bill payments, mobile banking, 
online shopping, railway ticket booking,  
etc. The bank offers a plethora of digital 
services like CUB Mobile Banking-mBank Plus, 
Mobile Passbook (mPassbook), Immediate 
Payment Service (IMPS), Unified Payments 

Interface (UPI) for funds transfer across the 
banks and digital signature authentication for 
corporates as second-factor authentication.  

The bank operates Automated Teller 
Machines (ATMs) and Bulk Note Acceptors 
(BNAs) in approximately 1,800 locations, 
including over 760 off-site ATMs. It has 
installed check acceptor KIOSKs and self 
passbook printing KIOSKs. It offers CUB 
mobile wallet, which is a mobile-based 
software application and caters to customer 
utility services through mobile phone.

CUB’s technological leadership can be 
gauged from the fact that it was India’s first 
bank to introduce on-site humanoid (robot) in 
November 2016. Dubbed as Lakshmi, the robot 



is designed to assist customers with banking operation 
queries. CUB is the first bank in India to introduce multi 
lingual voice bot through its All-in-One mobile app.

Customer Challenge
CUB is one of the oldest private banks in Southern India. 
It started its operations in 1904. With a bulk of its business 
based in Tamil Nadu, as more than two-thirds of its 
branches are in the state; the bank’s performance is also 
intricately linked with the macroeconomic conditions. 
Over the years, the bank has seen numerous business 
cycles, yet it has managed to grow consistently due to its 
well-managed business model. One of the reasons for 
this consistent growth has been CUB’s relentless pursuit 
of business productivity. With a bulk of its clientele 
comprising micro, small and medium enterprises; the 
bank realised that every rupee saved was equivalent 
to every rupee earned. This business philosophy was 
applied to all of its banking operations, including the 
deployment of technology.

As part of its diversification strategy, CUB has 
introduced a plethora of products and services for the 
benefits of its customers. It has partnered with numerous 
companies like LIC and CBW Bank, to provide various 
facilities like insurance products and e-remittances. To 
cater to this bouquet of services, CUB required avant-
garde technological solutions that were not only scalable 
but also easy to deploy. Not to forget, it had to be 
economical as well. To resolve this business challenge, 
CUB decided to opt for outsourcing strategically 
and decided to centralise its processes for business 
excellence. It worked with different partners for network 
maintenance and hosting of its data centres. 

Over the years, as the banking operations grew, 
CUB’s spread of outsourcing map also grew. With 
multiple data centres in different cities, CUB was looking 
for a single service provider that could provide multiple-
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“The partnership with STT 
GDC India has enabled us to 

focus more on the business 
side and not worry about 

the technological aspects. 
We are now able to scale up 

according to the business 
needs, and not have to bother 

about tech challenges,”

Sankaran G 
Deputy General Manager, CUB

city presence as well as robust infrastructure. The bank 
wished to consolidate its function with one resilient 
vendor who can deliver robust infrastructure for ease of 
use and cost validation.

STT GDC India Solution 
In 2013, CUB decided to consolidate its technology 
operations with STT GDC India. The bank used state-
of-the-art STT GDC India data centres in Chennai and 
Bengaluru to access reliable and secure infrastructure 
to host critical applications. STT GDC India provides 
infrastructure provisioning along with necessary power 
and cooling to run the data centre, helping CUB to focus 
on its core business, namely banking operations.  

As STT GDC India is carrier-neutral, CUB can access 
the services through multiple network providers, thereby 
bringing in business resilience. The success of this 
partnership can be gauged from the fact that CUB has 
migrated its entire workload on STT GDC India servers. 
Not only that, even its DR sites are located in the STT 
GDC India data centre.

Given the sensitivity of the banking sector, the 
data centres are completely in consonance with RBI 
guidelines, adhering to the conditions that have been set 
by the banking regulator.  

According to Sankaran G, Deputy General Manager, 
CUB, “The partnership with STT GDC India has enabled 
us to focus more on the business side and not worry 
about the technological aspects relating to hosting of 
servers, storages, network and security devices. We are 
now able to scale up according to the business needs, 
and not have to bother about tech challenges.”

Customer Benefits 
Thanks to its sharp focus on business and productivity, 
CUB has been able to grow consistently even when 
some of its peers have failed significantly. CUB is now 
looking to diversify geographically & has  branches  in 
different parts of India. “STT GDC India’s geographic 
spread helps us to diversify and grow our business. The 
world-class infrastructure aids us in business growth,” 
states Sankaran G, Deputy General Manager, CUB. 

In addition, CUB has drawn the following benefits:

 STT GDC India enables CUB to run its services and 
reach new markets with continuous data backup.
 Better focus on managing operational complexities 

and innovation instead of spending time in mundane 
tasks, such as setting up a data centre, recruiting, 
managing and DR.

 Meeting stringent compliance regulations of banking 
sectors in terms of technology usage.
 Ability to work with multiple software partners  

like Wipro and TCS, with the hardware, based in STT  
GDC India.
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Locked But 
Not Down
Are we ready to take up the upcoming 
challenges in Indian manufacturing?

L

By Vipul Anand

COLUMN

 The author is 
Domain Leader - 
Hi-tech IT & Tech 
at Praxis Global 
Alliance

Lockdown is the word we never 
thought would suddenly become so 
popular in our corporate and social 
lives. There is hardly anyone across 
the world who has not heard this word 
now or is not experiencing the same. 

However, when it comes to the IT 
fraternity, we can say they are “locked 
but not down.” The kind of demands 
and workloads which suddenly came 
to the IT fraternity, be it the CIOs/IT 
heads, their IT teams or OEMs and 
partners, was humongous and hats off 
to the efforts made by them to facilitate 
the WFH (Work from Home) and the 
business continuity and audio video 
and ERP connects, etc.

This has indeed brought up many 
new challenges and learnings and 
therefore there is a need to revisit the 
thoughts and approach our corporates 
have towards the IT function. 

It is now clear that IT is not only a 
business-centric support function but 
is a must have business need  
and therefore organizations have to 

revisit their technology landscape and 
plan to ensure that they have the right 
technologies, tools, processes and 
people to facilitate the new norms of 
running their businesses in the days 
to come. This would require them to 
peep outside their own organizations 
and hire the right tech partners to 
help them revisit and redesign and 
reimplement their IT setups to cater to 
the business needs. 

We have been talking about the suit-
ability of technology tools to the orga-
nization needs and the need to ensure 
that the business users are trained 
to use the tech-tools and the fact that 
you should always test and keep your 
Business Continuity Planning (BCP) 
and workloads ready for high volume 
use – all this has become evident in the 
recent times and will have to be fur-
ther ensured and strengthened in the 
days to come.

India is a land of rich cultural heri-
tage, hardworking, educated, English-
speaking young population with 
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tion and design, produce world-class 
tech products and manufacture them 
to help us become self-reliant in our 
tech needs.

Our government is well focused and 
supportive on this. The recent reward 
scheme announced to create an Indian 
audio-video conferencing product and 
multiple other government promo-
tions and schemes are part of motiva-
tion efforts our government is making 
to wake up Indian tech folks to help 
execute these challenges.

Also the new normal post-COVID 
will require us all to induct technology 
solutions like hybrid cloud, apps mod-
ernization, containers, smart cities, 
smart communities, device form factor 
change, quantum computing and Arti-
ficial Intelligence (AI) and Big Data in 
various domains and therefore Indian 
tech folks have to be ready to raise the 
bar on collaborative efforts to make 
our industry tech-heavy on all this.

While the Corona lockdown, version 
1.0, and now version 3.0 have provided 
us all, the most important thing we  
all wanted in our life, that is time, 
there is a need to learn, un-learn  
and re-learn to be ready to handle the 
new norms and to collaborate with 
each other to form startups and com-
munities to help cater to the upcoming 
tech demands. 

Almost all big tech OEMs and part-
ners we interact with are more inter-
ested to find out the new demands as 
also the execution skills and innova-
tion being displayed by startups and 
most of them already have a startup 
ecosystem in place. So the need of the 
hour is to capitalize on this industry 
need and be ready to act and display 
your execution capability.

It is evident that in the immediate 
times to come, India will find huge 
opportunities to grow and execute in 
the space of manufacturing and tech 
demands, and therefore, lockdown 
should be utilized to strategize and 
plan our capabilities to help cater to 
these demands of our corporates and 
society, now and in the times to come 

innovation and creativity embedded 
in them; all this is going to come up 
to help rescue the situation to over-
come the business needs post-COVID 
times. As is being talked about, India 
is poised to become a strong manu-
facturing base to cater to the world’s 
upcoming demands and it is being 
forecast that Indian corporates will 
have to rise to cater to these demands 
and technology induction will become 
the must-have part of erecting a strong 
manufacturing base.

However, irony of the situation is 
that India is dependent on external 
world when it comes to tech products 
– pick any area of technology, whether 
it is in communications and network-
ing products or ERP or products  
from Microsoft, Google and the likes, 
etc.. While all these OEMs aspire to 
have Indian customers to cater to their 
revenue targets, there is now a need 
that Indians should focus on innova-

There is now a need 
that Indians should 
focus on innovation 
and design, produce 
world-class tech 
products and 
manufacture them to 
help us become self-
reliant in our tech 
needs
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COVID-19: Time 
To Rethink BCP
Having the right BCP and its effective implementation is the 
need of the hour 
By Meetali Sharma

InsIghT
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P
Pandemic like COVID-19 has made us 
all rethink our Business Continuity 
Planning (BCP). For some organiza-
tions, BCP was just a term and a tick 
in the box until the arrival of COVID 
which has made every organization 
test and replan its defences. This 
implies that BCP should be a key ele-
ment of your cybersecurity program.

But how to make sure what all to 
have in BCP and where to start from? 
Here are a few steps:
1. Determine Critical Elements – As 

a first step, you need to identify the 
projects, services and critical opera-
tions of your organization.

2. Form a BCP Team – It is important 
to have a well trained and competent 
team to manage any crisis situation. 
It is always a good idea to have mem-
bers representing most of the func-
tions in the organization rather than 
just leaving it to compliance & secu-
rity personnel, for example repre-
sentatives from HR, IT, Admin, PMO 
and Compliance. Regular training of 
team members as well as employees 
should be included in the BCP team 
roles and responsibilities.

3. Conduct BIA – Once the critical ele-
ments of your organization have been 
identified, the next step is to conduct 
a BIA (Business Impact Analysis) 
for the same. You can use any of the 
sample BIA templates available on 
web and customize the parameters 
based on your business needs. BIA 
is very helpful to understand mis-

sion critical vs normal projects or 
services. This can help prioritize the 
way in which these services or proj-
ects need to be managed during a cri-
sis. For customer projects, it is very 
important to agree upon the BIA rat-
ings with the customers and include 
RPO/RTO in the BIA template. This 
helps in setting up the right and 
measurable expectations with the 
customers for service resumption in 
case a crisis is invoked.

4. BCP & DR Plan – A BCP should 
be prepared based on the threat 
landscape of your organization. 
For example, organizations having 
offices in seismic areas would con-
sider earthquake as one of the threats 
while others may not. Once the top 
threats and risks of the organization 
are identified, BCP should be pre-
pared and it should clearly identify 
the steps that need to be taken in case 
of a disaster. Some of the elements of 
BCP can be – communication plan 
(including internal employees and 
customers), call tree, trigger point for 
BCP or in which scenarios will BCP 
be invoked, infrastructure needs, DR 
site (backup site where operations 
would shift in case the primary site 
is affected), process flow/steps to be 
taken should a disaster occur (for 
example, evacuation, moving to  
DR site, remote working, etc.),  
backup strategy (backup of critical 
data, its storage, access control and 
accessibility).

 Another key element that should be 
part of BCP is the restoration process 
or DR plan. How will you restore 
the operations/functionality? How 
much time will it take? Who will be 
responsible to manage this? How will 
it be communicated? What all would 
be required to do this? All these and 
many more can be the starting points 
to create your DR plan based on your 
organization environment.

5. Test your BCP/DR Plan – A plan is 
as good as its implementation.  Since 
the risks & threats keep on changing 
every day, it is important to keep test-
ing your BCP. These can be full-scale 
tests, mock drills or table top tests. 
Idea is to always keep the plan cur-
rent and updated based on the chang-
ing landscape. For example, with the 
pandemic like COVID-19, people are 
suddenly looking at Digital Trans-
formation and moving applications 
to cloud and encourage remote work-
ing, which were earlier long term 
goals. Such scenarios would require 
changes to BCP.
At the end of the day, objective should 

be to keep the business up and run-
ning with minimal or no disruptions. 
Therefore, having the right BCP and its 
effective implementation is the need of 
the hour 

—The author is Corporate Risk,  
Compliance & Information Security Leader, 
SDG Software India and NEXT100  
Winner 2016 

It is important to have a well trained 
and competent team to manage any 
crisis situation. It is a good idea to 
have members representing most of 
the functions in the organization 
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strategies For 
navigating 
Challenging Times
CSOs need to ensure that security and productivity 
remain resilient irrespective of normal or extraordinary 
circumstances
By Rajesh Maurya
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The one thing that all CSOs have in 
common is that they are risk owners. 
No matter the situation, even during 
times of extreme business transition 
and the need to maintain operational 
continuity, they are all responsible for 
assuring the confidentiality, integrity, 
and availability of data 24x7x365. 
Their job is to keep their heads dur-
ing a crisis and to make sure that even 
while rapidly transitioning an entire 
workforce from a fixed brick-and-mor-
tar framework to a dynamic teleworker 
environment they don't overlook criti-
cal security fundamentals that could 
expose the organization to risk.

Regardless of how situational 
requirements might change, the goal is 
for the core functions of the organiza-
tion to remain consistently available, 
reliable, and secure. Resilience is one 
of the critical elements of risk man-
agement – it’s all about delivering the 
same expected outcomes even when 
the environment producing and deliv-
ering those outcomes is experiencing 
rapid transformation and stress.

Of course, maintaining resilience 
in extreme circumstances is easier 
said than done. Here are some tips to 
ensure that security and productivity 
remain resilient irrespective of normal 
or extraordinary circumstances.

The Fundamentals of 
Ensuring Reliable and 
Secure Network Access
The first goal is to ensure that all users 
and devices have access to the resourc-
es they need to do their jobs. And that 
also means ensuring that they can’t 
access resources they don’t need, as 
well as preventing unauthorized users 
and devices from exploiting a transi-
tion to a new networking model to gain 
access to network resources for mali-
cious purposes. Ensuring this access 
requires two things. 

First, all users and devices need to 
be classified. Here’s a timely opportu-
nity to ensure your data and process 
classification is up-to-date. That way, 
regardless of how or where they access 
network resources, they can be quickly 
identified and matched to their corre-
sponding network policy. 

Second, based on their roles,  
users should be assigned access to 
specific resources based on a variety 
of contextual information. This is 
why data and process classification, 
along with understanding underlying 
dependencies, is so important. Access 
controls should be based on a need 
to know basis and assessed based on 
roles, the type of device being used, 
access methodology, geo-location, 
and even what time of day they are 
attempting that connection. 

Know the Capabilities and 
Limits of Your Existing 
Resources
Next, CSOs need to understand 
the abilities and limitations of the 
resources they have in place so they 
can quickly determine what can and 
cannot be done with those resources. 

For example, it is not enough to know 
that an installed NGFW platform, for 
example, can terminate remote connec-
tions. The CSO should also know, or 
be able to find out quickly, the capacity 
of that device – such as the number of 
connections per second and simulta-
neous connections it can support, its 
capacity to inspect encrypted VPN 
traffic, its ability to scale to protect a 
new networking paradigm, and how 
much effort is involved in setting up 
those functions.

These and similar details need to be 
understood before additional technolo-
gies are brought in to shore up any 
gaps. And these contingencies should 
normally have been considered long 
beforehand to:
a Make sure that as many of the 

required tools and capabilities are 
already in place.

b Understand the ability of existing 
tools to support and collaborate with 
third-party systems and technolo-
gies. That requires having already 
deployed tools designed around 
things like common standards and 
open APIs.

Know and Support 
the Different Access 
Requirements of  
Your Users
If these precautions have been taken, 
then there is little need for panic when 
you need to transition your traditional 
workforce to a teleworker strategy. 
Essentially, all workers can be broken 
down into three categories:
1 Basic teleworker: This group rep-

resents the majority of your remote 
workforce. The basic teleworker only 
requires access to email, internet, 
teleconferencing, limited file sharing, 
and function-specific capabilities 
(Finance, HR, etc.) from their remote 
work site. This includes access to 
Software-as-a-Service (SaaS) applica-

Resilience is one of 
the critical elements 
of risk management – 
it’s all about delivering 
the same expected 
outcomes even when 
the environment is 
experiencing rapid 
transformation and 
stress

T
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tions in the cloud, such as Microsoft 
Office 365, as well as a secure connec-
tion to the corporate network. Most 
organizations should have most of 
the technologies needed to accommo-
date these users already in place.  
The biggest issue is likely to be one  
of scalability.

2 Power user: Power users are 
employees that require a higher level 
of access to corporate resources while 
working from a remote location. This 
may include the need to operate in 
multiple, parallel IT environments, 
such as system administrators, IT 
support technicians, and emergency 
personnel. They will need access to 
fixed, high-performance, and secure 
tunnels back to core and cloud-based 
resources. Addressing the needs of 
these users will likely require the 
distribution of a secure access point 
or even a desktop-based NGFW that 
supports zero-touch provisioning.

3 Super user: A super user is an 
employee that requires advanced 
access to confidential corporate 
resources, even when working from 
an alternate office such as their home. 
This includes administrators with 
privileged system access, support 
technicians, key partners aligned to 
the continuity plan, emergency per-

sonnel, and executive management. 
In addition to the resources required 
by power users, they will also need 
access to advanced VoIP telephony 
and secure video conferencing. 

Provide Additional 
Training and Support
It is critical as you move employees to a 
more autonomous and exposed remote 
worker status that you heighten their 
security awareness. While you can 
compensate for many of the new risks 
they pose to the organization (such as 
updating or upgrading your secure 
email gateway and web filtering solu-
tions), it is also essential that you 
understand that these workers have 
become, in many ways, both your most 
vulnerable targets as well as your front 
line for defending the network. 

Because of the widespread transi-
tion to employees working from home, 
bad actors are now explicitly targeting 
remote workers with phishing attacks 
designed to prey on their concerns 
about their health and well-being, or 
their novice status as teleworkers. End-
user training, therefore, is critical in 
helping them spot, avoid, and report 
suspicious emails and websites.

Additional measures you should take 
as more work is done remotely:

 Confirm your VPN capabilities/
utilization and determine if they are 
adequate

 Require the use of multi-factor 
authentication

 Log and monitor everything and pay 
attention to anomalous behavior

 Monitor the final disposition of data 
accessed by privileged access users

 Monitor your key applications  
and dependencies for anomalous 
behavior
In addition, you will need to identify 

your systems administrators, execu-
tives, executive assistants, and others 
with elevated access privileges to not 
only implement additional layers of 
authentication and validation but also 
to actively monitor and log their con-
nections for anomalous behavior.

Final Steps
There is an adage used by carpenters 
that goes, “measure twice and cut 
once.” The same goes for cybersecu-
rity. It is essential that all plans and 
strategies are double-checked, and 
that, things like data and process clas-
sification are under constant review 
to ensure that everything is up to date. 
All dependencies also need to be noted 
and followed up on.

And finally, make sure that you 
review your BCDR plan to ensure 
everything is up-to-date and accurate, 
including the contact information 
for your extended crisis and event 
response team.

Risk management and resiliency 
require careful planning, combined 
with an experienced team trained  
to deal with critical situations in flux. 
It is essential that teams keep their 
heads, understand their objectives,  
and execute strategies with a  
common goal in mind – maintaining 
operational consistency, including 
ensuring that your organization does 
not compromise on security for the 
sake of expediency 

—The author is Regional Vice President - 
India & SAARC, Fortinet
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10 non-Tech 
MOOCs That Can 
Add Value To You 

All the courses can be completed in about two weeks
By Shyamanuja Das

A At the time of writing this, we are in a lockdown. 
While the lockdown may open, it will not be a while 
before we can actually go all out.

Till such time we are largely at home, we have to 
keep ourselves engaged beyond professional work 
and passive pastimes such as watching movies, if we 
want to have a sense of satisfaction.    

Unless we have an active hobby that can be pur-

sued at home—such as painting or singing—we are 
likely to develop anxiety and depression, if we do 
not engage ourselves in a multitude of activities that 
include, but is not restricted to, work, physical exer-
cise, mental exercise other than professional work, 
according to psychologists.

The lockdown will have an impact on the mental 
health of people, according to Sir Simon Wessely, 
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a psychology professor and Chair 
of UK’s Independent Review of the 
Mental Health Act, reported The Tele-
graph, UK. The newspaper quoted 
Sir Wessely saying that humanity has 
never faced a challenge like this. ‘Even 
during World War II, people could still 
go out to restaurants and spend time 
with their loved ones,’ he was quoted 
as saying.

One of the best ways to get out of that 
is to take to activities that are challeng-
ing to some extent, yet not taxing and 
at the end, there is a sense of accom-
plishment.

One does not have to look beyond 
MOOCs (massive open online courses) 
to find such engagements. Many of 
the courses are interesting, engaging, 
fun and at the end gives you a sense of 
accomplishment and sometimes, even 
a certificate.

However, there is a caution. Any-
thing that is too much about your core 
work may not be the mental deviation 
that we are looking at. While you may 
still do that, given you have time, that 
may not be the ‘fulfilling escape’ of 
‘creative balancing factor’ that we are 
seeking.

For example, try learning about his-
tory of Western Classical Music or The 
Gandhar Art or Brazilian Customs. 
They would be a complete deviation, 
and should be done.

We recommend here a set of MOOCs 
that are more middle-of-the-road.

The reason for doing that is two-fold. 
One, you all have different hobbies and 
interests and we do not know them. 
Even if we do that, we can never create 
a list of ten such courses.

Second, while the topics are different 
enough from what you do every day in 
your profession, they will still create 
some value for you at the end, which 

you can, in future, apply to your career. 
That will give you sense of accomplish-
ment.

We screened courses in six platforms 
- Coursera, edX, FutureLearn, iver-
sity, Swayam and Udemy. None of the 
courses from edX and Swayam, how-
ever, have made it to the final list.

All the ten recommendations here 
are selected applying the following 
basic filter:

 They must be fairly different from 
your regular work. So, technology, 
data science, project management, 
finance are out.

 They must have some value to you as 
a professional/leader, in the future, 
if not immediately. They may not be 
for doing your job better or for get-
ting a promotion, but for being more 
respected and appreciated.

 They must be interesting enough to 

sustain your interest.
 They should make you use your 
mental agility and not be just for pas-
sive consumption.

 They must be available to pursue now. 
We are not giving you a career guid-
ance. It is for completing in this period.

 And yes, they must be short enough 
to be completed within two weeks
The above are the basic filters, but 

while selecting the ten courses, we 
have given importance to four factors 
when selecting one from the other. 
They are:
1 Relevance for IT leader
2 Rating of the course
3 Organization/University (not the 

platform) offering the course and cer-
tificate, and

4 Cost of the course
So, here is our Top 10, in no particu-

lar order.
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1. Design Thinking for 
Innovation
Platform: Coursera
Course Offered by:  
University of Virginia
Duration: Flexible Deadlines (approx. 
10 hours to complete; suggested: 5 
weeks of study, 1-3 hours/week)
Certificate: Available
Fees: INR 2780

2. Business Metrics for 
Data-Driven Companies
Platform: Coursera
Course Offered by: Duke University
Duration: Flexible Deadline (approx. 
14 hours to complete, suggested:4 
weeks, 3-5 hours per week
Certificate: Available
Fees: INR 3493 per month after  
trial period

3. Digital Skills: User 
Experience
Platform: FutureLearn
Course Offered by: Accenture
Duration: 3 Weeks, 2 hours/week
Certificate: Available
Fees: Free

4. Getting Started with 
Agile and Design Thinking
Platform: FutureLearn
Course Offered by: University of Virgina
Duration: 4 Weeks, 4 hours/week
Certificate: Available
Fees: Free to learn, pay USD 74 for 
certificate and unlimited access

5. Effective Delegation
Platform: Udemy
Course Offered by: LearnSmart
Duration: Self-paced, 1.5 hours of 
on-demand video
Certificate: Available
Fees: INR 2880

6. Fifteen Great  
CTO Leadership Hacks: 
All the skills you need to 
become an outstanding 
CTO
Platform: Udemy
Course Offered by: Udemy
Duration: Self-paced (2 hours 
on-demand video)
Certificate: Available
Fees: INR 700

7. Spiritual Insights  
for Businesses, Leaders 
and Entrepreneurs
Platform: Udemy
Course Offered by: Sadhguru
Duration: Self-paced (5 hours 
on-demand video)
Certificate: Available
Fees: INR 700

8. Cyber Expression:  
Be an Emotionally 
Intelligent IT Leader
Platform: Udemy
Course Offered by: The Cyber 
Leadership Coach
Duration: Self-paced (4 hours of 
on-demand video)
Certificate: Available
Fees: INR 700

9. Diversity and Inclusion 
in the Workplace
Platform: Coursera
Course Offered by: ESSEC B School
Duration: Flexible Deadline
Certificate: Available
Fees: INR 2067

10. Thinking Complexity
Platform: iversity
Course Offered by: Toulouse B School
Duration: Self-paced
Certificate: Available for a fee
Fees: Free to learn, pay EUR 29  
for certificate

The lockdown 
will have an 
impact on the 
mental health 
of people... One 
of the best ways 
to get out of 
that is to take to 
activities that 
are challenging...
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Preserving Business 
Continuity During 
Coronavirus 
Pandemic
Organizations need to test continuity plans and ‘what-if’ 
scenarios, have a ready-to-implement incident response 
plan and take a 'Zero Trust' approach
By Nikhil Taneja
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As Coronavirus outbreaks continue to spread  
worldwide, consumers and businesses are turning 
to the internet for their personal and business needs. 
In our heavily digital world, this is a logical next step 
– after all, we can work from home and have every-
thing from groceries to medicines delivered to our 
doorsteps.

Indeed, we’re seeing a sharp increase in online com-
merce. In China, for example, as people are stuck at 
home waiting out the pandemic, delivery companies 
are struggling with surges in orders. As per CNBC, 
“about 20,000 delivery people were manning an 
average of more than 400,000 orders a day from 
takeout platforms, Meituan and Elema.”

This presents a logistical nightmare for manufac-
turers and delivery services…and offers a tremen-
dous opportunity for hackers to disrupt countries’ 
entire logistics industries and economies.

A Dangerous Domino Effect
Coronavirus is changing how the global economy 
operates. As people’s behaviors shift and businesses 
implement remote work policies, the ensuing online 
traffic surges create big problems. Namely, online 
systems’ availability and performance are taking a 
hit, and threat actors are opportunistically launching 
cyber-attacks.

As Digi day reported, businesses are under extreme 
pressure to fulfill online orders, which threaten ‘to 
up-end their e-commerce operations”; in February, 
executives from Proctor & Gamble told shareholders 
that the virus-related demands are putting signifi-
cant pressure on its e-commerce business.

Now, heap cyber threats – like ransomware, DDoS 
attacks, and malware – on top of buckling e-com-
merce platforms and strained supply chains, and we 
have a recipe for disaster.

Heed the Lesson from Down Under
Even under the best of circumstances, when systems 
are working as they should, load balancing and 
application delivery performance are challenging. 
Throw in a large-scale attack, like the one Toll sus-

tained, and the ripple effects are far-ranging and long 
lasting. The increasing sophistication and resources 
of threat actors can overwhelm an IT organization 
despite all their best intentions.

Under today’s emergent conditions, such attacks 
on critical infrastructure can downright cripple an 
economy and even threaten the well-being of large 
swaths of the population. 

Prepare for the Worst
It’s always a good idea to be as prepared as possible. 
Even in the throes of an unanticipated crisis like 
Coronavirus, there are steps that organizations can—
and should!—take to preserve business continuity. 
For example:

 Assume it is going to happen to you. Better to pre-
vent and mitigate than react in the midst of crisis. 
The cost to remedy and the impact to future busi-
ness – reputation and revenue loss, and broken 
trust are truly best avoided.

 Test continuity plans and ‘what-if’ scenarios. 
Perform a dry run with the organization working 
remotely to prepare and adapt.

 Have an incident response plan ready to  
implement.

 Don’t go it alone. In planning or responding to a 
cyber threat, call in the experts to partner with  
your organization.
And – I can’t emphasize this enough – taking a 

‘Zero Trust’ approach is absolutely critical; organiza-
tions simply can’t rely only on human behavior to 
protect their networks and data, especially when fac-
ing the perfect storm of a global pandemic and oppor-
tunistic threat actors.

Perhaps at no time in history has the availability, 
resiliency and integrity of our online systems been 
more critically important to society. It’s not too far a 
stretch to declare that lives may depend on it.

Stay safe, wash your hands and remember every 
second counts 

—The author is Managing Director - India, SAARC & 
Middle East, Radware

A
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giving Law A 
Digital Edge

Advanced legal research tools are reducing lawyer workload & 
helping streamline legal processes
By Karan Kalia

W When a lay person thinks about lawyers, the image 
that comes to their mind is of a black coat arguing 
his case vociferously in a court of law. However, 
argument or making a case in front of a judge is just 
a fraction of a lawyer’s job. What lies behind that 
one appearance in court is a humongous amount of 
research, analysis, fact-finding and sifting piles of 
case histories to find precedents that resonate with 
his/her argument. Legal research is an indispensable 

part of lawyers’ jobs and is fundamentally important 
to their success. Not just practicing lawyers, research 
is the central tenet of the job of consultants as well. 
Understandably, conducting impeccable research is 
the most time-consuming component of legal pro-
cesses. Often, newspaper reports tell us the story of 
judges lambasting counsels for preparing half-baked 
cases. Most such instances of ill-prepared lawyers 
have their origins in ineffective research.
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Inefficient research is a 
drag on legal processes
Not only does inefficient research eat 
up into valuable time, it also escalates 
the costs. When research is largely 
manual or based on inefficient digi-
tal tools or databases, it also impacts 
profitability of law firms. In a Survey 
on ‘Adapting to the Changing Legal 
Landscape’ conducted across 163 law 
firms in Australia and New Zealand in 
2016, respondents were asked about 
what were the key process challenges 
at their firm. While 41% said manual 
processes, another 37% cited inef-
ficient processes as major challenges. 
Similarly, 28% also cited outdated and 
old-fashioned processes as a challenge. 
A highly competitive legal space and 
increased pressure on law researchers 
has in recent years generated a greater 
demand for better legal tech solutions 
to make research more efficient and 
smoother. Streamlining legal research 
through efficient technology backed 
solutions is therefore a critical need 
cut across the legal spectrum. With 
research work consuming a lot of time 
and energy of lawyers, new age digital 
technology is now focusing on simpli-
fying legal research and making it eas-
ier and more effective using advances 
ushered in by artificial intelligence and 
machine learning tools.

Giving legal research a 
digital reboot
In a survey conducted among attor-
neys in the US by The Research Intel-
ligence Group, law firm associates said 
they spent nearly a third of their work-
ing hours conducting legal research, 
or about 15 hours per week on aver-
age. Much of this research was said to 
be conducted online using a variety 
of sources. Indian researchers also 
spend considerable amounts of time 
in research. While digitization has 
served to make a large amount of court 
documents and case histories avail-
able online, there is still much scope 
of encouraging use of advanced AI 
based search engines that dramatically 

improve efficiency of research and 
improve productivity.

Advanced legal research 
tools cutting research time 
and cost
Among the most basic requirements 
while conducting legal research are 
availability of digitized database, 
finding the leading cases governing 
the issues in question, thoroughly 
studying the statues and regulations 
governing the subject and studying 
commentaries or interpretations of 
those laws in previous judgments. 
Since the advent of computer technol-
ogy, lawyers and other legal research-
ers have increasingly turned to digitize 
the core areas of their work. However, 
searching digital databases for rel-
evant inputs, case histories and case 
laws remains a major challenge as 
traditional search engines do not have 
the capacity to understand wider legal 
requirements based on keywords.

Advanced AI-based legal research 
tools are fast emerging as the panacea 
for this problem and helping research-
ers reduce workload and save precious 
time and costs by delivering more rele-
vant search results based on keywords. 
A study conducted by the attorneys of 
the US National Legal Research Group 
found that switching to an AI backed 
solution saved an average lawyer 132-
210 hours of legal research per year. AI 
based legal search engines help law-
yers find any case by simply typing the 
case citation, party name, judge name 
or anything as free text which is part of 
the case to get favorable results.

Another critical ingredient to any 

case research is case law which is the 
sum total of all the past legal deci-
sions given out by courts based on the 
interpretation of existing laws and 
regulations. Knowledge of case law 
is essential as it contains legal prec-
edents upon which lawyers can build 
their case. Nonetheless, getting to this 
information can seem like an arduous 
and time-consuming task especially 
when the data they are referring to is 
unstructured and complex. Utilization 
of machine learning in legal search 
engines allows users to get Issues, 
facts, decisions, reasoning’s, argu-
ments as well as case findings pertain-
ing to their case. It also enables the 
user to take specific portions of judg-
ments which they want to specifically 
analyze and study. 

Visual Depictions and 
Infographics to boost 
readiness
It is very well known that visuals  
leave an everlasting impression on  
the human mind when it comes to 
learning and memorizing as they are 
easier to recall and associate with when 
one has to summon the information at 
will or as in the case of lawyers during 
trial.. Data analysis of cases is easier 
with visuals as they present statistics 
in pictorial as well as graphical form. 
The use of histograms, pie charts as 
well as tables organizes the information 
of overruled, distinguished, followed 
and relied upon case laws in relevant 
figures that are easy to refer to and 
understand 

—The author is Founder, LegitQuest

Advanced AI-based legal research 
tools are fast emerging as the 
panacea for this problem, helping 
researchers reduce workload and 
save precious time and costs
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