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Any cyclic economic slowdown impacts businesses 
negatively and forces them to be cautious—and 
forces efficiency. The way COVID-19 situation dif-
fers is that it started impacting each one of us from 
day one. Speaking purely from an IT managers’ 
point of view, it had silver linings. It made people, 
hitherto sceptical of digitization, embrace technol-
ogy willingly. Many companies switched to collabo-
ration platforms literally overnight. Many invested 
on unplanned digitization—especially in processes 
where there were small gaps. For example, in supply 
chain, there were some paper-based approvals still 
prevalent. Those gaps were closed. 

But each of these investments were specific, and 
were targeted at addressing a gap that would com-

plete a process’ digitization or 
enable something badly need-
ed to run the business, isolated 
from each other. 

It was misinterpreted by 
many as a thrust to digital 
transformation, as a social 
media joke famously pro-
claimed. 

Two things were missing—a 
coherent connection among 
these digital investments and 
any long-term plan with spe-
cific desired business goals—to 
call it a transformation plan.

If anything, many long-term 
projects were put on hold or 
postponed indefinitely. 

When the 
pandemic 

forces you to 
be agile...

A

EDITORIAL

That is what the research presented in the issue 
has brought out too. No one is sure about the ‘long-
run’. Planning is for the next set of milestones. 
Further review then will decide the next course of 
action. What else is agile?

But I have a feeling—this is not research finding 
but my own assessment—the IT managers are still 
struggling to come to terms with this dichotomy. On 
one hand, they are heroes who have kept the busi-
nesses running. On the other, their projects are neg-
atively impacted. In certain industries like Airlines 
and Hospitality, where the overall business outlook 
is bad, it is easily explainable. But in many others, 
which are doing pretty well, there is still reluctance 
to commit investments for a longer horizon. Not 
because they think the situation would not improve 
but because they are not sure when it does, which 
way things will go. How exactly will be the elusive 
New Normal.  

That also is reflected in the research. When asked 
about individual technologies, we get an optimist 
view. When specifically asked about budgets and 
investment, it is fairly pessimistic. 

That is why we too have refrained from asking 
too many questions about the long run. We will do 
that—just in time 

Each of the 
investment decisions 

that have happened 
have been specific, 

and targeted at 
addressing a gap that 

would complete a 
process’ digitization 
or enable something 
badly needed to run 

the business
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smartphones, smartwatches, smart 
facial recognition technologies in 
public spaces, Internet of Things 
(IoT) devices like video doorbells 
and virtual assistants, the easier we 
are becoming to being trackable.

Nothing is personal or hidden 
anymore. Our deep-seated desires, 
thoughts, and feelings are reflected 
in our search histories, websites we 
visit, and the documents and photos 
we store in cloud accounts and our 
data-storage devices. 

Yes, the algorithms now know us 
better than we know ourselves as 
we constantly feed them our data 
and make them even smarter. Sadly, 
while we have made our world 
hyperconnected 
and 
electronically 
surveilled, 
we have yet to 
develop a legal 
or a practical 
mechanism to 
delete our digital 
legacy. 

Your Digital Footprint 
Will One Day Become Your 
Digital Legacy
Like it or not, as citizens of the 
digital world you will be leaving 
behind a digital legacy that will 
allow even perfect strangers to 
know you perhaps even better than 
you know yourself. In the modern 
digital world, it is just a matter of 
access to every little bit of recorded 
information about you for anyone 
anywhere in the world to know  
your essence.

If you think not being on 
social media protects you from a 
meaningful or personally revealing 
digital legacy, perish the thought. 
Whosoever can access your devices 
and accounts after your death could 
very well access even those materials 
that you may have wished to take to 
your grave.

You may thank or curse the 
advanced storage capabilities that 
allow even what you considered 
ephemeral communications to 
be stored in searchable, time and 
date stamped emails and message 
threads for posterity. The smarter 
that we are becoming with our 

“Align IT with the 
business, finance 

with the business; 
marketing aligned 

with the business…” 

What 
CIOs are 
tIred Of 

hearIng... 

around
thetech
data

A report by Oxford Internet 
Institute estimates that by 2100, 
there could be around 4.9 billion 
deceased users on Facebook. The 
dead tribes of Instagram and  
Twitter are also multiplying. 
Bereaved social media users around 
the world are pressurizing social 
media companies not to cull these 
accounts as they fear the loss of 
their deceased loved ones. Facebook 
already memorializes such accounts 
and Twitter and Instagram may 
follow suit.  

Time to write that digital  
will folks.
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makingheadlines 

gender 
bender 

By the Book 

Here’s a book from Jean M. Twenge 
PhD that every parent of teens hooked 
to their phones must read and so must 
business leaders, politicians, educa-
tors, and everyone else, if we are to 
be prepared to welcome iGen into the 
world: iGen: Why Today's Super-Connect-
ed Kids Are Growing Up Less Rebellious, 
More Tolerant, Less Happy—and Complete-
ly Unprepared for Adulthood—and What 
That Means for the Rest of Us.

Twenge provides a highly entertain-
ing first look into iGen—children, 
teens, and young adults born in the 
mid-1990s and later.  Born into the age 
of smartphones, they have spent entire 
adolescence on social media and tex-
ting. iGen doesn’t know or understand 
much about outdoors, spends less time 
with friends in person and is experi-
encing unprecedented levels of anxiety, 
depression, and loneliness – thanks to 
their isolation from the real world.

Technology to a large extent is shap-
ing iGen personality, but there’s more. 
They spend their time differently, their 
behavior and attitudes toward religion, 
sexuality and politics are also differ-
ent. They want different things from 
their lives and careers. It’s important 
that we understand them and that they 
understand themselves because they 
will be shaping our new world.

An insightful book and a must read!

The black lives matter movement has once again focused world attention 
on predictive policing tools and how the police forces can and do abuse data. 
There have been a number of studies that demonstrated the inherent biases in 
these tools and how they perpetuate systemic racism. Yet despite this knowl-
edge, we know very little about how these tools work, who is using them, and 
for what purpose. This gap is dangerous. For now we know that there are two 
broad types of predictive policing tool – location-based algorithms and those 
that draw on data about people. The irony is that while predictive tools were 
promoted as a means of overcoming subjectivity and biases of human judg-
ment, evidence suggests that human prejudices power these tools because the 
machine-learning models are trained on biased police data. In the US, a Black 
man is more than twice likely to be arrested than his white counterpart. In 
India, where biases run deep, best it never arrives!

Male workers generally receive greater executive support 
for their ideations than female workers do even in those 
organizations where there are diverse teams. these 
findings were reported in a recent paper published in the 
journal, Creativity and Innovation Management. acknowl-
edgement at last for what many women professionals 
have always know. The findings should act as a wakeup 
call for organizations as innovation is not exclusive to any 
gender and it would pay to harness the creativity of all 
workers. Organizational support for creativity is positively 
associated with creative outcomes, says the paper and 
in the absence of it for female workers, it may undermine 
the creativity of women. Research has established that 
there is no disparity in aptitude between male and female 
employees and professional creativity. there is also no 
biological advantage between male and female popula-
tions, irrespective of age. the toxic social environment 
disincentivizes women workers from realizing their cre-
ative potential. employers please take note.
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autonomous

Did you know July 17 is celebrated as World Emoji Day? Imagine a 
world without emojis – how drab our interactions would become! 
Emojis make conversations interesting, add depth to what we are 
trying to communicate and help us express ourselves in more 
coherent ways. Kind of a shorthand to our emotions, right? Emojis 
too have evolved over the years from basic static ones to animated 
emojis, stickers, and animated stickers, adding more fun to our 
messaging experience. No time to type a message? No sweat, an 
emoji will sufficiently convey what a long message can’t, for an 
emoji is better than a thousand words. The way our vocabular-
ies are shrinking day by day, it wouldn’t be surprising if in future 
we chat only via emojis. Emoji creators are also becoming more 
creative. Apple recently previewed new emojis, called Memojis to 
celebrate World Emoji Day. WhatsApp, Facebook, Instagram and 
Telegram also offer options for emojis, stickers and animated stick-
ers. Doesn’t this arsenal of emojis makes you ? 

Vital 
statistics 

Gartner predicts 
that, through 
2020, 95% of 
cloud security 
failures will be the 
customer's fault

Sources: gartner

95%

5%
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What is the future of the mind? Susan 
Schneider, professor of philosophy and 
cognitive science at the University of 
Connecticut, in her book, Artificial You: 
AI and the Future of Your Mind, dwells 
on this topic at length and throws up 
many questions that we must grapple 
with. For example, is it possible to inte-
grate artificial intelligence in our mind? 
Should we even try?  

Human brain has evolved in 
response to specific environments and 
is greatly constrained by anatomy 
and evolution. However, artificial 
intelligence (AI) is challenging these 
limitations by opening up a vast design 
space. It offers us new materials and 
modes of operation and we are finding 
novel ways to explore the mind space 
at a much faster rate than what biologi-

Mind Design: Games Ai Plays 
cal evolution permitted.

Schneider calls this new emerging 
space mind design which she defines 
as a form of intelligent design, with 
humans and not God as the designers. 
While she finds the prospect of mind 
design humbling, because humans 
are not terribly evolved and reminds 
us that our social development lags 
behind our technological prowess, she 
warns us of the consequences of fail-
ing to think through the philosophical 
implications of artificial intelligence. 
It could lead to the failure of conscious 
beings to flourish, she says.

AI technology may lead to our own 
suffering or annihilation or exploita-
tion of other conscious beings, she 
warns. There is no dearth of warning 
regarding the perverse results of AI – 

they can pose a major threat to human 
flourishing – what if hackers shut 
down the power grid or autonomous 
weapons turn on us.  

There are also ethical questions. Cre-
ating AI as a conscious being and then 
forcing it to serve humans would be a 
form of slavery. Would we humans be 
comfortable doing that? But that’s not 
all. AIs with consciousness and maybe 
abilities that far outsrip ours may not 
want to remain our slaves. Synthetic 
intelligence can be dangerous. 

Before we act on suggestions of creat-
ing AIs with consciousness or consider 
merging with AI, say by augmenting 
our brain with microchips, we must 
pause and review where all this will 
finally lead the human race. 

Scary indeed!



Long- 
term
pLans can 
wait…

9.9 post-pandemic it 
investment survey
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Remember that there is only 
one important time and it is 
Now. The present moment is 
the only time over which we 
have dominion.
―Leo Tolstoy, The Emperor's Three Questions

Cover Story
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Crona is the best thing to have happ- 
ened for CIOs and CISOs struggling  
to convince the top management to  
step up investments on digitization. 
Right? Wrong. 

Corona surely has made the business executives—
top managers to entry-level knowledge workers 
included—'appreciate the value of digitalization.’ But 
that is what it is. 

Translating that appreciation/realization/enlighten-
ment into action requires a few steps. And there are 
hurdles in the way—three major ones at the least. 

First and foremost hurdle is the uncertainty  
that prevails. The way businesses worked in Feb-
ruary 2020 and in June 2020—just four months 
apart—are completely different. Of course, there is lot 
more digitization involved in June, as compared to 
February. But that question arises later. The critical 
requirement for any long-term planning is some vis-
ibility into the planning period, which, today, is com-
pletely missing. 

For years now, businesses have been talking of 
disruptive changes. Many companies also have had 
huge business continuity planning, largely focused 
on natural disasters or unrest. But the disruption 
that the pandemic bought, in terms of its nature and 
magnitude, had hardly been imagined. 

While the technology fraternity, thanks to years of 

preparation, did a commendable job in responding 
to the new needs, it was to keep the wheels moving. 
The changes were for addressing immediate needs. 
It was a forced refresh. And some of the changes will 
stay. No one is sure—which ones and to what extent. 

That is precisely why people have put a brake on all 
long-term plans. Our research, conducted in June-
July among close to 60 senior-level IT decision mak-
ers in large enterprises reveals that long-term plans 
are almost at the bottom of IT-investment priority—a 
tad better than only desktop purchase.   

Second hurdle is the business situation. Almost all 
businesses have a huge cashflow issue. The econo-
my was anyway in bad shape. It has gone worse, due 
to the pandemic. 

While all businesses have seen severe cash crunch, 
some businesses—like airlines, hospitality, entertain-
ment—have seen irreparable damage. So, most busi-
nesses do not have the money to invest, no matter 
how convinced they are about the ability of digital to 
make their business more effective, more efficient. 

Last hurdle is the issue of budget allocation. Many 
organizations have invested—and that is what cre-
ated this inflated positive hype—on digitalizing some 
functions, sub-functions or closed the non-digital 
gaps that remained in otherwise digitalized process-
es. These investments were not planned, at least not 
in the short run but they had to be made for making 
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the businesses run. That was the bare minimum 
which kept businesses running. This was done at 
the cost of long-term plan, which anyway was risky 
because of the uncertainty. 

So, the joke that the pandemic has driven digital 
transformation more than the CEO or CIO, is just a 
joke. Tactical digitization may have gone up but long-
term transformational plans are the biggest sufferers 
when it comes to adjustment in IT investment prior-
ity, post pandemic. 

The difference between the two is not difficult to 
comprehend. A transformational investment is tar-
geted at changing business fundamentally, leverag-
ing technology; a tactical digitalization is aimed at 
making something ‘work’ somehow. 

Beyond a certain magnitude, no organization would 
make a series of tactical investments. For technol-
ogy companies, all it means that unless the situation 
improved, business breadth may go—when large 
users make those investment in more geographies, 
more business functions—but the depth of digitiza-
tion will have to wait till things become a little clearer 
and the cash situation becomes a little better. 

When will that happen? Our guess is as good  
as yours. 

But organizations will not just sit, as businesses 
move. CIOs have already reprioritized their IT invest-
ments. The research presented in this story probed 
for just that. But unlike most of our other research, 
where we probe both short-term and long-term 
plans, we focused mostly only on investments in 
three months to 12 months—except one question 
where we asked them which business functions 
would see continued investment beyond 12 months. 

As Corona has reinforced the Tolstoyan thought 
about ‘now’ being the most important time, we pres-

ent here the research findings that throw some light 
on the ‘now’ plans of IT managers in large enter-
prises. 

The Big Question: Overall 
Investments 
Only a third say overall IT investments in the post-
pandemic scenario, in the next 3-12 months will be 
more than what was planned. That itself is anything 
but surprising. While 53% say the investments will be 
negatively impacted (which makes more sense intui-
tively), the pessimism is not showing when we asked 
them about individual investment areas.

In fact, in all but three areas—desktops, enterprise 
software and data center infrastructure—more than 
half the respondents said that investments will be 
somewhat positively or very positively impacted. 

These two findings are contradictory. Right? How is 
it that the overall IT spend will be negatively impacted 
and most of the areas would see positive change? A 
technical explanation is that both enterprise software 
and data center account for the lion’s share of enter-
prise IT investment. But again, the mood is also not too 
negative there; just that less than half of the respon-
dents see those areas being negatively affected. 

So, what explains this contradiction? Our off-the-
record conversations with some CIOs give some 
idea. (These conversations are not part of a formal 
research; so, we are not going to defend this; it is just 
some explanation; you can have your own theory). 

“When you ask them about an individual area, they 
give you their assessment of the need—whether it 
will go up or go down. When you ask specifically 
about IT investment, the reality creeps in. And you 
know the reality,” said a CIO in a large manufacturing 
company. 

Another attributed this anomaly to “hope versus 
reality”, essentially hinting at the same reason. Most 
others agreed that the impact will be positive but 
only when the situation becomes clearer. That is a 
big When….

What’s In? What’s Out?
Any disruption creates a churn. And this disruption 
has no parallel in its depth and breadth. It has cre-
ated both deep impact and is global. One unique 
attribute of this disruption is that it has made all of 
us—organizations, governments and people—tech-
nology savvy, in a matter of days. 

It is but natural that organizations will rewrite 
their tech strategies. We tried to figure out how—
albeit, only in the short to medium run, for reasons 
explained above. 

 be significantly less 
(More than 20% reduced, 
compared to planned)

 be slightly less (5% to 
20% lower, compared to 
planned)

 remain as it is 
(unchanged, as planned)

 be slightly more (5% to 
20% higher, compared to 
planned)

 be significantly more (20% 
or higher, compared to 
planned)

Post-pandemic, the overall IT spend will…

37%

16%
14%

28%

5%
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And here are the findings. Respondents were asked 
how each of these IT investment areas be impacted 
in the next 3 to 12 months, separately. For easier 
comprehension and comparison with each other, we 
have reduced the findings of each technology area 
to an index—basing it on how many people said it 
would be positively (slightly or significantly) impact-
ed, how many said it would be negatively (slightly or 
significantly) impacted and how many did not envis-
age a notable change.  

Some of the findings are not difficult to guess—the 
focus is on security, collaboration or cloud. They are 
the top things being talked about. Laptops too are 
essential for remote workers and is a natural tool for 
distributed working.  

Interestingly, what came as a surprise is that  
BCP/DR featured quite low in the IT manager’s list. 
Based on the comments left by the respondents  
and the CIOs we spoke to, something disturbing 
emerges: people have been let down by the current 
BCP/DR. While no one questions the effectiveness 
of technologies used, BCP is more about a plan than 
technology. And it did not deliver. People have spent 
huge money on protecting data centers and infra-
structure from earthquakes, fires, water and through 
better planning of power and communications. But 
the plans did precisely little for the situation that 
arose in the wake of the pandemic. Data centers 
were hale and hearty. It is the people who were  
stuck. Internet—that too public Internet—and Zoom/

MS Teams/Webex/Google Meet saved the day  
for many organizations. Of course, it created new 
security challenges and organizations do want to 
address that. 

Compliance is still fairly top of the mind and so is 
skill development. The latter probably is in an all-time 
highest position. 

Enterprise software is an area that is almost 
towards bottom. While part of it may have come 
from a backlash which is evident in CIO conver-
sations regarding some large software makers’ 
inflexibility in a situation like this, this could also be 
because of a shift to SaaS, which is better for not just 
cash-flow, it suits a typical wait-and-watch situation. 

Biggest loser, of course, are the long-term trans-
formational projects. As discussed in the beginning, 
it is all about now, present and the immediate. No 
one knows how things will shape up. Tactical digi-
talization is significantly up, even though it does not 
show up at top. That is probably because many CIOs 
would not consider tactical. But the open-ended 
questions about priorities (see word cloud) point to a 
number of small digitalization activities. 

Priority for some of the pre-pandemic hot areas like 
data analytics has gone down significantly. 

But these findings must be taken for what they are. 
They are short-term (three to 12 months officially, 
practically maybe three to nine months) plans. Long-
term plans too will change. But no research can find 
that out now. 

Enterprise Security
Collaboration Solutions

Cloud (IaaS/PaaS)
Laptops

Compliance
Cloud (SaaS)

Skill Development
Tactical Digitalization

Networking
BCP/DR

Data/analytics
IoT/contactless 

technologies
App Development

Outsourcing/Consulting
Enterprise Software

Data center Infrastructure
Large Transformational 

Projects
Desktops

how will each of these IT investment areas be impacted in the next 3 to 12 months? 
0.70

0.67
0.50

0.48
0.45
0.45

0.44
0.44

0.43
0.42

0.41
0.35

0.27
0.26

0.19
0.12

0.11
0.06
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What part of business would be 
digitalized?
One of the most interesting findings is the difference 
in priorities in short-term and long-term plans (only 
time we asked them about plans beyond 12 months) 
in specific business functions. 

While Customer Service remains a top priority both 
in the short and long runs, Supply Chain, which is 
a big priority in the immediate future, next only to 
Customer Service, goes to the bottom of the table as 
a long-term priority. Supply Chain, which is a highly 
digitized area, most digitized in a manufacturing 
operation, had to be tweaked in the wake of COVID-
19 to make certain approvals (which were still paper-
based) digitized and certain processes contactless. 
But there is no major overhauling required. That is 
what probably takes the function off the list in the 
long run. Sales rises as the top digitization candidate 
in the long run. 

When asked specifically about areas that would 
see maximum digitalization in the short run, ‘cus-
tomer acquisition and management’, ‘customer 

experience’, ‘customer service’, ‘customer-centric 
systems’, ‘customer engagement’ featured predomi-
nantly. ‘Processes automation’, ‘digitization of new 
processes’, and ‘supply chain analytics’ and ‘sales 
automation’, ‘employee experience’ and ‘employee 
engagement’ also figured in the answers. The word 
cloud represents the most frequently used words 
in the answer to the question: list three specific 
sub-areas within each of the functional above areas 
where digitization efforts will be maximum in the 
immediate future? 

Expectations from IT
Asked what are the expectations post the realiza-
tion of digitization’s value in the enterprise, most IT 
managers pointed to cost optimization. That is not 
surprising considering our research focused on the 
next few months’ priorities. Most businesses are fac-
ing cash flow issues and are looking at cost optimi-
zation. CIOs are the best bet to help achieve that by 
streamlining processes.

On being asked what are the top three impacts on 
IT due to the change in business environment, most 
IT managers pointed to budget cuts. “Cut in over-
all IT budget”, “controlled IT budget”, “reduction in 
immediate spend”, “hold on projects” were the most 
common responses. Close to half of the respondents 
agreed to have faced an IT budget cut or cost optimi-
zation. If there were budget cuts, there is also a push 
for more and more digitization. Of course, expecta-
tion on increased security and revamp of business 
continuity also came up as a factor that would 
impact IT significantly.

The word cloud summarizes the responses to this 
question.

 

9%

 Customer 
Service & 
Support

 Supply Chain
 Sales
 Marketing
 Vertical 

specific areas
 Finance
 Human 

Resources
 Others

Digitization of which business areas are priority?

Short 
Run

Long 
Run19%

25%

21%
19%

16%

5%7%

7%
4%

2%

21%

12%

14%

9%

11%
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 The focus on short-term, cost optimization and 
tactical digitization of specific functions and sub-
functions, all point to the cautious approach taken by 
the IT managers in the wake of uncertain conditions 
prevailing post the pandemic.

Endnote
The biggest question that has not been answered  
by this research is—how it’ll ultimately happen? 
Based on initial discussions with CIOs, we decided 
to leave it out, as including that for the sake of some 
numbers would not have done justice to the objec-
tive with which we had planned this survey—to give a 
realistic picture to the top IT managers and technol-
ogy companies—and assess whether their problem 
is ‘only their own’ or the fraternity is facing the same 
challenges. 

As things become a little clearer, we will surely 
supplement it with a long-term outlook research. 
Till then, you need to tell us how you are steering 
through these uncertainties. 

Your experience is our data point. And our collec-
tive data point is your actionable insight 

The focus on short-term, cost 
optimization and tactical digitization 
of specific functions and sub-
functions, all point to the cautious 
approach taken by the IT managers 
in the wake of uncertain conditions 
prevailing post the pandemic

Cost optimization 

Digitize newer functions/sub-functions

Better business continuity planning

Find a permanent remote working solution

Improve collaboration experience

Enhance enterprise security

Increase use of cloud-based services

Improve connectivity for remote workers

Explore new opportunities using data analytics

Accelerate technology refresh

Close the small gaps in already automated processes 

Drive partner automation

What will be the biggest expectations from enterprise IT in the immediate/near term?

81%
47%

46%
46%

37%
37%
37%

33%
26%

14%
12%

5%

Respondent Profile

Industry Representation
IT/ITES, Manufacturing, BFSI represented 74% of the respondents, by 

and large reflecting the IT budget breakup among verticals.

IT/ITES
Manufacturing 

BFSI
Professional Services

Retail/E-commerce
Energy/Oil & Gas

Automotive
Media & Entertainment

FMCG
Healthcare

Telecom
Others

26%
25%

23%
5%

4%
4%
4%
4%

2%
2%
2%
2%

Designations
More than half the respondents were President/SVP/EVP/VP/ 

CIO/CXO/Director

President/EVP/SVP
CTO/CIO/Group CIO/

Regional CIO
CXO (Other than CIO)

VP
CISO

Director/Sr Director
Head IT

AVP
GM/AGM/DGM

Others

7%
21%

2%
7%

5%
9%

18%
7%

14%
11%
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This column is not a treatise to support or refute the contention 
that internet is the next best thing after sliced bread. In addition 
to the two being incomparable and thus not belonging in the 
same sentence, there must have been other critical milestones of 
human evolution between these two. This column is about the 
common paths sliced bread and internet followed during their 
evolution in the journey towards their place in history. This in 
turn could be seen as indicative of the path required for any tech-
nology to become as critical as the internet (this writer contends 
that almost all historical turning points had the same evolution-
ary pattern). 

Following the chronological order, let us look at sliced bread 
first. Let us remember that this invention essentially trans-
formed the bread business because what was earlier being done 
by hand was now being done by a machine, and arguably better. 
Bread as we know has been around for centuries, and is linked 
with brewing of beer, making it one of the oldest food technolo-
gies. It is also one of the first products to succumb to automatic 
machinery, from mass production and bleaching of flour, to 
kneading, to continuous ovens, to slicing and wrapping. The 
whole journey started in 1860s when devices with parallel blades 
made an appearance. These devices, however, sat on shelves for 
six decades till other automation capable of producing uniform 
shape, size and consistency became common. One will no longer 
dwell on details of the evolution of bread, except to note that the 
baking industry believes that automation of wrapping the bread 
was an equally important event as the bread slicer.

T

 The author managed large 
IT organizations for global 
players like MasterCard and 
Reliance, as well as lean IT 
organizations for startups, 
with experience in financial 
and retail technologies 

By Akash Jain

Silly PoinT

Sliced Bread, 
internet, etc.
The evolution of the sliced bread 
could be seen as indicative of the 
path required for any technology to 
become as critical as the internet
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As we all know the history of the 
internet, the parallel is strikingly obvi-
ous. However, let us do a quick recap 
to establish the original contention. 
Internet as an idea originated in the 
1900s when Nikola Tesla conceived of 
a “world wireless system”. It was only 
in 1960 that the first avatar, ARPANET 
was actualized. Packet switching was 
introduced to the world in the same 
decade. The 70s saw TCP/IP adopted 
by ARPANET in 1983. It finally took 
the invention of WWW by Tim Bern-
er-Lee in 1990 to truly start exploiting 
the power of the internet. So internet 
as an idea sat on the shelves for six 
decades, and it took two decades after 
that to automate communication pro-
tocols, before the internet as we know 
it, became an integral part of our lives. 
We will stop here with the history les-
son, and not dwell on how internet has 
evolved in the last three decades.

The key point for us to consider is 
that any “next best thing after so and 
so” really takes a while to become that. 

Ideas, products 
and technologies 
that take multiple 
generations to 
become a force also 
tend to be of use over 
multiple generations 

Before it does so, it needs to “bake” 
as an idea, as a product, and wait for 
supporting the ecosystem to come into 
being. This remains true, the internet 
speed notwithstanding. There are 
innumerable examples of this pattern: 
ATM, AI, Electricity, the Wheel, and 
so on. The trick lies here: the “baking” 
period is when the idea or the bread 
can easily go bad, and become useless. 
Or the lack of support systems like 
uniformity of bread texture or com-
mon communication protocol can kill 
the idea.

Last but not the least, ideas, products 
and technologies that take multiple 
generations to become a force also 
tend to be of use over multiple gen-
erations. In fact, one would be hard 
pressed to find a technology that last-
ed multiple generations but did not 
require multiple generations of gesta-
tion. This columnist will end with his 
favorite example of this (and of many 
other things): the programming lan-
guage, COBOL 
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Emergence Of 
The Customer 
Data Platform
Customer Data Platforms (CDPs) 
give a unified view of the customer 
from a multitude of touch points 
which are beyond the realm of 
traditional CRM systems

O

By Saumya Chaki

COLUMN

 The author is 
Data Platform 
Solutions Lead 
at the Services 
Integration Hub 
in IBM and has 
written three books 

One of the key disruptions in the previ-
ous decade has been the paradigm shift 
of Retail businesses from a product-
centric model to a customer-centric 
model. This transformation has a 
significant impact on how companies 
are engaging with their customers who 
are spoilt for choice, well informed and 
tech savvy. Traditional approaches 
to managing customers was through 
Customer Relationship Management 
(CRM) processes and systems, however 
in today’s hyperconnected world we 
see the emergence of Customer Data 
Platforms (CDPs) as a robust model 
for handling customer data from mul-
titude of online and offline sources. 
The rising interest in CDPs is reflected 
in the higher number of vendors pro-
viding these services as well as more 
venture capital funding (currently esti-
mated at USD 2.4 billion). 

What is a Customer  
Data Platform?
Customer Data Platforms (CDPs) give 
a unified view of the customer from a 

multitude of touch points which are 
beyond the realm of traditional CRM 
systems. CDPs can integrate data from 
both structured and unstructured 
sources, as well as online and offline 
sources to build a unified customer 
profile. The key here is traceability of 
the customer profile through the lifecy-
cle of a customer and their interactions 
across the lifecycle.  The key difference 
with CRM is ability to handle wider 
touchpoints and thereby data sets and 
ability to trace customers from site visi-
tors to actual customers. 

 Types of Data – CDPs collect differ-
ent types of data including 1) Identity 
Data (such as name, demographic 
information, contact information, 
social media data etc.) 2) Descriptive 
Data – around family, career, lifestyle, 
etc. 3) Quantitative Data – Transac-
tion information like number and 
type of products, services purchased 
or returned, order dates, items 
removed from shopping cart, online 
activity data like website visits, prod-
uct views, searches, customer service 
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Cloud depending on the industry 
regulatory requirements. Along with 
the Platform would be the visualiza-
tion layer with BI tools, Advanced 
Analytical models and sandboxes for 
Data Science. In addition, consuming 
applications that need customer data 
could access the CDP through API 
calls thereby extending the reach and 
usage of the platform.

Benefits of a Customer 
Data Platform
Now that we understand what a CDP is 
and what kind of data it stores and pro-
cesses, let us review some of benefits a 
CDP brings to an enterprise:

 Data Quality and Customer Rela-
tionship – CDPs collect 1st party 
data, and this enables the quality of 
data to be recent and of the highest 
quality. They also retain the data over 
the entire customer lifecycle, which 
helps them build in depth, detailed 
customer profiles and nurture better 
relationships with customers. The 
principle of monitoring data quality 
right through the customer lifecycle 

is also compelling and adds immense 
value in terms of understanding cus-
tomers better as well as making deci-
sions based on reliable data.

 Unified View of Customer Profile 
– CDPs’ ability to collect both online 
and offline data from multiple chan-
nels and touchpoints, helps build a 
single unified view of the customer 
that can be leveraged by multiple 
departments of an enterprise from 
Marketing, Product Engineering, 
Customer Service and Operations, 
etc. This unified view helps identify 
cross-sell opportunities and perform 
customer behavior analysis based on 
the rich data sets. 

 Unify Cross Channel Marketing 
efforts – Enterprises often have 
cross-channel and multi-channel 
marketing initiatives and the CDP 
with its unified view of the customer 
helps align these marketing efforts 
with consistency and limited wast-
age. This helps build a culture of 
customer-centric marketing which is 
incisive with a deep understanding of 
customer choices and trends.

 Regulatory Compliance – CDPs  
are helping enterprises meet regula-
tory compliance needs by having 
robust information governance 
policies around the usage of data 
and ensuring consent of custom-
ers is taken while storing their data. 
Customers feel empowered as they 
have control over data they share and 
can withdraw consent or have spe-
cific needs met like do not call being 
enabled, where they are contacted 
over email or other channels based on 
preferences.
According to a recent Forbes survey 

of marketing executives of CDP usage, 
53% mentioned CDP was helping mar-
keting teams to understand their exist-
ing customers’ needs, increasing the 
chances of repeat business based on the 
positive customer experience. Organi-
zations are looking at both approaches 
of building their own CDPs (custom) as 
well as working with commercial pro-
viders like Exponea, Segment, etc 

CDPs can 
integrate data 
from both 
structured and 
unstructured 
sources, as well 
as online and 
offline sources 
to build a unified 
customer profile  

data like query dates, query details 
and customer service feedback, 4) 
Qualitative Data – such as motivation 
to buy a company’s products or ser-
vices, opinion about service quality 
or favourite food, color etc. 

 Touchpoints – The core tenet of 
a CDP is to capture 1st party data, 
i.e. directly from the customers or 
potential customers. The touchpoints 
of data collection could be through 
a plethora of channels like websites, 
mobile apps, customer feedback 
forms, call center logs, etc. 

 Lifecycle – CDPs collect 1st  
party data through the lifecycle of  
a customer, from an anonymous visi-
tor to a subscribed customer. Data 
collected from multiple touchpoints 
and through the lifecycle of a cus-
tomer is very compelling in terms of 
the value an enterprise derives from 
these data sets.  

 Compliance and Transparency – 
One of the key considerations around 
responsible use of CDPs is to ensure 
that the data security and privacy 
laws of the country or region are  
complied to. With the rise of data 
privacy regulations like GDPR in 
Europe, CCP in California, regulators 
are increasingly looking at data pri-
vacy and security concerns of  
data subjects. CDPs need to ensure 
transparency around the usage of the 
data, ensure secure by design prin-
ciples are followed and consent  
is taken from data subjects whose 
data is stored and processed by  
CDPs. The semantics of the stored 
data and the transparency of insights 
come from the governance policies 
and associated metadata that the plat-
form provides. 

 Platforms – CDP could be a pack-
aged platform, or a custom service 
provided by a systems integrator. 
At the core of the platform would be 
a data repository which stores all 
the customer data types captured 
through the different channels and 
touchpoints. CDPs could be on-prem 
or hosted on a Public/Private/Hybrid 
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Quantification Of 
Cyber Risk 
Organizations can use Bayesian Data Analysis (BDA) for 
rigorous risk quantification and genuine decision support for risk 
management 
By Venkatasubramanian Ramakrishnan

SeCuRity SpeCial
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Organizations are increasingly realizing that the manage-
ment of cybersecurity risk in complex environments needs 
to be addressed using suitable decision-making techniques. 
They are slowly embarking on the journey of quantifying 
their exposure to cybersecurity threats (operational risk) 
in much the same way they quantify credit and market risk 
exposure. While there is a wealth of data and well-estab-
lished statistical methods for calculating credit and market 
risk, no such data or methods have been explored for quanti-
fying cybersecurity risk.

Traditional Cyber Risk assessment methodologies gener-
ally use a likelihood/impact-based risk model to arrive at 
risk ratings. While useful as a starting point, such models 
suffer from serious deficiencies including:
1. Calculating the probability/impact is often oversimp- 

lified and may not put much thought into what lies under 
the hood.

2. Risk is not always independent. For example, speed of 
delivery and quality of delivery are always linked. Yet poor 
quality and missed delivery usually appear as separate 
risk factors in risk registers, giving the illusion that one 
can be controlled or mitigated independently of the other.

3. Visualization tools like heat map draws attention to the top 
right quadrant (high consequence and high likelihood), 
while items in other quadrants, especially low likelihood 
and high consequence risk, are generally ignored.

4. Risk scoring in traditional approach represents only one 
possible outcome. In fact, operational risks can have a wide 
range of outcomes, i.e., a distribution of outcomes where 
each potential outcome has a corresponding probability. 

5.  Failure to addresskey concerns such as:
 a. What critical causal factors apply to specific risk  

factors.
  b. How to quantify risk reduction by implementing spe-

cific controls.
This article seeks to address these issues using a simple 

data analysis based on Bayesian Inference. Bayesian Data 
Analysis (BDA) brings together data, expert opinion, risk 
and uncertainty into a formal statistical framework, allow-
ing decision-makers to see their choices clearly. Further, 
BDA can provide rigorous risk quantification and genuine 
decision support for risk management.

O
Imagine this hypothetical, and simplified, scenario. As 

Security Head for company XXX, you have been called into 
the Executive Leadership discussion on the recent hack of 
one of your competitor’s website due to specific vulnerabil-
ity— huge data loss, reputation damage, and a lot of liability!

Executive Leadership: What is the chance that someone 
can hack one of our website and steal our clients’ data?

Security Head: You pull out your Bayesian Hat and you 
say, “2.28% over the next year, but will update that number 
after penetration test.”

Executive Leadership: We are always used to hear  
rank order terms like High, Medium, etc. You seem to be 
coming out with a precise number.  How did you arrive?  
As a follow-up question: How much will you change your 
probability if your test finds something? Or, what if your test 
finds nothing?

Calculation using Bayes Theorem
Based on the industry-based data breach report, your base 
rate (prior) for data breach is roughly around 2%.

What is the probability of data breach given penetration 
test is positive (vulnerable)?

Bayes Theorem
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What is the probability of data breach given penetration 
test is negative (not vulnerable)?

Isn't giving a definite 
probability better than 
saying simply High,  
Medium, etc.?

Now let us take that journey further into an inter- 
esting area, return on security investment (ROSI) using 
simulation.

As Security Head for company XXX, you are proposing 
a new security investment to CFO for mitigation of specific 
risk event say malware at the cost of 25k USD/year (con-
trived example)

CFO:  Fine. What is the likelihood of the risk event?
Security Head: You pull out your Bayesian Hat and you 

say, “20%”over the next year
CFO:  Ok, great. Do we know the potential impact?
Security Head: Yes, I’ve discussed this with various Busi-

ness and Functional Leaders to arrive at 90% confidence 
bound as

25k USD (Lower Bound)
500k USD (Upper Bound)

i.e. 5% chance that the impact may be less than 25k USD or 
greater than 500k USD.  In other words, 90% likely there 
will be a loss equal to somewhere between 25k and 500k 
USD. Key factors that we considered are legal fees, investiga-
tion fees, PR effort to convince clients, etc.

CFO: Ok, what is the average exposure?

Security Head:  You pull out your Monte Carlo simulation 
tool and you say, “~35k USD” over the next year

CFO: Excellent. What is the Return on Investment (ROI)?
Security Head:  It depends on how effectively we imple-

ment the mitigation strategy
CFO:  Could you please explain?
Security Head:  You pull out your Monte Carlo simulation 

tool and you say, “negative 9%” over the next year if mitiga-
tion is only 40% effective and “positive 31%” over the next 
year if mitigation is 95% effective

Note:  As a good practice, Security Head has to review the 
expected Impact and Likelihood as the context changes. 
Bayesian Philosophy is all about updating the belief based 
on new data. 

Calculation:
Risk Exposure (RE) – Likelihood * Impact
ROSI(%) – (RE * Mitigation Effectiveness - Cost of Risk 

Treatment Per Year* )/Cost of Risk Treatment Per Year 

—The author is Head - Cybersecurity, L&T Smart World & 
Communication

ROI will be “negative 
9%” over the next year 
if mitigation is only 40% 
effective and “positive 
31%” over the next year if 
mitigation is 95% effective
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SeCuRity in the  
ViRtual WORkSpaCe: 
Managing Cyber Risk 
in the new normal
Resilience in the current scenario is a vital necessity as 
businesses need to act on broader resilience plans as the shock 
begins to upturn established industry structures, resetting 
competitive positions 
By Anuj Tewari
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Risk Management is undergoing an 
evolution as we respond, reimagine 
and reform the operating model. At the 
forefront of enabling the new ways of 
operating, lie employee safety and abil-
ity to provide secure technology solu-
tions to keep up with the new norms of 
working.

Working from home has changed 
the threat landscape for cyberattacks. 
Social engineering and vectors like 
phishing are rapidly on the rise. Mal-
ware delivery has accelerated as inter-
net has become less restrictive with 
increase in use of BYOD (bring your 
own device).

Unlike the older days, where Business 
Continuity would typically be thought 
through at a building, facility, state or at 
a country level. With the new working 
situation, the new continuity plans may 
morph to have working from home as 
the normal business operating state.

Dynamics of business relationships 
and partnerships would need to be re-
thought along with third parties and 
vendors to maintain a resilient supply 
chain.

As workforce refocuses from dealing 
with here and now pandemic situation 
towards adapting new norms and ways 
of working, communicating creatively 
and often with focus and guidance on 
what to do, would be helpful. Increasing 
awareness of social engineering is going 
to be a key topic alongside, reiterating 
incident reporting and response proto-
cols.

Organizations should rapidly review 
infrastructure and policies to support 
the new norms. Some of these aspects 
will play a critical role in creating a 
resilient workforce and ensuring avail-
ability of systems, which are needed 
to stay productive and help workforce 
embrace the new way we work.

R
Challenges arising in 
Virtual Workspace
The impact of the COVID-19 virus is 
being felt by all businesses around the 
world. COVID-19 is affecting every ele-
ment of business – from the robustness 
of supply to the availability of the labor 
force to the threat of rapidly waning 
customer demand. 

However, there is no denying that it 
is also acting as a catalyst for change 
– economic, societal, personal, and cor-
porate - on a scale not seen since World 
War II. And for all the uncertainty 
about what the future will look like, it is 
already clear that it will be digital. This 
pandemic has peaked the work-from-
home trend. Millions of people have 
been transformed into remote workers 
overnight. Done right, remote work-
ing can boost productivity and morale; 
done badly, it can breed inefficiency, 
damage work relationships, and demo-
tivate employees. 

As organizations find ways to tackle 
the immediate response to this pan-
demic through processes re-alignment, 
controls framework, delivery struc-
tures and client expectations, there 
are some imminent risks that may not 
be easily apparent but require a risk 
management lens. “Predicting the 
unpredictable: dealing with risk and 
uncertainty” has always been a key 
mantra, and this holds true today with 

the emergence of COVID-19. There are 
many associated risks which are result 
of COVID-19, for example: cyber and 
fraud risks, reputation risks, supply 
chain risks, health & safety, to name a 
few. 

There are some key challenges:
1. Dealing with cyber threats arising 

from work from home including 
threats like phishing, malware, ran-
somware, etc. and making an orga-
nization prepared to handle cyber 
incidents while working remotely.

2. Maintaining compliance with regula-
tory and governmental requirements, 
communicating changes and underly-
ing decisions to stakeholders, finan-
ciers, regulators and staff.

3. Ensuring that capacity of collabora-
tion tools and remote-working solu-
tions copes with exceptional demand 
and adaptation of delivery team to 
new operating model and technolo-
gies.

4. Customer and employee personal 
data is safeguarded from leakage, 
theft and corruption even while work-
ing remotely and continuous compli-
ance to data privacy regulations is 
maintained.

5. Addressing the need of individuals 
to feel safe, connected, engaged and 
motivated in order to continue work-
ing effectively. Further establishing 
robust communication mechanism to 

What is Virtual Workspace?
Virtual Workspace is an adaptive, scalable and connected environment 
with the combined force of social, mobile, cloud and analytics that helps 
retain productivity, deliver equitable experience and enables social dis-
tancing in borderless environment.

The virtual workspace has been constructed with the intention of 
enabling enterprise productivity with ease of access that fulfils next-gen 
workforce demands. In other words, it will focus, not on devices, but on 
users’ productivity, along with the user experience.
Adaptive: Ability to adapt and cater to dynamic workspace needs
Scalable: Ability to scale the workspace and the workforce at will
Connected: Ability to connect the workforce and assets in any environ-
ment
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increase collaboration, transparency 
and build upon employee trust.
Let’s get, in a little more depth, into 

the most important aspects of virtual 
workspace, through the lens of manag-
ing risk. They are: 
1. Cyber Risk
2. Regulatory Resilience
3. Privacy
4. Technology and Collaborative Plat-

forms
5. Operational Efficiency
6. Role and Context-based Service 

Enablement

1. Cyber Risk
While organizations are moving 
towards a virtual workplace to main-
tain service continuity, there is a need 
to ensure an adequate security posture 
is maintained and compliance is moni-
tored. Security experts have found that 
large-scale remote working has led to 
a surge in phishing scams and other 
cyber threats for both individuals and 
organizations.

Key objectives are:

 Empowers employees to work secure-
ly from anywhere and on any device

 Reduce risks of data breaches and 
ensure compliance with regulatory 
requirements

 Enhance cyber resilience so that orga-
nizations can quickly respond to and 
address cyber security threats
Let’s look at the priorities. 

Short-Term
 Ensure security operations teams are 
able to work remotely

 Impart awareness and knowledge on 
cyber risks such as phishing, malware 
and ransomware (provide coordi-
nated cyber security advisories and 
announcements)

 Ensure active monitoring of the user 
behavior in the virtual workplace for 
security threats

Mid-Term
 Adopt zero-trust architecture in man-
aging user identity and access

 Ensure cyber risks from virtual work-
place are addressed adequately in the 

recovery strategies and crisis manage-
ment plan

 Perform cyber risk assessments and 
revisit the cyber security strategy

 Establish detailed guidelines on 
securely collaborating, interacting 
and sharing sensitive data across vari-
ous channels 

 Enable security technologies around 
access, networks, end user, data secu-
rity like DLP, SIEM, IDAM, PIM, etc.

Long-Term
 Automate cybersecurity operations 
to handle increased threats in order to 
avoid overloading security analysts

 Test and improve the robustness of 
established cyber security posture, 
including response to cyber threats 
such as advanced persistent threats, 
phishing and ransomwares

2. Regulatory Resilience
Regulatory resilience is the ability 
to continuously comply with appli-
cable regulations even when working 
remotely. While establishing a virtual 
workplace, organizations should pay 
special attention to applicable regula-
tory requirements.

Key objectives are:
 Ensure compliance with applicable 
sectoral and regional/country regula-
tions even in the face of a disaster

 People, process and technology that 
enable compliances to regulations are 
available seamlessly
Let’s look at the priorities. 

Short-Term
 Being diligent in keeping up with 
updates from regulatory bodies

 Identifying applicable sectoral and 
regional/country regulations and 
establish a process to comply the 
same

 Establishing appropriate communica-
tion channels for disseminating regu-
latory announcements or government 
advisories

Mid-Term
 Review current facility setup from 

While organizations are moving towards a virtual 
workplace to maintain service continuity, there is 
a need to ensure an adequate security posture is 
maintained and compliance is monitored
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a health and safety perspective 
and ensure that it meets applicable 
requirements from the regulators/
government agencies

 Review employment handbook, con-
tracts and health insurance coverage 
to ensure compliance with regulatory 
requirements as well as contractual 
obligations towards employees

Long-Term
 Revisit the audit plan by continuing 
to maintain and demonstrate regula-
tory compliance, thus reducing the 
potential for scrutiny from regulators, 
which may interfere with or slow 
down business activities

 Review cross border contracts and 
transactions and the impact of regula-
tory changes in other countries

 Analyze process to comply with regu-
latory obligations under events which 
are beyond organization’s control and 
considered as force majeure

3. Privacy
Teleworking requires several technol-
ogy solutions. These tools are used to 
share and store personal information, 
confidential information and informa-
tion towards which organizations have 
contractual and/or legal obligations. To 
enable a virtual workplace, there is a 
need to consider how to collect, use and 
disclose personal information about 
employees/personnel in a privacy com-
pliant manner.

Key objectives are:
 Increase the focus on data protection 
and ensure compliance to relevant 
data protection regulations

 Enabling and protecting access rights 
where personal information resides
Let’s look at the priorities. 

Short-Term
 Ensure that all communication chan-
nels offer adequate security for the 
protection of data being accessed and 
shared by moving to cloud VDI envi-
ronment

 Consideration of just-in-time notice to 
allow employees/personnel to make 

an informed decision as to whether 
they want to provide the information 
requested

 Implementation of privacy by design 
for all new/ changes in technology, 
process and applications 

 Restrict download of confidential 
information on personal devices 

 Provide role-based access to employ-
ees to avoid misuse of personal infor-
mation 

Mid-Term
 Storage limitation- all personal data 
collected for the lawful purpose 
should be securely disposed or anony-
mized, and archived as per statutory/ 
regulatory requirements 

 Collect and store personal and sen-
sitive personal information in a 
structured digital format, which will 
increase reusability of the data 

 Implement data leakage prevention 
technology on all systems where 
personal information is accessed and 
stored 

Long-Term
 Transfer of sensitive personal infor-
mation within the country or abroad 
to be only permitted provided the 
receiver ensures the same level of data 
protection 

 Adopt technologies to anonymize/
pseudonymize personal and sensitive 
personal information

 Automate activities such as personal 
information linking, breach notifica-
tion, data discovery, consent manage-
ment and vendor risk management

4. Technology and 
Collaborative Platform
Technology collaborative platforms 
form the core of a virtual workplace 
that enables employees to connect, col-
laborate and create more efficiently. 
Organizations have started acknowl-
edging the need to invest in technol-
ogy and infrastructure to support 
teleworking and virtual collaboration 
capabilities. 

Key objectives are:

 Provide technology platforms that are 
simpler to adopt and easy-to-use to 
collaborate and connect

 Automate routine tasks of project 
management to help improve overall 
productivity

 Access to the knowledge base of the 
organization that enables employees 
to leverage existing information
Let’s look at the priorities. 

Short-Term
 Ensure that remote working capabili-
ties are scaled up to handle a large 
number of devices

 Ensure that new policies and proce-
dures are established, and resources 
are trained adequately to utilize col-
laboration platforms for remote work-
ing

 Review helpdesk capacity for 
responding to queries from users

 Adopt holistic solution for collabora-
tion

Mid-Term
 Leverage technologies such as cloud 
to enable flexible capacity planning

 Make use of intelligent technologies 
like self-healing platforms, etc. 

 Define procedures and controls to 
ensure 24-hour platform availability 
for employees

 Provide adequate mobility to employ-
ees by enabling access via mobile 
applications (productivity and inte-
gration suites) and BYOD devices

Long-Term
 Automate helpdesk services utilizing 
process automation techniques

 Provide automation capabilities in 
knowledge management leveraging 
RPA techniques

 Review and reprioritize strategic tech-
nology investments and accelerate 
change programs that actively sup-
port resilience

 Embed data-driven culture to adapt 
and provide insights into changing 
customer needs

 Leverage augmented reality/ virtual 
reality to help collaborate better
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5. Operational Efficiency
The paradigm of virtual workplace is 
all about improving the user experi-
ence through creating seamless and 
well-tuned workflows and generat-
ing efficiency benefits unparalleled in 
comparison to traditional workplace 
models.

Key objectives are:
 Addressing the need of individuals 
to feel connected, engaged and moti-
vated in order to continue working 
effectively

 Meeting the operational needs of 
business even when facility is not 
available, delivering quality and meet-
ing changing expectations of the cus-
tomer

 Easier workflows to enable faster 
turnaround time
Here are the priorities. 

Short-Term
 Standardize and centralize operations 
through digital solutions improving 
operational efficiency

 Understand where demand has fallen 
or increased and adjust workload 
across the workforce accordingly

 Implement agile models to adapt 
operations to the virtual workplace

 Focus on low hanging automation 
opportunities 

 Accelerate RPA for routine tasks 

Mid-Term
 Establish comprehensive metrics to 
measure and manage the efficiency of 
the digital workplace

 Integrated user management, IT ser-
vices management and operations 
that work seamlessly to improve effi-
ciency in the digital workplace

 Evaluate processes that can be auto-
mated to enable faster operations

 Build chatbots or self-service solu-
tions that improve the efficiency of 
operations

Long-Term
 Reskill and/or upskill resources to 
enhance their versatility across differ-
ent functional capabilities

 Continuously improve the operations 
by leveraging data and analytics

 Revisit the design of the employee 
remote experience to account for the 
new normal

6. Role and Context-based 
Service Enablement
In the work from home model, it 
becomes very crucial that employees 
have access rights to only the informa-
tion/information systems that they 
require to do their jobs. Further, other 
contextual parameters like location, 
time of the day should also be consid-
ered while providing access rights.

Key objectives are:
 To safeguard the organization from 
fraud and data leakage by ensuring 
access is provided only on a need-to-
know basis considering the business 
role of the employee and location

 Effective governance management to 
monitor and restrict any malicious 
access
Let’s look at the priorities. 

Short-Term
 Standardize roles and associated 
responsibilities

 Define rules for granting access rights 
in a virtual workplace, including 
establishing contextual parameters 
that should be considered, such as 
location, role, and time of the day

Mid-Term
 Evaluate and redesign processes to 
enable role-based access

 Update architecture to align with 
redesigned processes to ensure role-
based access

 Perform role-based access rights rec-
onciliation and identify discrepancies

Long-Term
 Automate role-based access and tag-
ging of users to specific business func-
tions

 Making use of user behavioral analyt-
ics tools like UIBA to identify fraudu-
lent behavior and accordingly reduce/
remove privileges

Managing Risk inVirtual 
Workplace: Need for a 
Holistic Approach
Resilience in the current scenario is a 
vital necessity as businesses need to 
act on broader resilience plans as the 
shock begins to upturn established 
industry structures, resetting competi-
tive positions. In order to effectively 
recover from the crisis and embrace the 
business opportunities that may arise 
from disruptions caused, organizations 
should focus on the following critical 
areas:
 Realign Cyber Resilience: Realign 
cyber posture to enable Anytime, 
Anywhere Workforce. Enhancing 
programs to identify, detect, protect 
and respond to the cyber threats in a 
zero-trust security model.

 Resilience: Meet the operational 
needs of business even when facilities 
are not available, delivering quality 
and meeting changing expectations of 
the customer. Authorized personnel 
can access the right technology from 
anywhere, anytime with any device to 
remain productive.

 Focus on Regulatory Compliance: 
Maintaining trust through global 
disruptions by building confidence 
in business to respond to changes in 
regulatory and contractual require-
ments.

 Privacy by Design: Increased focus 
on data protection and ensure com-
pliance to relevant data protection 
regulations. Enabling and protecting 
access rights where personal informa-
tion resides.

 Digital Transformation: Provide 
technology platforms that are simple 
to adopt, easy to collaborate and con-
nect. Drive efficiencies by enabling 
technologies like cloud, AI, machine 
learning and data analytics.

 Culture and Employee Wellbeing: 
Recalibrate the culture to thrive in the 
new normal. Encourage a people-pos-
itive approach through collaboration 
and teamwork.

—The author is CISO, HCL Technologies
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Cybersecurity 
Alterations In 
COVID-19 Scenario
Many things have changed in the last few months, including 
the way we work and consume our internet traffic. The 
cybersecurity industry should react to these changes in order to 
continue securing organizations and their people
By Nikhil Taneja
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I
In recent months, an invisible virus has changed the 
world; working from home and remote interactions 
with services have become the new norm and the 
way we work, interact and live have shifted signifi-
cantly. What a year 2020 has been!

Within a few months, we’ve learned many  
lessons about cybersecurity as well. Just like our  
day-to-day lives, the attack landscape has changed 
and it is essential to know what is different and how 
to react to it, in order to keep your organization safe 
and secure.

Phishing Campaigns & the  
Human Factor
Phishing campaigns were the first attack vector to 
adapt to COVID-19. The virus caused a change in 
people’s behavior – people started looking for data on 
new areas of interest, looking for scarce supplies, vis-
iting new sites, and clicking on new links they have 
never known before.

This behavior change is heaven for phishing and 
spear-phishing campaigns. Phishing sites scrape 
legitimate data and sales offers, putting them on 
a malicious website, and adding their code to it to 
exploit user machines. Any unsolicited link or site 
that is mentioning one of the terms below should be 
heavily scrutinized:

 COVID-19, Corona, Virus, etc.
 Supplies that are scarce – toilet paper, water, clean-
ing supply, etc.

 Health supplies – masks, KN95, N95, Alcogel, etc.
 Government restrictions, regulations, stimulus 
payments, etc.

 Relevant statistics – confirmed cases, fatality rate, 
testing numbers, etc.

 Health-related organizations and people – WHO, 
CDC, NIH, local health bodies
From a technology aspect, phishing prevention  

systems also need to adapt as the domain age  
indication is less indicative than before; many legiti-
mate COVID-19 sites were built quickly and are new 
domains. The phishing prevention solutions should 
adapt and recognize such young domains from  
the malicious domain that have the same behavior 
and age. Organizations need to make sure their 

phishing protection is updated with the latest data 
and algorithms.

From the human aspect of phishing, phishing cam-
paigns are always a psy-op – convincing a person to 
click the malicious link. COVID-19 creates a perfect 
storm in this regard: the pandemic made people feel 
vulnerable and scared of the unknown, and working 
from home (e.g., less social interaction), engenders a 
feeling of isolation.

In such a situation, people will pay less attention 
and have fewer options to consult on what is the right 
thing to do, cybersecurity-wise. During the pandemic 
work-from-home, it is a lot harder to beware of suspi-
cious links when the kids want attention, your boss 
wants the job done yesterday, and an urgent message 
shows up from your HR department.

More than ever, it is crucial to train employees to 
detect phishing campaigns and to explain the chang-
ing attack surface; employees need to know that 
COVID-19 related content can be used against them 
as a phishing campaign. People want to do the right 
thing, and if we give them tools to do it and raise 
awareness, they can mitigate a lot of the risk in phish-
ing attacks. The new psychological situation should 
also be discussed – guiding employees not to be anx-
ious and to stop and think before acting on new data\
link\email.

The Home is Still  
the Office
Many organizations are using tools to secure  
the employee’s endpoint. But in parallel, working 
from home increased the already growing trend of 
BYOD – connecting personal devices to the organiza-
tion network. Working from home means the devices 
are also connected to non-corporate networks (most-
ly the home network), with other devices that are 
entirely out of reach for the organization’s IT depart-
ment and policies.

These devices are inherently less secure – other 
family devices, IoT devices, ISP’s routers, and oth-
ers that are out of the control of the company. Many 
employees are also sharing their devices with fam-
ily members, who are sometimes less technology-
oriented and less familiar with cyber hygiene. And 
last, from a physical security perspective, it is usually 
easier to break into houses than to offices.

To handle this BYOD and remote work trend, end-
point security should be enforced to protect the orga-
nization owned devices as much as possible. Still, 
it has to be combined with a zero-trust approach, 
multi-factor-authentication (MFA), and training (log 
out from organization accounts on devices, etc.).
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“Traditional” 
Organization Network
There is a massive increase in organi-
zations’ network usage due to employ-
ees working remotely. Organizations 
need to enable this increase and to 
ensure service availability.

 Connectivity: Make sure internet 
connectivity is sufficient to handle 
the influx of new traffic. Consider 
having a second \ redundant ISP.

 Denial of service protection: When 
the entire workforce is remote, 
a DDoS attack is more than tak-
ing down a public-facing site; it’s 
also preventing the workforce, as 
a whole, from working. The cost of 
such attacks is a lot higher, and as 
a result, the risk (calculated by the 
probability multiplied by the loss) 
is a lot bigger. Indeed, we saw a sig-
nificant increase in DDoS attacks in 
March compared to January-Feb-
ruary of 2020. Companies need to 
make sure they have proper protec-
tion for DDoS attacks.

 Infrastructure: Make sure the infra-
structure can support more traffic 
– routers, ADCs, firewalls, either on-
prem or in the cloud. The infrastruc-

ture should be protected from DDoS 
attacks to ensure availability.

 VPNs: With the increase of VPN 
traffic, make sure the VPN solution 
can handle the new surge in usage.

 Applications: Ensure enough server 
capacity to handle new requests – 
expand the server capacity either 
on-prem or in the cloud, while con-
trolling cloud cost and securing the 
cloud deployment. Applications 
should be protected by a WAF to 
ensure availability.

 Visibility: Maintain performance 
monitoring and SLA measurements 
to detect problems before they 
impact real users.

 Authentication and identity ser-
vices: These services also experience 
an increase in capacity and impor-
tance – it is now even more critical to 
prove your identity when you cannot 
meet face to face.

New Services in Times  
of Crisis
When the world is changing, our 
technology needs change with it. New 
features are added to products, new 
sub-portals are added to portals, and 

The risks are 
high when 
trying to finish 
things quickly, 
and we have 
to control the 
rush of the 
version release 
and take time 
(even a little) 
to consider

the changes need to happen ASAP – 
every day counts.

In parallel, the workforce is  
remote and is, in general, less  
physically available than before. It  
is important to remember that while 
rushing to the release of a new  
version or feature, one cannot over-
look cybersecurity aspects. The risks 
are high when trying to finish things 
quickly, and we have to control the 
rush of the version release and take 
(even a little) time to consider where 
things can go wrong and prevent them 
from getting there early in the devel-
opment process.

To summarize, many things have 
changed in the last few months, includ-
ing the way we work and consume 
our internet traffic. The cybersecurity 
industry should react to these changes 
in order to continue securing organiza-
tions and their people. On top of the 
reaction aspects, the changes should 
also start a discussion of longer-term 
strategic moves, which will be the sub-
ject of my next post 

—The author is Managing Director - India, 
SAARC & Middle East, Radware
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From Coronavirus to 
Cybersecurity: the 
Wisdoms Of Dealing 
With Pandemics

COVID-19 will go away, just like any of the pandemics in 
the past. But cyberattacks will stay as long as there’s a 
computer connected to the internet
By Dhanya Thakkar
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In the span of a few months, the coronavirus has 
reached every country, every community, and every 
neighbourhood. No nation is spared. Economy 
grinds to a halt. Millions have fallen sick.

In the meantime, if you take a look at the 15 biggest 
cyberattacks in the 21st century, you’d notice a few 
things. First, no country is untouched. Second, it’s 
extremely disruptive to business operations. Third, 
millions have fallen victim to these attacks. We have 
been dealing with a different kind of outbreak for 
many years, that is, the pandemic of cyberattacks.

The world responds
By now, most countries have imposed a mixed bag of 
measures to deal with the outbreak. If you look close-
ly, the overarching strategy for dealing with COVID-
19 has revolved around four quadrants: prevention, 
detection, response, and prediction.

In cybersecurity, we often talk about the impor-
tance of a holistic strategy that consists of the  
same quadrants. At its core, a good cybersecurity 
strategy should take multi-pronged approach and a 
long-term view.

Prevention
The first pillar of the defense is prevention. In the 
time of COVID-19, prevention means protecting 
people from being infected in the first place, such as 
washing your hands, socially distancing yourself 
from others, disinfecting your phone and wallet 
when you get home, and more.

In cybersecurity, prevention means the exact same 
thing – protecting your IT assets from being infected 
in the first place. Because most major data breaches 
can be traced back to a single point of failure that 
could have been prevented.

Today, many new cybersecurity vendors talk of a 
shining silver bullet that miraculously waves away 
all your cybersecurity headaches – such as machine 
learning or EDR. But in reality, the concept of a single 
silver bullet doesn’t hold up. You need the basic 

technologies – such as antivirus, application control, 
web and file reputation, etc. – to do the heavy lifting. 
These technologies can filter majority of the alerts, 
categorising them as either good or bad.

Detection – knowing what you’re  
looking for
Contact tracing is crucial during outbreaks. The lon-
ger you take to identify a patient, the more people will 
be infected.

In cybersecurity, detection is about the same thing 
– how fast you can detect a breach in your system 
determines the scope of damage. We believe in this 
strategy called connected threat defense. By deploy-
ing security solutions at all the touchpoints in an 
IT system, from the endpoints to the network to the 
server, you can start to connect the dots and gain 
visibility into every nook and cranny. If you know 
what’s lurking in your IT environment, you can sig-
nificantly increase your chance of getting rid of it.

Endpoint detection and response (EDR) is another 
tool designed for the same purpose. EDR technology 
works like a black box in a plane. It records every-
thing that takes place on the endpoints and threat 
hunters can rewind to see from which point a threat 
entered the system, and how it spread across the 
network. Based on the information, a blueprint of the 
malware’s infection path can be drawn.

Response – prioritizing the  
important ones
During the outbreak, there are many false positives 
and false negatives. Some people may test negative 
now but develop the symptoms next week. Suspected 
cases may turn out to be totally innocuous. Because 
the medical supplies are limited, the healthcare 
workers need to prioritize. To prioritize, you need 
context-rich information about the patient.

It’s the same in cybersecurity. A security operations 
center (SOC) receives thousands of alerts on a daily 
basis. Hence, prioritization becomes the key and this 

I
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is where XDR comes into picture. XDR is the natural 
progression from EDR. The X stands for anything 
you can apply detection technology to, such as emails, 
servers, or the network. XDR is a big collector of secu-
rity alerts, absorbing data from various touchpoints.

Essentially what XDR does is to break the silos 
between all these solutions gathering data on their 
own. A prominent feature of the XDR tool is a central 
data lake where all data will flow to eventually and be 
analysed as a collective.

All this data churning can minimize alert fatigue, 
as it produces high-priority alerts with rich context 
around it. SOC analysts can now focus on alerts that 
need immediate action instead of combing through 
every single one of them and manually looking for 
connection.

Prediction – taking two steps ahead
Wall Street Journal reported that epidemiologists 
were teaming up with data scientists to forecast 
the spread of the coronavirus outbreak in the near 
future. By taking into consideration a vast array of 
different types of data, the model is expected to pre-
dict the number of new cases to arise in an exposed 
population, or peak infection rates.

Likewise, in cybersecurity, the more accurate  
our predictions are, the more effectively we can deal 
with an upcoming data breach. We achieve this by 
collecting and correlating a vast array of different 
types of detection and activity data from our native 
sensors, deployed at different layers within the orga-
nization, like the endpoint, network, email, and the 
cloud environment.

Combined with big data analytics, threat models, 
advisory-based behavior analytics and detection 
rules from our security experts, we can help to 
uncover if an emerging or unknown threat or a threat 
actor is attempting to infect your organization. On 
top of that, continuous risk assessment of an organ-
isation’s cybersecurity posture also serves to predict 
impending issues.

COVID-19 will go away, just like any of the pandem-
ics in the past. But cyberattacks will stay as long as 
there’s a computer connected to the internet. The 
most effective way to deal with cyberattacks is not 
to dream of a cure-all panacea, but to take small 
but coordinated measures that culminate in an all-
rounded defense strategy 

—The author is Vice President & Managing Director, 
AMEA, Trend Micro

SOC analysts can now focus on alerts 
that need immediate action instead of 
combing through every single one of 
them and manually looking...
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Ot Security 
Breaches Are 
Anything But Rare
For the last couple of years, the breach rate has 
risen to 80%, illustrating that OT systems are 
indeed cyber adversary targets of primary interest
By Rajesh Maurya

A Across industries, owners and operators of 
Critical Infrastructure (CI) continue to con-
verge the cyber and physical aspects of their 
businesses. This merger has enabled more 
efficient and effective monitoring of critical 
processes, as well as the ability to virtually 
leverage data from enabled sensors, industrial 
applications (including robotics), medical 
devices, and software-defined production 
processes. This range of capabilities, better 
known as the Industrial Internet of Things 
(IIoT), assist decision making in real-time and 
ensures significant cost savings in terms of 
power consumption and employee efficiency.

Despite these benefits, organizations  
must also understand the potential security 
risks they are facing as IT and Operational 
Technology (OT) departments and their 
respective support systems converge. Without 
an effective OT security plan, ICS/SCADA 
systems are left vulnerable to cyberattacks 

that could result in financial loss, reputational 
damage, diminished customer confidenceand 
even threaten the safety of citizens and nation-
al security.

OT-hosted ICS/SCADA  
Systems Are Being Exposed  
to New Threats
The need for protecting OT enterprise and 
integrated ICS/SCADA systems can hardly be 
understated. There is an absolute dependence 
on safe and sustained operations that span 
everything from Manufacturing to Energy 
and Utilities to Transportation infrastruc-
ture – these OT vertical sectors comprise and 
deliver a range of services that citizens around 
the globe count on daily. The advent of execu-
tive-level commitment to digital transforma-
tion strategy and proportional operational 
efficiency gains has materialized a significant 
range of cybersecurity concerns as these his-
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torically air-gapped systems are now 
exposed to cyber risks and a broader 
attack surface.

The commitment to OT system  
efficiency, in turn, raises the bar for  
OT Security standards, making it  
more difficult than ever for organiza-
tions to adequately protect their  
high-value cyber-physical assets. With 
this in mind, Fortinet and Forrester 
have come together for a third time 
to survey industry leaders who man-
age and maintain OT infrastructure. 
Overall, the purpose of the report is to 
identify and illuminate the security 
trends and practices that impact opera-
tions and demand security strategy 
and investment. 

Here are key findings from the latest 
report. 

OT Security Breaches Are 
Anything but Rare 
OT security breaches are taking place 
at distressing rates. Among those 
surveyed for this study, only 10% 
reported that they have never experi-
enced this type of threat. In contrast, 
58% of organizations surveyed have 
had a breach in the past 12 months and 
as a result, more than three-quarters 
expect regulatory pressure to increase 
over the next two years. In fact, if you 
expand the period of consideration 
to 24 months, the breach rate rises to 
80%, illustrating that OT systems are 
indeed cyber adversary targets of pri-
mary interest.   

It is no surprise, then, that there has 
been a strong drive to commit greater 
resources on security – 78% plan to 
increase their ICS/SCADA security 
budgets this year. 

Organizations Are Moving 
Purposefully Toward 
IT-OT Convergence
OT systems traditionally thought to 
be “hardened” by an air-gap are often 
built upon legacy software, and hard-
ware and life cycles can be measured 
in decades.  Naturally, one significant 
take away from the move to converge 

IT and OT networks is the expansion 
of an attack surface that enables access 
to an environment where vulnerabili-
ties exist. Indeed it is the very pursuit 
of operational efficiency through IT/
OT convergence that resulted in broad 
connectivity and exposure to more 
traditional IT threats. This connectiv-
ity not only brings added risk but more 
likely opens the door for cybercrimi-
nals in a way that was not possible 
when these systems were isolated. 

Concerns over the complexity of con-
verged IT/OT systems were also noted 
in the survey. Almost all respondents 
(96%) foresee challenges as they move 
toward convergence, resulting in delib-
erate, careful movements that center 
on concerns around security. Among 
the respondents, more than one-third 
reported worrying about the following 
OT security challenges:
1. Third parties lack security expertise 

needed to assist with converged tech-
nology and the Internet of Things 
(IoT)

2. Sensitive or confidential data will be 
leaked

3. In-house security teams lack the 
expertise required to secure con-
verged technology and the IoT

4. Connected smart devices will cause 
breaches

5. Organizations have trouble staying 
current with the latest security tac-
tics and protocols 

6. If and when a breach occurs, orga-
nizations are not able to accomplish 
isolation or containment

7. Organizations are facing increased 
regulatory pressures for ICS/SCADA
Finally, compliance has become a 

growing concern for those manag-
ing OT systems. Seven in ten report 
mounting compliance pressures over 
the past year, and 78% feel this trend 
will continue for the next two years. 
According to the report, the regula-
tions making the most significant 
impact are:
1. The EU Data Protection Directive 

(GDPR)
2. International Society (ISA) Standards

3. The Federal Information Security 
Management Act (FISMA)

Partners Matter
One source of risk associated with 
IT-OT is the added exposure of  
infrastructure to business partners. 
Granting appropriate privileged 
access to the appropriate personnel 
is critically important. The Fortinet/
Forrester Research study found those 
organizations that were most success-
ful with securing their environments 
were also 129% more likely to severely 
limit or even deny access to their busi-
ness partners. 

Similarly, they were also more care-
ful about allowing access to IT provid-
ers, granting only moderate access. 
Finally, these top-tier organizations 
were 45% more likely to keep certain 
security functions in-house rather 
than outsourcing them. However, they 
are also more likely to have outsourced 
network analysis and visibility. 

So, what does this all mean?  
Partners – and the types of relation-
ships that organizations form with 
them – are meaningful. Granting the 
appropriate access, making the best 
outsourcing decisions, and identifying 
situationally-ready partners will be 
vital to securing OT systems amid digi-
tal transformation.

As industrial systems continue to 
evolve, OT and cybersecurity leaders 
are faced with new challenges that 
have led to new priorities. Due to the 
complexity of IT/OT convergence, 
organizations have been deliberate in 
their adoption of processes to avoid data 
leakage or other modern threats. To 
appropriately protect their high-value 
cyber-physical assets, those who man-
age and maintain critical infrastructure 
must keep abreast of the latest security 
trends, especially those related to IT/OT 
convergence, and understand how to 
secure their migration into this broader, 
digitally transformed landscape 

—The author is Regional Vice President - 
India & SAARC, Fortinet
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target Enterprise

All these years, Google has focussed on the Indian B2C 
segment but now, it is focussing on the Indian B2B segment
By Shyamanuja Das



Insight

35August 2020 | CIO&LEADER

O
On 13th July 2020, Google CEO Sundar Pichai 
announced what he called Google for India Digitiza-
tion Fund, to partner in India’s digitization journey 
as well as to ‘build better products for users every-
where’ from India.

“When we build for India, we build for the world,” 
Pichai said. “Google’s efforts in India have deepened 
our understanding of how technology can be helpful 
to all different types of people,” he added.

Through the India Digitization Fund, Google will 
invest INR 75,000 crore, or approximately USD 10 
billion, into India over the next 5-7 years.

Google will do this investment through a mix of 
equity investments, partnerships, and operational, 
infrastructure and ecosystem investments.

Google’s investments will be channeled into  
four areas:

 Enabling affordable access and information in 
Indian languages

 Building new products and services that targeted at 
addressing India’s unique needs

 Helping businesses as they continue or embark on 
their digital transformation

 Leveraging technology and AI for social good, in 
areas like health, education, and agriculture
What it means for businesses?
This is probably the first time that reference to 

businesses occurs so prominently in any Google 
announcement in India. Earlier, Google talked of 
‘Indians’, ‘people of India’, ‘Indian consumers’ ‘Indi-
an students’, and once in a while referred to Indian 
institutions like schools, hospitals, museums, etc.

In contrast, the focus on ‘business’ this time is clear. 
Pichai did not just explicitly identify ‘helping busi-
nesses in digital transformation’ as one of the four 
target areas of investment, even for broader social 
initiatives, he clearly sought partnership from the 
business community.

“As we make these investments, we look forward 
to working alongside Prime Minister Modi and the 
Indian government, as well as Indian businesses 
of all sizes to realize our shared vision for a Digital 
India,” he said. When seen with his fourth pillar of 
investment, ‘technology and AI for social good, in 
areas like health, education, and agriculture’, it is 
clear that Google is looking at funding/partnering 

with startup ecosystem in these areas.
No marks for guessing which unit of Google’s 

business India would drive this. Google Cloud or 
GCP has been Google’s singe window solution for 
all enterprise needs. Globally, it has been growing 
faster than both AWS as well as smaller players and 
has been gaining market share. In Q1 2020, Google 
Cloud accounted for 8% of the market share globally. 
While in Americas and Europe, it is keeping its third 
position—only after AWS and Microsoft—it is trail-
ing in Asia Pacific, thanks to tough competition from 
local players in China and Japan. In China, likes of 
Alibaba, Tencent, Sinnet and China Telecom have not 
allowed global players to capture market share in the 
country. Even while AWS has partnered with Sinnet, 
Google recently announced that it would no longer 
offer its cloud services in China. In Japan, Fujitsu and 
NTT too give a tough competition to Google.

India, hence, is its best bet for rapidly growing the 
market share in APAC.

Google opened its India cloud region in September 
2016. Its data centers became operational the next 
year. It has 24 cloud regions globally, out of which 
one is in India—Mumbai. It has three availability 
zones within this region.

After a not-so-impressive start in India, Google 
Cloud has been able to grow its market in India in the 
last couple of years. Its image as an innovator helps 
in convincing clients to try Google cloud for new 
initiatives—a possible reason why Pichai specifically 
emphasized on AI when talking of technologies to 
help Indian social sectors.

What has also helped Google Cloud in India in 
the past couple of years is that large enterprises are 
increasingly becoming comfortable with multi-cloud 
operations. Google, which faced tough competition 
from AWS and Microsoft in projecting itself as a 
serious enterprise player is now being looked at for 
newer innovative initiatives, giving it a foothold in 
the large enterprises. This has been the most success-
ful route of Google Cloud into Indian enterprises.

Pichai’s new investment plans and thrust on enter-
prise business will help Google Cloud to go step up 
its collaborative marketing efforts with partners as 
well as go more aggressive in its overall go-to-market 
strategy in India 
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4 technology trends 
that Will Mark the 
new normal

One caution: forecasts in this rapidly changing environment are 
just a broad indicator, but it is a good place to start
By Dipanjan Mitra



Insight

37August 2020 | CIO&LEADER

I
It took some time but by now, most of us have accept-
ed the new reality, that is, living life with COVID-19. 
This year’s pandemic has put the entire world to a 
standstill and forced organizations to alter their busi-
ness plans, infrastructure and working pattern. By 
now, most of us are working from home (WFH) and 
for many.

It is to the credit of the IT managers that they man-
aged to save the businesses—and thus the broader 
economy—by enabling the shift to remote working 
mode. But as we prepare for a prolonged period of 
this arrangement—or a slightly diluted form of it—
there are questions that need to be answered. What 
works in distress situations is not the best thing to go 
for in normal situations.

And normal, it is becoming for us. New Normal, 
as we call it now. Three things must be kept in mind, 
when we talk of the new normal.

 No one knows what it will be, as things are still 
uncertain. It is a moving target and what is forecast, 
prophesized or plain speculated are based on what 
is known now. It is largely an extrapolation of the 
present at best and blind-men-and-elephant story 
at the worst.

 One thing is for sure. It will not be same as the situ-
ation before the pandemic.

 It will also not be the same as what we have seen in 
the lockdown.
Still, we have to start somewhere. We sift through 

some of the recent research to find a broad direction.
Here are some trends.

Security as the Single-most Important 
Thrust
IT and business professionals quite often complain 
about security in their office environment itself, 
so, just imagine the concerns they must have while 
WFH. WFH cyber habits, such as password re-use 
and letting family members use corporate devices 
– lead to putting critical business systems and sensi-
tive data at risk remains.

Losing control of corporate devices is a real concern 

and this is highlighted in a CyberArk survey, which 
says 77% of remote employees are using unman-
aged, insecure “BYOD” devices to access corporate 
systems.

Cybercriminals have also increased their activity 
with more and more people WFH now. Add to that, 
the lacklustre handling of corporate devices and data, 
as highlighted by a Check Point Research survey, 
which says over 75% of respondents saying their big-
gest concern was an increase in cyber-attacks, espe-
cially phishing and social engineering exploits; 51% 
saying that attacks on unmanaged home endpoints 
were a concern, followed by attacks against employee 
mobile devices (33%). Add to that, just 29% deploy 
endpoint security on employees’ home PCs and only 
35% run compliance checks. 42% say their company 
invests in cyber-security training. This highlights 
how exposed organizations are to fast-moving, 5th 
generation cyber-attacks that target remote workers.

This is not to say organizations are completely 
ignorant about cybersecurity or do not have specific 
policies in place. However, in the current scenario, 
they lack the adequate security guidelines necessary 
for secure remote work. An OneLogin study proves 
this as is reflected in its survey, which shows 30%  
of employees surveyed admitting to having an  
online account compromised during remote  
working, with 10% of these failing to change their 
password afterwards.  

Cloud Acceleration
As more and more organizations try to adjust to the 
sudden shift to remote working and accept the New 
Normal, moving workloads to Cloud seem the popu-
lar choice for organizations.

As a MariaDB survey reveals, organizations are 
setting up remote access for all employees (57%) and 
moving more applications to the cloud (51%).

However, with more and more organizations 
embracing the Cloud and even increasing their  
Cloud investments, some skepticism remains with 
regards to trust. How well can you trust your public 
cloud provider?

A Yellowbrick Data’s survey shows that more than a 
quarter (27%) of enterprise leaders saying they do not 
trust public cloud providers to prioritize their busi-
ness needs. With the above statistic in mind, it is not 
surprising that risk mitigation remains a critical con-
sideration, with 82% of respondents saying they want 
hybrid or multi-cloud options to spread any risk from 
their cloud investments, along with an additional 67% 
saying there are some parts of their business they will 
not trust to any single cloud vendor.
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A key point to note here is organizations also 
need to ensure their data is protected in the Cloud. 
Otherwise, what is the difference between legacy 
systems which are weak and vulnerable to attacks 
and advanced Cloud protection systems? A Veeam 
Software study points out that many organizations 
(40%) still rely on legacy systems to protect their 
data without fully appreciating the negative impact 
this can have on their business. The vast majority 
(95%) of organizations suffer unexpected outages and 
on average, an outage lasts 117 minutes (almost two 
hours). Hence, Data storage, protection and backup 
are crucial to a successful and secure Cloud adoption.

End-user Technology Coming to the 
Forefront
COVID-19 pandemic, leading employees to WFH, 
has been a blessing in disguise not only for Cloud-
based technology solution providers but also for 
organizations trying to figure out ways to ‘keep the 
lights on’. Cloud-based offerings like Zoom, Slack, 
and Microsoft Teams, and other remote learning 
tools are increasingly being used for office collabora-
tion amongst businesses and remote education and 
training amongst educational institutions. Public 
cloud providers like AWS, Google, Microsoft and 
Salesforce are providing products-as-a-service to 
empower companies with increased computation 
and storage capabilities at a relatively low invest-
ment. For instance, Nutanix announced an enhanced 
free trial of its Frame Desktop as a Service (DaaS) for 
enterprises in the APAC region in February 2020 
to enable remote working for enterprises amidst the 
COVID-19 outbreak. Infact, a GlobalData study out-
lines that the COVID-19 pandemic has accelerated 
the demand for digital technologies to ensure resil-
ient enterprise business operations. Subsequently, 
a surge in demand across the Asia-Pacific (APAC) 
region has resulted in cloud-based offerings outshin-
ing traditional products.

Moreover, there is a high demand for Software-as-
a-service (SaaS) based offerings from enterprises, 
specifically for teleworking and remote conferencing. 

Agile Adoption and  
Continuous Intelligence
Organizations are upping agile adoption for 
increased benefits during the pandemic. Agile adop-
tion improves key capabilities needed to respond 
to current business challenges, especially those 
resulting from the pandemic. This is supported by a 
Digital.ai's survey, which reveals 60% of IT and busi-
ness professionals saying Agile has helped increase 

speed to market, 41% agreeing they are better able to 
manage distributed teams, and 58% saying they have 
improved team productivity. Therefore, it is clear 
these practices are invaluable during these challeng-
ing times.

There is also an increasing demand for a new  
category of software called Continuous Intelligence 
among C-level executives. Key industry trends — 
including accelerated cloud migration, the rising 
importance of rapid data insights, and the emerg-
ence of DevSecOps — are converging to drive  
huge demand for continuous intelligence. Continu-
ous Intelligence allows organizations to more  
rapidly deliver reliable applications and digital ser-
vices, protect against modern security threats, and 
consistently optimize their business processes in  
real time. This empowers employees across all lines 
of business, development, IT, and security teams 
with the data and insights needed to address the 
technology and collaboration challenges required 
for modern business. As per a Sumo Logic survey, 
in today’s ever-changing business landscape, those 
businesses that operate using a software-driven 
model will be the most successful. These businesses 
recognize the power of transforming enormous vol-
umes of data generated by digital operations into 
real-time insights that propel further success. The 
ability to do this in real-time, all the time, across mul-
tiple functional disciplines, lies at the heart of Con-
tinuous Intelligence.

In this New Normal, organizations need to foster 
a culture of cyber resilience, focus on protecting 
critical capabilities and services and keep all busi-
ness response and continuity plans updated. Keep-
ing your data safe and secure, your home network 
secure, corporate devices secure, Cloud data secure 
and using digital tools securely is an absolute must. 
Moreover, as a World Economic Forum (WEF) report 
indicates, by following cyber resiliency, organiza-
tions will be able to successfully shape a responsible 
course of action that balances short-term goals 
against medium- to longer-term imperatives. Agile 
adoption and Continuous Intelligence can also help 
organizations to a large extent in this new era 

There is also an increasing demand 
for a new category of software called 
Continuous Intelligence among 
C-level executives 
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