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The much awaited, much prophesized 2020 is 
here. In the last few years, we have seen a lot of 
forecasts and advices for CIOs, that tell them 
how their job profile is changing, how the expec-
tations from them is changing and what skills 
and competencies are becoming important.

I myself have harped on one theme: Top busi-
ness executives are now trying to create value 
from proactive usage of technology, which I often 
have called a shift to the use-case regime. I have 
also used another phrase in tandem—outside-
in approach, or the approach by CIOs’ to look 

at the emerging technology 
landscape (both the technical 
advancements and usage) and 
consistently figuring out how 
a particular emerging tech-
nology can add value to their 
business. This is as opposed to 
the traditional starting-with-
a-clear-problem-statement 
approach. 

The only thing about my 
observations is that they are 
not so prophetic. They are 
already happening and all of 
you know that.

Today, I just wanted to go 
into what it could mean on the 
ground—apart from a change 
in attitude. It means that CIOs 
would need to keep their mind 
free for some green hat think-

A new 
measure of 

time!

T

EDITORIAL

ing. And that would come from letting-go a few 
things that they have been handling, just because of 
habit. But that is not my analysis. You have heard 
that many times in management trainings. 

My two cents are this: This means managing 
time—evaluating every task, every activity, not just 
from the point of view of how much time it would 
take, but also from how much mental space/time it 
will consume.

Our cover story in this last issue of this decade is 
precisely to help you in that—albeit not for another 
decade (that is clearly beyond my best capability) but 
for the coming year, the magical 2020.

The cover says what those areas are—where you 
will spend most of your time. Not all of them will 
actually ‘take’ a lot of time but they will occupy your 
mind for a lot more time what you spend actually 
working on them. 

That (mind space and time) may actually be one of 
the most important resources going forward. And it 
has to be actively managed. 

I sincerely hope a lot of new, challenging action 
comes your way through the next decade. And so do 
a lot of opportunities. 

Wish you a very, very Happy New Year 2020! 

Evaluating 
every task, every 
activity, not just 
from the point of 

view of how much 
time it would 
take, but also 

from how much 
mental space/time 

it will consume, 
will become 

increasingly 
important.
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worked on the little tasks, a few each 
day, when they showed up in their 
newsfeed while scrolling through 
Facebook. What’s more, every 
time the task is completed, the AI 
automatically inserts it back into the 
concerned Word file.

Nuts you may say! But the 
feedback from the test subjects 
was positive. They enjoyed these 
microtasks and said it made them 
feel more productive. 

This new way of working is being 
called microproductivity. And it 
could soon be a way of life for us as 
Microsoft and others have already 
started weaving microtasks into 
commercial software.

Microproductivity is the answer 
to the number one complaint about 
employees wasting their time 
on Facebook in office life. These 
interruptions on average last 25 
minutes or so. Our attention shifts 
across our computer screen every 

Get Ready For 
Microtasks To 
Make You Work 
On Social Media 
If you feel guilty about wasting 
time scrolling your Facebook feed 
for the mindless up-dates – great 
pictures of your network’s fantastic 
vacations or links to maddening apps 
to know who you were in last life and 
who you would be in next life—the 
endless TMI that leads to FOMO, 
this may be just the right bit of news 
for you. Microsoft Research has been 
working to put bits of office work 
into the News Feed. That means you 
can do your work while catching up 
with the latest. 

The nerds at Microsoft have 
created an AI app that looks through 
documents you are working on in 
Microsoft Word, extracts simple 
editing tasks and then with the help 
of a Chrome plug-in, the software 
inserts these jobs into an item in your 
feed, one every 2,000 pixels. For 
example, editing a sentence to make 
it less verbose. 

The tool was tested on a group, who 

 “When everything 
is a platform, where 

does that leave the 
real platform?”

What 
CIOs are 
tIred Of 

hearIng... 

around
thetech
Technology

47 seconds. Worse, with each 
interruption we often lose context 
and forget what we had been doing 
in the first place.

The success of the Facebook 
experiment has spurred Microsoft to 
put microtasks into Word itself. This 
would help the worker identify small 
bits that need doing, for example, 
finding rewriting a sentence or 
finishing off a paragraph—while you 
are working on the document. These 
microtasks would be flagged with 
an @ symbol. These tasks will then 
be pushed by Word as emails to the 
worker (or to a colleague, if they were 
pinged with an @). Each message 
would contain one task, which can 
be completed right inside the email 
itself. What’s amazing is that when a 
task is done, Microsoft would insert 
the edit back into the Word doc. 

Imagine a future where microtasks 
are everywhere. and this could just 
be happening!
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makingheadlines 

gender 
bender 

By The Book 

If you are looking for some really 
understandable guide to AI, look no 
further. ‘AI for People and Business: A 
Framework for Better Human Expe-
riences and Business Success’ is an 
incredibly well-written and detailed 
book that will help executives and 
practitioners execute AI initiatives on 
a human level. Even for layman who 
want a fairly non-technical guide to 
what AI is all about, this book comes as 
a handy resource. 

The author, Alex Castrounis, brings 
insights from his many years of expe-
rience as a data scientist to write this 
book. Written in a casual style, the 
book makes an easy read as it takes us 
through this 21st century technology 
game-changer. 

The potential of AI is exciting, pow-
erful, and game changing, but those 
in the field also know that too many 
AI initiatives have failed. Explore the 
risks, considerations, trade-offs, and 
constraints for pursuing an AI initia-
tive with this book. The book is guar-
anteed to help you create better human 
experiences and greater business 
success through winning AI solutions 
and human-centered products. Most 
importantly, understand why execu-
tive leadership for pursuing AI initia-
tives is an imperative

A must read, indeed!

So, you have just purchased your iPhone 11 and are on the moon with all its 
new capabilities. But did you know that, iPhone 11 tracks your location and 
even if you were to tell it not to do, it would still do it? The mystery was cracked 
by security journalist Brian Krebs who noted that the iPhone 11 and 11 Plus are 
constantly checking on your location even when you have turned off all loca-
tion-related settings. This is a new feature as the older iPhones did not do so. 
What is surprising that this feature is against Apple's privacy policy and its 
general outlook. According to Apple, this location tracking feature is related to 
the new ultra wideband technology enabled by the U1 chip inside of Apple's 
latest phones. “Ultra Wideband technology is an industry standard technol-
ogy and is subject to international regulatory requirements that require it to be 
turned off in certain locations,” Apple issued in a statement. It clarified that the 
info about the location stays in the phone. Reasonable, you may wonder.

Here comes another eyeopener on gender disparity in 
the tech world. a global women’s network, The Women’s 
Forum for the Economy and Society, fears that the biggest 
danger to women from the development of Artificial 
Intelligence (aI) in future is the fact that women repre-
sent only about 22% of all aI professionals worldwide. 
the body has launched the Women & AI Daring Circle in 
order to develop “concrete steps” to increase the partici-
pation and visibility of women in the aI systems. Calling 
aI one of the “most disruptive” technological develop-
ments of our age, the body says that while it will result 
in unparalleled benefits to society, such as improving 
the treatment of diseases like cancer, however, if not 
developed responsibly, it can lead to further discrimina-
tion against women. the potential for bias does not 
stem from the mathematical model of the algorithm or 
the software used in aI systems, it is the underlying data 
that could exacerbate historical discrimination, if it is 
tainted by historical bias.
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AuTonomous

Glassdoor’s Best Places to Work in 2020 rankings show beyond 
doubt that tech is the future. With 31 of the 100 best places to work 
being bagged by tech companies, over 3 times more than any other 
industry, it needs no other confirmation. HubSpot is the best place 
to work in 2020, according to the rankings and for the first time 
the list features Dell Technologies, Slack, and SurveyMonkey. To 
feature in the list, during the year-long eligibility period, employ-
ers considered for the large list must have received at least 75 rat-
ings and those considered for the small and medium list must have 
received at least 30 ratings, respectively, for each of the eight work-
place attributes. These attributes include overall company rating, 
career opportunities, compensation and benefits, culture and val-
ues, senior management, work-life balance, recommend to a friend 
and six-month business outlook and are taken into account as part 
of the awards algorithm. 

ViTAl 
sTATisTics 

Amazon 
Dominates 
Public Cloud 
Market

Global market share of public cloud infrastructure service providers in Q3 2019*

39%Amazon Web Services

Microsoft Azure

Google Cloud

Alibaba Cloud

Salesforce

IBM Cloud

Others

Worldwide spending 
on public IaaS and 
PaaS in Q3 2019  
USD20 billion

19%

9%

5%

4%

3%

21%

*Includes Platform as a service (PaaS) and infrastructure as a service (IaaS)
Source: Synergy research group
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What is the similarity between com-
mon thieves and sophisticated hack-
ers? Well when thieves go about steal-
ing treasure surrounded by sensors 
and alarms, say in those high on secu-
rity museums, they sometimes need 
to cut the power thus disrupting the 
flow of electricity to security systems. 
It would appear that hackers too resort 
to a similar trick: They mess with the 
power supply to break the security 
mechanisms of Intel chips and extract 
their most sensitive secrets. 

According to latest research, two 
teams of researchers—one at the Uni-

Power Corrupts: 
Hackers Take The 
Voltage Change Route 
To Corrupt Chips

versity of Birmingham in the UK, TU 
Graz in Vienna, KU Leuven in Belgium 
and another at the Technische Univer-
sität Darmstadt in Germany and the 
University of California—have dis-
covered a new technique that hackers 
can use to disrupt the voltage of Intel 
chips and cause them to leak informa-
tion stored using Intel's Secure Guard 
Extensions feature. These chips are 
supposed to be impregnable "secure 
enclaves" in a device's memory. Intel 
had asked the researchers to not make 
their findings public for the past six 
months and confirmed it only when 

it launched an update to its chip firm-
ware to prevent the attack.

The technique, which one of the 
research team has named Plundervolt, 
plants malicious software on a target 
computer temporarily reducing the 
voltage of the electricity flowing to an 
Intel chip. For legitimate users, the 
drop in voltage known as "undervolt-
ing," allows saving of power when 
maximum performance is not desired. 
But for the attacker, momentarily 
undervolting a processor by 25 or 
30%, and precisely timing that volt-
age change, can lead the chip to make 
errors in the midst of computations 
that use secret data. These errors are 
a source to information as sensitive as 
a cryptographic key or biometric data 
stored in the SGX enclave.

The researchers found that they 
could use voltage changes to induce 
those faults—a so-called fault injection 
or "bit flip" that turns a one to a zero 
in the SGX enclave or vice versa— and 
that they could also exploit them. "If 
you can flip bits when, for instance, 
you're doing cryptographic computa-
tions—and that's where this gets inter-
esting—you can recover the secret key," 
Flavio Garcia, a computer scientist 
at the University of Birmingham. In 
many cases, changing a single bit of a 
cryptographic key can make it vastly 
weaker, say the researchers so that an 
attacker can both decipher the data  
it encrypts and derive the key itself. 
The researchers also showed those  
bit flips could be used to make the  
processor write to an unprotected 
portion of memory rather than to the 
secure SGX enclave.

While the attack isn't easy to pull 
off, as for it to work, the attacker has to 
have already somehow installed their 
malware with high-level, or "root," 
privileges on the target computer; but 
Intel had advertised its SGX feature 
was capable of preventing corruption 
or theft of sensitive data even in the 
face of this sort of highly privileged 
malware. The research demonstrates a 
serious exception to that guarantee.

European and American researchers have 
found hackers are using new techniques 
such as voltage changes to take out data
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there will be many new areas CIOs will explore, but these five are 
in a stage that will be pretty important and will demand consistent 

attention by CIOs

By shyamanuja das
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T
he much-awaited, much-predicted-about 2020 is here. 
The deluge of technology forecasts continue to be bom-
barded on the enterprise IT managers. RPA, AI, Hybrid, 
IoT, Analytics…the more you read them, the more they 
look the same. Just the combinations—and worse still, in 

some cases, just the permutations—keep changing.
But what do these boil down to for the CIOs? AI will impact 

pharma industry (ok…it could be insurance, happy?) the most. But 
how? What should a CIO in a pharma company do with AI? What 
could be the use cases? Can one try all of it? Probably one would—
in ideal conditions. But in business—as in life—ideal conditions are 
conspicuous by their absence. 

Let’s for a change, talk of ground realities. Agreed, they will not 
sound half as exciting, half as impressive. But that is what we have 
to do. 

That is what CIO&Leader presents in this issue—five areas CIOs 
will spend most of their time in 2020. The technologies involved in 
those activities are mostly—if not fully—familiar to you. Even the 
areas would mostly not come as a surprise. 

So, what makes them make it to the cover? These activities will 
demand a lot of your most important resource—your time. And you 
will need to do them because they will help in addressing the busi-
ness priorities through leveraging technology. Is that not the single-
most important line in your job description?

Added bonus: Once you are on top of them, you can keep your 
mind relatively free to go after lots of blue-sky things. 

And they are not the typical ‘projects. They are activities in-
between that are not just critical but strategic for your business too. 
They could contain multiple ‘projects’ as in one of them (optimizing 
cloud portfolio) or they could just be a lot of coordination (collating 
data) or continuous-brainstorming-translated-to-action (in devis-
ing slowdown strategies), or areas where figuring out what you 
should do could take a lot of your time (data protection compliance).

As we get into each of them separately, here’s a disclaimer: As in 
anything in tech today, they are not completely mutually exclusive. 
But then, that in something like this, is an advantage, if you plan 
well and keep your eyes and ears open all the time. To illustrate, 
as you spend time in collating data, you may actually have a much 
better idea about where data resides and that could get a long way 
in helping you in complying with some of the forthcoming privacy 
law requirements such as right to forget/data erasure. 
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Optimizing ClOud pOrtfOliO and 
perfOrmanCe
Hybrid (private cloud-public cloud-legacy), multi-cloud is 
increasingly the preferred model across organizations. 

Hybrid is arguably the most common buzzword in 
enterprise IT today. While the initial preference for hybrid 
model was out of compulsions—do not underestimate their 
value in business, though—it is increasingly being realized 
that this is the preferred model. 

While the likes of HPE and IBM have been pushing for 
hybrid, the biggest endorsement came when two of the largest cloud service providers—Ama-
zon Web Services and Microsoft—reached out to the enterprises who want to continue running 
their own data centers and private cloud. AWS Outpost and Microsoft Azure Stack are products 
that extend their respective public clouds’ manageability and experience to data centers owned 
and operated by the enterprises, hugely enhancing flexibility for the managers. 

Hybrid is accompanied by usage of multiple  
public clouds. A variety of reasons—conscious choice, 
availability of specific applications and mergers & 
acquisitions—is making organizations settle for mul-
tiple clouds. 

Whether hybrid or multi-cloud, it sounds great in 
theory. But to effectively run the business on them, 
these heterogenous environments should be able to 
give a seamless experience and ensure smooth man-
ageability and full visibility. 

In short, the CIO’s challenge is to choose the right 
combination, ensure that they work together coherent-
ly for the business to be run on them smoothly and get 
the desired business benefits—and of course, smoothly 
keep running it. That is what we call optimizing cloud 
portfolio and performance. 

As businesses go for newer technologies, as they go 
for acquisitions and mergers, as the rules of data resi-
dency and data protection gets rewritten and as newer, 
smarter management tools become available, the CIOs 
need to continuously assess, choose, roll out and man-
age the new environment to get to optimal cost-value 
ratio. The journey has already begun. 

And since this is the area that will touch most part 
of business and will account for most of the technol-
ogy investment, we see most of the CIO time will go 
towards this activity. 

While help is available—smaller cloud and hosted data center service providers are now get-
ting into professional services around hyperscale service providers’ clouds—it will still need 
CIO’s attention and time a lot. We expect this—optimizing cloud portfolio and performance—to 
be the single-most important activity for large enterprise CIOs in 2020.

As businesses go for 
newer technologies, as 
they go for acquisitions 
and mergers, as the 
rules of data residency 
and data protection gets 
rewritten and as newer, 
smarter management 
tools become available, 
CIOs need to continuously 
assess, choose, roll out 
and manage the new 
environment to get to 
optimal cost- value ratio.
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preparing fOr the privaCy 
regime
With the privacy wave sweeping the world and 
the landmark General Data Protection Regulation 
(GDPR) coming into effect in Europe, India too is 
ready with its own personal data protection bill, 
which was expected to be passed in the winter ses-
sion of the parliament but has now been referred to 
a house select committee. But it is a matter of time 
before it gets to become a law—making all those orga-
nizations that collect personal data on individuals to 
ensure that they protect that data, use the data only 
what it is collected for and erase the data whenever 
the owner of that data—the individual (customers, 
potential customers or whoever it is) wants it erased, 
and comply with many other requirements such as 
storing a copy of the data within India. 

As a predominant quantity of the data collected 
and used by the organizations today is stored, 
retrieved and processed digitally, protecting that data 
would essentially mean getting an organization’s IT 
systems ready for it. 

Once the law comes into effect, most of the orga-
nizations—B2C businesses for sure but even others 
who deal in individual data even if they may not be 
doing business directly with the Indian citizens—will 
have to comply with all the requirements. 

The first task, of course, is what is called privacy 
by design—or preventing data leakage. This is famil-
iar territory for CIOs and CISOs, but the difference 
this time is that the protection is needed for personal 
data of the user, not company’s strategic data, which 
was protected. The former did not just get lowest  

priority when it comes to protection, the volume is 
huge too. 

Visibility of data—even being in the know where 
what data resides—is a huge challenge for many 
organizations. That is the first step towards ensuring 
data erasure. If you do not know where the data is, 
how can you ensure it gets erased?

Another big challenge is what is called data mini-
mization—restricting collection of data. Again, it is 
up to IT to ensure that. 

But by far, the biggest challenge could be creating 
strong boundaries for data within an organization. 
While in some businesses, it is already done. In many 
others, it is not done. In fact, let alone organizations, 
personal data moves freely across organizations as 
people move. Anyone who has donated to one orga-
nization or is a member of a hotel group or a credit 
card holder knows how the name, essential details 
and mobile number keep floating. The new law will 
require data collected to be used for specific purpose 
that the user has consented for. That will impact 
business models of many.

Of course, in India, a lot of data is collected on 
paper. Ensuring its protection is a Herculean task. It 
may sound impossible but that is what organizations 
have to ensure, even if it is collected by a third party.

The draft bill also asks for a Data Protection Offi-
cer, who is responsible for ensuring that the organi-
zation complies with the provisions of the Act, when 
it becomes one. That DPO, in the Indian context, 
would most likely be a technology executive, like 
CISO or Head, Information Security. 

Finally, there is the requirement of data localiza-
tion—ensuring that a copy of data resides within 
Indian shores. That is an out-and-out CIO’s respon-
sibility. 

In short, there is enough to keep the CIOs and 
CISOs busy for an entire year—from the time it 
comes into effect. And many of them have no idea 
of what it could entail. Easily the most challenging 
activity for 2020.

COllating OrganizatiOn-wide data
While we consistently hear about data-based decision making and data-centric business 
models—and clichés like data is the new dollar—the fact is that most organizations have a 
long way to go before they can make any meaningful data-based decision-making on the 
strategy plane. Unlike operational decisions, which are taken mostly by individual busi-
ness or functional units, strategic decisions impacting the organizations have to be taken 
at an organizational level. 

And the challenge is—as most CIOs know—data still remain in silos—even after more 
than two-decades of automation in organizations. Despite standards, interoperability, 
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systems, and consequently data, remain isolated because humans have chosen to keep them so.
But today, thanks to the sensitization by the top management about the business value of 

technologies that rely on good data—such as Artificial Intelligence, IoT and analytics—there is 
an urgency and clear mandate to get the data together.

If the increased expectation from these emerging technologies is acting as a catalyst, devel-
opments like privacy laws where some (personal) data needs to be carefully handled, have 
acted as an imperative to get the data act together. 

Many organizations—especially in some businesses, such as insurance, pharma and 
retail—have already got their data strategy in place. There is a clear mandate to collate the data. 

In fact, it is often the most important component of the now famous digital transformation 
journey. Especially those organizations—newer organizations and those with high technology 
maturity—that have taken a top-down approach to digital transformation, collating organiza-
tion-wide data is the pre-condition to proceed further on that path.

No marks for guessing who is entrusted with the responsibility. This is going to be one of 
the most important activities for CIOs across the spectrum. 

But have they not started this already; what is new? Just in case you have forgotten, we are 
not predicting new trends but are just pointing areas where CIOs would spend maximum 
time on. And in that sense, they may not even spend most ‘hours’ on this activity; but this will 
remain on their agenda platter for the entire year. Maybe, will remain among the top five high-
involvement areas for 2021 as well. 

But that is some time away; we will take it when it comes!

Can IT—based on data analytics—
tell what business areas to be dealt in 
what manner? Can IT help in creating 
disruptively faster time-to-market? 
Can IT help in creating far more effec-
tive products based on real-time analy-
sis of customer trends? It can make 
great improvements in almost all areas 
of business. 

Traditionally too, slowdowns  
have brought out the best in IT.  
Only difference this time around is 
that IT now can positively impact  
the business in creating new segments, 
making the business more resilient 
(risk mitigation), and even creating 
new business models—as opposed  
to just process efficiency enhancement 
earlier.

This is one area where all CIOs 
may not spend most of their time and 
energy on; but those that are smarter 
ones, will do. Unlike other areas, there 
is no best practice here. Each good CIO 
will be (or has the potential to be) the 
interim strategy officer for his organi-
zation.

devising it-leveraged 
slOwdOwn strategies
The economic slowdown is no more a point of 
debate. But unlike previous slowdowns, the eco-
nomic slowdown this time around is not accom-
panied by fear, uncertainty and doubt. No one is 
questioning India’s long-term potential, but expec-
tation is for a pull factor—policy intervention or a 
significant economic event.

This means two things. Organizations will not 
stop investing; yet, they will expect better profit-
ability with minimized risk—the perfect oppor-
tunity for IT to prove its worth—that people have 
long discussed and speculated.

It is clear that it is a consumption side issue. It is 
a question of demand. There is lesser global uncer-
tainty; there is both feel-good and optimism about 
non-economic aspects of the nation’s health. 

Which means the slowdown will not result in 
cutting down on IT expenditure per se—which is 
what CIOs have always feared about a slowdown. 
But rather, the expectation from IT is that it will 
help the business become more profitable by mak-
ing the product better, process more efficient and 
strategy (based on definite data) more informed 
and more resilient. 

And this is one area CIOs will not pull their hair 
about, but smarter ones will seize the opportunity 
to demonstrate what IT can do. 
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skilling & reskilling teams
After decades of being a cost center, corporate IT is being looked upon as a stra-
tegic enabler, finally. The expectations from the CIO is far more—and very differ-
ent—from what it used to be just five years back.

And a lot of these expectations are to do with strategic use of emerging tech-
nologies. ‘Use case’ is already a much-used business (not IT) jargon. In a single 
phrase, it reflects the change in outlook towards technology. Today, the single 
most important expectation is this: The proactive use of new technology to build 
business value.

For this, CIOs do not just need people with new technology skills, they need 
people who can quickly spot new technologies, master them fast and help build 
use cases. While the last part is typically the responsibility of senior IT managers, 

the first two are increasingly becoming a basic require-
ment in most IT jobs. This is shifting the enterprise IT 
equation from specialist to generalists (maybe, except 
for security, which is a big area by itself). 

Apart from figuring out the use case of technol-
ogy, many new areas have gone into active adoption 
stage. Many of those new areas like Cloud, Artificial 
Intelligence and Analytics—not to talk of Blockchain 
and new security challenges—require newer skillsets 
in people. Interestingly, these are limited cost value 
creators, as compared to high cost, keep-the-light-on 
areas. So, outsourcing cannot address these gaps. The 
only way for organizations who want to leverage tech-
nology to continuously stay ahead is to invest on train-
ing their own workforce. 

This could be the single-most important area for the 
CIOs to address in the immediate run. We expect this 
could remain a strong focus area in 2020 and beyond, 
as technology keeps getting updated and generalists 
take over the IT department in enterprises.

There will be many strategic new areas that CIOs will explore. We have 
addressed the areas that will remain a consistent priority through most part of  
the year. 

Skilling could be the 
single-most important 
area for CIOs to address 
in the immediate run. We 
expect this could remain a 
strong focus area in 2020 
and beyond, as technology 
keeps getting updated and 
generalists take over the IT 
department in enterprises.
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One of the perils of being an IT leader is facing a lot of “new technolo-
gy” hype on a daily basis, not just from vendors (whose every version 
upgrade is an invention of the future) and consultants (who know the 
future), but also from peers who have faced the same hype and won-
der why we are not “looking at it”. Some of this hype becomes reality 
over a period of time, some of it dies, and some just fail. So how does 
one predict the future, and does one try to beat it to the finish line. 

There would broadly be three approaches to doing so. The first 
is the Crystal Ball, generally labeled as “gut feel”. The second is an 
endorsement by a well-respected industry guru. The third is observ-
ing the trends in the emerging futuristic technology. Whichever 
approach is taken, the future is not going to be predictable; at least 
not in IT. And here is why. Ernest Hemingway once said, “How did 
you go bankrupt? Gradually, gradually, then suddenly”. Setting aside 
the negative connotations of bankruptcy, the message here is that 
future tends to creep in and then jump us. It is this “jump” that is the 
real future and is therefore unpredictable. A classic example is AI.

Over years, if not decades, AI was being built in various corners 
of the world. Most of these were specific tasks; and its scope was 
expanding slowly and steadily. At this point, Google purchased a 
European company called DeepMind. They were developing a pro-
gram to play an ancient Chinese game, GO (whose players believe 
chess is for babies). In 2016 this program, AlphaGo beat the world 
champion in a 5-game match; and it used moves, which if a human 
player were to use, he/she would immediately be labeled a novice. 

O

 The author managed large 
IT organizations for global 
players like MasterCard and 
Reliance, as well as lean IT 
organizations for startups, 
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and retail technologies.

By Akash Jain

Silly POint

the Future is 
Still in the 
Future
Don’t chase the future. Yes, you can still 
influence it to some extent.
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And that is when AI “jumped” all of us; and did it do in style or 
what! There was no way to predict this timing and applicability; the 
“future” came at its own pace. And interestingly, it is now spawning 
other “future” like Machine Learning. We should wait for it to jump 
us. After all, AI’s slow arrival and adoption has not led anyone to lose 
the race (yet).

The longhaul future, the one that matters, has three characteristics: 
(i) incremental value increases; (ii) provision of real value, not just 
storytelling; (iii) no overnight ground-shifting. And all this makes the 
future unforeseeable. Value is a shifting paradigm. Every earthquake 
is not necessarily the end of the current world that provides new 
opportunities for raising new skyscrapers from the ashes. So, the 
pertinent questions are: (a) where is the next value paradigm, and (b) 
which earthquake matters?

Do the answers lie in the crystal ball or with the soothsayers? Or 
with the trends? Not addressing the first two, the question remains 
if trends help us see the future. A classic problem with that is trends 
can be confusing; just look at the cryptocurrency trends today.

So, does this mean that we just lie back and wait. Not necessarily so. 
Based on the risk appetite, one can look at when to bet on the future. 
While risk reward system works, it does not last forever; so even 
late adopters can benefit from the efforts of those leading the charge. 
Whichever category of risk takers one belongs to, one cannot predict 
the future; maybe just influence it. The future will never be here; it 
will always remain in the future 

Do the answers 
lie in the crystal 
ball or with the 
soothsayers? Or 
with the trends? 
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Retail industry has been on the cusp of a 
silent revolution, shifting from a product 
centric model to a customer centric model. 
Disruptions in technology like the internet 
in the 1990s, mobile in the 2000s and digi-
tal technologies in the last 5-6 years have 
resulted in a technology savvy customer, 
who has a very different set of expecta-
tions from a product centric world of retail, 
where the retailer would procure products 
at optimal prices and sell to customer at 
higher prices. 

The rise of customer led disruption is 
not new to the industry, however, what is 
truly transformative is the need for retail-
ers to focus on the digital value chain – one 
focused on collecting data from multiple 
sources (products, customers and loca-
tions), analyzing the data to generate 
insights and using the insights to trigger 
actions. Amazon Go is an Amazon initia-
tive of convenience stores, where custom-
ers can choose and buy items without hav-
ing to go to a till or a self-checkout station. 
The store is fitted with cameras and sen-
sors and tracks every shopper’s behavior in 
the store, the data collected is used to gen-

erate insights and trigger actions on mak-
ing the shopping experience better. The 
digital value chain can be applied across 
the retail value chain as we shall examine 
in the next section. 

Transforming Retail  
with Data
At the cusp of digital disruption in retail is 
‘data’ that is helping retailers move from a 
product centric view to a customer centric 
view. Let us review the value chain of a 
retail enterprise to visualize the disrup-
tions that digital technologies are bringing 
at each stage. 
 Logistics – Logistics is a key challenge in 
a retail business irrespective of brick and 
mortar or online. At the core of the logis-
tics are suppliers who ship their goods 
either to the physical store or to custom-
ers in case of online shopping. Supplier 
performance is a key enabler of retail 
businesses. Other key areas where big 
data analytics and artificial intelligence 
can be applied are in route optimization, 
inventory planning and replenishment 
and shipment tracking. In route optimi-

By Saumya Chaki
Retail

Disrupting 
Retail – With 
intelligent Data
The rise of customer led disruption 
is not new to the retail industry, 
however, what is truly transformative 
is the need for retailers to focus on 
the digital value chain

TransformaTion ExEmplar
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data analytics and mobile are the 
enabling technologies that provide 
significant value. Assortment plan-
ning leverages the insights from 
market basket analysis and competi-
tive intelligence, enabling retailers 
to focus on the right items to stock, 
in the right quantity at the right 
moment in time. Based on customer 
buying trends and social media 
analytics, retailers can also look for 
potential cross sell opportunities.

 Store Operations – With increas-
ing pressure on margins and lower 
costs associated with online shop-
ping, retailers need to analyze store 
profitability proactively. Near real 
time insights from store systems into 
data lakes, provide valuable insights 
about store performance including 
stock out analysis, loss analysis. 
Insights around customer behavior 
based on layout management helps 
retailers organize their store layout 
and placements better. 

 Marketing – One of the key drivers 
of digital disrupting is around mak-
ing marketing more efficient and 
fleeter footed. Customer segmenta-
tion analysis based on current data 
and aspirations, helps plan promo-
tions better and feed into marketing 
effectiveness measured through tar-
geted Promotions. Learnings from 
these initiatives are continuously fed 
into CRM systems to enhance the 

zation digital data sets like weather 
data, traffic data can be used to apply 
insights in route planning, result-
ing in optimized logistics. IoT sen-
sors can be used in warehouses and 
stores to determine inventory levels 
and potential stock outs on fast mov-
ing items that can be fed into inven-
tory management and replenish-
ment algorithms. 

 Strategy and Planning – Retail-
ers need to perform sales planning 
& forecasting based on analysis of 
sales across channels and forecast 
demand. Use of PoS data in analyz-
ing sales as well as forecasting based 
on advanced analytical models can 
help plan JIT inventory. In addition, 
stores need to be located strategically 
to earn customer mindshare, thereby 
real estate planning becomes a key 
planning driver. Retailers also need 
to analyze the impact of brands on 
competing brands by analyzing com-
petitive sales data from 3rd party 
providers integrated with big data 
technologies.  

 Merchandizing – One of the key dif-
ferentiators in retail industry is the 
ability to gather competitive intel-
ligence on product/brand trends, 
customer preferences in the target 
group. In addition, market basket 
analysis across channels provide 
retailers deep insight into customer 
behavior and buying trends. IoT, big 

customer experience and enhance 
marketing effectiveness. 

 Customer Experience – At the  
core of this new customer centric 
model that retailers have adopted, is 
the customer experience. Tradition-
ally retailers have used customer 
loyalty programs, which are now 
enhanced by customer insights and 
understanding the value of the rela-
tionship through customer lifetime 
value. These insights are leveraged 
by CRM systems and processes to 
plan promotions and offers. With 
the customer increasingly tech 
savvy and spoilt for choice, retailers 
are now pushed to be ahead of the 
game when it comes to customer 
service.
The key disrupting technologies that 

are reshaping the way retailers are 
making the transition to a customer 
centric business are as follows –
 Mobile – Mobile displays and  
workstations that help customers 
view product catalog in availability 
in store as well as pay through pay-
ment systems, enhances the custom-
er experience in stores such  
as Argos.  

 IoT – IoT sensors in store to pick up 
customer movements, 3D printing 
for custom products and parts.

 Artificial Intelligence and Big Data 
– AI and big data are crucial differ-
entiators for retailers aiming to build 
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a consolidated view of customer 
preferences and enhance the cus-
tomer experience across channels of 
interaction.

 Smart Beacons – Smart beacons 
work with Bluetooth technology to 
alert retailers, when customers are 
near the store or signage and help 
them provide customized offers at 
a given time. This takes targeted 
Marketing to a new level. Retailers 
like Target, Walgreens have already 
rolled out new beacon deployments. 

 Virtual Reality – Customers prefer 
to hold, touch while buying certain 
items like clothes, cars or homes. 
Virtual reality and augmented real-
ity are empowering customers to 
experience the product without 
being near it and may enable them to 
take buying decisions. 
As is evident from the transforma-

tional impact of digital technologies 
at each stage of the retail value chain, 
companies are increasingly looking at 
leveraging these technologies not only 
for productivity enhancements, cost 
optimization but also as a differentia-
tor in enhancing revenues through 
enhanced customer experience and 
targeted campaigns. The key benefits 
that digital disruption has provided 
the Retail industry are as follows –

 Seamless Omni-Channel Experi-
ence – Ability to ingest data from 
across the supply chain and in 
stores, provides retailers the ability 
to leverage the insights that helps 
provide a seamless omni channel 
experience to customers. This is at 
the core of the customer centric strat-
egy that retailers are moving to.

 Cost Optimization – Digital tech-
nologies have helped optimize the 
cost of operations by analyzing data 
across the supply chain which can be 
analyzed to generate insights across 
logistics, merchandizing, store oper-
ations and marketing. 

 Customer Retention – Armed 
with the digital technologies and 
enhanced customer service capa-
bilities, retailers are better placed to 
handle customer churn as well as 
acquire new customers. However, 
customer loyalty can be earned by 
continuous innovation in optimizing 
the supply chain as well as enhanc-
ing the customer experience. 

 Productivity – As we have seen 
right across the value chain digital 
technologies have brought sig-
nificant productivity gains through 
automation, big data analytics and 
IoT. Ability to handle and process 
unstructured data in form social 

media sentiment analysis, weather 
data for route planning optimiza-
tion has also enhanced productivity 
of enterprises which would spend 
many man hours analyzing such 
data sets and generating insights. 

 Revenue Models – With customer 
centricity at its focus, retailers will 
look to create customized offers/
product bundles to meet customer 
buying behavior. This creates an 
ability to generate new revenue 
streams as well as look at cross sell 
opportunities based on market bas-
ket analysis and competitive intelli-
gence. The ability to merge multiple 
data sets and generate insights cre-
ates new revenue generating models 
and opportunities.
Importance of digital technologies 

in providing a seamless customer 
experience is the key to engaging with 
customers today. 

According to the PwC Future of Cus-
tomer Survey Experience Survey of 2017-
18, the three things customers were 
ready to pay more for were – conve-
nience, speed & efficiency and friendly 
& welcoming service. Interestingly 
96% of survey respondents mentioned 
they wouldn’t interact with a company 
providing unsatisfactory customer 
experience 

Importance 
of digital 
technologies 
in providing 
a seamless 
customer 
experience is 
key to customer 
engagement
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Indian 
Supercomputing: 
Progress awaited
India’s position among supercomputing nations has been 
on the wane, despite huge use cases for supercomputing 
in the country, thanks to its large population. Policy 
announcements notwithstanding, the progress has still 
been slow. 
By Shyamanuja Das
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That India lags behind in the wider application  
of high-performance computing (HPC) is not  
exactly news.

But despite less-than-encouraging average, India’s 
best in many areas—from education to wealth cre-
ation to technology—have been comparable with the 
best in the world. And so was it for supercomputers, 
not long back. 

India was home to the 4th fastest supercomputer  
in the world, in November 2017, according to the  
bi-annual Top500.org list that tracks and ranks  
the world’s fastest supercomputers. India’s EKA –  
a cluster platform-based supercomputer at the  
Computational Research Laboratories at Tata  
Sons, Pune—ranked behind just three faster super-
computers in the world—two in the United States and 
one in Germany. There was another at 58th position 
in that list. 

India’s best was certainly among the world’s best. 
Just for the record, India had nine supercomputers 

in the Top 500. China had 10, even though China’s 
fastest was slower than India’s second fastest. 

Since then, with every single six-monthly ranking, 
China has increased its presence in Top 500. India 
had remained in that bracket—between two to eleven. 

In the latest edition of the ranking, released in 
November 2019, China has 228—the highest in the 
world; yes, well ahead of the United States’ 199.  
India has two—both in the top 100, if that is any  
consolation. 

The rise of China in supercomputing has been 
anything but an accident. There has been a result-
oriented national strategy and a sustained policy that 
has delivered. The growth has been, by and large, 
gradual, even though there have been ups and downs 
in between, as in any resilient growth.

In India too, there have been policy discussions, 
attentions at the top level, and typical policy inter-
ventions such as a supercomputing mission. So 
far, it has resulted neither in creating a best nor in 
increasing the number. In fact, if anything, from 2015 

onwards, there has been a gradual slide in the num-
ber of India supercomputers that have been featuring 
in the Top 500.

India’s Top-level Policy Initiatives
The first high-profile policy stance, specifically 
focused on supercomputing came in September 2012, 
when Kapil Sibal was the minister for information 
technology in the UPA government. Sibal wrote to 
the then Prime Minister Dr Manmohan Singh, detail-
ing a plan prepared by the state-owned research & 
development outfit, Centre for Advanced Computing 
(C-DAC) to build the fastest supercomputer by 2017, 
at a cost of some INR 4,700 crores.

That is all we heard about this plan. Through 2013, 
very little policy decision happened. In May 2014, 
new NDA government took over and the prime min-
ister announced the Digital India initiative. Though 
much of it was bringing together of the already 
planned initiatives, a big push such as this, directly 
from the prime minister, gave it a lot of push. A lot of 
technology-leveraged new plans (and some old plans, 
redesigned with added layers of digital technologies) 
meant that computing would get a further boost. 

Getting more than a billion people to do things  
digitally, online, by itself means requirement of  
high-performance computing in massive scale. That 
is the reason why the use case for HPC or supercom-
puting is natural to China and India. But while China 
had realized that, India faltered. And we have seen 
the results.

However, with NDA government’s new plans, there 
was hope. What made one hopeful was previous 
research-led initiatives—including Sibal’s dream of 
building the fastest supercomputer in the world—
were siloed research plans, isolated from applica-
tions. Building the fastest was more of a prestige 
issue. It was envisaged as a trophy.

This writer, in his personal blog, pointed it out then. 
“The focus is purely on speed. It is a petaflops speed 
supercomputer that the minister and C-DAC want 
to build. The application is secondary. While perfor-
mance is not a bad objective to have, spending INR 
4700 crore to just be on top of the table sounds a little 
too much,” the blog said.

With Modi’s Digital India, any such plan would 
have a ready-made use case. 

Before Digital India was launched, in Decem-
ber 2014, the Minister for Communications & IT, 
Ravi Shankar Prasad, had launched a C-DAC-built 
supercomputer, that was dubbed the world’s ‘most 
compacting supercomputer’ at that time by the gov-
ernment. This HPC initiative, called PARAM Shavak 
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aimed to provide computations on a 
larger scale for the scientific, engineer-
ing and academic programs. C-DAC 
continued with its PARAM nomencla-
ture, which it started in the 90s. 

National Supercomputing 
Mission
In March 2015, the government 
launched the National Supercomput-
ing Mission (NSM). The aim was to 
connect national academic and R&D 
institutions with a grid of over 70 
high-performance computing facilities 
at an estimated cost of INR 4,500 crore 
over seven years. 

"We are going to install 73 supercom-
puters in different parts of the country, 
and all will be linked by a computer 

Pratyush, which ranked 57th in the 
list of top 500 fastest supercomput-
ers in the November 2019 ranking, is 
a Cray-XC40 LC [Liquid Cooled] Sys-
tem with 3315 nodes running Intel 
Xeon Broadwell E5-2695 processors  
with a peak performance of 4,006 
TFLOPS and  a total system memory 
of 414TB. The supercomputer at 
Indian Institute of Tropical Meteo-
rology has a Linpack Performance 
(Rmax) of 3,763.94 TFlop/s, accord-
ing to Top500.org.

The system is composed of 18 
Compute cabinets and uses Cray’s 
Aries AOC with Dragonfly Intercon-
nect network topology.  In addition, 
the system consists of 16 Intel KNL 
7210 accelerator nodes with a peak 
performance of 42.56TFLOPS and a 
total memory of 1.5TB.

Each of the compute node has dual 
socket and runs Intel Xeon Broadwell 
E5-2695 v4  18-core processors with 
a clock  speed of 2.1GHz .

The entire system operates on 
Cray’s customized Linux OS, called 
Cray Linux Environment. The cluster 
supports architecture specific com-

pilers from Cray as well as Intel and 
open-source GNU compilers. System 
also hosts architecture specific par-
allel libraries like OPENMP, MPI, lib-
sci, Intel Cluster software etc. Appli-
cations like GFS, WRF,ROMS,CFS are 
available on the system for weather 
forecasting. To facilitate users with 
parallel program development, DDT 
parallel debugger and profiler is 
enabled on the system. The system 
uses PBS Pro as Workload Manager.

It has a power consumption of 
1,353.23 kW.

Pratyush—with performance 
unchanged—ranked 39th in June 
2018, 45th in November 2018, 53rd 
in June 2019 before sliding to 57th 
place in the latest ranking.

The HPC facility at IITM is being 
used for carrying out research on 
improving weather and climate 
forecasts and its applications. This 
MoES HPC facility is also planned to 
be utilized by other Ministry of Earth 
Sciences institutes (like INCOIS, IMD, 
NIOT, NCAOR, NCESS) for research 
activities to improve their respective 
weather and climate services.  

Pratyush: India’s Fastest

grid. This is about INR 4,500 crore 
scheme in which INR 2,800 crore will 
come from the Ministry of Science and 
Technology and the rest, about INR 
1,700 crore, from my department, IT," 
Communications and IT Minister Ravi 
Shankar Prasad said.

The mission statement said the 
supercomputers would also be net-
worked on the National Supercomput-
ing grid over the National Knowledge 
Network (NKN), a high-speed network 
that connects academic institutions 
and R&D labs. 

“Academic and R&D institutions as 
well as key user departments/minis-
tries would participate by using these 
facilities and develop applications of 
national relevance. The Mission also 

includes development of highly pro-
fessional High Performance Comput-
ing (HPC) aware human resource for 
meeting challenges of development of 
these applications. The Mission imple-
mentation would bring supercomput-
ing within the reach of the large Scien-
tific & Technology community in the 
country and enable the country with a 
capacity of solving multi-disciplinary 
grand challenge problems,” the state-
ment said.

That was a coherent plan and it 
gained credibility after the prime 
minister endorsed it publicly. “Super-
computer will do super-computing 
and will be the reason for super com-
mitment,” PM Modi tweeted in July 
that year. 

Since then, C-DAC has created appli-
cation-oriented groups and has been 
working to create supercomputers for 
different applications. 

In November 2018, C-DAC awarded a 
three-year contract to Atos to supply the 
latter’s BullSequana supercomputers. 

Atos will deploy “its BullSequana 
supercomputers, with a cumulative 
computing power of more than 10 
petaflops. These supercomputers, 
including the recently announced 
BullSequana XH2000 will be installed 
in various academic and research insti-
tutions,” said a statement from Atos.  

In February 2019, the Prime Minister 
inaugurated C-DAC-built supercom-
puter, PARAM Shivay, at Indian Insti-
tute of Technology, BHU, Varanasi. It 
has a peak computing power of 837 
teraflops. The fastest supercomputer 
in the world is 200795 teraflops and 
the 500th in the Top 500 list is 2278 
teraflops. The Indian fastest, Pratyush, 
at Indian Institute of Tropical Meteo-
rology, has a Peak computing power of 
4006 teraflops.  

According to the government state-
ment, apart from this, two more super-
computers, designed, manufactured 
and assembled in India are being 
installed, one each at Indian Institute 
of Science, Education & Research 
(IISER) at Pune and IIT Kharagpur. 
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It is not a great story. But it needs to be told for us to realize how India has 
been slipping on global supercomputing arena. Four charts that tell the story.
The charts, from the data obtained from Top 500.org, a bi-annual ranking of 
the world’s fastest supercomputers, tells the story of India’s slip; once, an 
Indian supercomputer was the world’s 4th fastest once.

India in Top 500
Measuring the Progress
While the plans of this government are 
far more coherent as compared to the 
one-off burst of the previous govern-
ment, the progress has been less than 
satisfactory.

The National Supercomputing  
Mission was supposed to install  
73 supercomputers in educational  
and R&D institutions across the coun-
try. In the first five years (almost) of 
the seven-year timeframe specified by 
NSM, only one supercomputer has 
been installed at IIT BHU and two are 
in pipeline. 

Even if the installations may take  
a little more time, there is hardly  
any news beyond the three institu-
tions, mentioned above. The NSM  
mission statement clearly said it  
would be ‘implemented’ in next seven 
years. In March 2020, it would com-
plete five. 

The progress has been less than sat-
isfactory. We have seen what China has 
done in ten years. 

What is also of concern is—even 
though C-DAC is working on various 
applications—there has been little 
news on application areas—beyond 
research and meteorology.  A research 
institution, however good it is, can-
not work on applications effectively 
without active involvement of users 
themselves. 

In the global competitiveness rank-
ing, India has been faring badly in 
the Technology Readiness Index. That is 
primarily due to lesser access to com-
munication services, where India and 
China were once comparable. 

Supercomputing is another area 
where one has seen China going past 
India decisively. We do not have to 
compete with China, but both the 
countries are similar in the sense we 
have huge population and any data 
concerning them would be huge and 
processing them would require huge 
computing power. They need super-
computers like no one else. The  
Dragon has jumped away; the tiger is 
still limping 

Top Rank obtained by an Indian Supercomputer

How fast is India's fastest?

Share of Countries 2015 vs 2019 

All figures in TFLOPS
Data: Top500.org

Inner Pie: November 2015; Outer Pie: November 2019;  Data: Top500.org

In Nov 2007, world's fastest supercomputer was just four times 
faster than India's fastest; today, it is 39 times faster
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insight

india’s 
Competitiveness 
Pulled Down By Poor 
technology show
India’s competitiveness is pulled down by its poor technology 
competitiveness, according to World Economic Forum’s Global 
Competitiveness Index; despite relatively better performance in 
macroeconomy, business dynamism and innovation
By CIO&Leader
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In these days of celebratory reporting, 
it is no surprise that the news of India’s 
falling ranking in the World Economic 
Forum’s Global Competitiveness Index  
has been severely underreported in 
Indian media.

Amidst the concern about a severe 
economic slowdown, India’s competi-
tiveness ranking has fallen 10 places 
behind its last year’s rank. India now 
stands 68th among 141 nations ranked 
by the Index. This is India’s second 
worst show in the index—a notch 
below its 2014-15 ranking of 71—when 
the low rank was explained by the 
policy changes in the wake of a new 
government taking over and the policy 
paralysis which marked the last days 
of the UPA government. The rank is 
also a huge drop from its 2016-17 rank-
ing, where India stood at 39 in the list, 
about which there was a lot of song and 
dance, with India-being-on-a-new-path 
narrative. India’s ranking in the first 
Global Competitiveness Index, published 
in 2011-12 was 56.

Beyond a generic conclusion that 
the fall in ranking could be linked 
to the overall poor economic show-
ing—which may be partially true—the 
detailed discussion is beyond the scope 
of this publication.

But what definitely concerns the 
enterprise technology managers—both 
at C levels and next levels—is India’s 
consistent poor show in the technology 
parameters, which is also at a near all-
time low at 120, just one rank below its 
ranking in 2014-15. 

But what is of a greater concern is 
that, when it comes to technology 
ranking—indicated till 2017-18 by the 
sub-index Technology Readiness and 
for the last two years by the sub-index 
ICT adoption—has always remained 
low, debuting at 93 in the first report, 
and has never gone above that—even 
when in the two years, 2016-17 and 

i How India ranks across parameters
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2017-18, the overall ranking moved up 
significantly. 

India’s Technology 
Competitiveness
ICT Adoption pillar—as the WEF 
report calls individual areas—is one 
of the 12 broad areas that contribute to 
overall competitiveness of a country, 
according to the WEF Global Competi-
tiveness Report. The 2019 report places 
India 120th most competitive among 
141 nations, with countries like Ban-
gladesh, Nepal, Rwanda, Zimbabwe, 
Senegal, Kenya, Zambia and Nigeria 
ranking ahead of the country. The 
ICT adoption index which takes into 
account parameters like mobile sub-
scription density, mobile broadband 
density, fixed broadband density, fiber 
internet subscription density and 
percentage of population that uses 
internet, gives India a score of 61, while 
the No 1 Korea has a score of 92.8, with 
UAE and Hong Kong falling slightly 
behind at No 2 and No 3, as Asia takes 
all the top three positions and four of 
the top five positions. 

Out of the 12 pillars, India ranks at 
No 3 in Market Size (no-brainer). It 
also has fairly good ranking (35th) in 
Innovation Capability and better-than-
average (69th) ranking in Business 
Dynamism. With a 43rd rank in mac-

roeconomic stability, and 40th rank 
in financial services, India’s business 
environment is fairly stable and reli-
able. India also has an average showing 
in the much-blamed-for-everything 
Infrastructure area, with a 70th rank—
almost in the middle. 

India ranks lowest in ICT adoption, 
among all parameters. That is the real-
ity of this IT superpower. 

But does ICT Adoption—which takes 
into account only the mass subscrip-
tions of communication services—
really matter for business’ competi-
tiveness. Yes, it does—except for a few 
export-oriented businesses and heav-
ily concentrated B2B businesses. 

Almost all businesses—not to talk of 
consumer businesses—today reach out 
in terms of marketing, sales, distribu-
tion and customer service—using the 
communication medium like phone, 
Internet, and text messaging. If the 
recipients do not have access to those 
modes of communication, businesses 
have no option but to use the less-
efficient physical means. Does it not 
impact competitiveness, when mea-
sured with global peers?

Another concern—though not as 
big—is the lack of digital skills among 
the population. But when seen, in 
conjunction with this abysmal state of 
access to communication services, it 
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looks impressive. 
Consider this. India ranks 120th in 

mobile density and 116th in mobile 
broadband density. Even if one ignores 
more ‘elite’ parameters like fiber 
internet density and fixed broadband 
density, this significantly mars Indian 
businesses’ ability to use these more 
effective mediums for marketing and 
commerce, not to talk of services. 

We often get carried away by big 
numbers told to us by multinational 
corporations. That is because of India’s 
large population (it ranks No 3 in 
market size). Even 30% of 1.3 billion 
is 400 million—more than the popu-
lation of most of the countries in the 
world. But these big numbers do not 
make us competitive, unless the eco-

nomic development is distributed well 
enough and Indian businesses can use 
the newer media to better serve their 
customers.

Till 2017-18, the Global Competitiveness 
Index’s technology pillar was called 
Technology Readiness. And apart from 
access to communication services, it 
also measured availability of latest 
technologies firm-level technology 
adoption (a direct measure of business 
adoption of technology) and FDI and 
technology transfer. 

India did comparatively well on 
those parameters, though not good 
enough to impact its overall technol-
ogy readiness too much. For example, 
let us look at firm level technology 
adoption, the most relevant parameter 

for our community. In 2012-13, when 
India ranked 96 in overall competi-
tiveness, it ranked 40th on firm level 
technology adoption, but that too 
dropped drastically in 2014-15 to 102 
and remained below 70, till the new 
ICT Adoption pillar was adopted and 
the three above-mentioned parameters 
were removed. 

Whose problem is it?
On the face of it, it does not look like an 
issue of businesses. But it does impact 
business competitiveness in multiple 
ways. While a lower competitiveness 
of your country does impact the busi-
ness to some extent, the inability to use 
more efficient means to market, sell 
and serve customers because of lack 
of availability of access means directly 
impacts business competitiveness. 

It is clear from the WEF index that 
while Business Dynamism (measured 
as Business Sophistication earlier) 
and Innovation are fairly good—for a 
developing country—it is ICT adoption 
that s single-handedly pulling down-
business competitiveness. The only 
other parameter where India ranks so 
low (actually, slightly better) is a social 
parameter: health. And that—though it 
worries us—does not surprise us. 

But ranking so low in technol-
ogy competitiveness—with IT being 
projected as India’s top export to the 
world—is not just shocking, it is a mat-
ter of grave concern.

Can the technology fraternity do 
something about it? 

While Business 
Dynamism and 
Innovation are 
fairly good, it is ICT 
adoption that is 
pulling down-business 
competitiveness

India's Global Competitiveness Rank (2011-12 to 2019)

Source: WEF Global Competitiveness Reports 2011-12 to 2019 
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the Privacy 
Regime & the Data 
Localization Debate
As the privacy bill is all set to become an act, data localization 
is the most debated issue and the most important for the CIOs 
and CISOs, as they will have to act on it
By CIO&Leader

The Union Cabinet has cleared the Personal Data 
Protection Bill 2018. The bill, India’s own privacy 
protection bill, on the lines of UK Data Protection 
Bill and European GDPR, will probably have been 
passed by the Parliament, by the time you read this. 

This marks the beginning of the final phase in the 
journey towards enacting of an Indian privacy legis-

lation that began in July 2017, with the constitution 
of an experts committee under the Chairmanship 
of Justice B N Srikrishna, former judge of Supreme 
Court of India, to identify key data protection issues 
in India and to ‘make specific suggestions for consid-
eration of the Central Government on principles to be 
considered for data protection in India and suggest a 

t
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draft data protection bill.’
But what really accelerated the 

creation of a legislation is a historic 
judgment by a nine-judge bench of the 
Supreme Court, on 24 August 2017, 
that right to privacy is a fundamental 
right. The government had argued 
against privacy as a fundamental right.

The Indian draft data protection bill 
caught global attention because of a 
few reasons. Among them was, one, 
the distinction between government 
agencies and private agencies. Unlike 
the European GDPR and UK Data Pro-
tection Act, the Indian draft bill was 
comparatively softer on government 
agencies regarding the rights of data 
fiduciaries or data owners, as com-
pared to private organizations.

Second—and the most important—
was the insistence of the bill that all 
organizations dealing with personal 
data of Indians should have one copy 
of that data within the shores of India, 
which was considered unusual and 
was criticized by many.  

Data Localization: Major 
Bone of Contention
Just what exactly is the issue about?

Simply stated, it is the issue of stor-
ing data in the citizen’s own country 
and having some restrictions on the 
flow of data outside that country. 
Known as data localization and cross-
border flow of data, these two issues 
are not exactly the same but are often 
hyphenated. 

EU’s General Data Protection Regu-
lations (GDPR)—the most well-known 
data privacy regulation that started 
this big debate globally on data pri-
vacy—deals with it in articles 44-49. 
Article 44 of the GDPR, which came 
into effect in May 2018—prohibits the 
transfer of personal data beyond Euro-
pean Union/European Economic Area 
(EU + Iceland, Norway & Liechten-
stein), unless the recipient country can 
prove it provides adequate data protec-
tion. The rest of the articles provide 
detailed conditions. Nigeria, Russia 
and Indonesia have stringent local data 

storing requirement while China too 
insists on it generally. 

In India, the Reserve Bank of India, 
in its regulatory guidelines, has 
mandated that all banking related 
data must be stored in India. Even its 
newer payment systems guidelines too 
mandated that all payments systems 
data must also be stored in India.  The 
Ministry of Electronics & Information 
Technology has also mandated that all 
government departments using cloud 
store their data within India. 

 Beyond this, there is no enforceable 
regulation today that restricts cross-
border flow of personal data. However, 
the draft Personal Data Protection Bill, 
2018, had a whole chapter dedicated 
to Transfer of Personal Data Outside 
India. Clause(1) of Section 40 of Chap-
ter VIII states that every data fiduciary 
(the entity that determines the purpose 
and means of processing of personal 
data) shall ensure the storage, on a 
server or data centre located in India, 
of at least one serving copy of personal 
data. Clause(2) requires that ‘sensitive 
personal data’ should be processed in 
India.  Telecom Regulatory Authority 
of India, in its own data protection rec-
ommendation, took a middle line sug-
gesting a case-by-case approach, which 
may be difficult to execute. It said some 
sensitive personal data should be 
required to be stored in India.

But what gives a good overview of the 
positions taken on this is the submis-
sion by various companies and groups, 
especially commercial entities and 
their industry bodies, after the draft 
bill was put for debate. 

Reliance Jio submitted that TRAI 
should put in place measures to curb 
cross-border transfer of data by man-
dating localized hosting of data. Quot-
ing laws in various countries in this 
regard, the Jio submission said that in 
the interest of national security and 
customer data privacy, the guidelines 
for data protection should provide for 
data localization for sensitive data. 

IBM, on the other hand, said that the 
free flow of data is fundamental to the 

health of the modern global economy. It 
said data localization requirements not 
just disrupt the free flow of data; they 
are incompatible with the Internet’s 
distributed infrastructure that enables 
optimal system architecture while 
stressing that the security of data does 
not hinge on the national boundaries of 
where such data resides. It warned that 
“data localization requirements create 
barriers to market access, particularly 
impacting small- and medium-sized 
enterprises, which are eager to attract 
customers not only domestically, but 
also in foreign markets”

As expected, both NASSCOM-Data 
Security Council of India (DSCI) and 
US India Business Council opposed 
curbs on cross-border flow of data.

USIBC warned that any measures 
to restrict international data flows of 
Indian citizens could produce a back-
lash among key commercial partners 
as India, via its outsourcing business, 
handles private data of citizens of 
many other countries, including finan-
cial and legal information processed as 
part of back-end offices and third-party 
outsourcing contracts. “A data protec-
tion framework that facilities cross-
border data flows will enable business 
of all sectors and sizes to reach new 
customers in foreign markets inexpen-
sively and manage relationships with 
foreign clients,” it said in a submission.

NASSCOM too feared the possibility 
of backlash. “If similar policy direc-
tions are followed by other countries, 
it will severely hit established Indian 
IT-BPM industry sector including 
the emerging cloud industry which is 
major contributor to the Indian GDP,” 
it said. Its stance was subjecting orga-
nizations to the requirements of data/
infrastructure localization will prove 
to be counterproductive.

Citibank suggested rules/directives 
regarding flow of data to countries that 
do not provide adequate data protec-
tion, along the lines of GDPR.

At the time of writing, we still do  
not know what is contained in the  
final bill 
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next-gen 
Authentication 
in indian Digital 
Payment system
Aadhaar/Biometric Authentication and Time-based Multi-factor 
Authentication can transform the Indian digital payment system
By Vishal Kumar

Mobile/IoT devices are increasing day-by-day and 
digital payment industry is also at the peak. IoT and 
mobile devices are penetrating numerous aspects of 
human life by unobtrusively working in the back-
ground. All these IoT based devices can easily be 
operated with the help of mobile applications. Most 

of digital payment apps, messaging apps are also on 
mobile devices or IoT devices. With the growing pop-
ularity of mobile and IoT technology and increased 
demand for connected devices, cyber criminals are 
also multiplying and the current authentication and 
infrastructure incapable of tracking cyber criminals.

M
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So what’s next in Payment industry 
to track and reduce cyber crime?

 Biometric Authentication to 
reduce Cyber Crime: Biometric 
authentication can play a key role 
in tracking cyber criminals. This 
solution enables law enforcement 
agencies to identify cyber criminals 
through their physical or behavi- 
oral characteristical biometric  
data. Moreover, fingerprint sensors, 
face recognition, iris scan are also 
significantly emerging as the latest 
trends in providing civil identity, 
voter registration and population 
registration.

 Aadhaar/Biometric Authentication 
in Indian Payment Infra:  Aadhaar 
authentication provides a digital, 
online identity platform so that the 
identity of Aadhaar number holders 
can be validated instantly anywhere 
at any point of time. Aadhaar-based 
authentication as a service can be 
utilized by the requesting entities to 
authenticate the identity of the users 
based on the match of their personal 
identity information before provid-
ing them access to their services or 
business functions..

Who should move to this solution 
and help nation reduce cyber crime?
Finance companies, Mobile Payment 
Apps, Public & Private sector Banks 
and entire Digital Payment industry 
should start moving in the direction of 
biometric authentication as a 2nd level 
authentication mechanism. Authenti-
cation remains one of security’s biggest 
concern in today’s fast growing scale 
of cyber crimes. Using multiple factors 
in authentication mechanism, makes it 
stronger and reliable.

Techniques to control cyber frauds: 
An example of next-gen e-wallet to 
e-wallet transaction:

Biometric authentication can play an 
important role in reduction of cyber 
crime and can control e-wallet and 
digital transaction frauds to a greater 

extent. In this mechanism, the send-
ing party and receiving party will use 
biometric authentication. This process 
will help the concerned authority to 
track or record digital money, which 
in return will be helpful to catch cyber 
frauds. The workflow and concerned 
postulates involved in the biometric 
authentication mechanism in this 
digital transaction process considering 
Paytm as an E-wallet.
 Step 1: Paytm User A (Sending party) 
will be transferring digital money to 
Paytm User B (Receiving party).

 Step 2: 1st authentication process 
involved for User A is the PIN and 
the 2nd authentication process is his 
biometric authentication from the 
Aadhaar.

 Step 3: The Receiving party, User B 
will have the PIN as his 1st authen-
tication process and the biometric 
authentication as the 2nd authentica-
tion process to verify funds.

 Step 4: Now, the User B will virtually 
receive the money transferred from 
User A, with his PIN. But, in order 
to use the money, User B will have 
to process biometric authentication 
through Aadhaar linked with his 
account.

Time-Based Multi-Factor 
Authentication:
This approach uses a secret shared 
between the server and the client (typi-
cally a mobile app) in conjunction with 
the current time to generate a one-time 
use code. The client knows the code 
by running the shared secret through 
the algorithm. The server can verify 
the posted code by running the same 
secret through the algorithm. The code 
is only valid for a set amount of time, 
usually 30 seconds.

The flow looks like this:
1. You log into an application with your 

username and password.
2. You see a text field, asking you to 

input the latest code.
3. You launch your TOTP client on 

your mobile phone and see the cur-
rent code.

4. You enter the code in the text field 
and proceed on to the application.
It’s more secure than the SMS 

approach, because there is no medium 
of transmission for the code. 

One of the most popular implemen-
tations is the Google Authenticator. It 
makes the TOTP approach easier to 
use by showing the secret as a QR code 
that most mobile apps can read. This 
is much more reliable and easier to use 
than manual input of a shared secret.

Benefits Involved:
 Receiving party and sending party 
are under biometric surveillance 
and government, police and national 
forces can track any cyber crime hap-
pening through banks/wallets and 
e-banking.

 Reduction in cyber crime and easier 
tracking of cyber criminals and 
frauds.

 Digital money transaction tracking 
or record becomes simpler, flexible 
and reliable.

 Tax benefits to government.
 99% reduction in cyber crime in the 
Payments industry, improves securi-
ty and reduces the risk of an intruder 
gaining access to critical financial 
systems and data.

 Reduction in the state of corruption 
to a greater extent.

Challenges Involved but 
Achievable:

 Potential cost increase for things like 
additional support, training, main-
tenance, SMS Gateway or services, 
hardware and software tokens.

 Infrastructure upgrade for the 
mobile system, data centers and 
secure backend and frontend code 
review for the application.

 Good internet-connectivity and 
bandwidth within the country.

 Encouragement of cyber awareness 
to the consumers through cyber s 
ecurity awareness campaign, semi-
nars, training, etc. 

— The author is LLB, LLM (Cyber Laws)
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Organizations Face 
growing Risk From 
their Cloud And 
supply Chain: study
The growing popularity of cloud and DevOps environments 
will continue to drive business agility while exposing 
organizations, from enterprises to manufacturers, to third-
party risk 
By CIO&Leader
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Organizations will face a growing risk 
from their cloud and the supply chain, 
according to Trend Micro’s 2020 pre-
dictions report. Some of the key predic-
tions include:
Attackers will outpace incomplete 
and hurried patches: System admin-
istrators will find themselves in a dual 
predicament: ensuring the timeliness 
as well as the quality of patches being 
deployed. Incomplete or defective 
patches can break and disrupt critical 
systems, but delaying their application 
can expose systems to threats. 
Deepfakes will be the next frontier 
for enterprise fraud: The use of deep-
fakes — AI-based forgeries of images, 
videos, or audio — will increasingly 
move from creating fake celebrity 
pornographic videos to manipulating 
enterprises and their procedures, such 
as deceiving employees into transfer-
ring funds or making critical decisions. 
Banking systems will be in the cross-
hairs with open banking and ATM 
malware: Mobile malware targeting 
online banking and payment systems 
will be more active as mobile online 
payments in Europe thrive with the 
European Union’s (EU) Revised Pay-
ment Service Directive (PSD2). The 
Directive’s implementation will have 
cybersecurity implications for the 
banking industry — from flaws in 
application programming interfaces 
(APIs) to new phishing schemes.
Attackers will capitalize on ‘worm-
able’ flaws and deserialization bugs: 
More exploitation attempts on criti-
cal and high-severity vulnerabilities 
like the “wormable” BlueKeep will 
be disclosed. Widely used protocols 
like Server Message Block (SMB) and 
Remote Desktop Protocol (RDP) will 

O
be abused to compromise vulnerable 
systems, with the latter already a com-
mon vector for ransomware.
Cybercriminals will home in on IoT 
devices for espionage and extor-
tion: Cybercriminals will continue 
to explore ways to profit more from 
IoT attacks, primarily through digital 
extortion. These schemes will be tried 
on consumer devices first, with con-
nected industrial machinery as the 
next logical target. Botnets of compro-
mised IoT devices, such as routers, 
will be further peddled in the under-
ground, along with access to webcam 
streams and smart meters with modi-
fied firmware.
5G adopters will grapple with the 
security implications of moving to 
software-defined networks: Full 5G 
implementation in 2020 will introduce 
new challenges: vulnerabilities simply 
on account of the newness of the tech-
nology and vendors’ unpreparedness 
for threats that may take advantage 
of it. Since 5G networks are software-
defined, threats will stem from vul-
nerable software operations and the 
distributed topology. A threat actor 
that gains control of the software man-
aging 5G networks can consequently 
hijack the network itself. Ransomware 
will still be the threat actors’ weapon 
of choice given its destructive impact, 
but we’ll also see other cyberattacks: 
botnets mounting distributed denial-
of-service (DDoS) attacks against 
operational technology (OT) networks; 
attacks on manufacturing systems 
that use cloud services; supply chain 
attacks where third-party vendors are 
compromised.
Vulnerabilities in container compo-
nents will be top security concerns 
for DevOps teams: The container 
space is fast-paced: Releases are quick, 
architectures are continually integrat-
ed, and software versions are regularly 
updated. Traditional security practices 
will not be able to keep up. An appli-
cation may now require an organiza-
tion to secure hundreds of contain-
ers spread across multiple virtual 

machines in different cloud service 
platforms. Enterprises need to take 
into account their security at different 
components of the container architec-
ture — from container runtimes (e.g., 
Docker, CRI-O, Containerd, and runC) 
and orchestrators (e.g., Kubernetes) to 
build environments (e.g., Jenkins).
Serverless platforms will introduce 
an attack surface for misconfigura-
tion and vulnerable codes: Serverless 
platforms offer “function as a service,” 
allowing developers to execute codes 
without the organization having to 
pay for entire servers or containers. 
Outdated libraries, misconfigura-
tions, as well as known and unknown 
vulnerabilities will be the attackers’ 
entry points to serverless applications. 
Increasing network visibility, improv-
ing processes, and better documenting 
workflows will be essential to running 
serverless applications. Serverless 
environments can also benefit from 
adopting DevSecOps.
Cloud platforms will fall prey to 
code injection attacks via third-
party libraries: Code injection attacks, 
either directly to the code or through a 
third-party library, will be prominent-
ly used against cloud platforms. These 
attacks — from cross-site scripting and 
SQL injection — will be carried out to 
eavesdrop, take control of, and even 
modify sensitive files and data stored 
in the cloud. Attackers will alternative-
ly inject malicious code to third-party 
libraries that users will unwittingly 
download and execute.  
Trend Micro recommends organiza-
tions to:

 Improve due diligence of cloud pro-
viders and MSPs

 Conduct regular vulnerability and 
risk assessments on third parties

 Invest in security tools to scan for 
vulnerabilities and malware in third-
party components

 Consider Cloud Security Posture 
Management (CSPM) tools to mini-
mize risk of misconfigurations

 Revisit security policies regarding 
home and remote workers 
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Forget Big Data,  
get Ready to Ensure 
small Data

Why data minimization could be the next challenging task for 
enterprise IT?
By CIO&Leader
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After a host of privacy regulations glob-
ally—such as European GDPR and UK Data 
Protection law—India is all set to enact its 
own privacy regulation. The Personal Data 
Protection Bill, after a lot of public debate 
and modifications, is all set to be introduced 
in this session of parliament.

Once the regime sets in, organizations—
especially those dealing with a lot of con-
sumer data—will have to comply with the 
regulation. In industries such as banking, 
insurance and telecom, there are some basic 
safeguards that are already in place, because 
of either strategic reasons or sectoral regu-
lation or both. In many industries such as 
retail—among the most common targets of 
attackers—consumer goods, online services 

A

and media, while there is a lot of consumer data, there is no 
strategic or regulatory imperative today to guard the data 
today, but post the Act, it will become mandatory. In India, 
unlike in Europe, the rules are a bit relaxed for government 
entities. Yet, when it comes to private enterprises, they are as 
stringent as anywhere else in the world. 

Companies—even though they are yet to fully comprehend 
what that could mean—are beginning to wake up to the  
new reality. Vendors are talking to them about how to ‘pro-
tect the personal data that they collect’, and are expecting to 
make a fortune. 

Beyond securing data
With the new regime setting in, organizations will be under 
pressure to comply with the new regulations. Managing 
personal data collected from individuals will be one of the 
most important yet difficult tasks before organizations. 

But despite growing awareness and sensitivity around the 
issue, most organizations equate managing personal data 
with ‘securing’ that data—thanks partially to the high-pitch 
marketing done by security vendors. 

In reality, though, a more pragmatic approach would be to 
retail, better still collect, only the data that the organization 
absolutely requires for the business, rather than just collect-
ing data mindlessly. 

Data minimization—retaining only data that is essential 
for a business purpose and in compliance with various 
regulations, legal directives, and best practices—is increas-
ingly becoming a preferred approach in developed markets, 
exposed to privacy laws in different forms for some time. 

To understand how organizations look at data minimi-
zation, Coalition of Technology Resources for Lawyers 
(CTRL), a California, US-based education and research 
group, focused on advancing discussion on technology  
and analytics for law, in association with Osterman 
Research, conducted a survey, results of which were pub-
lished recently.

While it was conducted among US organizations, it helps 
understand the issues and challenges. 

Presented are some of the findings. They could be the basis 
for organizations probing where they stand.

For Indian organization, they can start the data minimiza-
tion efforts even before the regulations set in. They have the 
learning from the rest of the world. 

What is data minimization?
Data minimization still means different things to different 
people. For some, it is minimization of collection; for others, 
minimization of retention. For others still, it is just deleting 
data that is old or irrelevant. 

The meaning that an organization attaches to data minimi-
zation could be derived from the reason why it is wanting  
to do so. 

But despite growing 
awareness and sensitivity 

around the issue, most 
organizations equate 

managing personal data 
with ‘securing’ that data—

thanks partially to the high-
pitch marketing done by 

security vendors 
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In most data protection 
regulations, data erasure 
or right to be forgotten is a 
major requirement. If you 
do not know what you have, 
how can you ensure that 
you can get rid of that?

IT is leading data minimization efforts

IT

Security

Compliance

Legal

Risk Management

Others 

58%

57%

54%

35%

3%

75%

Do they know what data they have got?
Well, you are the master of your structured data, most of 
which is planned data. Less than half the organizations have 
an inventory of their semi-structured data and organiza-
tions do not have a clue of their unstructured data.

Most organizations do not have inventory of 
their unstructured data

Structured data

Semi-structured data

Unstructured data

Have Do not have

87%

46%

15%

30%

54%

85%

 

In most data protection regulations, including in the draft 
regulation of India’s own, data erasure or right to be forgot-
ten is a major requirement. If you do not know what you 
have, how can you ensure that you can get rid of that? 

Data minimization means different things to 
different people

Stopping the collection of data 
that is not necessary to the 

fulfilment of specific business 
objective

Stopping the retention of data 
that is not being used by the 

organization for legitimate 
business purpose

Deleting redundant, obsolete 
or trivial data

64%

51%

70%

So, what are the drivers?
In India, privacy is not really an important consideration for 
individuals. So, there is very little stated privacy statement. 
It is only the regulation that will make many go for protect-
ing privacy of individuals. In the US, where the research 
was conducted, corporate governance—that is proactive 
privacy—is the top driver of data minimization initiatives. 
While GDPR has come as a big driver, storage costs has also 
emerged as one of the top three drivers. 

Top drivers of data minimization

Corpoarate information 

governance

GDPR

Storage costs

IT/Business Process 

Complexities

Other regional regulation

35%

35%

33%

28%

61%

Whose responsibility is it, anyway?
Well, the buck always stops at…you know who. When asked 
who was leading their data minimization efforts, three out 
of four organizations said it is their IT department. Almost 
six out of ten said it is security. Despite the big stakes and 
sensitization of all senior management, the effort is left to the 
techies, simply because few others understand the nuances.  

Do you think it will be any different in India?
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Special Section

50 new cio 
appointments  
in 2019
Like recent years, 2019 too saw quite a few CIOs moving 
to newer responsibilities. Most of these involve changing 
the organization. Unlike in the developed markets, few CIO 
appointments are by lateral movement from some other 
functional positions within the organizations. While preparing 
the list, we have not taken into account promotions within 
the enterprise IT departments in the same organization.
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January 2019
  Gaurav Kheterpal took over as CTO of 

MTX Group. Earlier, he was associated with 
Metacube in the capacity of VP – Mobility & 
Technology Evangelism.
  Goutam Datta was appointed Chief 

Information & Technology Officer at Bajaj 
Allianz Life Insurance Co. Immediately before 
this, he was VP - Technology at ICICI Lombard 
GIC.

  Mayur Danait joined as CIO at Pidilite 
Industries. He moved from Lupin where too he 
worked as CIO.
  Pavan Tsunduru moved to Great Eastern 

Shipping as CIO. He joined from Adani Ports & 
SEZ where he worked in the same capacity.

  Shiv Kumar Bhasin was 
appointed CTO at NSE. 
Earlier, he worked as Global 
CTO in SBI.

February 2019
  Paresh Paul was appointed CIO at Multi 

Commodity Exchange of India. Prior to this, 
he was CTO at Indian Energy Exchange.

  Vineet Jaiswal joined 
JSW Steel as CDO. Earlier, 
he was associated with GE 
Digital as Strategist & 
Shared Services CoE Leader 
- Data & Analytics. 

March 2019
  Jitendra Mishra joined 

Alembic Pharmaceuticals 
as VP - CIO. Prior to this, he 
was at Wanbury where he 
worked in the same capacity. 
  Rajesh Garg moved to 

Trident Group as CXO - IT. Earlier, he was 
associated with Rolta India as CIO & VP - 
Digital Transformation Solutions. 
  Sharat M Airani took over as CDO at 

Bluechink Technologies. Earlier, he was  
at Intellinet Datasys where he worked as 
Director - IT.

  Sumit Singh joined VPS Healthcare 
as Group CIO. He moved from Wockhardt 
Hospitals where he was VP - CIO & Business 
Head - Digital. 

  Vijay Balakrishnan 
moved to Michelin as Global 
Chief Data Officer. Prior to 
this, he was Senior Director - 
Data & Analytics at GE 
Transportation. He has also 

been NEXT100 winner in 2018. 

April 2019
  Krishna Parab joined Privi Organics India 

as VP - IT. Prior to this, he was Global Head - IT 
at SIRO Clinpharm.

  Rahul Shandilya was 
appointed President & 
Group CIO at Welspun 
Group. Earlier, he was CIO 
at Mahindra & Mahindra. 

  Sivasubramanian M moved to VA Tech 
Wabag as CIO. Before this, he was at Larsen & 
Toubro IDPL where he worked as DGM & Head 
- IT & Digital.

May 2019
  Ashok Cherian was appointed CIO at Page 

Industries. He moved from Emami Agrotech 
where he also worked in the same capacity.

  Manoj Pradhan embraced 
a new role as Regional CTO 
& Director - IT (Asia) at 
Pernod Ricard. Earlier, he 
worked as Global IT 
Operations Lead - India, 

Gulf & South East Asia in the same 
organization. 

June 2019
  Lakshmi 

Gopalakrishnan joined 
Jackson Group as CIO. 
Before this, she was 
Manager - IT (International 
Sales & Customer Service) at 

Mitsubishi Fuso Truck & Bus Corporation. 
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  Manish Gupta joined Samvardhana 
Motherson Group as Group CIO. Prior to this, 
he was SVP - Digital Convergence and M&A at 
Schneider Electric.
  Naveen Gulati was appointed CIO at 

CarDekho. He was earlier at Lucideus where 
he worked as SVP & CIO.

  Sudhir Kanvinde moved 
to Indian Ports Association 
as ED - IT. Prior to this, he 
was at ITNL as VP & CIO. 

  Tejas Mehta joined RBL Bank as CTO. 
Earlier, he was SVP at IIFL.

  Anjani Kumar joined 
Strides as CIO. Before this, 
he was at Nissan Motor 
Corporation where he 
worked as CIO - AMI 
(Africa, Middle East &  

India) Region. 
  Aparna Kumar moved to HSBC as CIO 

(India). Before this, she was with HDFC Bank as 
SVP - IT & Head - Software Development CoE 
& PMO.

  Manoranjan Kumar 
joined as CIO at Trident 
Group. Immediately before 
this, he was associated with 
Shree Cement in the same 
capacity. He was a 

NEXT100 winner in 2012. 
  Prashant Singh took over as Director & CIO 

at Max Healthcare. Earlier, he was the CIO at 
Radiant Life Care.
  Rohit Adlakha, earlier Global Business Head 

for Wipro HOLMES, Wipro’s AI platform, was 
given the role of Chief Digital & Information 
Officer of the company. He continues to head 
Wipro HOLMES business.
  Srinivas Rao Kollipara was appointed  

CIO at Larsen & Toubro IDPL. Prior to this, he 
was CavinKare where he worked in the  
same capacity.

August 2019
   Archie Jackson joined 
Incedo as Senior Director & 
Head - IT & IS. Before this, 
he was AVP - IT at Genpact. 
He has was a NEXT100 
winner in 2011. 

  Pijush Kanti Gupta was appointed 
SVP & CIO at Adani Electricity & Adani 
Transmission. Earlier, he was associated with 
Vedanta - Cairn Oil & Gas as CIO.
  Sourabh Tiwari joined Meril Group as CIO. 

Prior to this, he was Head - IT at OIA.

September 2019
  Priya Dar moved to 

Amway as Head - Digital 
Strategy & Innovation from 
Godfrey Phillips India 
where she worked as CIO. 
She has also been NEXT100 
winner in 2016. 

  Bhupendra Pant joined OTE Group 
as CIO. Prior to this, he was associated 
with Welspun Corp as CIO & VP - IT. He is 
currently based in Muscat. 

  Piyush Kumar 
Chowhan was 
appointed Group CIO at 
LuLu Group 
International. His last 
stint was with Arvind 

Lifestyle Brands where he was SVP & CIO. 
He is presently based in Abu Dhabi. 

  Pradeep Chankara-
chan joined Joulon as 
Global CIO. Previously, 
he was Regional CDO/
CIO (Connected Car - 
Asia) at Harman Inter-

national. He has also been NEXT100 win-
ner in 2013. He operates in Dubai. 
  Sunil Nair moved to Gulf Marketing 

Group as its Group CIO from Spar India 
where he worked as SVP - Technology & 
Business Solutions. He is located in Dubai.

Indian CIOs who moved to 
overseas organizations

July 2019
  Amardeep Vishwakarma took over as CTO 

at Indian Express. Earlier, he was associated 
with HT Media in the same capacity.
  Anubhav Rajput was appointed CIO, Head 

- Digital & Operations at Cholamandalam MS 
General Insurance. Prior to this, he was VP & 
Head - IT at Max Bupa.
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  Rajesh Gopal was 
appointed CIO (India) at 
L’Oreal. Prior to this, he 
was Head – IT (Global 
Finance & Procurement) at 
Unilever. 
  Sachin Gupta joined 

Usha International as 
President & Chief 
Innovation & Information 
Officer. Earlier, he worked 
as EVP & CIO at Havells. 

  Sumit Puri was appointed Group CTO at 
Evercare Group. Before this, he was CIO at 
Max Healthcare.

October 2019
  Anand Sinha joined OCS Group as CIO & 

Director - IT (India). He moved from BARC 
India where he worked as SVP - Technology.

  Ashish Vikram was 
appointed Chief 
Technology & Innovation 
Officer at SpiceJet. Earlier, 
he was VP - Engineering at 
Flipkart. 

  Sreeji Gopinathan joined Lupin as 
Global CIO. Prior to this, he was Director - IS 
(Africa, Middle East & South Asia) at Reckitt 
Benckiser.

  Vidya Rao moved to 
Genpact as its CIO from 
Accenture where she was 
MD - Products Technology. 

November 2019
  Manish Israni joined 

Yotta as EVP & CIO. 
Previously, he was VP & 
Head - IT Infra & Data 
Center at Reliance Jio 
Infocomm. (Carry Pic) 

  Rajesh Kumar joined Tata Steel 
Processing & Distribution as CIO. Earlier, he 
was Head - IT (Insulator Business) at Grasim 
Industries (Aditya Birla Insulators).
  Sanjay Singh was appointed CTO & CIO 

at Paytm Payments Bank. Before this, he 
worked at Paytm as SVP - Technology & 
Engineering.

  Saurabh Ganeriwala 
joined Jindal Steel & 
Power as Group CDO/CIO. 
Prior to this, he was 
National Head & VP - IT 
Operations at Indus 
Towers. 
  Shaveta Wadhera joined 

Hero Motors Company as 
its CDO. She was 
previously associated with 
GE-India Rail JV as its CIO. 

December 2019
  Davesh Shukla joined 

Adani Airports as Joint 
President & CIO. 
Previously, he was CEO of 
GMR Smart Cities. 

  Mahendra K Upadhyay was appointed 
CIO at BARC India. His most recent stint was 
Head - Data & Technology India at Mindshare.

  Neeti Wahi joined 
Sterlite Power as Group 
CIO & CDO. Earlier, she 
was CIO at Clix Capital. 

  Richard Ventre joined 
Adani Ports & SEZ as CIO 
& SVP. Prior to this, he was 
Senior Global IT Director at 
Maersk APM Terminals.
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