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There is a popular couplet in Odia Bhagabata that 
every child in Odisha is taught. Roughly translated 
into English, it means the good and bad of (about)  
a creature (person) is known (remembered) at the 
time of its (his/her) death. This can easily be extended 
to anything, that comes and goes naturally, including 
a year.

So, when we look at social media posts express-
ing ‘happiness’ that the year 2020 is coming to an 
end and at the numerous memes doing the rounds 
depicting our difficult and tough times in 2020, even 
though in humorous ways, we know what this year 
meant to us. 

Of course, what has happened to the acceleration  
of digitization in organizations—that we have dis-
cussed almost in every single issue and meeting since 
then—was a positive sign. But that is the clear and 
present part.

We should also be grateful that we emerged out of 
this not just stronger but hopefully, realizing that 
some of the human values that we had diluted con-
sistently since decades, are not irrelevant, even now. 
Hopefully, our society, business, and technology—in 
that order—would not let this opportunity go for 
them to apply in their everyday lives.

Think about how the life 
came to a standstill after 
lockdown. Think not just 
about the cleaner air and 
birds in urban skies, but 
also about the renewed 
interest in the neighbor-
hood kirana store, or 
about the new compas-
sionate attitude towards 
coworkers struggling to 
make their networks con-
nect to Zoom or Google 
Meet or MS Teams. We 
once again realized the 

As 2020 
departs...

T

EDITORIAL

value of ‘we’, ‘our’ and together. In tech terminology, 
we called it collaboration. But the excessive usage had 
made that an emotionless technology possibility. The 
value of those emotions returned.

If you are in Delhi or Mumbai, you probably saw 
migrant workers walking with their baggage and 
even small children on their shoulders. For a moment, 
it was a feeling of shame at ourselves. But beyond the 
first feeling of shame, came back a resolve to do some-
thing about it. While that has got diluted with time, 
some of it led to lasting solutions, using technology. 

I could give many such examples. But you get the 
point. Right?

It is not just about the increasing value of technol-
ogy—that, though is not a small realization—but also 
about ethics, compassion, teamwork, and applying 
our knowledge and capital to a cause that is not of 
immediate benefit to ‘us’, but to the larger society.

When we think of society, it is beyond the known 
business metrics. One constant tussle between busi-
ness and the establishment about greater good to soci-
ety is manifest in regulation. Our cover story this time 
is by platform guru, Sangeet Paul Choudary, roughly 
based on his latest work on regulations of platforms. 
Please share you feedback.

Wishing you a Happy New Year 2021! 

We should also be 
grateful that we emerged 

out of this not just 
stronger but hopefully, 

realizing that some of the 
human values that we 

had diluted consistently 
since decades, are not 
irrelevant, even now
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the targeted beneficiaries were 
the real needy by revealing signs 
of poverty gathered from satellite 
photos and cell-phone data.

This small nation proved the 
need for out-of-the-box thinking 
and urgent experimentation that 
could lead to lasting change. 
The government had to resort to 
harvesting satellite and cellphone 
data partly because it did not have 
reliable data on citizens and their 
requirements. The pandemic-
induced experiment was so 
successful that the Togo government 
is now likely to adopt this data-
centric approach more widely. 

Called Novissi, which means 
solidarity in the Ewe language of 
the Togos, this new aid system was 
given the contours in just 10 days 
beginning late March. The system 
worked on algorithms based on 
analyzing satellite images that 
provided indicators of wealth 
and poverty such as the type 
of roofing materials and road 
surfaces. Novissi was launched 
on April 8 and sent aid the same 
day to the identified beneficiaries 
in and around Togo’s capital, Lomé. 
There were radio ads asking citizens 

Small Nation, Big Ideas
Togo uses satellite data and image analysis algorithms for COVID aid

Here is a BIG lesson from a small 
nation on how to use technology 
to distribute aids in times of a 
crisis. Togo, a small nation, initially 
responded just like every other 
country in the world when in March 
coronavirus epidemic reached its 
doorsteps. Stay-at-home orders were 
issued to suppress the spread of 
the contagion and the government 
announced an economic assistance 
program to help those who lost their 
income. The difference lay not in 
the action, but approach and execu-
tion. Togo adopted a tech-centric 
approach that many advanced 
countries could not think of. 

Responding swiftly, the Togo 
government established a mobile 
cash payments system that would 
support its most marginalized 
citizens. Surprisingly, this 
technology is more established 
in Africa than in most advanced 
countries that are at the forefront of 
mobile technology.

 The system targeted the most 
recent payments, funded by a non-
profit, GiveDirectly, and to do this, 
it took help of machine learning 
algorithms. ML algorithms helped 
the government establish whether 

“Align IT with the 
business” – We are 

the business, let’s 
shift this mindset”

WhaT 
CIOs are 
TIreD Of 

hearIng... 

around
thetech
Technology

to text message a special number 
that took them through a brief 
questionnaire over SMS. The best 
part, payments were sent almost 
instantly, as soon as it was verified 
against Togo’s voter ID database 
(that covers 93% of the population), 
that the person had declared an 
informal occupation earlier and  
was a resident of an eligible area. 
But this is not Togo’s first project  
in using algorithms to direct aid 
to its poorest. In 2019 it used 
population density maps created  
by Facebook machine learning 
experts for a targeted cholera 
vaccination campaign in 
Mozambique post a cyclone. 

A big lesson indeed.
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makingheadlines 

gender 
bender 

By The Book 

Here’s a look at how technology innova-
tion is changing the four core areas of 
our human experience: birth, food, sex, 
and death. ‘Sex Robots & Vegan Meat’, 
authored by award-winning journalist 
and documentary-maker, Jenny Klee-
man, is a virtual journey into the world 
of the people who are changing the 
meaning of being human. It’s a truly 
fascinating and at the same time fright-
ening glimpse into the people who are 
behind some of the life-altering innova-
tions that are changing the four core 
areas that make up human experience.

Take a look at some of these seismic 
changes that will change the way that 
human beings live and die – babies 
grown in artificial wombs, lab-pro-
duced meat, sex robots that can even 
talk to you, and ability to choose a per-
fect, painless automated death. 

Isn’t it worrying and at the same time 
somehow morbidly fascinating that 
what till today was considered the “will 
of God” is now “the will of humans” 
thanks to technology innovations that 
are changing our journey from cradle 
to grave? The way humans live in the 
future it seems involve more technology 
and less and less human interaction. 

The profound question the reader 
ends up asking is: Will these technolog-
ical advances devoid us our humanity?
  A fascinating exploration of  our 
future. 

Facial hair has trended this year with none less than our Prime Minister Nar-
endra Modi raking up a storm over his grooming choices or lack of it. Whether 
he is a pogonophile, i.e., a lover of beards and bearded, or not, is not what we 
are here to discuss. In general, the love for facial hair over the last decade has 
grown into a full-blown phenomenon signifying maleness in the 21st century. 
But did you know that facial hair has no functional physical human trait. It is 
purely ornamental unlike all the physical features on the human body includ-
ing other kinds of hair. Take a look – your body hair has a thermoregulation 
duty, head hair is your umbrella against sun or cap against cold, eyelashes are 
your screens to keep dust and bugs out, eyebrows stop the sweat from flowing 
into your eyes, armpit hair collects and disseminates pheromones and reduces 
friction and pubic hair protects your private parts and reduces friction. Even 
scientists are not sure why men have facial hair. Male vanity anyone? 

The tech industry will need to get serious if it wants to 
attract and retain women talent. according to a report 
from Women Who Tech, more than 40% of women who 
are tech employees or founders say they’ve recently 
experienced harassment from a boss or an investor. It’s 
surprising that in an industry that thrives on innovation 
and is responsible for much of our progress is still caught 
in a medieval mindset as regards to its women work-
ers. It’s more than three years since #MeToo rocked the 
world sparking a global conversation on sexual harass-
ment in the workplace, but not much has changed. The 
survey report was based on the responses of more than 
1,000 tech founders, employees and investors. The report 
states that 48% of women who are tech employees today 
have experienced harassment at work, with 42% say-
ing the harassment was perpetuated by a supervisor. Of 
those harassed, 43% said the harassment was sexual, 
with some even saying they were propositioned for sex in 
exchange for a promotion.
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AuTonomous

If we wanted any more reasons to invest in our online security, 
here’s a solid one. Researchers from IBM Trusteer have said they 
uncovered a massive fraud operation that used a network of mobile 
device emulators to drain millions of dollars from online bank 
accounts in just a few days. In a scale of operation that the research-
ers say is without a precedent, in one case, the thieves used about 
20 emulators to mimic more than 16,000 phones of customers 
whose mobile bank accounts had been compromised. They entered 
usernames and passwords into banking apps running on the emu-
lators and initiated fraudulent money orders that siphoned funds 
out of the compromised accounts. After each successful operation, 
the crooks retired the spoofed device that accessed the account and 
replaced it with a new device. They monitored their progress in 
real-time and like all smart people, learnt from their mistakes and 
evolved their techniques. The long and short of it – the usual secu-
rity advice – use strong passwords and keep your devices protected.

ViTAl 
sTATisTics 

Where 
HigHly 
EducaTEd 
MigranTs 
Come From

Most common birth countries of highly educated* 
migrants residing in OECD nations

*having received vocational or academic 
training as of 2015/16 - latest available 

Source: OECD; Statista

India

China

Philippines

UK

Germany

Poland

Mexico

Russia

3.12m

2.25m

1.89m

1.75m

1.47m

1.20m

1.14m

1.05m
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This bit of news is for those who swear 
by their virtual assistants and wish 
they could personalize them to some-
thing as close to their human personal 
assistants as possible. You’d be glad 
to know you can soon. Technology 
advancements have brought us a long 
way forward, but we are still not any-
where near what experts call a “gen-
eral” artificial intelligence that could be 
capable of learning and comprehend-
ing any task or concept a human can. 

But things are changing as far as 
Alexa is concerned, as Amazon takes 
a significant small step toward mak-
ing your Alexa more attuned to your 
needs. It is introducing a feature that 
will allow you to teach your Alexa per-
sonal assistant how to do new things. 
So, now when you instruct your Alexa 
to change your bedroom lamp to night 
reading mode, it may come back ask-

now you can Train your alexa Too!
ing what it means and ask you to teach 
her. Tell her it means turning the lamp 
50% brighter and she will do it and 
also remember it for the next time. 

What appears simple on the surface 
involves a lot of work happening in 
Alexa’s brain. Much like human brain, 
it figured it did not know something, 
asked you to fill the knowledge gap and 
even managed to keep the conversa-
tion moving. Earlier, Alexa would have 
responded with just a “Hmm, I don’t 
know that one” or some such response.

Not only this, Alexa can also apply 
this new knowledge in other settings 
too. If you want it to turn night reading 
mode anywhere else, say your living 
room, Alexa might just do that. This 
happens because, the virtual assistant 
files away what it learns and ties that 
intelligence to the user’s account.

There are other scenarios where 

Alexa can work. It can interpret your 
declarative statement as a request. Say 
you walk into a room and utter, “Alexa, 
it’s too dark in here”, it will understand 
that it’s a request for it and figure out 
how to solve the problem. It might 
then offer you options like asking if it 
should turn on the lights or open the 
blinds. If you respond by asking Alexa 
to open the blinds, the next time you 
say the same words, it will recall your 
preference for open blinds and open it.

A lot needs to be done yet, but this 
home-schooled version of Alexa that 
can control appliances in the smart 
home, is a step beyond what we could 
have imagined.

It is expected that as AI becomes 
more able to learn on the fly, it may be 
learning new things everyday.  Life 
would become much more convenient 
with this supersmart assistant. 



From Revolution 
to Regulation

Platforms

Platforms like Google, Amazon, Facebook and 
Uber have no doubt revolutionized the way we buy, 
consume, interact—live, for that matter. But this has 
also given them immense market dominance which 
sometimes they tend to use to control the market—
adversely impacting the competitors, partners and 
consumers. This has resulted in regulators 
across segments—many of them play 
in multiple segments—increasingly 
looking at regulating them in far 
tighter way than they have been 
done so far.

In this article, platform guru 
Sangeet Paul Choudary looks 
at the phenomenon—the 
reasons behind the new 
regulator postures, the 
rationality of such regulatory 
postures, and the positives 
and negatives of such 
(possible) regulation.

By Sangeet Paul Choudary
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As platforms set up control points and competitive bottlenecks to 
establish dominance in their ecosystem, they often act against the 
interests of other actors in their ecosystem. This leads to several 
scenarios where ecosystem participants, and society and markets 

at large, may get adversely affected because of the platform’s dominance. 
Effective regulatory mechanisms must target these control points.

First, several B2C platforms leverage their control over market access or 
data to directly compete with other players in the ecosystem. Google has 
been extensively investigated and fined for unfair practices where it pushed 
down rivals in Google search results, while several researchers have dem-
onstrated how Amazon uses its oversight over market-wide data on its plat-
form to selectively compete with merchants on the platform.

Second, platforms like Facebook and Google have been under increasing 
scrutiny on their data usage practices. Facebook's news feed and Google's 
search service are important control points that enable these platforms to 
constantly harvest data from users, often more data than is required for the 
improvement of their services. This data, in turn, serves as a control point 
over brands and advertisers looking to influence these users.

Third, platforms may start as open systems but increasingly exert greater 
control over the ecosystem, without prior warning to ecosystem members 
and to their detriment. Google has been criticised for creating an increasing 
number of control points over Android, while platforms like Twitter and Uber 
have often changed policies to the detriment of actors in their ecosystems.

Some platforms also engage in unfair and differential treatment of their 
ecosystem partners. For instance, Amazon and Flipkart have been charged 
by the Competition Commission of India (CCI) with preferential treatment 
to certain sellers, in exchange for bilateral arrangements that favor the plat-
form. Both platforms have been accused of offering deep discounts and 
preferential listings to certain sellers, to the detriment of other sellers.

Another aspect of fairness deals with the inability to audit algorithms 
used by platforms. Since platform algorithms determine market access and 
consequently market power for ecosystem participants, the black-boxing of 
such algorithms prevents regulatory scrutiny.

Platforms may also commoditize ecosystem players by intensifying com-
petition among them. For instance, Amazon's Buy Box is a highly contested 
battleground, which increases competition among merchants, increasingly 
commodifying them and impacting their margins. When multiple sell-

Sangeet Paul Choudary is the 
co-author of Platform Revolu-
tion and the author of Platform 
Scale. He is the co-chair of the 
MIT Platform Strategy Sum-
mit at the MIT Media Labs, an 
Entrepreneur-in-residence at 
INSEAD Business School, and an 
executive educator with Harvard 
Business School Publishing. 
He is also the youngest person 
to be ranked by Thinkers50 
India among the top 50 think-
ers globally of Indian origin. He 
is a working group chair at the 
WEF’s Global Future Council on 
Platforms and Systems and an 
expert on the advisory council for 
the WEF’s initiative on the Digital 
Transformation of Industries.
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ers offer the same product, Amazon's algorithms 
determine the seller who should be featured on the 
Buy Box. This is very important because more than 
80-90% of Amazon’s sales are via its Buy Box. While 
the Buy Box reduces search costs for consumers 
and helps create a more efficient market, smaller 
merchants joining are negatively impacted by this 
intensified competition.

Finally, as more services and work move into the 
platform economy, platforms also use their domi-
nant power to exploit workers and service providers 
in their ecosystem. 

Moving Fast Breaks More Things 
Silicon Valley’s “Move Fast and Break Things”  
refrain has led to digital platforms making their own 
rules.  The technology industry usually leaves the 
quality and damage control of minimum viable prod-
ucts to the end user. While this worked at a small 
scale previously (even for Google and Facebook), it 
led to unforeseen problems as these platforms start-
ed scaling economic influence. Seemingly innocent 
experiments - A/B testing - on peer-to-peer lend-
ing platforms, for instance, create market fairness 
issues. False positives spewed out by facial recog-
nition algorithms are proof of what happens when 
new technology is released without any safeguards. 
Racial and gender bias has been prominent in  
facial recognition software and AI, including those 
used by law enforcement. Just like how medicines 
and chemicals are required to adhere to safety stan-

dards, tech platforms too should demonstrate  
compliance with fit-for-market standards, before 
entering the market. Platforms should be held  
financially accountable for any damage done due to 
their products. 

No liability, no incentive?
Platforms have less liability and no incentive to 
reduce distribution of harmful content as long as 
such distribution serves to scale their business 
models. Facebook, Instagram, YouTube, and Twit-
ter make money out of advertising which relies on 
user attention. Platforms use algorithms to push 
controversial content like hate speech, disinforma-
tion, conspiracy theories, as they draw attention and 
amplify user engagement. Recommendation engines 
put out potentially harmful content as long as there 
is no economic incentive for them to stop doing so. 
In the US, platforms enjoy protection from liability 
due to Section 230 of the Communications Decency 
Act 1996, which provides platforms immunity for any 
harm caused by third party content.

Regulation of data privacy
Prof. Shoshana Zuboff from Harvard says that per-
sonal data should be treated like body organs and 
as a human right rather than as an asset that can be 
bought or sold. According to Zuboff, no corporation 
should be allowed to use private data to influence 
user choices. 

Of course, blanket regulation of data would come 
rife with issues. Some regulations like Europe’s Gen-
eral Data Protection Regulation (GDPR) and the Cali-
fornia Computer Privacy Act (CCPA) urge consumers 
to opt out of data usage by companies. But this is 
problematic as consumers are usually unaware of 
how their data are exploited by corporations. 

Moreover, much of value creation in the digital 
economy relies on effective use of data to improve 
market interactions and consumer decisions. Over-
regulation aimed at ensuring privacy runs the risk of 
imposing too many controls over data acquisition 
by platforms, which could in turn directly impact the 
platform’s ability to enable efficient markets.

Regulators will need robust frameworks explaining 
uses of data that benefit consumers and markets 
and those that are purely exploitative and aid value 
concentration towards a single actor, typically the 
platform owner. Ideally, regulation would deal with 
data ownership and usage rights in a manner that 
not only enabled the platform to create an efficient 
market but also protected the ecosystem actors and 
assisted the bodies that represent them.

Platforms use algorithms 
to push controversial 
content like hate speech, 
disinformation, conspiracy 
theories, as they draw 
attention and amplify user 
engagement
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Whither regulation? - Various 
schools of thought
Should platforms be regulated? Various schools of 
thought have emerged over the past several years. 

1. Platform bans
Several jurisdictions have taken an extreme 
approach of entirely banning platforms which do 
not comply with existing regulations. This is unlikely 
to prove to be a nuanced or sustainable solution. 
Bans are often championed by lobbying incumbents, 
who seek to protect a traditional advantage, and 
these bans run the risk of disincentivizing innovation 
entirely. Moreover, the imposition of bans is far from 
uniform, and this inconsistency tends to produce a 
fragmented regulatory landscape which can impede 
concerted and consistent regulatory action against 
the platform. More importantly, a fragmented regula-
tory landscape also has larger systemic effects, such 
as the migration of technology firms to jurisdictions 
with lighter regulation, with long-term repercussions 
for cities and countries imposing the ban.

2.  No regulation is good regulation
Another response, at the opposite end of the regula-
tory spectrum, is the complete absence of regula-
tion. Some scholars argue that traditional regulation, 
when applied to platforms, will lead to over-reg-
ulation, thereby curtailing all benefits that labor 
platforms create. Some proponents of eliminating 
regulation go so far as to suggest that, because the 
interests of the platform are intrinsically aligned with 

those of the ecosystem, platforms will naturally be 
motivated to invest in ecosystem protection. How-
ever, as already demonstrated across jurisdictions, 
“no regulation” is unlikely to be a practical approach 
that is widely adopted.

3. Self-regulation
A third related argument champions self- 
regulation by the platform. Self-regulation is fre-
quently proposed as a feasibly implemented solu-
tion due to the information asymmetry that exists 
between the platform and other stakeholders,  
including the traditional regulator. The argument  
for self-regulation rests on two key pillars: first,  
that reputation systems are effective in guaranteeing 
market efficiency, and, second, that market efficiency 
is aligned with positive outcomes for all platform 
stakeholders. However, both these arguments  
are contentious. Reputation systems can be manipu-
lated and biased. While self-regulation may work 
to the extent that it creates an efficient market, it is 
unlikely to be successful as a means to empower 
all actors when their interests are at odds with the 
interests of the platform owner. Though flawed, the 
argument for self-regulation throws a welcome but 
harsh light on the need for regulation to expand vis-
ibility into the opaque data and obscure workings of 
platforms. An independent regulator is required to 
ensure fair competition among platforms; delegat-
ing regulatory responsibility to the platform owner 
because of their exclusive access to this data is not 
a solution.

Platform Regulation 2020 Story in a Box
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4. Using narrative to sidestep regulation
Platform promoters use the phrases “sharing 
economy” and “collaborative consumption”, which 
conjure a positive image of platforms in general, and 
on-demand platforms in particular. These narratives 
present the platform as an intermediary that facilitates 
efficient, sustainable and decentralized markets in a 
manner that needs no regulation. However, the con-
cept of sharing can be cynically obfuscated. Platforms 
such as Couchsurfing, which started as not-for-profit 
intermediaries, enabling sharing among participants, 
have moved on to create for-profit businesses, 
focused on maximizing shareholder value, some-
times to the detriment of existing stakeholders. These 
decentralized production systems encourage a culture 
of sharing but are answerable to centralized gover-
nance and funding; the sharing economy narrative of 
altruism and socialism is secondary to the platform’s 
profit- seeking behavior. While for-profit platforms 
may also encourage a culture of sharing, the eventual 
centralization of profits and maximization of share-
holder value are at odds with the overall narrative. 
More specifically, these platforms may improve mar-
ket access and generate additional surplus but this 
does not imply that such surplus is equitably distribut-

ed among all stakeholders. Any regulatory framework 
should ensure that these narratives do not function as 
a ploy to sidestep regulation while maintaining control, 
information asymmetry, and profit centralization that 
could lead to ecosystem exploitation.

Crafting regulatory responses
Regulators need to work towards the creation of 
appropriate ecosystem protection and empower-
ment, while ensuring that such regulation is applied 
not at the point of market entry but subsequent to it, 
using actual data from platform usage.

Data plays an important role in creating value 
and establishing power dynamics on the platform. 
Data enables the creation of efficient markets. Both 
consumer and producer behavior can be influenced 
using data. Data also creates enforced dependency 
for various platform users. Finally, the platform’s 
exclusive ownership of data also creates greater 
information asymmetry between the platform and all 
other stakeholders.

An expandable and effective regulatory framework 
for platforms must be centred around the regulation 
of data. To that end, the regulatory framework should 
involve four key components:

Platform Landscape: Nine Themes for 2021 

Taken from The State of the Platform Revolution 2021. For the full report, visit: https://bit.ly/38qqJ1R



Cover Story

13December 2020 | CIO&LEADER

1. Decreasing information asymmetry 
between platform and ecosystem actors
Several patterns of ecosystem exploitation on plat-
forms can be traced back to the information asym-
metry that exists between the platform and its eco-
system. Decreasing information asymmetry would 
increase the bargaining power of the ecosystem.

2. Reducing ecosystem dependency driven 
by proprietary data that locks-in users
If a reputation data for producers is locked to a 
specific platform, it prevents them from moving to 
other platforms and further reduces their bargaining 
power.

3. Regulating through open data
The exclusive ownership of data by the platform also 
serves to obstruct effective regulation. Lacking vis-
ibility into actual behaviors on the platform, regula-
tors resort to traditional regulation, which can often 
impede innovation without increasing ecosystem 
empowerment. At its most extreme, regulators may 
choose to ban a platform outright. Instead, platforms 
should cooperate with regulators by facilitating 
external access to their data. The incentive to do so 
would be much lower regulation upfront. Access to 
data would be heavily curated to alleviate concerns 
that third parties could gain insight into a platform’s 
carefully nurtured competitive strengths. Regulators 
and platform owners would therefore need to work 
together to identify data that offer an understand-

ing of relevant market behavior without reducing the 
platform’s competitiveness.

4. Enabling alternate regulatory structures 
on the data
Even as platforms agree to provide access to their 
data, regulators must set up more agile and decen-
tralized regulatory structures. With data access, the 
regulatory structure itself could work like a multi-sid-
ed platform. Platform users would act as producers 
of data. These data could be consumed through API 
access by third parties. This would allow regulators 
to set up overall regulatory guidelines and empower 
third parties such as research agencies to analyze 
the data and propose regulatory interventions based 
on actual market behavior. This would also allow 
regulation to expand at the rate of innovation. Just as 
platforms exploit decentralized value creation, so this 
form of co-developed regulation would allow regula-
tors to exploit decentralized regulation, keeping pace 
with innovation on the platform.

The unintended consequences  
of regulation
In 2020, it’s now fairly clear that platforms have failed 
at self-regulation. Thoughtful and comprehensive 
regulations are required to save democracy, public 
health, privacy, and competition in the economy. But 
regulations come with consequences. 

Critics have warned of harder detection of online 
child sexual abuse due to privacy protections that are 
meant to be executed towards the end of 2020 in the 
European Union. As per the new regulations, big tech 
firms like Facebook and Microsoft will be forbidden 
from using automatic detection tools used to detect 
online grooming or images of child abuse. Critics of 
such tools contend that automatic scanning infring-
es on people’s privacy, especially those using chat 
and messaging apps. Those opposing the European 
Electronic Communications Code directive worry 
that banning detection tools in Europe could lead 
to firms halting their usage elsewhere in the world. 
“If a company in the EU stops using this technology 
overnight, they would stop using it all over the world,” 
said Emilio Puccio, coordinator of the European Par-
liament Intergroup on Children’s Rights.

As regulation speeds up in 2021, regulators will 
need to ensure that regulation effectively safeguards 
ecosystem interests without stifling data-driven 
innovation. Regulators will also need to coordinate 
across other actors and advocates to understand 
potential unintended consequences and craft regula-
tions that mitigate them 

Lacking visibility into 
actual behaviors on the 
platform, regulators 
resort to traditional 
regulation, which can 
often impede innovation 
without increasing 
empowerment
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Much has been written about the role of CIO since William Synnott 
and William Gruber introduced it in their 1981 book, “Informa-
tion Resource Management: Opportunities and Strategies for the 
1980s”. It was their solution to the increasing complexity in orga-
nization, management, and technology. In the forty years since, 
leading universities, business/technology publications, and global 
consulting powerhouses have written about the “evolution” of the 
role of CIO; business leaders have gone to the extent of reinventing 
the new full form of “I” in “CIO”. The error lies in trying to box in 
this role. The “I” is a moving target; roving around if you will. 

Before we get to that, let us first look at why is there a need to 
redefine this role. Surely and steadily, the pace of information tech-
nology transformation and disruption has increased in the last few 
years. Additionally, the pandemic has accelerated the implementa-
tion and adoption of game-changing technologies. This accelera-
tion has made technology as important to the business as money. It 
would not be an exaggeration to say that today, every company is a 
technology company.

Let us also look at what the research is telling us. In its last Future 
Systems Research, Accenture reports that the “leader” firms grew 
twice the rate of “laggard” firms (the adjectives being defined in 
terms of belief that humans and machines can bring out the best in 
each other). And the CXO at these firms have a high degree of confi-
dence in the reliability of their data. Add to this, the data from TCS’ 
2020 CIO Study; it says that at leading digital firms, LOB heads and 
Board of Directors play a large role in ideation and strategy for the 
digital roadmap (indicating the importance they attach to it); while 

M

 The author managed large 
IT organizations for global 
players like MasterCard and 
Reliance, as well as lean IT 
organizations for startups, 
with experience in financial 
and retail technologies 

By Akash Jain

Silly Point

the Roving “i”
Business leaders have gone to the extent 
of reinventing the new full form of “I” in 
“CIO”. The error lies in trying to box in this 
role. The “I” is a moving target; roving 
around if you will
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CIOs spend almost two-thirds of their 
time on Innovation (a shift from just 
keeping the lights on in the computer 
center). Finally, let us take into account 
Wall Street Journal’s Technology Outlook 
for 2021. A key statement it makes is 
that we are on verge of a revolution 
on the lines of internet and mobile 
phones; a revolution that will merge 
physical world with content to create 
a whole new experience, and how we 
interact with each other. 

So, the “I” in CIO is no longer  
just about “information”. The “I” is 
now a six-stage process, with all the 
six stages in the play concurrently. 
Without much ado, let us look at the 
six-phase “I”:

The “CIO” is wearing different hats, at 
different times and in different rooms during 
any given day 

Phase I: INFORMATION: IT as usual.
Phase II: INTEGRATION: IT for/into 
business processes and end-to-end 
SOPs.
Phase III: INTERVENTION: bring 
standardization and seamlessness 
across business functions.
Phase IV: INNOVATION: improve 
SOPs and Decision Dashboards.
Phase V: INVENTION: discover exist-
ing but unknown truths.
Phase VI: INTELLIGENCE: discover 
counter intuitive truths.

These are progression levels of 
the IT function, which occur in the 
sequence above; and therefore, need 
to be tracked, controlled and managed 
accordingly. However, concurrence 

is bound to happen. The phases are 
not consistent enterprise-wide; they 
are measured and tracked at program 
level, each of which can/will be at 
different stage. An additional com-
plication is that the phases are to be 
deployed in the manner that is the 
current favorite of IT: Agile Methodol-
ogy (Develop – Grow – Test – Deploy 
– Return to the start of the cycle with 
new information gained). The entire 
progression is iterative, and perhaps 
never-ending.

All in all, the “CIO” is wearing one of 
these six hats, at different times and in 
different rooms during any given day. 
The only thing common to all these 
hats is DISRUPTION: proactive and 
self-induced. It is the only trigger for 
migration to next phase in this cycle. 
This is important because rapid tran-
sition can only be achieved through 
Disruption; therefore, Disruption is 
inevitable, and it is best initiated by 
design. It is of note that any successful 
disruption starts with a business idea 
and comes from within; which makes 
collaboration between IT and Busi-
ness a cultural paradigm. Take e-com-
merce for example, which was driven 
by logistics and marketing ideas and 
needs, and not by simple availability 
of technology. Or the ATM machine 
that lay waste for 40 years until some-
one figured out the business model of 
Any-Time Banking. 

So, should the title be renamed to 
SixIO? Perhaps yes! SixIO: A Dis-
rupter, who is also a strategist, a com-
municator, a researcher, an ideas guy, 
a businessman, an entrepreneur, and 
everything else any other CXO needs 
to be. This Disrupter keeps the organi-
zation aligned with its own vision and 
the ever-shifting ground all around it. 
So, it is time to recognize it for what it 
really is 



NextCSO 
2020 AwArdS
Meet our winners and 
jury of 2020...
By CIO&Leader

The fourth NextCSO awards were announced 
digitally on 18th December 2020. This is the 
first instance of the awards being announced 
digitally. 

The NEXTCSO process started in June 2020—at 
the peak of lockdown due to the pandemic 
with self-nomination and filling out a detailed 
online form.  

After completing the application, all 
candidates had to take two psychometric 
tests—the Personality Profile Test and the 
Emotional Quotient test. Both these tests are 
administered by Central Test of France. As a 
part of the application process, applicants had 
to nominate two referees and a supervisor to 
provide feedback. 

Like earlier years, we had a panel of 12 senior 
CISOs constituting the awards jury. The jury 
helps formulate the applicant selection 
criteria—and conducts the interviews. 

Using an evaluation model developed in 
consultation with the jury, we created a list 
of candidates for interviews. The evaluation 
model takes into account candidates' academic 
achievements, the length and quality of 
work experience, certifications, and the 
psychometric test scores.

Each selected candidate was interviewed 
by two jury members independently. To get 
selected for the award, a candidate had to be 
approved by both the jury members.

That only 18 could make it to the list of winners 
from the 851 who applied is a testimony to the 
level of competition that one has to go through 
before they emerge winners.

We present here those 18 successful 
candidates—India’s future CISOs. They join the 
winners of NextCSO of the first three batches—
in 2015, 2017 and 2018—in this exclusive club. 
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wiNNerS 2020

Hemant Chavan
Head - Information Security, TietoEVRY

Smita Jain
Cyber Security Technology Specialist, Microsoft India

Mukund KS
General Manager - IT, Inventia Healthcare

indranil Chatterjee
General Manager - Security & Compliance,  

Jio Platforms

Kishor Gojiya
Head - IT, CIMS Hospital

John Joseph
Cyber Security Officer, Parexel International

NextCSO Special
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Vijay Mishra
Director & Group IT Business Partner, Capgemini

Syed raheem
IM Security Head, Amara Raja Group

Kunal rangole
Associate VIce President - Information Security & BCM, 

Evalueserve

Mukesh Kumar
Vice President & Head - Enterprise IT Infrastructure, 

Mphasis

Vasanth Pai
Assistant Vice President - Program Head, 

Tech Mahindra

Vikram raj
Assistant Vice President, Barclays

wiNNerS 2020
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wiNNerS 2020

Jagannath Sahoo
Regional Service Delivery Head, Bharti Airtel

Nikesh Sinha
Principal Consultant, Hinduja Global Solutions

Sangameshwar Yallawaram
Associate Vice President, Broadridge Financial 

Solutions (India) 

Prakash Kumar ranjan
Senior Manager, Airtel Payments Bank

Ambarish Kumar Singh
Senior Manager - Information Security,  

Flipkart Internet

Sandeep Solanki
Assistant General Manager, Secure Meters

NextCSO Special
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JurY 2020

Makesh Chandramohan
CISO, Aditya Birla Financial 

Services Group

uday deshpande
CISO, Larsen & Toubro Group

durga Prasad dube
Senior Vice President & Global 

CISO, Reliance Industries

Sridhar Govardhan
Senior Director & Head - IS, 

Flipkart Internet

dr rudra Murthy
CISO, Amazon Pay

Yask Sharma
CISO, Indian Oil

Lucius Lobo
CISO, Tech Mahindra

Aashish Narkar
Global Head - IT Security (Internal IS) & CISO, 

Tata Consultancy Services

Vinit Sinha
Director - Cybersecurity, Mastercard

Murli Menon
Director & CSO - GDC India,  

Atos India

Manoj Nayak
CISO, SBI Life Insurance

Anuj tewari
CISO, HCL Technologies

NextCSO Special
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Creating A Human 
Firewall Through 
A Culture Of 
Security
Identifying suspicious behaviors, keeping devices up-to-date, 
and practicing safe cyber behavior should be built into the fabric 
of all job roles to ensure that the human firewall continues to 
stand firm
By Rajesh Maurya
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W
Whether they know it or not, employees can pose a 
significant risk to the security of enterprise networks 
and the data they hold. Considering that 68% of 
organizations feel moderate to extremely vulnerable 
to insider attacks, as noted in a recent study, it’s clear 
just how significant this issue is. In addition to those 
that are considered malicious insiders, these threats 
can also be attributed to the group known as the 
“accidental insiders.” According to this same study, 
security teams view falling victim to phishing attacks 
(38%) as the top cause for accidental insider threats, 
followed by spear phishing (21%), poor passwords 
(16%), and browsing of suspicious websites (7%). In 
other words, opening the door for cyber criminals 
can be as simple as clicking on a link or downloading 
a file without taking the time to determine whether 
or not it is legitimate.

Careless and negligent behaviors can have a last-
ing effect on organizations, especially in the case of 
a data breach. And with more employees working 
from home, unable to walk over to a co-worker’s desk 
to get their thoughts on a suspicious-looking email, 
these individuals are more likely to be susceptible 
to social engineering attacks. With this in mind, it is 
more important than ever that CISOs prioritize their 
employees’ cybersecurity awareness to help them 
understand the role they play in keeping networks 
secureand reducing the insider threat risk.  

Creating a Human Firewall through 
a Culture of Security
Considering employees can be the best line of 
defence, it is crucial that CISOs protect their organi-
zations by including employee education and aware-
ness in their cybersecurity strategy. By embracing 
this technique, leaders can ensure the workforce is 
prepared to face the various threats. 

Regardless of job titles or roles, all employees 
should understand the repercussions of a security 

event and how it could affect the organization  
and them personally. The importance of this enter-
prise-wide strategic approach was highlighted in 
a 2019 Forbes Insights survey of over 200 CISOs. 
When asked which security initiatives they plan to 
prioritize in terms of funding over the next five  
years, 16% of respondents noted the creation of a  
culture of security. 

While this is a step in the right direction,  
establishing a baseline for good cyber hygiene must 
begin with CISOs helping their employees take 
cybersecurity seriously. This can be achieved in the 
following ways:

Prioritize Cyber  
Awareness Training 
Social engineering attacks are extremely prevalent 
across organizations simply because they work. In 
fact, Verizon’s 2019 Data Breach Investigations Report 
(DBIR) found that approximately one-third of all data 
breaches involved phishing in one way or another. To 
combat this risk, CISOs must educate their employees 
about common attacks that could appear in the form 
of phishing, spear phishing, smishing, or other tech 
support scams. Whether these lessons are provided 
through online meeting spaces, video chat, or email, 
they should be prioritized. Understanding these 
threats and their associated red flags will be critical in 
helping employees avoid falling victim to fake emails 
or malicious websites.

In addition to teaching about common indicators  
of cyber scams (i.e., the promotion of “free” deals), 
these training offerings should also feature simulat-
ed phishing exercises designed to test knowledge  
and determine which employees might need more 
assistance. Through tactics such as these, employees 
will be better equipped to know when they are the 
target of a social engineering attack and can, there-
fore, act accordingly. 
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Create a Partnership 
between the Security 
Team and Other 
Departments
Cybersecurity cannot fall on the shoul-
ders of the security and IT teams alone, 
especially as cyber threats continue to 
grow more sophisticated and challeng-
ing to detect. In addition to ensuring 
that employees can identify phishing 
attacks, leaders should also encour-
age collaboration between the security 
team and other departments. This 
means helping both sides understand 
expectations. While the security team 
will be the expert in terms of determin-
ing the risk and threats, other depart-
ments will be critical in helping to 
develop user-friendly policies that are 
easy to follow both in the office and in 
remote work environments, even for 
those who are not entirely cyber aware. 

Through collaborative efforts, CISOs 
can ensure that all individuals across 
the organization are not only aware of 
security policies but also understand 

the impact their actions can have on 
the organization as a whole. Helping 
employees understand safe cyberse-
curity practices and the ramifications 
their actions can have should lead to 
improvements in how these individu-
als respond when confronted with 
a suspicious email or website, even 
while working from home.  

When employees know what is 
expected and feel like they are a part 
of the team, they are more encour-
aged to follow best practices and help 
chip away at the behaviors that cause 
accidental insider issues, such as for-
getting to change default passwords 
or neglecting to use strong passwords. 
And as more employees follow suit, the 
human firewall acting as the first line 
of defence to the organization will only 
grow stronger. 

Establish Straightforward 
Best Practices
Even after employees are made aware 
of what to look for in the case of a social 

engineering attack, they may still need 
some guidance on the next level. While 
it is easy to ignore or delete a suspi-
cious-looking email, what about those 
that appear normal that the receiver 
is still unsure about? In this scenario, 
CISOs should encourage employees 
to ask themselves certain questions 
to help make the right judgment: Do I 
know the sender? Was I expecting this 
email? Is this email invoking a strong 
emotion like excitement or fear? Am I 
being told to act with urgency?

While these questions should help 
clear up any confusion in regards to 
whether the email is malicious, the 
receiver should still take extra precau-
tion to protect themselves and their 
organization. This includes hovering 
over links to see if they are legitimate 
before clicking, not opening unex-
pected attachments, calling the sender 
to verify they actually sent the email, 
and reporting all suspicious emails to 
the IT or security team. By explaining 
these steps to their employees from the 
beginning, CISOs can avoid negative 
repercussions down the line.

Addressing  
Insider Threats
The ability to be cyber aware is a criti-
cal piece of the puzzle when it comes to 
keeping organizations secure. Wheth-
er employees realize it or not, their 
actions could open the door for cyber 
criminals to access sensitive informa-
tion, meaning passivity towards secu-
rity is no longer acceptable. 

By prioritizing training and col-
laboration between departments and 
the security team, CISOs can lay the 
groundwork for a strong culture of 
security. Identifying suspicious behav-
iors, keeping devices up-to-date, and 
practicing safe cyber behavior should 
be built into the fabric of all job roles to 
ensure that the human firewall contin-
ues to stand firm 

—The author is Regional Vice President - 
India & SAARC, Fortinet

Cybersecurity cannot fall on the shoulders of 
the security and IT teams alone, especially as 
cyber threats continue to grow sophisticated 
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Application 
Security in A 
Multi-Cloud World

As applications migrate to the cloud, gaining actionable visibility 
into application health and service-level agreements (SLAs) 
becomes critical since each application may require a different 
tool to monitor performance
By Nikhil Taneja
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Management of applications in het-
erogeneous cloud environments intro-
duces new challenges for IT, DevOps 
and application owners. One of the 
challenges of this is that each envi-
ronment offers different capabilities, 
resulting in inconsistent management 
and deployment of application deliv-
ery and security services, policies and 
configurations.

As applications migrate to the cloud, 
gaining actionable visibility into appli-
cation health and service-level agree-
ments (SLAs) becomes critical since 
each application may require a differ-
ent tool to monitor performance.

In such a dynamic environment  
where each application has its own  
set of requirements, it is almost impos-
sible to accurately plan for the appli-
cation delivery and security licenses 
required for each environment. As a 
result, IT departments face risks when 
budgeting for application delivery and 
security solutions.

Microservice & Security
As organizations transition to the 
cloud, many are adopting microservice 
architecture to implement business 
applications as a collection of loosely 
coupled services. Some of the reasons 
to move to this architecture are to 
enable isolation, scale, and continu-
ous delivery for complex applications. 
Many of these loosely coupled services 
are also Function-as-a-Service (FaaS) 
and use Representational State Trans-
fer (ReST) APIs.

That’s a lot of attack surface which 
wasn’t exposed when the applications 
were monolithic. Adopting microser-
vices doesn’t remove the traditional 
security and application availability con-
cerns. Hackers are also taking advantage 
of internet turning dark – increasing 
adoption of SSL encrypted traffic.

Most Successful Attacks                                                                                             
The recent ransomware attacks high-
light the need to secure against denial 
of service and application attacks. The 
primary goal of cyber-attacks is service 
disruption, followed by data theft. Ser-
vice disruption creates poor customer 
experience, and perpetrators know 
that and use a broad set of techniques 
to cause harm. These include bursts 
of high traffic volumes, which do not 
leave time for mitigation teams to get 
a grip, usage of encrypted traffic to 
overwhelm security solutions resource 
consumption, and crypto jacking that 
reduces the productivity of servers and 
endpoints by enslaving their CPUs for 
the sake of mining cryptocurrencies.

That’s a lot of attack surface which 
wasn’t exposed when the applications 
were monolithic. Adopting microser-
vices doesn’t remove the traditional 
security and application availability 
concerns. Hackers are also taking 
advantage of internet turning dark – 
increasing adoption of SSL encrypted 
traffic.

Attacks are More 
Successful
The recent ransomware attacks high-
light the need to secure against denial 
of service and application attacks. 
The primary goal of cyber-attacks is 
service disruption, followed by data 
theft. Service disruption creates poor 
customer experience, and perpetrators 
know that and use a broad set of tech-
niques to cause harm. These include 
bursts of high traffic volumes, which 
do not leave time for mitigation teams 
to get a grip, usage of encrypted traf-
fic to overwhelm security solutions 
resource consumption, and crypto-
jacking that reduces the productivity 
of servers and endpoints by enslav-
ing their CPUs for the sake of mining 
cryptocurrencies.

Attacks are also more targeted and 
more successful – more result in a 
complete outage rather than merely 
service degradation. According to 
Radware research, data breaches are 

expensive, and the costs are only  
going up. 

Every cloud has a different option, 
product offering and ways of securing 
applications. This is one critical area 
where you MUST standardize profiles 
and policies for your applications. 
Application protection is a lot more 
than just preventing OWASP Top 10 
attacks. In addition to protecting appli-
cations against XSS, SQL Injection, 
and others it is also about protecting 
against API abuse, bad bots, vulner-
ability exploits and application denial 
of service.

Best Practices
Secure application delivery best prac-
tices include:

 Applying consistent policies across 
multiple deployments

 Preventing configuration errors from 
creeping in during deployment by 
automating as much as possible

 Addressing issues such as phishing 
and social engineering that play a 
large part in human failures

 Ensuring that the applications are 
accessed by the right users that are 
authorized and authentic

 Keeping all attacks out of the corpo-
rate / virtual private networks

 Gaining actionable visibility
As many of us are now working 

remotely, organizations have moved 
many of their applications to the  
cloud to take advantage of the flex-
ibility. This does address the immedi-
ate need to scale access but creates 
many security challenges that must 
be addressed to keep both customer 
data and corporate IP and businesses 
safe from hacking attempts. Part of 
the solution is to address the human 
aspects of security weakness by 
educating and automating, the other 
aspects are to adopt best practices and 
implement multi-layered approach to 
securing these applications 

—The author is Vice President & Managing 
Director - India, SAARC, Middle East & 
GSI at Radware
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The Automation 
Journey – A Practical 
Roadmap To Success

Automation is a smart investment for companies seeking to 
elevate their service delivery and customer experience
By Anuj Vaid
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A
Automation is a smart investment for companies 
seeking to elevate their service delivery and customer 
experience.

No matter how well-oiled your delivery engine, 
there is a chance for errors; especially when it 
involves time-consuming, complex and repetitive 
tasks. Your automation journey begins here - with 
the errors that cause customer delay and aggravation. 
These gaps are your optimization and automation 
opportunities. Once you’ve identified the processes 
that can be optimized, you can use digital tools to 
automate the tasks and workflows. This will reduce 
errors, complexity and wait-time, making your oper-
ations run smoothly and efficiently.

For example, your customers might have questions 
about your product or need help in installing a new 
version of software. They might need this informa-
tion/support urgently, maybe outside office hours. Or 
they might find the long wait-time for phone support 
frustrating. To support them, offer an omni-channel 
chatbot service that answers questions and guides 
them through the installation in real time. With this 
innovative swap, you empower your customers to 
access support 24/7 without expending additional 
resources.

For one of the largest telecom companies in India, 
we’ve developed a chatbot-powered IT Service Desk 
that has become the first line of resolution for over 
20,000 users. In the last year, over 80,000 conversa-
tions led to the resolution of 100,000 queries, with 
an amazingly meagre 0.5% call abandonment rate. 
And, the service desk ticket volume dropped by a 
staggering 74%.

What can be automated?
At the heart of automation is innovation. Automation 
has innumerable use cases—from complex scenarios 
like compliance to routine tasks like password resets. 
Any business process that follows a rule can be auto-
mated. Daily checklist tasks that are monotonous and 
time consuming are ideal automation candidates.

Let’s return to our chatbot example. It is a pro-
gramme that simulates human conversation. Your 
customers ask questions using a text chat box or 
voice command. The software analyses the words 
and returns predefined answers. After an initial 

setup (list the frequently asked questions and feed 
in the appropriate answers), it learns on the go and 
becomes smarter with minimal human intervention.

Traditionally, companies expend a lot of resources 
in helping their customers use their products or 
services. A single fixed cost investment in setting up 
a chatbot, with minimal further investment in updat-
ing and maintaining it can replace this expense eas-
ily. The result? Savings of time, money and human 
ingenuity that can be leveraged to take the enterprise 
to the next level. 

Even the administration of customer service can 
be automated. Tickets can be auto-created, allocated 
and closed. Many problems, such as password reset, 
access requests and resetting VPN/network configu-
rations can be taken care of through self-help and 
self-heal solutions. 

Multiple chatbots can run multiple processes, often 
interconnected with each other, with underlying 
systems such as ERP, HRMS, etc. and can be com-
missioned quickly using our cloud-based chatbot 
platform. Each bot can also be integrated with a ‘Live 
Agent’ to ensure that there are no unsatisfied cus-
tomer drop-off’s. 

If innovation is the goal of a company, automating 
the helpdesk is the prime innovation that enables all 
others. The best part is that you can outsource the 
chatbot and its related activities to a Managed Service 
Provider (MSP). Your MSP will deploy and run the 
service for you. 

We’ve helped a major pharmaceutical company 
efficiently manage its user requests with zero drops 
thanks to help-desk automation services augmented 
with a chatbot/conversational AI. This solution led 
to 24/7 availability with lean resources, 90% error 
reductions, and a whopping 50% increase in first call 
resolution.

Frequent areas of chatbot use are: Customer Ser-
vice, Help Desk, Guided-Self Service, HR, Solution 
Navigation, and MIS Reporting. These are some com-
mon IT tasks that are prime candidates for automa-
tion:

 Creating, allocating, and closing support tickets
 Patch management 
 Backup and storage management
 NOC services like co-relation of alerts and remov-
ing false positives or detecting potential threats and 
issuing early warnings 

 Escalation triggers can be automated with the help 
of RPA and other tools

Key benefits 
 Increase productivity: With the same amount 
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You need to 
proactively 
anticipate 
resistance, 
overcome 
this with 
transparency 
and help your 
people to 
upskill and 
reskill

of human capital as before, you can now get more 
done, as that human capital is freed up to work on 
non-mechanical tasks.

 Reduce costs: Automation mainly consists of a 
single fixed capital cost. Let alone having to pay 
salaries and offer raises, automation is likely to get 
cheaper with time.

 Boost accuracy/quality: Humans are prone to 
making mistakes on repetitive tasks. On the other 
hand, a script that automates a repetitive process 
will produce results without any error or oversight.

 Enhance customer experience: Being able to 
receive help 24x7 from discerning, ever-ready chat-
bots will keep customers satisfied and loyal.

 Improve analytics: Each process and interaction 
yields data. When these are taking place through 
automation, the data can immediately be yielded 
and utilized to improve operations through the 
built in Artificial Intelligence/Machine Learning 
capability. 

 Elevate employee experience: Having the basic, 
time-consuming tasks automated frees up employ-
ees to actualize their full potential. With this, 
employees find work meaningful and enjoyable. 
Millennials are looking to do more with less, and 
such bots create great user experience. 

Change management is the key 
Automation requires a company to change the 
way it delivers value. Innovation is driven through 
automation. It requires openness to change, and the 

constant desire to do things better. Chatbots learn, so 
the journey gets better with its growing intelligence. 
Like with any of us, it needs to be supported through 
its learning journey. Automation can take over entire 
tasks and make some roles redundant. That can be 
daunting. You need to proactively anticipate resis-
tance, overcome this with transparency and help 
your people to upskill and reskill. Involve the most 
impacted employees in the change management pro-
cess and help them adopt new ways of thinking.

Tips for successful automation 
 Choose processes wisely, i.e. those that will yield 
the greatest results. Processes that are repetitive, 
stable, work with digital data inputs, run on struc-
tured data, and don’t require human judgement are 
ideal.

 Appoint change champions to lead, guide and 
cheerlead the organization through the change. 
This is essential to unlocking the true value of auto-
mation.

 Break silos. Automation works best when you 
foster collaboration across teams, share data with 
other functions, and proactively build cross-func-
tional/enterprise-wide workflows and processes. 
Deploying automation/conversational Bot’s and 

RPAs is akin to having an intelligent, digital work-
force that delivers value 24/7. It’s an investment that 
will pay for itself many times over 

—The author is EVP, CMS IT Services
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Leveraging 
Salesforce 
Marketing 
Automation For 
Driving Business 
Success
Marketing teams are leveraging the use of new-age 
technology – salesforce marketing automation for seamless 
execution of marketing campaigns
By RS Maan

T The present world of business is transforming with 
the advancements and adoption in technology. Cus-
tomer journey and the way they interact with a brand 
has also been transformed like never before. The 
brands are targeting customers, providing personal-
ized experiences based on their requirements.

The customers are overloaded with marketing mes-
sages on different channels. Developing a message 
tailored to specific customer data is challenging. In 
such a scenario, brands need to create marketing 
campaigns that stand out in the market. The market-
ing teams are utilizing digital channels to create ideas 
that are innovative and enticing for the customers. 
There is no denial of the fact that executing day-to-
day marketing campaigns according to the custom-
ers’ dynamic behavior and preferences involves 
several challenges.

To focus on the bigger picture, marketing  

teams are leveraging the use of new-age technol-
ogy – salesforce marketing automation for seamless 
execution of marketing campaigns. It automates pro-
cesses that makes the sales team directly approach 
prospective customers through a combination of 
tactics. Before moving forward, it is imperative to 
understand what ‘salesforce marketing automation’ 
is all about?

In today’s competitive world of business, every 
brand has to be omni-directional in the planning 
and execution of marketing campaigns. Salesforce 
marketing automation is a technology that automates 
the management of multiple marketing activities and 
multifunctional campaigns. It simplifies the target-
ing of potential customers with automated messages 
across various digital platforms – email, web, and 
social. Additionally, it automates the process of send-
ing messages by using custom-built templates.
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How does salesforce 
marketing automation 
help in business growth?
Salesforce marketing automation is 
becoming widely popular among  
sales and marketing departments. 
Lead generation is one of the topmost 
priorities for the sales team and it has 
become an extremely essential step in 
growing businesses. By automating 
the important marketing processes 
and campaigns, it saves the time of 
the sales team and lets them focus on 
the overall strategy of handling leads 
and enhancing customer experience. 
The salesforce marketing automation 
software is designed for business scal-
ability. By using a strategic set of tools, 
it simplifies the complex and time-con-
suming responsibilities by effectively 
handling repetitive tasks and reducing 
human error.

How is salesforce 
marketing automation 
valuable?
Salesforce marketing automation is 
one of the most marketable and profit-
able platforms for business growth. 
Companies offering breakthrough 
services and products need an exhaus-
tive platform for targeting customers. 
Additionally, the widespread adoption 
of digital channels makes the cloud-
based platform more functional.

Customer Acquisition
Every business needs customers to 
survive, grow and sustain. In previous 
times, sales executives used to rely on 
cold calling and emailing for reaching 
out to customers. But strong internet 
presence has transformed the process 
of lead generation. Salesforce strategi-
cally generates leads, qualifies, manag-
es and sends them to the sales team. It 
uses behavioral details of the custom-
ers that help the marketing teams in 
analyzing their interests and purchase 
behavior. It brings together informa-
tion of customers from website visits, 
downloads, and social media activities 
to automate lead qualification. 

and efficacy. It further removes the 
guesswork in deciding the touchpoints 
and formulating an important busi-
ness marketing strategy.

Improves marketing ROI
Automating the marketing processes 
removes manual intervention to plan 
and send emails and messages. This 
saves the time of the team and lets 
them focus on other tasks such as ana-
lyzing the important customer data 
and tweaking marketing plans accord-
ing to the campaign performance. An 
automated strategy helps in making 
the team focus on those factors that 
drive revenue and improve ROI, along-
side growing the business.

The success of the campaigns 
depends upon personalizing market-
ing messages for customers. The  
effective implementation of marketing 
automation transforms lead genera-
tion and nurturing. It comprehensively 
works in customer acquisition, con-
version, and retention that ultimately 
leads to increased sales and sustained 
business growth 

—The author is Global CRO at Codleo Con-
sulting

Monitoring progress of 
marketing campaign
Salesforce marketing automation gath-
ers essential customer data that can be 
monitored and measured. The proper 
implementation of marketing automa-
tion helps in tracking the progress of 
the campaign. By identifying critical 
sales data, it defines KPIs (key per-
formance indicators) that makes the 
marketing automation process mea-
surable. Furthermore, the dashboard 
helps in monitoring monthly targets, 
marketing performance, pipelines to 
understand the real leads and those 
under development.

Improves marketing 
strategy
Marketing automation works beyond 
automating lead generation process. 
Based on customer data and behavior, 
the sales and marketing teams estab-
lish clear objectives post understand-
ing the customer’s purchase cycle. 
Additionally, the marketing executives 
are able to measure the effectiveness 
of the touchpoints that are set by the 
teams for customer acquisition. This 
further allows the brands to analyze 
their overall campaign performance 
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How BFSi Uses 
Technology-Driven 
Culture To Make 
Their Workforce 
Future-Ready

Banking and financial services, a critical pillar of the economy, 
has seen a major shift from the physical and traditional ways 
of operations. It has accelerated a never seen before digital 
push and a wider and larger financial ecosystem
By Prasoon Nigam
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A
As the work from home regime for everyone amidst 
the Coronavirus pandemic, providing customer 
assistance and services is now becoming the norm. 
The world has witnessed an inescapable reality in 
the name of COVID-19 and has turned our outlook 
upside down on perhaps everything we knew.

The infectiousness of Coronavirus is not a ‘normal’ 
one, and has disrupted value chains, communica-
tion, and operations like never. For FinTech and BFSI 
companies, the pandemic has been a real eye opener. 
It has drastically impacted business continuity and 
business models. Banking and financial services, a 
critical pillar of the economy, has seen a major shift 
from the physical and traditional ways of operations. 
It has accelerated a never seen before digital push 
and a wider and larger financial ecosystem.

A global analysis by Accenture stated that 79% of 
the banking executives agreed that there is an imme-
diate need to re-engineer the experience that brings 
people and technology together. At the same time, 
17% believe that AI is a critical aspect of their orienta-
tions. The findings showcase the belief of BFSI execu-
tives in the power of digital transformation. Whether 
be it front end customer services or the last mile, digi-
tal solutions have become the foundation stone for 
FinTech companies to curate customer experiences, 
retain and grow their market share.

Even before the pandemic, businesses had already 
implemented these digital and automation strategies 
for more efficiency of operations. However, as the 
crisis unfolded, financial institutions have responded 
quickly to the new scenarios by designing and 
launching new digital products to make everything 
accessible in real-time. The new financial ecosystem 
has seen emergence of new technologies; for inter-
faces – application programming human computer 
interface, workflow automation for internal and 
external functions, hybrid cloud services, AI and 

data driven storage and management and blockchain 
among others to streamline operations. Going for-
ward, the sector will see a massive shift from branch 
banking, as customers get accustomed to digital pro-
cesses, and would therefore prefer the enhanced con-
vince and speed of operations. Further, many AI and 
ML-based applications are enabling companies to 
streamline credit lending, and processing operations, 
and customer interactions. From higher returns and 
operational efficiency, to lesser costs, a digital infra-
structure will contribute to every arena of the finan-
cial value chain.

But simply being more digital or online is not  
going to cut it. From core banking, lending, insur-
ance, or wealth management – digital now needs 
to be a backbone to ensure efficiency and efficacy. 
As BFSI players calibrate for the future, operations 
become digital and employees collaborate virtually 
from remote locations, it will also be important to 
build strong mechanisms in tackling cyber secu-
rity concerns and risks. In such a scenario, more 
standardization and connectivity will be needed 
to unlock the potential of an all-digital ecosystem, 
which also necessitates more regulations and policies 
to drive this transition.

The prevalence of a contactless environment and 
social distancing has certainly steered a clear path 
to digitization and for the BFSI industry to move 
away from conventional and traditional. As financial 
institutions aspire for more agility in the New Nor-
mal, there needs to be a deeper review of practices, 
and controls to upgrade to ensure business continu-
ity. With business no longer as usual or ‘Normal’, 
it is time for BFSI 2.0 which thrives on a digital – a 
futuristic collaborative ecosystem of all services and 
stakeholders 

—The author is CTO & Co-Founder, Stratbeans

From core banking, lending, insurance, or 
wealth management – digital now needs 
to be a backbone to ensure efficiency 
and efficacy. As BFSI players calibrate for 
the future, operations become digital and 
employees collaborate virtually
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2021 Predictions: 
More Power To 
Digital And Data in 
The Recovery Phase 
And Beyond
The IT sector undeniably became the backbone of the all-
new digital world and subsequently the pressure on the tech 
infrastructure became overwhelming, giving rise to the need of a 
renewed business strategy in 2021
By Ramesh Mamgain

T The pandemic brought the world almost to a stand-
still and making us step back and ponder how we 
could have done thing better! The IT sector unde-
niably became the backbone of the all-new digital 
world and subsequently the pressure on the tech 
infrastructure became overwhelming, giving rise to 
the need of a renewed business strategy in 2021.

Sustainable Compassionate 
Leadership
While the IT sector has been at the forefront in aid-
ing the public authorities and enterprises to combat 
one of the biggest health, economic and human crisis 
of our times, the pervasiveness of digital has forced 
companies to crave for sustainable digital transfor-
mations. We are already seeing this change, with 
smarter enterprises taking the right steps towards 
leaving greener footprints.

One good thing that came out of this crisis is that 

it has brought the entire world together, stressing 
the need for true leadership driven by resilience and 
compassion. Adoption of the virtual workplace has 
indeed boosted productivity, but the real challenge 
business leaders will face in the coming time will be 
to ensure the mental and physical wellness of their 
associates, so as to steer away from the perils of being 
cocooned. This will be not only vital for creating a 
healthier work culture but also for retaining talented 
resources workforces and thrive despite the uncer-
tain times.

Data Driven Digital Transformation
As we step into the post COVID era, digital transfor-
mation has become the new norm for companies - big 
and small. The rise in the distributed workforce, 
virtual engagements, and a broad array of devices 
we use to operate, plan and respond to this crisis will 
continue to generate exponential data.
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Business leaders will be seized with 
the challenge of how to secure such 
a large volume of fragmented data. 
This is where federated control of data 
will be given priority along with data 
recovery and back up mechanisms, 
systems and tools, mitigating risk and 
ensuring business continuity.

This is also where data management 
experts will come in, empowering 
organizations with higher security, 
gaining control of this fragmented 
data, while unlocking strategic insights 
to be future ready against the looming 
threats of ransomware and economic 
uncertainty.

Inching towards 
Intelligent Data Protection
The cyber security space has become 
more complex due to pandemic and 
will remain so in 2021. Security has 
lately been at the top of the priority list 
for CIOs, with the pandemic bringing 
data protection to the forefronts.

The expansive work from home 
practices has added to enterprise vul-
nerabilities which the attackers can 
easily take advantage of. In 2021, we 
will continue to see new pervasive ran-
somware trends, apart from encrypt-

Health Digital Mission to the Digital 
India initiatives, making data all the 
more important and critical an asset. 
This new need will demand adept skill 
sets and professionals to understand 
the disparate data sets – from struc-
tured to unstructured ones. We will 
see automation and AI tools coming in 
to help find and secure this data on the 
go and enterprises will make a deliber-
ate choice of where and how they want 
their data to be placed. 

Hybrid World is the  
New World
The cloud adoption was just step  
one in the evolution of the enterprise’s 
journey; the real test will be the suste-
nance phase. One this is for sure -  
organizations will move away  
from conventional infrastructures 
because the times are evolving and so 
are their needs.

Bearing cost in mind enterprises will 
look at the path to drive economies 
of scale, and the good news is cloud 
and connectivity of this digital path 
will give them just that. This does 
not mean that we will become an all-
virtual world. After all, human beings 
are social animals, hence we will see 
each organization defining its own 
unique processes, striking the balance 
between remote and physical worlds. 
This will stand true for their business 
models, operations, and to their cloud 
choice.

Indeed, we are going through an 
unprecedented technological revolu-
tion with disruption everywhere. As 
every business becomes a data-driven 
business, better data governance and 
data protection driven by progressive 
leadership and culture will become 
existential for all enterprises.

The future indeed looks promising 
and full of opportunities, but are  
the enterprises ‘Ready’ to embrace  
the change and realize their full  
potential? 

—The author is Country Manager for India 
& SAARC at Commvault

ing victim’s data, the hackers will also 
threaten to publish sensitive or confi-
dential information, if their demands 
are unmet.

In order to thwart the hackers, we 
will see more enterprises ramping up 
their data protection, making Intel-
ligent Data Management more sought 
after by enterprises than ever. As 
data recovery becomes critical, it will 
heighten the need for balancing pri-
vacy with health and security.

Into the Clouds with Data
One of the biggest trends that the year 
2020 saw was the rapid adoption 
of cloud platform across the board. 
Migration of cloud has opened creative 
and sustainable ways to have more 
control and insight into data, which 
in turn will enable organizations to 
leverage on various opportunities, 
such as modernizing and scaling up 
of processing and storage capabilities, 
better management and reduction of 
costs while encouraging remote col-
laboration and ensuring data availabil-
ity through smarter disaster recovery 
strategies.

India had made rapid strides in its 
Digital initiatives, from the National 
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Reimagine 
The Next
CXOs from India-based multinationals articulate 
the challenges in the New Normal and how they are 
tackling them

CXO EvENT 

By CIO&Leader
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A
Adversities make us stronger and more resilient.  
The current pandemic has not just made us stronger, 
it has helped us discover new things and redefine 
the way we have looked at things, was the consensus 
among CXOs of India units of non-Indian multina-
tional companies participating in two separate  
round tables, organized by CIO&Leader, in associa-
tion with Microsoft.

The first roundtable also saw a presentation  
by J P Gownder, Vice President & Principal Analyst, 
Forrester.

 Among other things, the panelists specifically 
referred to:

 New cultures in the organizations. We have been 
sensitized to rediscover human values.

 New work models. While remote working as a 
concept was not new, the pandemic helped us test 
its breadth and depth. Newer industries and newer 
business processes discovered the virtue of remote 
working while those practicing it found newer 
things to achieve through remote working.

 New offerings. As participants from the services 
industries pointed out, the new life in the New 
Normal requires newer products and services and 
many of their clients are creating new customer 
offerings.

 New customers. In one of the most interesting 
observations, it was mentioned that the industrial 
equipment manufacturers of late are increasingly 
meeting the CIOs rather than production manag-
ers in their client calls. Even interoperability of 
industrial equipment, which has been discussed for 
years, is finally happening.

 New business models. As many panelists said all 
this is leading to completely new business models 
and some companies are looking at it holistically 
from an organizational transformation point of 
view, as elaborated by one of the panelists.
 One thing that was common to all these interesting 

observations is the role that technology is playing in 
discovering and building the New Normal.

The first roundtable, organized on 3 December 
2020, saw participation of senior executives from 
ABB India, Siemens, EY-Parthenon, Atos Interna-
tional, Canon India, Johnson Controls, KPMG  
LLP, GlaxoSmithKline, Capgemini India, Societe 
Generale Global Solution Centre and Panasonic 
Appliances India.

J P Gownder, Vice President & Principal Analyst, Forrester 
at the Dec 3 (First) CXO Roundtable

J P Gownder, Vice President & Principal Analyst, 
Forrester gave an insightful presentation on the Four 
Shocks of Future of Work. 

Four Shocks: Reshaping the Future of Work

 It is important to focus on the future of work.
 Four shocks: Systemic risk, Robotics & 

Automation, Employee (workforce) data, 
Employee power (these shocks permeate 
your organization and change the Who', 
What' & Where')

 Combining employee experience with digital 
technologies will act as a powerful shock 
absorber.

 Positive employee experience yields adap-
tivity, creativity and resilience.

 High performance workplaces minimize dis-
traction.

 Adaptivity and resilience begins with 
employees.

 Organizations will evolve from remote work 
policies to an anywhere-work strategy.

 Our bridge to the future will be employee-
centric and humanness.

 Microsoft 365 + Surface: Impact on Employ-
ee Experience -Improved employee reten-
tion and better employee satisfaction.

 Mapping tech solutions with your issues can 
also help



CXO Event

38 CIO&LEADER | December 2020

The second roundtable, organized on 16 Decem-
ber 2020, saw participation of representatives from 
companies like Pfizer, ISB, PwC, United Technologies 
Corporation India, Cargill, Unilever, PepsiCo (India) 
Holdings and FSS.

CXOs involved in insightful discussions at the virtual 
roundtable

Both the discussions were moderated by Sachin 
Mhasilkar, Executive Director - B2B Tech, 9.9 
Group. Amrita Sapre, India First Party Devices from 
Microsoft summarized and shared her insights on the 
New Normal, as observed with the company’s clients.

We present here the insights from the roundtables.

Divyansh Nasa, Director - 
Strategy & Operations, 
EY-Parthenon
COVID has brought a 
drastic shift in the way the 
Boardroom is looking at 
the digital journey. Digital 

adoption was forced upon on various industries and 
most have managed to cope very well. 

Sridhar TK, CFO & Head  
of Investor Relations,  
ABB India
We are a tech-based 
organization. We have to 
make sure productivity 
enhancements take place 

during this pandemic situation. The products are 
sold more based on digital conversations. Our 
systems should be able to cater to that.

Jayaprakash Kalappan, 
CFO, Panasonic  
Appliances India
IoT and Automation are  
more relevant to us as 
products are spread all  
across India. Tracking of 

products purchased is also done through  
emerging tech.

Santosh Jagtap, Director - 
Operations, Johnson 
Controls
COVID has accelerated our 
digital journey. Safety of our 
own people, customers and 
partners is paramount for 

us. We have in place contactless access and tracing 
systems. Customers are more interested in connected 
equipment in a remote working environment. 

K Bhaskhar, Senior VP - 
Business Imaging Solutions, 
Canon India
Every adversity brings along 
an opportunity! Keeping 
our customer relationships 
intact is important for us. 

Supporting our customers and maintaining high 
levels of service is crucial for us. Challenge yourself 
to change and get adapted to the New Normal!

Avinash Velhal, Certified 
Independent Director & 
Group CIO - APAC, India & 
ME & VP, Atos 
International
Remote working is the 
New Normal. There has 

been a huge digital shift. Now, all that is required 
is ‘business re-imagination’. Business processes 
are changing. We need to look at connected things: 
IoT & Analytics. We also need to look at various 
collaboration tools. Further, businesses need to be 
more agile. 

Amrita Sapre, India First 
Party Devices, Microsoft
MS Teams has reached 
117 million active users 
which depicts our growth 
in the digital collaborative 
environment, especially in the 

current pandemic situation. At the same time, we are 
mindful of security and privacy aspects. One of our 
customers uses Power Apps. Another customer, Paisa 
Bazaar, uses Cloud Computing and AI-ML. Yet another 
customer, Myntra, has re-imagined their business 
completely by using AI-ML capabilities and has helped 
other brands in selling their products online.
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Kaushal Shetty, Global 
Director, Digital & Technol-
ogy - Emerging Markets 
(R&D and Medical), Pfizer
Digital technologies have actu-
ally helped us stay in good 
stead even during the pan-

demic. Telemedicine, specifically, has helped us. Our 
efforts have not gone unnoticed not only by Pfizer but 
everyone around the world.

Samit Ray, Regional Direc-
tor, United Technologies 
Corporation India
Air travel collapsed com-
pletely in the last 6-8 months 
globally due to the pandemic 
and all manufacturing liter-

ally stopped. The challenge was how do we ensure 
continuity in our processes. So, we invested in IT 
capabilities, tools and technologies and worked with 
the government. It took 3-4 months for us to keep all 
processes up and running and ensure our workforce 
is working remotely. Hopefully, business will pick up 
more for us in the 1st quarter of 2021.

Sanjay Gandhi, IT Director - 
Global SAP Technical Ser-
vices, Unilever
We had to fast track adoption 
of MS Teams to overcome the 
challenge of collaboration of 
people working remotely. We 

had to fine-tune our delivery models to address the 
new business requirements.

Sankarnarayanan  
Lakshmanan, CIO, FSS
We had to look at various 
workforce layers: manage-
ment layer, developer layer 
and operational layer (techni-
cal & business operations). 

We had to ensure all necessary work tools are present 
at all these layers even during adverse situations. 

Anil Sharma, CTO, PepsiCo 
(India) Holdings
IT-OT is the next big agenda 
for us. We are trying to ensure 
full security of our OT envi-
ronment. We also ensure 
flexibility and resiliency in 

our decision-making. Further, we are going to fast 
track our cloud adoption. One good thing which we 
did was enhance VDI solution and create a virtual 
helpdesk.

Sesanka Pemmaraju, 
Director - Enterprise 
Technology, ISB
From 23rd March 2020, 
we went online with our 
classes. We anticipated 
and evaluated all adverse 

possibilities and modelled our semesters and exams 
online accordingly. We have in place LMS to aid our 
students as well as our teachers. We also started our 
own digital platform, ISB 2.0, by the middle of this 
year to ensure continuity in our education process.  
We also ensured our infrastructure and applications 
are resilient and robust and focused on automating 
our processes.

Sumit Gupta, Country 
Head, Cargill
We ensured VPN and 
alternate supply chain was in 
place by the time lockdown 
occurred. We had to re-tool 
our business processes, 

connect with customers strategically, and use the 
right tools and technologies during the pandemic 
to overcome all our challenges. Just that we need to 
work on ensuring the right culture is still in place 
among all of us.

What's more?
There was also an interesting demo by Microsoft 
experts on the all new Microsoft Surface Hub 2S 
during both the roundtables!

Microsoft Surface Hub 2S Demo








	00_C&L_Cover_Dec 2020
	IFC - Digit Squad
	01_Editorial
	02-03_CONTENT
	04-07_AROUND THE TECH
	08-13_COVER STORY
	14-15_Silly Point
	16-21_NextCSO Special
	22-35_INSIGHT
	36-39_CXO Event
	40- Digit Facebook
	IBC - Digit_Hindi
	BC - Digit Squad

