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After close to one and half years of announcing 
the 1st CIO&Leader Samman during the 20th 
annual CIO&Leader Conference, we announced 
the 2nd CIO&Leader Samman on our 21st annu-
al conference on 26th February, the big gap, of 
course, was due to the pandemic.

This issue covers a report on the Samman—with 
list of all the recognized honorees. Most of you 
would know them anyway. So, we have made an 
attempt to familiarize you with their thoughts – 
what they think as their leadership mantras, the 
advices that they have for the younger generation 
and some known and unknown achievements. 

I must not forget to mention the incredible jury 
members here, who have shouldered the respon-
sibility of the entire selection, meeting multiple 
times and talking to various people to gather 
information and insight. We have just provided 
them assistance. 

Samman is not an award and is a humble 
recognition of the leadership that these luminar-
ies have provided to business and community. 
What most have admired about this recognition 
is that this has been decided by the peer group 
through consultation among the most respected 
members of the community – and not by online 

voting. To be sure, we also 
got nominations from 
CIOs. But how many nom-
inations did a CIO get had 
no impact on his being 
finally selected. As long 
as it was a unique name 
qualifying the basic crite-
ria, it was added to the list 
for the jury to consider. 

The jury gave far more 
importance to giving back 

Samman 
Time!

A

EDITORIAL

to the community and leadership than they gave to 
professional achievements.  

And these traits became evident as we spoke to the 
Samman recipients about their thinking. We found 
many commonalities – some expected, some not-so-
expected. The expected ones include the importance 
that they give to understanding business needs and 
their thrust on keeping the team involved. But we 
also found many going beyond those and focusing 
on softer aspects – such as empathy, need for carry-
ing the others along, recognizing the value of cul-
tural changes that go hand-in-hand with technology 
changes these days. 

Almost all of them advise the next generation to 
come with an open mind – not just to understand 
business but also be on a continuous learning mode. 
Many also suggest them to be compassionate. Yet 
others, call them to go a step beyond just under-
standing the business and actually try to keep a 
track of how the business is evolving/could evolve 
based on how technology was evolving. Under-
standing the past is needed to appreciate the dynam-
ics, culture and some ground rules. But they should 
also understand the future to proactively contribute 
to the change. 

Meet the honorees in the pages that follow 

Samman is not an 
award and is a humble 

recognition of the 
leadership that these 

luminaries have 
provided to business 

and community
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Global IT spending 
to grow 6.2% in 
2021

Top trends in 
cybersecurity in 2021

Demand for G2P to 
quadruple by 2023 

IT security 
recommendations 
2021

Hyperscale data centers

Exceeding cloud 
budgets 

A recent Gartner report forecasts 
worldwide IT spending will total 
USD 3.9 trillion in 2021, which is an 
increase of 6.2% over 2020. In 2020, 
worldwide IT spending had declined 
3.2% as CIOs prioritized spending 
on technology and services deemed 
“mission-critical”. All IT spending 
segments are forecast to return to 
growth in 2021. Enterprise software 
is expected to have the strongest 
rebound (8.8%) . The devices seg-
ment will see the second highest 
growth in 2021 (8%) .

With evolving tactics that increase 
the risk and impact of ransomware 
and phishing, combined with the 
New Normal of remote workforces, 
remote browser isolation (RBI) 
will prove its value as a critical 
must-have enterprise technology in 
2021. “Hack-and-leak” ransomware 
attacks, known as double extortion 
attacks, will become top ransom-
ware in 2021. These key trends will 
shape the cybersecurity industry.

Through 2023, demand for robotic 
goods-to-person (G2P) systems will 
quadruple to help enforce social 
distancing in warehouses, according 
to Gartner. With G2P systems, the 
robots deliver the goods to a person 
who remains in one place. COVID-19 
pandemic led to increase in demand 
for robotics in warehouses and dis-
tribution centers, and G2P systems 
are an easy and economical way to 
not only enforce social distancing, 
but also improve productivity. G2P 
systems also drive broader long-
term improvements in efficiency and 
productivity. 

Remote work will catalyze a shift from 
the corporate perimeter concept to 
micro-office security certification. Out-
sourcing of IT and cybersecurity func-
tions will be crucial to solve expertise 
shortages and save budgets. To coordi-
nate managed service providers along 
with using multiple cloud services, cloud 
security and management skills will 
become a ‘must have’, says Kaspersky. 

The total number of large data cen-
ters operated by hyperscale provid-
ers increased to 597 at the end of 
2020, having more than doubled 
since the end of 2015, according to 
Synergy Research Group. The US 
continues to account for almost 40% 
of the major cloud and internet data 
center sites. 

More than one-third of businesses have 
cloud budget overruns of up to 40%, 
and one in 12 companies exceed this 
number, according to Pepperdata sur-
vey.  Companies polled ranged in size 
from 500 to more than 5000 employees 
and spent from USD 500,000 to more 
than USD 10 M on big data analytics. 
The shift to cloud computing is solidly 
underway. The research shows the 
importance of visibility into big data 
workloads. It also highlights the need for 
automated optimization as a means to 
control runaway costs.

“Every standard 
update, upgrade, release 

is slapped with the 
‘innovative’ label despite 
breaking zero ground.”

WhaT 
CIOs are 
TIreD Of 

hearIng... 

around
thetech

research reports
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Securing 
organizational data

Enterprise cloud 
strategy a priority in 
2021

Truth about free  
fintech apps

Privacy practices 
essential for recovery

Digital adoption to 
boost growth

Digital Wallet spend  
to rise

Biometrics security 
for m-payments 

Maximizing the value of data is 
important as businesses continue to 
navigate an unprecedented world-
wide situation. As organizational 
reliance on data continues to rise 
amid the pandemic, Druva’s 2020 
Value of Data Report uncovered 
rising concerns among Indian busi-
nesses about data protection, the 
growing need to enhance resilience, 
and the role data agility plays in 
enabling organizational operations 
and connecting with customers. 

Cloud computing has been around 
for quite some time now, yet its real 
power to transform enterprise IT 
has yet not been fully unleashed. 
COVID crisis has been a serious 
reminder to design IT systems in a 
way that allows for agility, resilience, 
and efficiency amid disruption 
and fast reformation of organiza-
tional boundaries. In many ways 
the COVID crisis has been the first 
real test to gauge the strengths of the 
enterprise IT. 

42% of global consumers use a free fin-
Tech application or platform. Of those, 
half (50%) do not know if the app they 
use sells their data, according to eSeT’s 
survey. eSeT has explored the topic of 
data security in the consumer segment 
of its global financial technology (fin-
Tech) research, surveying 10,000 con-
sumers across the UK, the US, australia, 
Japan and Brazil. The research reveals 
interesting findings about how consum-
ers protect their sensitive information 
when using financial technology appli-
cations. These results shed light on the 
awareness and actions of consumers.

There is enhanced importance of pri-
vacy protections during the pandemic 
and increasing benefits for businesses 
that adopt strong privacy measures, 
according to Cisco’s 2021 Data Privacy 
Benchmark Study. The independent, ano-
nymized survey analyzed the responses 
of 4,400 security and privacy profession-
als across 25 countries and explored 
attitudes towards privacy legislation and 
the emergence of privacy metrics being 
reported to executive management. Con-
sumers are growing concerned about 
how their personal data is being used.   

The pandemic-driven acceleration of 
digital adoption and the resulting new 
agile ways of operating could unlock 
USD 5.4 trillion in profitable growth if 
applied broadly, according to a new 
report by accenture. a small core of 
companies — about 7% — have achieved 
nearly twice the efficiency and three 
times the profitability of peers. These 
future-ready companies have doubled-
down on digital transformation and 
retooled operating models.

The total spend via digital wallets 
will exceed USD 10 trillion in 2025, 
up from USD 5.5 trillion in 2020, 
says a Juniper Research report – 
Digital Wallets: Key Opportunities, 
Vendor Analysis and Market Fore-
casts 2021-2025. The 83% growth 
will be fuelled by the higher adop-
tion of digital payments during the 
pandemic. In 2025, contactless and 
e-commerce payments will account 
for 50% of total wallet spend.

Key privacy 
predictions in 2021

Kaspersky have shared their 
vision of the future changes in the 
privacy field in 2021. One trend 
is clear - that players in each field 
represent a clash of contrary forc-
es. Vendors of all sizes will start 
to collect more and more diverse 
data; while governments respond 
with new regulations. Biometrics will authenticate over USD 

3 trillion of payment transactions in 
2025, from just USD 404 billion in 2020, 
according to Juniper research’s study, 
titled Mobile Payment Security: Key 
Opportunities, Vendor Strategies & Mar-
ket forecasts 2021-2025. The study 
found that biometrics, including finger-
print, iris, voice and facial recognition are 
becoming critical to offering compelling 
app experiences, as mobile payments 
dominate the payments landscape. The 
extraordinary growth of over 650% will 
be fuelled by increased use of OeM Pays 
(such as apple Pay and Samsung Pay), 
for both remote and in-store payments, 
as these applications have already 
embraced biometric authentication 
methods. The study recommends all 
payment apps take notice of biometrics.
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CISO role expanding 

Cloud market ends 
2020 on a high

Top VPN pain point

Cloud financial 
management rising

AI tops patent filings  
in 2020

Global government 
IT spend to grow 5% 
in 2021

Cybersecurity postures 
stronger 

The  role of the CISO has hugely 
expanded in its scope and responsi-
bilities, according to BT Security’s 
global survey, which canvassed the 
opinions of over 7,000 business 
leaders, employees and consum-
ers from across the world. With the 
research also identifying security 
as the top priority for businesses 
after Coronavirus, CISOs have never 
been more integral to business 
operations. With this in mind, the 
research’s finding that 76% of busi-
ness executives rate their organiza-
tion’s IT strategy as excellent or good 
at protecting against cyber security 
threats seems like positive news. 

Q4 enterprise spending on cloud 
infrastructure services was just over 
USD 37 billion, USD 4 billion higher 
than the previous quarter and up 
35% from the fourth quarter of 2019, 
according to Synergy Research 
Group. For the second successive 
quarter the year-on-year growth rate 
increased, which is unusual for such 
a large, high-growth market. It has 
taken just nine quarters for the mar-
ket to double in size. 

Universally, IT professionals advised that 
using a VPn created a number of prob-
lems for their organization. Topping the 
list, 62% of respondents cited inadequate 
security as their number one VPn pain 
point, according to Dh2i’s survey. The 
goal of the research, conducted prior to 
the COVID-19 stay-at-home guidance, 
was to understand the challenges being 
faced by IT professionals charged with 
deploying and managing VPns, as well 
as what new capabilities they would find 
beneficial. The most surprising finding 
was that almost 40% of respondents 
believed their network had already been 
breached by a bad actor(s). 

Big growth is ahead for finOps, the field 
of cloud financial management, as more 
companies accelerate their cloud plans, 
and struggle to contain and optimize 
cloud spend, according to finOps foun-
dation’s State of finOps report 2021. as 
per the study which surveyed over 800 
finOps practitioners from around the 
world with a collective USD 30+ billion 
in annual cloud spend, almost half of 
the survey respondents were from com-
panies with 10,000 or more employees, 
indicating that large companies are driv-
ing finOps adoption. The survey under-
scores there is much work ahead. 

Innovations enabled by artificial Intel-
ligence (aI) are growing at a strong pace, 
which is evident from the technology 
taking the top spot in the patent filings 
of 2020. The need to automate business 
processes to improve efficiency and 
control costs across industries is fuel-
ing the surge in aI patent filings by tech 
giants and enterprises, according to glo-
balData. This indicates a paradigm shift 
from theoretical research. 

Worldwide government IT spend-
ing will total USD 483 billion in 
2021, an increase of 5.1% from 2020, 
according to Gartner. As govern-
ments continue to be challenged 
with the appropriate level of inter-
ventions to respond and recover 
from the COVID-19 pandemic, 
public health and safety measures, 
including vaccinating citizens are of 
paramount concern.

Data & analytics 
initiatives to speed up
The pandemic will not hold 
back data priorities this year, 
but rather add to organizations’ 
urgency and drive additional 
investment, according to ibi’s 
Data and Analytics Trends and 
Directions 2021 survey. 44% of 
respondents plan to increase 
spending on data in 2021 .

The overall cybersecurity posture has 
remained strong due to greater invest-
ments in security automation technolo-
gies and reliance on managed security 
service providers (MSSPs), potentially 
paving the way for many security opera-
tions centers (SOCs) to become perma-
nently remote, according to Siemplify’s 
study. The report, based on a recent 
survey of nearly 400 security operations 
(SecOps) professionals, studies how 
the sudden shift to remote work during 
the COVID-19 pandemic has affected 
SecOps analysts’ ability to perform their 
jobs and the impact on overall security 
postures. These professionals have been 
tasked with securing more complex and 
dispersed cloud-based environments 
while working from home and have lost 
the benefits of collaborating with team.



Defence Ministry 
launches portal

Policies via 
DigiLocker

TIFAC launches 
SAKSHAM

A portal, echhawani.gov.in, has 
been launched by the defence 
minister Rajnath Singh to provide 
online civic services to over 20 lakh 
residents of 62 Cantonment Boards 
across the country. Residents of 
cantonment areas will be able to 
avail basic services like renewal 
of leases, application for birth & 
death certificates, water & sewerage 
connections, trade licences, mobile 
toilet locators and payment of 
different types of taxes and fees, 
with just a click of a button. 

The Insurance regulatory authority of 
India (IrDaI (I) has advised all Insur-
ance companies for issuance of digital 
insurance policies via DigiLocker, in a 
circular and inform their retail policy-
holders about Digilocker and how to use 
it. Digilocker is an initiative under the 
Digital India program by the Ministry of 
electronics & Information Technology 
(MeitY) government of India.

Technology Information, 
Forecasting and Assessment 
Council (TIFAC) launched 
SAKSHAM (Shramik Shakti 
Manch), a dynamic job portal for 
mapping the skills of workers vis-
à-vis requirements of MSMEs to 
facilitate placement of 10 lakh jobs. 

Odisha launches five 
online services

ThE Woman & Child Develop-
ment department of Odisha gov-
ernment has launched five online 
services. They are Mo-Chhatua 
app for streamlining supply chain 
management of take-home Ration 
(Chhatua); e-Kalika, for monitor-
ing crèches for children under 
three; Mo-Sishu, for child protec-
tion services; ‘MAMATA App & 
MIS’, making the flagship condi-
tional cash transfer benefit scheme 
for pregnant women hassle free, 
and e-manadeya for seamless 
transfer of honorarium to 1, 34,758 
AWWs, mini anganwadi workers 
and helpers.

Odisha launches 
OdishaOne unified 
citizen portal
Odisha has launched the OdishaOne 
Unified Citizen Porta, odishaone.gov.in, 
a unified citizen centric (g2C) services 
delivery platform, where users can pay 
utility bills and apply for government 
certificates online. a total of 512 ser-
vices  are available on the platform. This 
has been launched on the birthday of 
former Odisha chief minister Biju Pat-
naik.

Bihar launches 
apps and portal for 
improving healthcare

Bihar launched e-sanjeevani 
telemedicine facility, Ashwin portal, 
the Wonder App and referral
transport tracking system. The 
facility would connect health 
centres, including primary health 
centres, community health centres, 
sub-divisional hospitals and
district hospitals.

Punjab launches 
app for farmers

The Punjab State Cooperative agricul-
ture Development Bank (PSCaDB) has 
launched a mobile application-based 
facility 'to benefit common people in 
general and farmers in particular'. The 
application is named after the bank itself 
– the 'PSCaDB' mobile app. 

National Urban 
Digital Mission 
launched 

The Ministry of housing and Urban 
affairs along with the Ministry of elec-
tronics and Information Technology, 
has launched the national Urban Digital 
Mission (nUDM). The ministry also 
launched other digital initiative such 
as India Urban Data exchange (IUDX), 
SmartCode, Smart Cities 2.0 website, 
and geospatial Management Informa-
tion System (gMIS). The national Urban 
Digital Mission (nUDM) aims to create 
a shared digital infrastructure for urban 
India, working across the three pillars of 
people, process, and platform to provide 
holistic support to cities and towns. It 
will institutionalize a citizen-centric and 
ecosystem-driven approach to urban 
governance and service delivery in 2022 
cities by 2022, and across all cities and 
towns in India by 2024. The India Urban 
Data exchange has been developed in 
partnership between the Smart Cities 
Mission and the Indian Institute of Sci-
ence (IISc), Bengaluru. IUDX serves as 
a seamless interface for data providers 
and data users, including ULBs, to share, 
request, and access datasets on cities, 
urban governance and service delivery. 

Around The Tech
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Global FinTech 
advisory, MEDICI, 
acquired by Prove

Funding for predictive 
maintenance software 
for heavy industries 

InsureTech firm, 
Riskcovry, raises Series 
A funding

Bengaluru-headquartered insights 
and advisory platform for the global 
FinTech industry, MEDICI Global, 
has been acquired by US-based 
Prove, a platform for phone-centric 
identity authentication across 195 
countries. Now Prove customers 
will have country-specific KYC and 
strong authentication regulatory 
advisory and can access MEDICI’s 
analysis of the changing landscape 
in digital identity, KYC, FinTech and 
regulatory tech. MEDICI has been 
mapping the impact of the fast-evolv-
ing payments landscape in the EU 
with the impact of PSD2 and SCA, as 
well as the explosive growth of Fin-
Tech in markets, such as India and 
Brazil, the adoption of new enabling 
technologies, such as blockchain, 
and the emergence of new players.

Uptime AI, an aI-based predictive main-
tenance software provider for heavy 
industry segment, has raised a seed 
funding of USD 1.5 million, led by Your-
nest Ventures. 

Utilities focused SaaS 
startup raises INR 15 
crore

Bidgely, a start-up that uses Arti-
ficial Intelligence (AI) to transform 
utility meter and customer data into 
business intelligence and for utilities 
and energy retailers to better engage 
with customers, has raised INR 15 
crore from IvyCap Ventures. 

SaaS companies 
impress in slightly 
subdued 2020 venture 
funding in India

The pandemic impacted ven-
ture capital investment flow 
to Indian start-ups in 2020, as 
total investment dropped from 
USD 11.1 billion in 2019 to USD 
10 billion in 2020, according to 
Bain’s 2021 India Venture Capi-
tal report. This happened pri-
marily due to drop in deal sizes, 
even though number of deals 
went up. However, thanks to the 
increased digitization in busi-
ness, enterprise-focused SaaS 
start-ups managed to attract 
significant funding. While the 
average deal size dropped over-
all, it increased by 84% in case 
of SaaS start-ups, from USD 
13.6 million in 2019 to USD 25 
million in 2020. Five of the 22 
start-ups that raised over USD 
100 million in 2020 were enter-
prise tech start-ups. Apart from 
one, all others are horizontal 
software providers. 

Riskcovry, an InsurTech startup, secured 
USD 5 million Series-a financing round 
led by Omidyar network India (OnI).  all 
its existing investors, Bharat Inclusion 
Seed fund, Varanium Capital and Better 
Capital, also participated in the round.  
Other new participating investors in the 
round included the Pune-based emerg-
ing technology focused VC fund, Pen-
tathlon Ventures, and Delhi-based DMI 
Sparkle fund which invests in finTech 
ventures. This round comes less than a 
year after pre-series a funding raised in 
May 2020. 

riskcovry enables companies from 
any industry to offer digital insurance 
products and services to their end-cus-
tomers. Through its “insurance in a box” 
value proposition, riskcovry provides all 
necessary building blocks for its partners 
to offer insurance to their customers 
- products underwritten by prominent 
insurers, technology to manage cus-
tomer touch points and digital processes 
for policy issuance, management and 
claims.

NSE subsidiary invests 
in ML/NLP firm

Salesforce VnSe Data & analytics, a 
100%-owned subsidiary of the national 
Stock exchange of India, (nSe), has 
invested in Capital Quants Solutions, 
an India-based technology start-up, 
focused on providing software prod-
ucts using Machine Learning (ML) and 
natural Language Proficiency (nLP) that 
help in extracting and analyzing struc-
tured information and building machine 
learning models for extracting data from 
complex unstructured financial docu-
ments. Capital Quants was founded by 
Pravin Lal. 

startup news
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AMol JAwhARkAR  
has joined AK Group as 
Group IT Head & Group 
CISO. Immediately prior to 
this, he was Vice President 
- Technology & head - IT 
Infrastructure at DSP Mutual 
fund.

RohiT AMboSTA  
has joined as the CIO of 
Sharekhan. He moves on 
from angel Broking where he 
served as the CIO & assistant 
Director for more than 5 
years.

MAThAN bAbU 
kASiliNGAM has been 
appointed Chief Technology 
Security Officer & Data 
Privacy Officer at Vodafone 
Idea. He moves on from 
national Payments 
Corporation of India (nPCI) 
where he served as the CISO.

RUPESh NAiN  
has joined as CIO - Natural 
Resources at Adani Group. 
He moves from JCB India 
where he Ied IT strategy 
and digital transformation 
initiatives for more than 6 
years. 

NARENDRA AGRAwAl has 
joined as Global CIO of 
Dabur India. He joins from 
hUL where he was IT head, 
nutrition & Sales.

TiRThANkAR DUTTA  
has been appointed as VP & 
CISO Star & Disney India at 
The Walt Disney Company. 
Before joining Walt Disney, 
he served as SVP & head - 
Information Security at Info 
edge India.

NiTiN RohillA has been 
appointed as CIO at Adani 
Power. Immediately prior to 
this, he was Vice President at 
adani electricity.

ViShAl SiNGh  
has been appointed CTO at 
Clix Capital. Previously, he 
was with Suryoday Small 
finance Bank where he 
served in the same capacity. 

cIo & cIso movements
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Around The Tech

Industry movements

NEElAM DhAwAN 
former Managing Director 
- India for HP & Microsoft, 
has joined as a board advi-
sor with Moglix, a fast-
growing B2B supply chain 
technology solutions com-
pany.

NEERAJ AThAlyE 
has been appointed as MD - 
India Subcontinent at SUSE. 

Before this, he was VP - Cus-
tomer experience at SaP.

SAANDEEP V DANDEkARR 
has been appointed Country 
Head - India at Bridge Data 
Centers. 

He joins from netmagic Solu-
tions where he was eVP & 
aPaC regional Leader.

RAJiV RAMASwAMi 
has joined Nutanix as its 
CEO. He succeeds co-founder 
Dheeraj Pandey. 

He moves from VMware 
where he was COO - Products 
& Cloud Services.

ANil bhASiN 
has been appointed MD & 
VP - India & South Asia at 
UiPath. 

He replaces Manish Bharti at 
the position. Bhasin was ear-
lier VP - India & SaarC region 
at Palo alto networks. 

bikRAM SiNGh bEDi 
has joined as MD of Google 
Cloud, India Region. 

Immediately prior to this, he 
was President - Strategy & 
new Initiatives at grofers. 

ANil GoEl 
has been appointed as Vice 
President of Engineering 
and India General Manager 
of RingCentral, a leading 
provider of global enterprise 
cloud communications, col-
laboration, video meetings, 
and contact center solu-
tions. 

The company has also 
opened two new innovation 
centers in India, in Bangalore 
and gurgaon.

ARUN PARAMESwARAN 
has joined Salesforce as its 
MD for Sales & Distribution 
in India. 

He will report to arundhati 
Bhattacharya, CeO & Chair-
person, Salesforce India. he 
joins from VMware where 
he was Vice President for its 
aPJ enterprise Business.
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Get rid of creative block

CRyPTOART, GRABBING HEADlINES

We have all heard about the writer’s block. But 
creative block is not exclusive to authors alone, 
even those in the less glamorous professions may 
go through one. And for all of us, creative blocks 
can be damaging. The reason is actually quite logi-
cal and simple. When we lack the mental energy 
to be creative, it results in missed opportunities 
to improve, be productive, and surprise ourselves 
with our oven creativity. The pandemic has taken 
a toll of our creativity by turning our world upside 
down with its ambiguity. The unprecedented 
level of level of disruption has triggered a survival 
mindset and the result has been poor creativity. 
In order to make sense of the environment, our 
brain shifts resources to our emotional center 
and this leaves the prefrontal cortex unavailable 
for creativity and innovation. Lack of creativity 
affects human ability to problem-solve, commu-
nicate, and employ strategic agility. As survival 
mindset sets in and consumes neural resources, it 
prevents higher-order thinking. For business lead-
ers, this can be disastrous at a time when you need 
to think on feet. A McKinsey research states that 
leaders who act early and decisively during times 
of economic disruption reap long-term benefits. 
Unfortunately, when your mental capacity for cre-
ativity is damaged, you are in no position to seize 
opportunities to improve company performance. 
It means you must overcome the survival mindset 
and the good news is that you can. 

Cryptoart, or NFT art, is big. While the west is swooning over non-fungi-
ble token (NFT) art, even though the field’s practitioners are yet to settle on 
the terminology, it is having a moment of massive, headline-grabbing sales. 
Recently, an animated image of Nyan Cat, the popular meme of a rainbow-
shooting feline made out of a Pop-Tart, sold for USD660,000 in a block-
chain sale. Christie’s auction for an NFT by Beeple, an artist known for his 
playfully grotesque, was also grabbing headlines with its eye-popping is 
USD3.5 million value. The NFT industry is on a roll. Such is the fascina-
tion that works by even lesser-known artists sells for thousands of dollars. 
To aesthetes of the traditional kind, these numbers hardly make any sense, 
and some of the artwork listed for sale has also been dismissed. But for the 
converts and the digital speculators it is heady time. 

Deepfake porn new 
enemy no1 of women
Technology can be Jekyll and hyde. Deepfake porn that is 
ruining women’s lives is one such example. Deepfakes started 
with pornography. Back in December 2017, Samantha Cole, a 
reporter at Motherboard, found a reddit user with the screen 
name “deepfakes” using techniques developed and open-
sourced by aI researchers to swap female celebrities’ faces 
into porn videos. Cole wrote then that ordinary women would 
be next. But the warning was not much heeded then. Though 
deepfakes have received a great deal of attention for the poten-
tial political dangers they pose, what is alarming is that a vast 
majority of them used to target women go unreported. Sensity 
aI is a research firm that since December of 2018 has been 
tracking online deepfakes. It consistently found that between 
90% and 95% of them are nonconsensual porn. about 90% of 
it is nonconsensual porn of women. Deefake porn is an issue 
of violence against women and should not be ignored. Many 
women have been subjected to ‘revenge porn’ which is another 
form of technology-enabled abuse. This type of violation has 
devastating effects on the victim and the toll it takes on them 
is well-documented. While parallel movements seeking ban on 
nonconsensual deepfake porn are gaining momentum, law-
makers must take immediate steps to seal the legal gaps. It is 
not just a criminal act, it is an infringement of women’s rights.

human Interest
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2ND

The second edition of the Samman, 
announced during the 21st annual 
conference on 26th February 2021, 

honored 15 veteran Indian CIOs.

By CIO&Leader
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T
he CIO&Leader Samman was launched 
in 2019 to mark the 20th anniversary of 
the annual CIO&Leader Conference, to 
acknowledge the contribution of senior IT 
leaders in Indian enterprises.

CIO&Leader has never been involved in giving any 
awards to CIOs, even though its sister publication, 
ITNEXT, confers the prestigious NEXT100 awards. 
That is because while that serves a community objective 
of finding future CIOs of India, giving awards to CIOs, in 
our humble opinion, is not exactly something we think 
we are qualified to do. 

During the first CIO&Leader Samman, our then 
publisher, late Kanak Ghosh, explained the philosophy 
thus.

“The CIO&Leader Samman, as the name denotes, is 
an honor for the veteran CIOs for their contribution and 
achievements. It is not an award. We, as a community 
cause facilitating platform, can only honor them with 
humility, not bestow awards on them.”

So, CIO&Leader Samman is not an award at all. It is a 
way of paying respect to the veteran CIOs. 

To choose a few from among a set of deserving 
people is anything but easy. We decided to turn to the 
CIOs themselves to do the selection. To avoid conflict of 
interest, we turned to erstwhile CIOs, as only serving 
Indian CIOs are eligible for the Samman.

Methodology
For the purpose of selection of the recipients of the 
awards, CIO&Leader invited five erstwhile CIOs to be 
members of a jury panel. They were:

 Kaushal K Choudhary, former Executive Director 
- IT, Lanco

 Prashun Dutta, former CIO, Tata Power & 
Reliance Energy

 Pratap Gharge, former CIO, Bajaj Electricals
 S Ramasamy, former Executive Director - IS, 

Indian Oil
 TG Dhandapani, former CIO, TVS Motors and 

Sundaram Clayton Group

Kaushal K Choudhary

Jury

Prashun Dutta

Pratap Gharge

S Ramasamy

TG Dhandapani
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Except for TG Dhandapani, who was a member of 
the 1st CIO&Leader Samman jury panel, all the four 
were new jury members.

For getting the names initially, we decided to 
follow the peer nomination route and asked the CIOs 
to nominate a maximum of three CIOs each for the 
honor. 

But before that the criteria were finalized, in 
consultation with the jury, CIO&Leader spelt out the 
minimum criteria. 

To be considered for the Samman, the CIOs 
needed to meet the following basic criteria:

 He/she needed to have had a minimum of 30 years 
of professional experience. Those in their 30th 
year were also to be considered.

 Out of those years, at least five should have been 
as a CIO

 He/she needed to be serving as a CIO in India now. 
Those who have retired or are serving in a non-
CIO role or are based outside India were not to be 
considered
For all these considerations, 28th February 2021, 

was taken as the reference date.
These criteria were publicized for the people who 

would nominate. Many CIOs came back with their 
nominations. 

While each of the valid nomination—those 
meeting the criteria—were considered by the jury for 
the honor, the number of nominations had no bearing 
on the final selection. That choice was completely the 
jury’s. 

The jury took into account the CIOs’ professional 
achievements, use of IT to maximize strategic values 
for businesses that they have been associated with, 
their leadership, and their contribution to and 
participation in the community cause. 

In the 2nd CIO&Leader Samman, the jury decided 
to give more importance to the leadership and 
contribution to the community. The logic was that the 
jury considered almost all the CIOs who had made it 
to the shortlist as almost equal when it came to their 

professional achievements. They agreed that unless 
they have those credentials, they could not have come 
thus far. 

After three meetings and exhaustive research put 
forward by jury members, they came out with 15 
recommended names. 

The List
There were 41 nominees in the final list. After intense 
discussions and deliberations, the esteemed jury 
panel came out with a list of 15 recipients. 

The 15 recipients of the Samman, in alphabetical 
order, are:

 Aravamuthan Balaji, Global CIO, UPL
 Atanu Roy, CIO, Biocon
 Bishwanath Ghosh, CIO - Enterprise, 

Manufacturing & Corporate, Mahindra & 
Mahindra

 Deepak Agarwal, Executive Director (IS), IOCL
 Dhiren Savla, Group CIO, Kuoni Group, VFS 

Global Services
 Girish Rao, former Group Head - Digital 

Transformation & CTO, Future Retail
 Gyan Pandey, Global & Group CIO, Aurobindo 

Pharma
 Jagdish Lomte, VP - IT & CIO - BTG, Thermax
 Rajat Sharma, former President - IT, Atul Ltd
 Sachin Gupta, President & CIO, Usha 

International
 Sanjiv Kumar Jain, Group CIO, Krishna Maruti 

Group
 S Raghunatha Reddy, CIO, UTI Mutual Fund
 Venkatesh Natarajan, SVP - IT & CIO, Ashok 

Leyland
 Vinay Avadhut Khargonkar, Vice President & 

Head - Corporate IT, Larsen & Toubro
 V Ranganathan Iyer, Group CIO & EVP - IT, 

JBM Group
We present you the exclusive set of honorees – the 

recipients of the 2nd CIO&Leader Samman – with 
their brief snapshots… 
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“After a point of time, it's not 
money or recognition that matters. 
It's how many people's life you are 
changing that makes you happy to 

enrich your life”

“As a CIO, you must always 
keep your ears to the ground 
– to know what changes are 

happening in your business and 
how is the emerging technology 

landscape changing.”

he may sound less like an IT or business leader and 
more like a spiritiual leader when he proclaims, 
"We must be thankful for where we have reached, 
does not mean that we are the most talented”. If 
that shows his humility, his thinking also reflects 

high sense of empathy.
Yet, Aravamuthan Balaji, a CIO since last one and half 

decade, does not lose sight of his role as a business enabler. 
Purpose-driven IT is what he swears by. And advises the 
younger lot to focus more on understanding and living that 
purpose than to get obsessed by a particular technology in 
this age of ‘shrinking technology lifecycles’.

No wonder, he connects very well with people which helps 
him tremendously in carrying out his responsibility, espe-
cially when it comes to leading change, where a lot of human 
issues are involved. Take, for example, integrating of UPL 
with acquired company, Arysta LifeScience Corporation, in a 
record span of 13 months. Similarly, at Piramal Enterprises, 
he successfully led the IT separation process in the complex 
demerger/merger of the Glass group in the US, in a record 
time.

Dedicated to the community cause, Balaji has been serving 
as a jury member for NEXT100 since 2017. Apart from UPL 
and Piramal Enterprises, Balaji had had stints at Reliance 
Industries, TI Cycles and Dinamalar.  

a CIO who combines experience in consulting and 
offshoring services segments before moving to 
enterprise IT, Roy gives equal importance to strat-
egy, execution and creating strong teams. Strategy 
for him involves looking at all dimensions of the 

business – looking beyond the business dynamics and keep-
ing pace with the trends sweeping through the industry.

A continuous learner, Roy recounts two valuable lessons 
in his professional life. One he learnt while handling sup-
ply chain at HP Services: handling complexity by breaking it 
into smaller tasks and the other is when a highly successful 
technology project failed to show results because the people 
involved did not identify with it. That taught him the value of 
involving people as owners. 

His advice to the next-generation IT managers is four-
fold – know the big picture of evolving technology landscape; 
learn the dynamics of industry that you work with thoroughly; 
build leadership skills early on, especially the communica-
tion/persuasion skills as that is now an essential need for an 
IT leader and finally, focus on team building.   

Roy has worked in PricewaterhouseCoopers, HP Services, 
Dr Reddy’s, and Sun Pharma before taking up his current 
assignment at Biocon. Always sensitized to the community 
causes, he has served as a member of NEXT100 jury for 
three years in 2015, 2017 and 2018.

Aravamuthan Balaji

Global CIO 
UPL

Atanu Roy

Group CIO
Biocon Group
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“Just being leader to my team 
is good; but not enough. What 

can I contribute back to the 
society?”

“Lead with passion, compassion 
and purpose. That has been my 

guiding philosophy”

w
hat separates a great CIO from a good one is 
whether he can perceive business needs, rather 
than being ‘told’ about them. By that account 
alone, Bishwanath Ghosh would feature among 
the most successful CIOs in India, as he has con-

tinuously worked with business by observing them and helping 
them define the needs—and of course, executing the solutions 
successfully.

Two decades back in Maruti, he conceptualized the need for 
a centralized dealer management system, which was perceived 
to be an impractical idea that time, because of availability of 
networks. But the visionary in Ghosh realized that it was a mat-
ter of time before that challenge would be met. With his convic-
tion and ‘support from right quarters’, he built that effectively. 
Whether it is giving end-user devices to dealers to demonstrate 
experiences or creating an all-encompassing internal mobile 
app in Mahindra & Mahindra, Ghosh has helped define the 
needs, again and again.

Ghosh attaches equal importance to business alignment and 
harnessing teams. Not surprisingly, Mahindra & Mahindra has 
seen one of the highest successful candidates in NEXT100. He 
himself has been involved as a jury member for two years. 

A thoroughly focused man, Ghosh has spent almost his 
entire career in the automotive industry, most of it in two of the 
largest companies in the sector, Maruti and M&M.

the guiding principles which has led to success in the past may 
not be as relevant today. Hence, a leader must stay on top of 
the changes that are happening today and analyze how he 
can do better and influence the team with a shared vision and 
goals. That is the philosophy that guides Deepak Agarwal.

He believes that any IT professional should continuously upskill, 
but more importantly, should have passion and compassion to suc-
ceed in his role. In fact, he is one of the few CIOs who thinks lateral 
movements between IT and other functions would make the organi-
zations absorb and compete on technology much better. 

Agarwal has always pushed himself to adapt to the changes, 
whether it's business or technology-related, to give exceptional 
results and eliminate the barriers of delivering quality at speed. 

Agarwal is a winner of the first batch of NEXT100 awards in 
2010 and encourages his team to take part in major IT strategy com-
petitions, sometimes leading them from the front.

In his career at Indian Oil Corporation Limited (IOCL), Agarwal 
has handled various vital portfolios, including systems develop-
ment, operations, IT infrastructure, projects execution, software 
contracts management, change management, and strategic IT plan-
ning. 

Managing IT in India’s largest company is, undoubtedly, com-
plex. Combining conventional wisdom and an acute sense of chang-
ing business needs makes that enjoyable for Agarwal.

Bishwanath Ghosh

CIO- Enterprise, 
Manufacturing Systems & 

Corporate Functions
Mahindra & Mahindra

Deepak Agarwal

Executive Director (IS)
IOCL
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“I am a firm believer in inclusive 
leadership. You can always lead 
a successful team if you include 
them in your journey and allow 

them to own success or failure.”

“Adopting and adapting 
to the changing business 

environment (both within 
and outside the organization), 
using the right technology, is 

extremely important”

with over two and a half decades of experience in 
solving some of the most complex enterprise 
IT issues, Dhiren Savla has cemented his posi-
tion as a business-focused CIO. Hailed as one 
of India's finest CIOs, he believes that one can 

accomplish anything in life with hard work, dedication, and 
perseverance.

Exemplifying the spirit of continuous improvement, Savla 
advises his juniors to make learning a habit and incorporate it 
in every task that they do. "You need to learn all the time. And 
you can learn from anyone! It could be your junior or your 
team member, your partner, other functions, or anyone else".

Widely regarded as an outstanding strategist and mentor 
by fellow CIOs and younger IT professionals, his contribu-
tion to the community cause is noteworthy. Savla is one of the 
longest-serving jury members for NEXT 100 and has been 
associated with the initiative since 2010.

Savla has spent major part of his CIO career with Switzer-
land-based global travel and destination management firm, 
Kuoni Group, and its subsidiary, VFS Global Services. At 
VFS, he has led several IT transformation projects revolving 
around Visa processing, identity management, and citizen 
services. 

Besides Kuoni, he has also held technology leadership roles 
at CRISIL, Merrill, IL&FS, PL India, and Sharekhan.

o
ne doubts if the guiding philosophy of an effective CIO 
could have been captured more succinctly than how 
Girish Rao puts it – adapt and adopt. As the environ-
ment is changing fast, one has to adapt to survive and 
thrive and for a technologists that can only be done by 

adopting the new, the emerging.
What, however, sets Rao apart is his progressive thinking 

about role of a CIO. Understanding business needs and leverag-
ing technology to fulfil those needs is of course the minimum 
common denominator. But he sees the CIO’s role a bit wider – 
in making people comfortable in using technology – by remov-
ing whatever barriers that may be there - user experience, fear 
about security, loss of control…and that is also his most impor-
tant advice to next generation of IT professionals—make digital 
business a smooth experience for all stakeholders. 

His dedication for community causes is revealed by his long 
association with NEXT100 as a jury member – eight times, one 
of the most by any jury member – from the very early days of 
2011 to last year. 

Starting his professional journey in Marico as a Systems 
Manager, he came back to the company after a stint in consult-
ing at Mahindra Consulting/Bristlecone before taking up the 
assignment at Future Group India. He has now moved on to a 
new assignment.

Dhiren Savla

Group CIO
VFS Global

Girish Rao

former Group CIO
Future Group India



Cover Story

18 CIO&LEADER | March 2021

“Don’t be afraid 
of failures. Accept 
it as part of your 

journey towards a 
successful life”

f
or someone who accidentally landed up in IT, by his own 
admission, it has been an extremely ‘fruitful’ journey for Gyan 
Pandey as an IT leader. Even today, not too many IT leaders 
in India come from a non-technology background. Three 
decades back, it was even more rare.

But for Pandey, that evolution is not unnatural. Be it profes-
sions, places, or even political ideologies, Pandey has lived 
through multiple experiences and has consistently enriched him-
self from those. 

Being honest to yourself, knowing your strength and weak-
nesses, doing everything with passion but accepting the failure 
and moving on have been some of the guiding principles in his  
professional life—and ‘personal life’ as well.. 

But the single biggest value that defines Pandey as a person—
and everyone who has closely interacted with him will vouch for 
it—is the deep sense of empathy that he possesses. Like many 
other CIOs in this Samman list, he also believes in lifelong learning. 

Gyan Pandey has been very active in community activity, serv-
ing as member of the jury committee of NEXT100 awards, con-
tinuously for four years, since 2016.

Starting with PricewaterhouseCoopers in early 90s, Pandey has 
worked in Accounts for multiple companies including Panasonic 
India, before moving as an ERP manager in Spectranet. He has 
worked in Genpact, Oracle, Qatar Petrochemicals and Enrich LLC, 
before taking up his current assignment in Aurobindo Pharma.

here is a CIO who talks more about values and prin-
ciples than technology. Taking decisions based on 
core principles, trusting the employees, and care 
and respect for each member of the team are the 
guiding principles of Jagdish Lomte as a leader.

One of the most accessible and enthusiastic personalities 
in the community, Lomte’s achievements as a CIO speaks vol-
ume of his professional competence, even though he stresses 
more on values and principles—probably implicitly implying 
that it is those principles that guide his success as a CIO. 

So much is his belief in these values that when asked what 
would he advise the next generation IT leaders, he stresses on 
those values like respect for fellow workers, developing team 
and trust—of course, adding continuous skill enhancement 
to it. 

An active community member, Lomte has served as a jury 
member for NEXT100 in two consecutive years from 2017 to 
2018.

Lomte has worked mostly in manufacturing/heavy engi-
neering segment with stints in well-known companies like 
Bajaj Auto, Mahindra & Mahindra, KEC International, Wal-
chandnagar Industries, before taking up his current assign-
ment at Thermax.

Gyan Pandey

Global & Group CIO
Aurobindo Pharma

“I would like to give back 
to society and spend more 

time on guiding and sharing 
knowledge with the SMEs”

Jagdish Lomte

VP - IT & CIO - BTG
Thermax
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“Embrace change. 
Challenge the status quo. 
Obsolescence is the only 
constant in technology.”

“Delegate. Trust your people. 
Get them to drive things for 
you. This will help you to do 
multiple things and make a 

difference to your organization 
and your job.”

a 
leader who swears by delegation of ‘authority’, not 
just work is a rarity by itself. And if such a leader 
combines that philosophy with a specific diktat to 
his juniors to challenge the status quo, you must be 
talking of a creative head in a big global agency. But 

here, we are talking of Rajat Sharma, veteran CIO and Sam-
man recipient. .

Interestingly, the most dominant theme in Sharma’s 
discussion around his leadership is a kind of unassuming 
character. He begins by crediting all his mentors and seniors 
for whatever leadership position he has achieved and ends 
by crediting his team members and juniors for all the success 
that he has attained. As such, conversations with him steers 
significantly towards his team from himself, no matter what-
ever is the topic. 

A thorough family man and an avid biker, Sharma, advises 
the new generation for stretching the limit, bring about the 
change and keep upgrading themselves. 

Such an IT leader, who credits others for everything, can-
not but be an active community contributor. Sharma is, for 
sure. He has served as the jury member in NEXT100 awards 
twice – in 2012 and 2016.

In his long career, he has worked in reputed organizations 
like Atul Ltd, Shree Cements, Dainik Jagran and Bajaj Hindu-
stan.

i
f a multitude of diverse experience is increasingly being 
considered an essential requirement for a CIO, no one 
comes close to Sachin Gupta. A hotelier by education, 
Gupta did his MBA post hotel management degree, only 
to be an IT manager. One of the few Indian CIOs with 

considerable experience in the industry side managing reve-
nue—and with none less than Microsoft, his experience in the 
user side too is diverse – in non-profits, health, financial ser-
vices, media, and consumer durables—across US and India.

For a man who swears by making a difference to busi-
ness, that is no mean achievement. Understanding business 
and creating business value in different industries requires 
a thorough appreciation of the underlying dynamics. For 
Gupta, it comes from two basic principles that he adheres 
to and advises the younger professionals to follow– ‘there 
could be someone out there who may do it better than me’ 
and ‘don’t fear failure but be decisive and fail fast’. 

Sachin Gupta has been a NEXT100 jury member continu-
ously for three years since 2017. 

He has worked in companies like Deloitte, Cardinal Health 
and Toyota Financial Services in the US before moving to 
India as Senior Director for Microsoft Consulting, where he 
later took up India CIO role. Among his recent stints are as 
CIOs of Bennett, Coleman & Co and Havells before joining his 
current assignment.

Rajat Sharma

former President - IT
Atul Ltd 

Sachin Gupta

President & Chief Information 
& Innovation Officer 
Usha International
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“Role of CIO is full of 
surprises on a daily basis. 
There is no option other 

than to be on a continuous 
learning mode”

“You need to solve real-world 
business problems. Developing 

the ability to think critically 
early in life can significantly 

help to accomplish exceptional 
results in this journey”

b
elonging to the Y2K era that brought the Indian techie to 
global limelight, Sanjiv Kumar Jain started in application 
development like many techies at that time. His deep 
involvement and focus on execution made the organiza-
tions he worked in entrust him with more and more—from 

infrastructure to ERP to communication. Soon, Jain was synony-
mous with creating solutions and carrying out the execution of 
new challenging projects flawlessly—be it VSAT-based networks 
when the technology debuted, CCTV-based monitoring of coal 
transportation or setting up of state-of-the-art data centers in 
manufacturing industry.

Jain, who has proven himself through meeting numerous chal-
lenging business problems, remains, at heart, a techie. Always on 
learning mode, he advises his juniors too for continuous learn-
ing—both inside and outside work. Calculated risk taking remain 
his essential approach for business technology rollout—create 
PoCs, demonstrate value, and scale up. But what sets him apart is 
the way he involves the team, not just in execution but also in the 
decision-making phase, which makes him a popular leader. 

Popular among fellow CIOs, his contribution to community 
cause is remarkable. He has served as NEXT100 jury in 2015 and 
2016.

In his long career, he has worked in major companies like ABB, 
Shriram Pistons, Subros, Jindal TIF, Minda Group before joining his 
present organization, Spark Minda Group.

a 
CIO who believes thoroughly in leading by exam-
ple, S Raghunatha Reddy, is a people’s leader. A 
leader, he says must know when to delegate a task, 
make people accountable for results, and must take 
the pilot's seat to motivate teams. Yet, delegation 

does not mean shying away from being hands-on.
With this guiding philosophy, he has been inspiring his 

teams successfully, pushing them, and delivering outstanding 
results throughout his three-decades-long career. Like some 
other CIOs in this Samman list, he gives utmost importance to 
developing empathy as a leader. "I am always empathic to the 
colleagues. I enjoy delegating the task but also guide them and 
working hands-on with teams when needed," he says.

He recommends his juniors to develop critical thinking 
and acquire expertise in multiple business domains early 
in their career as he thinks technical aptitude alone can no 
longer be enough to succeed in today's fast-evolving business 
dynamics.

Reddy has been very active in community activity and 
served as a member of the jury committee of NEXT100 
awards continuously for four years, between 2015 to 2018. 

Reddy has been with his present company, UTI Mutual 
Fund, for three decades, rising from an AVP to become EVP 
and CIO. 

Sanjiv Kumar Jain

Group CIO
Krishna Maruti Group

S Raghunatha Reddy

CIO
UTI Mutual Fund
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“Strive for excellence 
in whatever you do, and 

success will automatically 
follow”

“You can fly high, but 
unless you are grounded 

and connected, you cannot 
get the respect.”

i n a career spanning over two decades, veteran CIO, Ven-
katesh Natarajan, is widely known as a people’s person 
who has built several high-performance teams through 
his unique mentoring approach.

He firmly believes that a leader must be a 'role model' 
for his people who accept him for his knowledge and skills, 
respect his vision, and cherish every interaction with him.

For someone who has built great respect and cred-
ibility over the years due to his affiliative leadership style, 
Venkatesh credits Hindu scripture, Bhagavad Gita, for his 
achievements. "do your best and leave the rest to the cosmic 
forces."

He attaches equal importance to emotional intelligence, 
empathy, and mindfulness and 

advises young technology professionals to choose an area 
they are passionate about, gain deep knowledge in a specific 
domain, and remain enthusiastic about learning new things. 

Venkatesh has spent his entire career primarily in the 
Chennai-based Indian multinational automotive manufac-
turing company, Ashok Leyland, where he has been manag-
ing a 10,000+ user population and 200+ IT support profes-
sionals.

His passion for mentorship and community cause is evi-
dent as he has served as a jury for NEXT100 for four years 
– 2011, 2014, 2017, and 2018.

m
ost CIOs today emphasize the need to under-
stand and appreciate business needs, rather 
than just getting obsessed with technology. 
Vinay Avadhut Khargonkar, goes a step fur-
ther. He says CIO’s job is not just to provide 

solution to the business problem through technology but 
also help the organizations in adapting to the changing envi-
ronment and in bringing cultural change.

A leader whose mantra is under-promising and over-
delivering, Khargonkar insists that it can lead to huge respect 
from others in organizations. A CIO who loves to be ground-
ed, he stresses the need for all CIOs to hugely focus on tal-
ent—spending considerable talent in nurturing, motivating, 
inspiring team members and giving them their due.   

His advice to the newcomers is to learn, unlearn and 
relearn. And he is not unequivocal about it: if you cannot do 
that, this is not the field for you, he says. 

This focus on talent makes him contribute back to the 
community. He has been a NEXT100 Jury member since 
2019. 

Khargonkar has spent majority of his professional career 
at Larsen & Toubro. He started off his journey as Head of 
Information Systems, rising up the ranks to where he is 
today.

Venkatesh Natarajan

SVP - IT & CIO
Ashok Leyland

Vinay Avadhut 
Khargonkar

VP & Head - Corporate IT 
Larsen & Toubro
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“You have to fail to get 
success. If you have not, 

possibility is that you have 
not tried anything new”

e
nterprise IT, which has been a process efficiency enhanc-
er in traditional industries, it is rare to find a CIO who is 
not just willing to ‘tolerate’ failure but actively encourages 
it. While on the face of it, it sounds surprising, it does not 
remain so, when V Ranganathan Iyer, spells out his two 

guiding principles. One: Do not reinvent the wheel; learn from 
others and your own experience. Two: Try fast and fail fast. Once 
you go through the fast filter—not reinventing the wheel—a failure 
essentially means you are trying something new.

A leader known for both his sense of clarity in his plans and 
his excellent relationship with people—be his team members, 
peers, partners or other community members—Iyer stands out 
for two other attributes – his stress on team spirit and integrity. 
In a business, it is all about a shared goal and if you do not get 
that you are missing something. And of course, ‘you have to be 
faithful to yourself.’ Sticking to these principles makes him con-
tent.  

Known for his active community participation, Iyer has been 
a NEXT100 jury for three years between 2014 to 2016. He has 
worked in organizations like Jindal Exports, Shahi Exports, House 
of Pearl Fashions before taking up his current assignment.

V Ranganathan Iyer

Group CIO & EVP - IT
JBM Group

Annie Mathew

CIO
Mother Dairy Fruits  

& Vegetables

Arvind 
Sivaramakrishnan

CIO
Apollo Hospitals

Parthasarathy VS

Group CIO & 
Group CFO

Mahindra Group

Rajeev Jorapur

Sr VP & CIO 
Bajaj Auto

Rajesh Chopra

Sr VP - IT 
Oberoi Hotels & 

Resorts

Rajesh Uppal

Sr Executive  
Director - HR & IT 

Maruti Suzuki India

Srinivas Tata

Group CIO
Kalpataru Group

Suresh Kumar

CIO & Partner 
Grant Thornton

Umesh Mehta

Global CIO
Jubilant Life 

Sciences

Vijay Sethi

former CIO, Head - 
HR & Head - CSR 
Hero MotoCorp

The 1st CIO&Leader Samman Recipients
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Continuing with our series on interesting aspects of data, we will today 
look at the data of Human Insights; something missed by organiza-
tions. Almost universally. A majority of business and IT departments 
use this data in its rudimentary form, and mainly by accident and 
without realizing that they are. This data of Human Insights is differ-
ent from (and NOT a replacement for) Data Insights. We will examine 
what it is, why it is missed, and how it is different from Big Data. 

A concept of “Thick Data” was propagated by Tricia Wang, a tech-
nology ethnographer in 1983; she is widely recognized as the birth 
giver of this field of data science. Thick Data is the science of Human 
Insights that is vetted by Data Insights. The reason the two must 
work together is that Human Insights data is based on a very small 
dataset (and prone to errors as we will see a little later); so, the Big 
Data has to back up what Human Insights are “recommending”. 
Wang describes her work with Nokia, where after living the life of a 
poor Chinese, she came up with her findings based on a sample size 
of 100. Her idea was rejected because the concept of a smartphone 
did not fit into Nokia’s Big Data. We all know what happened to 
Nokia; the very markets that it once dominated are now the largest 
markets for smartphones.

Another example quoted by her is Netflix, which when presented 
with a Human Insight, went back to its Big Data, and validated it. 
And so was born binge-watching. The Human Insight was that 
people wanted more of the same; and Netflix gave it to them. And of 
course, we all know where Netflix is today.

Gartner adopted this as“X Analytics”. MIT started researching 
it extensively and is now creating a whole field of science around 

C

 The author managed large 
IT organizations for global 
players like MasterCard and 
Reliance, as well as lean IT 
organizations for startups, 
with experience in financial 
and retail technologies

By Akash Jain

Silly Point

Data in 
Wilderness
A majority of business and IT 
departments use data of Human 
Insights in its rudimentary form, 
and mainly by accident and without 
realizing that they are
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this unstructured data. The real challenge is that 
the sources of this data are typically voice, video, 
images, IoT, and human artefacts like writings and 
surveys. And now, parts of the implementation are 
emerging strongly in areas of Data Visualization 
(collect data from sources of data), Data Stories, 
Games Technology (entering the domain of con-
sumer and business technology), Augmented Real-
ity, etc. One can easily imagine it enter the realm of 
Customer Service, Recommendation Engines, etc.

But most of the examples above are implemen-
tations of the concept. The real power of Human 
Insights however, lies somewhere else. MIT’s Inte-
grated Data Thinking framework talks of a scale as 
one moves between Big Data, which is quantitative 
and humongous, and Thick data, which is qualita-
tive and miniscule. As one slides back and forth 
between these two, you play the field of Discovery, 
which is the unknown, and of Optimization, which 
is more explainable. In other words, one needs to 
increase what is called Explainability by taking the 
Discovery and vetting it against the Optimization 
algorithms. This increase in Explainability allows 
the business to adopt with confidence, because it 
is comprehensible, succinct, actionable, reusable, 
accurate, and complete.

Undoubtedly, many Human Insights are wrong 

Computational 
Data Science 
today has 
sufficient power 
to help identify 
which of the 
Human Insights 
are even worth 
vetting

or insignificant. There are sufficient examples of 
“brilliant” insightful goods and services that were 
rejected by the target consumers. After all, if the 
Big Data has a set of a billion data rows, and every 
100 of them provides a Human Insight, surely not 
all of them will be a hit. And this is the essence of 
this model: Thick Data provides Human Insights; 
Big Data provides Data Insights to back up or 
reject them. The very essence of Big Data is to 
ignore Human Insights as “Outliers” when left to 
itself; and therein lies the danger in stopping at  
Big Data.

Computational Data Science today has suffi-
cient power to help identify which of the Human 
Insights are even worth vetting against Data 
Insights. Unfortunately, far too many organiza-
tions get carried away by Big Data as an end in 
itself. Its insights are meaningful, but they are  
limited by its own core principles. It loses the 
human context and emerging trends during its 
process of normalizing and optimizing. And it 
misses the stories. 

As Wang says, Big Data needs Thick Data. And 
we say, the reverse is equally true. The science and 
technology exist to bring the Human Insights out 
of this wilderness. And it is time to do so; more so 
in today’s uncertain and spin-on-a-dime times 
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insight

Five Largest & 
Most Famous DDos 
Attacks in history
Over the next few years, DDoS attacks will become common and 
Cisco predicts that the total number of DDoS attacks will double 
from the 7.9 million seen in 2018 to something over 15 million 
by 2023
By Paul Nicholson
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Distributed Denial of Service (DDoS) 
attacks are now everyday occurrences. 
Whether you’re a small non-profit or 
a huge multinational conglomerate, 
your online services—email, websites, 
anything that faces the internet—can 
be slowed or completely stopped by a 
DDoS attack. Moreover, DDoS attacks 
are sometimes used to distract your 
cybersecurity operations while other 
criminal activity, such as data theft or 
network infiltration, is underway..

DDoS Attacks Getting 
Bigger, More Frequent
The first known Distributed Denial of 
Service attack occurred in 1996 when 
Panix, now one of the oldest internet 
service providers, was knocked offline 
for several days by a SYN flood, a tech-
nique that has become a classic DDoS 
attack. Over the next few years, DDoS 
attacks will become common and Cisco 
predicts that the total number of DDoS 
attacks will double from the 7.9 million 
seen in 2018 to something over 15 mil-
lion by 2023.

But it’s not just the number of DDoS 
attacks that are increasing; as the bad 

D
guys are creating ever bigger botnets 
– the term for the armies of hacked 
devices that are used to generate DDoS 
traffic. As the botnets get bigger, the 
scale of DDoS attacks is also increas-
ing. A Distributed Denial of Service 
attack of one gigabit per second is 
enough to knock most organizations 
off the internet but we’re now seeing 
peak attack sizes in excess of one tera-
bit per second generated by hundreds 
of thousands or even millions of sub-
orned devices. 

The Cost of DDoS Attacks
Given that IT services downtime 
costs companies anywhere from USD 
300,000 to over USD 1,000,000 per 
hour, you can see that the financial hit 
from even a short DDoS attack could 
seriously damage your bottom line.

The Top-Five Most 
Famous DDoS Attacks (for 
Now)
To give you insight, and not a small 
amount of fear, into what these attacks 
are like “in the wild,” we’re going to 
take a look at some of the most notable 
DDoS attacks to date. Our choices 
include some DDoS attacks that are 
famous for their sheer scale while our 
others are because of their impact and 
consequences.

1. The AWS DDoS Attack in 
2020

Amazon Web Services, the 800-pound 
gorilla of everything cloud comput-
ing, was hit by a gigantic DDoS attack 
in February 2020. This was the most 
extreme recent DDoS attack ever and 
it targeted an unidentified AWS cus-
tomer using a technique called Con-
nectionless Lightweight Directory 
Access Protocol (CLDAP) Reflection. 
This technique relies on vulnerable 
third-party CLDAP servers and ampli-
fies the amount of data sent to the 
victim’s IP address by 56 to 70 times. 
The attack lasted for three days and 
peaked at an astounding 2.3 terabytes 
per second.

Why the AWS Attack Matters
While the disruption caused by the 
AWS DDoS Attack was far less severe 
than it could have been, the sheer scale 
of the attack and the implications for 
AWS hosting customers potentially 
losing revenue and suffering brand 
damage are significant.

2. The Mirai Krebs and OVH 
DDoS Attacks in 2016
On September 20, 2016, the blog of 
cybersecurity expert Brian Krebs was 
assaulted by a DDoS attack in excess 
of 620 Gbps, which at the time, was 
the largest attack ever seen. Krebs’ site 
had been attacked before. Krebs had 
recorded 269 DDoS attacks since July 
2012, but this attack was almost three 
times bigger than anything his site or, 
for that matter, the internet had seen 
before.

The source of the attack was the 
Mirai botnet, which, at its peak later 
that year, consisted of more than 
600,000 compromised Internet of 
Things (IoT) devices such as IP cam-
eras, home routers, and video players. 
The Mirai botnet had been discovered 
in August that same year but the attack 
on Krebs’ blog was its first big outing.

The next Mirai botnet attack on Sep-
tember 19 targeted one of the largest 
European hosting providers, OVH, 
which hosts roughly 18 million appli-
cations for over one million clients. 
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This attack was on a single undisclosed 
OVH customer and driven by an esti-
mated 145,000 bots, generating a traf-
fic load of up to 1.1 terabits per second, 
and lasted about seven days. But OVH 
was not to be the last Mirai botnet vic-
tim in 2016…please see the next section.

Why the Mirai Krebs and OVH 
Attacks Matter
The Mirai botnet was a significant step 
up in how powerful a DDoS attack 
could be. The size and sophistication of 
the Mirai network was unprecedented 
as was the scale of the attacks and their 
focus.

3. The MiraiDynDDoS 
Attack in 2016
Before we discuss the third notable 
Mirai botnet DDoS attack of 2016, 
there’s one related event that should 
be mentioned: On September 30, 
someone claiming to be the author of 
the Mirai software released the source 
code on various hacker forums and the 
MiraiDDoS platform has been replicat-
ed and mutated scores of times since.

On October 21, 2016, Dyn, a major 
Domain Name Service (DNS) provider, 
was assaulted by a one terabit per sec-
ond traffic flood that then became the 
new record for a DDoS attack. There’s 
some evidence that the DDoS attack 
may have actually achieved a rate of 1.5 

terabits per second. The traffic tsunami 
knocked Dyn’s services offline render-
ing a number of high-profile websites 
including GitHub, HBO, Twitter, Red-
dit, PayPal, Netflix, and Airbnb, inac-
cessible. Kyle York, Dyn’s chief strategy 
officer, reported, “We observed 10s of 
millions of discrete IP addresses asso-
ciated with the Mirai botnet that were 
part of the attack.”

Why the MiraiDyn Attack Matters
Mirai supports complex, multi-vector 
attacks that make mitigation difficult. 
Even though the Mirai botnet was 
responsible for the biggest assaults 
up to that time, the most notable thing 
about the 2016 Mirai attacks was 
the release of the Mirai source code 
enabling anyone with modest informa-
tion technology skills to create a botnet 
and mount a Distributed Denial of Ser-
vice attack without much effort.

4. The Six Banks DDoS 
Attack in 2012
On March 12, 2012, six U.S. banks were 
targeted by a wave of DDoS attacks—
Bank of America, JPMorgan Chase, 
U.S. Bank, Citigroup, Wells Fargo, and 
PNC Bank. The attacks were carried 
out by hundreds of hijacked servers 
from a botnet called Brobot with each 
attack generating over 60 gigabits of 
DDoS attack traffic per second.

At the time, these attacks were 
unique in their persistence: Rather 
than trying to execute one attack and 
then backing down, the perpetrators 
barraged their targets with a multi-
tude of attack methods in order to find 
one that worked. So, even if a bank 
was equipped to deal with a few types 
of DDoS attacks, they were helpless 
against other types of attack.

Why the Six Banks Attack Matters
The most remarkable aspect of the 
bank attacks in 2012 was that the 
attacks were, allegedly, carried out by 
the Izz ad-Din al-Qassam Brigades, 
the military wing of the Palestinian 
Hamas organization. Moreover, the 
attacks had a huge impact on the affect-
ed banks in terms of revenue, mitiga-
tion expenses, customer service issues, 
and the banks’ branding and image.

5. The GitHub Attack in 2018
On Feb. 28, 2018, GitHub—a platform 
for software developers—was hit 
with a DDoS attack that clocked in 
at 1.35 terabits per second and lasted 
for roughly 20 minutes. According to 
GitHub, the traffic was traced back to 
“over a thousand different autonomous 
systems (ASNs) across tens of thou-
sands of unique endpoints.”

The following chart shows just 
how much of a difference there was 
between normal traffic levels and those 
of the attack.

Even though GitHub was well pre-
pared for a DDoS attack their defenses 
were overwhelmed—they simply 
had no way of knowing that an attack 
of this scale would be launched. As 
GitHub explained in the company’s 
incident report: “Over the past year we 
have deployed additional transit to our 
facilities. We’ve more than doubled 
our transit capacity during that time, 
which has allowed us to withstand cer-
tain volumetric attacks without impact 
to users. Even still, attacks like this 
sometimes require the help of partners 
with larger transit networks to provide 
blocking and filtering.”
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Why the GitHub Attack Matters
The GitHub DDoS attack was notable 
for its scale and the fact that the attack 
was staged by exploiting a standard 
command of Memcached, a database 
caching system for speeding up web-
sites and networks. The MemcachedD-
DoS attack technique is particularly 
effective as it provides an amplifica-
tion factor – the ratio of the attacker’s 
request size to the amount of DDoS 
attack traffic generated – of up to a 
staggering 51,200 times.

Other Notable Distributed Denial of 
Service Attacks

6. Occupy Central, Hong 
Kong DDoS Attack in 2014
The multi-day PopVoteDDoS attack 
was carried out in 2014 and targeted 
the Hong Kong-based grassroots 
movement known as Occupy Central, 
which was campaigning for a more 
democratic voting system.

In response to their activities, attack-
ers sent large amounts of traffic to 
three of Occupy Central’s web hosting 
services, as well as two independent 
sites, PopVote, an online mock election 
site, and Apple Daily, a news site, nei-
ther of which were owned by Occupy 
Central but openly supported its 
cause. Presumably, those responsible 
were reacting to Occupy Central’s pro-
democracy message.

The attack barraged the Occupy 
Central servers with packets disguised 
as legitimate traffic and was executed 
using not one, not two, but five botnets 
and resulted in peak traffic levels of 
500 gigabits per second.

Why the Occupy Central Attack 
Matters
It was reported that the attackers were 
probably connected to the Chinese gov-
ernment, there has never been conclu-
sive proof and, perversely, the attack 
could have been intended to make the 
Chinese government look bad. The 
attack may have also provided cover 
for hackers who managed to extract 
Occupy Central staff details from a 
database to mount an extensive subse-
quent phishing campaign.

7. The CloudFlare DDoS 
Attack in 2014
In 2014, CloudFlare, a cybersecu-
rity provider and content delivery 
network, was slammed by a DDoS 
attack estimated at approximately 
400 gigabits per second of traffic. The 
attack, directed at a single CloudFlare 
customer and targeted on servers in 
Europe, was launched using a vulner-
ability in the Network Time Protocol 
(NTP) protocol which is used to ensure 
computer clocks are accurate. Even 
though the attack was directed at just 
one of CloudFlare’s customers, it was 
so powerful it significantly degraded 
CloudFlare’s own network.

Why the CloudFlare Attack Matters
This attack illustrates a technique 
where attackers use spoofed source 
addresses to send fake NTP server 
responses to the attack target’s serv-
ers. This type of attack is known as a 
“reflection attack,” since the attacker is 
able to “bounce” bogus requests off of 
the NTP server while hiding their own 

address and due to a weakness in the 
NTP protocol, the amplification factor 
of the attack can be up to 206 times, 
making NTP servers a very effective 
DDoS tool. Shortly after the attack, 
the U.S. Computer Emergency Readi-
ness team explained NTP amplifica-
tion attacks are, “especially difficult to 
block” because “responses are legiti-
mate data coming from valid servers.”

8. The Spamhaus DDoS 
Attack in 2013
In 2013, a huge DDoS attack was 
launched against Spamhaus, a non-
profit threat intelligence provider. 
Although Spamhaus, as an anti-spam 
organization, was and still is regu-
larly threatened and attacked and had 
DDoS protection services already in 
place, this attack—a reflection attack 
estimated at 300 gigabits of traffic per 
second—was large enough to knock its 
website and part of its email services 
offline.

Why the Spamhaus Attack Matters
The cyberattack was traced to a 
member of a Dutch company named 
Cyberbunker, which had apparently 
targeted Spamhaus after it blacklisted 
the company for spamming. This illus-
trates that companies and or rogue 
employees can mount DDoS attacks 
with immense brand damaging and 
serious legal consequences.

DDoS Attack Prevention 
with A10’s DDoS 
Protection Solutions
Even though new types of Distributed 
Denial of Service attacks appear fre-
quently, 10’s Thunder Threat Protec-
tion System (TPS) employs advanced 
defense strategies that protect against 
all kinds of cyberattacks including 
new, novel DDoS attacks that could 
bring down your online and in-house 
services 

—The author is Partner, Deloitte India
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2021 Cybersecurity 
Priorities For CisOs 
Across Verticals

CISOs need to be aware of threats targeting Government, Retail, 
Financial Services and Healthcare sectors and the solutions they 
need to implement for securing their assets in 2021
By Rajesh Maurya
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2020 was a very memorable year, largely due to the 
global COVID-19 pandemic which continues to have 
rippling effects. Among the ripples are significant 
shifts in technology usage and a surge in remote 
working—a reality that comes with new security 
concerns for CISOs. Organizations across industries 
faced numerous security challenges as the nature 
of work suddenly and unexpectedly shifted. CISOs 
were forced to rapidly pivot their security strategies 
across the infrastructure, from the endpoint, enter-
prise data center, WAN, or cloud edges, and make 
real-time decisions that would impact their organiza-
tion over the course of 2020. .

Reflecting on cybersecurity outcomes here is a look 
at the threat targeting Government, Retail, Financial 
Services and Healthcare sectors and the solutions 
that CISOs need to implement for securing their 
assets in 2021.

Government & PSUs
Government and PSUs have always been a high 
value target for malicious actors and the surge in 
remote work in 2020 only exacerbated this further. 
The remote teleworker’s IT environment, online col-
laboration platforms, and connectivity will continue 
to be targeted by both criminal and nation state 
(APT) actors. 

2

More government services and data became acces-
sible online as a result of the COVID pandemic this 
will likely bring more Denial-of-Service activity 
directed against these digital assets, with a trend 
towards multiple simultaneous small attacks intend-
ed to stay below the threshold of automated response. 
Ransomware in the public sector is a serious concern 
that needs to be addressed as the digital assets and 
services of most Government agencies are ‘crown 
jewel’ assets in terms of the sensitivity and quantity 
of data they contain. CISOs will need to prioritize 
solutions such as Zero Trust Access, automated end-
point security, and employee awareness to counter 
this range of threats, and to ensure that solutions 
such as software defined networking and multi-cloud 
services are implemented securely.

Retail 
In 2020, online retail boomed with contactless 
business and a more mature cloud strategy quickly 
became essential for retail organizations looking 
to thrive in the face of unexpected challenges and 
changing consumer behavior. In 2021, we will contin-
ue to see organizations relying on these approaches 
and, as they do, security must continue be a top 
priority. Cybercriminals are always looking for new 
opportunities to exploit vulnerabilities and retail has 
always been a prime target for financially motivated 
attacks. These campaigns were especially successful 
in 2020 as threat actors capitalized on the ongoing 
disruption and rapid technology adoption being 
undertaken by retailers. It became apparent early on 
that thoughtful planning and investments made in 
technology platforms before the events of 2020 cre-
ated much greater opportunity to survive and thrive 
in the new dynamic environment retailers found 
themselves in. 

Going into 2021, retailers will look to expand on 
these investments while creating efficiencies and 
cost-saving opportunities along the way. Secure SD-
WAN, coupled with flexible and adaptive security 
solutions that are easy to manage, will help reduce 
overall network complexity while ensuring high 
performance and “always on” availability of applica-
tions and customer facing technologies. Expanding 
5G usage will only further highlight the necessity for 
robust and secure connectivity. Zero Trust Access, 
when integrated with the existing security fabric, 
will help businesses identify risk in their environ-
ments and successfully and securely scale to meet 
changing customer demands and business needs. As 
digital innovation shows no signs of slowing down, 
retailers will likewise need to streamline security 

Cybercriminals are always 
looking for new opportunities to 
exploit vulnerabilities and retail 
has always been a prime target 
for financially motivated attacks. 
These campaigns were especially 
successful in 2020 



Insight

32 CIO&LEADER | March 2021

operations through automation-focused technolo-
gies such as SOAR and manage the impact of the 
cyber skills shortage by augmenting with AI-enabled 
services to help keep up with the influx of data and 
alerts due to rapid multi-cloud and IoT adoption.

Financial Services 
Like organizations across verticals, financial services 
organizations had to pivot largely to remote work in 
2020 and digital services became more important 
than ever before. This, of course, brought on new 
opportunities for cybercriminals to exploit weak 
points in the security infrastructure of financial insti-
tutions to gain access to highly targeted and lucrative 
data. These trends will likely continue in the new year, 
which is why CISOs need to be taking a hard look at 
their strategies to identify any potential security gaps. 

As financial institutions remain under threat of 
constant attack, they will need to look at flexible and 
agile solutions to enable IT and security to scale and 
adapt without compromising security and perfor-
mance. Since we expect to see an increased reliance 
on the cloud as digital services continue, maintaining 
visibility and control across their cloud, on-prem, 
and hybrid environments will be pivotal. It will 
require a broad suite of security tools that cover the 
entire attack surface including all users, applications, 
and devices, on and off the network with Zero Trust 
Access tools that are integrated to reduce the com-
plexity of managing multiple solutions and vendors. 
In addition, centralized management of security, 
including automation of workflows with security 
orchestration, automation, and response (SOAR), 
automated endpoint protection, and threat intel-
ligence sharing will be key for protection, detection, 
and response to security incidents.

Healthcare 
2020 brought a slew of new security challenges 
to healthcare. As healthcare, pharmaceutical, and 
life sciences organizations pivoted to deal with the 
COVID-19 pandemic by transitioning to telehealth 
services, creating temporary remote COVID-19 test-
ing sites, and developing and manufacturing vac-
cines, security teams struggled to ensure security, 
performance, and compliance—among other things. 
Many organizations had to revamp their security 
infrastructure to support these remote users as 
cybercriminals seized the opportunity to exploit the 
global health crisis. 

These attacks will not end in 2021, and health-
care CISOs need to be prepared to address these 
concerns, as well as anything else that 2021 throws 
at us. Healthcare organizations’ quick response to 
COVID-19 challenges leveraged cloud technology, 
secure mobile workforce enablement, and virtual 
patient platforms at an accelerated rate that demon-
strated healthcare organizations can more quickly 
and effectively enable digital transformation to solve 
healthcare, life sciences, and pharmaceutical busi-
ness challenges in the future. In addition, these same 
organizations have been targeted and impacted by 
a 75% increase in ransomware threats that will con-
tinue to rise in 2021 requiring organizations to invest 
in key security programs (SD-WAN, Edge Compute, 
Cloud Security, and Security Operations) to reduce 
organization risk and ensure compliance..

—The author is Regional Vice President, India & SAARC, 
Fortinet

As financial institutions remain 
under threat of constant attack, 
CISOs will need to look at flexible and 
agile solutions to enable IT
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DDos Protection 
type - Defined By 
Use Cases

The rise in both attack size and sophistication has naturally 
brought about an increase in interest in DDoS protection 
solutions, as organizations seek to protect themselves against 
this threat
By Nikhil Taneja
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Looking back at 2020, we have to say it was surely 
a record breaker for DDoS! Just during the past 
12 months, we witnessed the largest DDoS attack 
known to date, a global ransom DDoS campaign 
against financial services, large-scale attacks on gam-
ing services, and – lest we forget COVID – how the 
coronavirus crisis was exploited by malicious actors.

This rise in both attack size and sophistication has 
naturally brought about an increase in interest in 
DDoS protection solutions, as organizations seek to 
protect themselves against this threat.

However, as businesses begin to weigh their 
options for DDoS protection, many of them quickly 
realize that DDoS protection can come in a variety of 
formats, and they must consider which deployment 
type is best for them: On-Demand cloud service, 
Always-On cloud service, on-prem appliance, or 
Hybrid protection?

And the answer, in a nutshell, is that it depends…

Different Deployment Options are 
Better for Different Use Cases
It’s very important to realize that there is no such 
thing as the “best” type of DDoS protection. Rather, 
different deployment options have different merits 

and drawbacks, and as a result, are best-suited for 
different business use cases.

Thus, is becomes a question not of “what is the 
‘best’ type of DDoS protection?”, but of “which 
deployment options are best suited for your needs?”

Hardware Appliance: Advanced 
Functionality, but Limited Capacity

Traditionally, DDoS protection relied on hardware 
appliances deployed at the customer’s data centers. 
Hardware appliances frequently provided advanced 
protection, low latency, and granular control by net-
work admins.

However, its capacity was constrained by limits 
of the hardware appliance, or the traffic pipe lead-
ing into it. These limits made hardware appliances 
susceptible to large volumetric attacks which satu-
rated the organization’s traffic pipe. In addition, they 
required additional management overhead by the 
organization, large upfront investment (CAPEX) to 
purchase, and dedicated staff to operate them.

Therefore, standalone hardware appliances are 
most suited today either for large organizations or 
service providers who are creating their own mitiga-
tion scrubbing centers (usually with multiple such 
devices), or for organizations that are prevented by 
national or industry regulations from using cloud 
security services.

On-Demand Cloud Service: Massive 
Capacity, Only When You Need It

Due to the capacity constraints of hardware appli-
ances, many organizations began looking to cloud-
based scrubbing services for a solution. Compared 
to standalone hardware appliances, cloud scrubbing 
services offer massive capacity – usually measured 
in terabits – as well as lower management overhead 
and more flexible pay-as-you go, and subscription-
based (OPEX) costs. However, cloud services are 
more limited in the types of attacks they can protect 
against, due to the fact that they usually have visibil-
ity only to ingress traffic.

The first type of cloud-based DDoS protection is 
the on-demand service. On-demand service – as its 
name implies – is activated only once an attack is 
detected. During peacetime, on a routine basis, traffic 
flows directly to the customer’s network. Only once 
an attack is detected is traffic diverted to the cloud 
scrubbing center, where traffic is ‘scrubbed’ for mali-
cious traffic and only ‘clean’ traffic is sent back to the 
customer location.

The advantages of the on-demand approach are 
that since traffic flows on a routine basis directly to 

Compared to standalone 
hardware appliances, cloud 
scrubbing services offer massive 
capacity – usually measured 
in terabits – as well as lower 
management overhead and more 
flexible pay-as-you go

L
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An alternative to on-demand 
protection is an always-on 
cloud service. Under the 
always-on model, traffic is 
routed on a constant basis

the customer location, it does not add any latency 
during peacetime. On-demand services usually have 
little operational overhead and do not require day-to-
day management or maintenance. In addition, they 
are usually the cheaper than other deployment types.

The drawbacks of the on-demand cloud service, 
however, is that attack detection is usually based 
only on volumetric detection (based on netflow traffic 
rates), and that traffic diversion – once it takes place – 
requires a certain window of time (usually a few min-
utes) until diversion is complete, and the customer 
will remain vulnerable during this ‘diversion gap’.

Therefore, an on-demand protection is usually 
best for organizations that are infrequently attacked 
but want some form of ‘insurance’ in case of attack, 
with assets that are non-mission-critical and do not 
mind the ‘diversion gap’ window, as well as for cost-
conscious organizations.

Always-on Cloud Service: Constant 
Protection, With Some Added 
Latency

An alternative to on-demand protection is an 
always-on cloud service. Under the always-on model, 
traffic is routed on a constant basis through a cloud 
scrubbing center, where it is inspected for DDoS traf-
fic.

The advantages of the always-on model is that it 
eliminates the need for diversion when there is an 
attack and provides 24/7 protection. It also allows for 
more granular detection of attacks, including detec-
tion of non-volumetric attacks.

However, it is usually more expensive than an on-
demand service, and may add some minor latency to 
customer communications. As a result, it is best suit-
ed for organizations which frequently come under 
attack, as well as applications that are not latency 
sensitive.

Hybrid Protection: The Best of Both 
Worlds

The hybrid protection model combines both an 
on-premise appliance together with a cloud service. 
This allows protected organizations to enjoy both 
the advanced capabilities of hardware appliances, 
along with the massive capacity of a cloud service. 
As a result, customers can defend against both large 
and sophisticated attacks, and level multi-layered 
protection so that if an attack is able to get around the 
cloud defenses, it will be mitigated by the appliance. 
However, a hybrid solution is usually more expen-
sive, since it combines both an appliance and a cloud 
service.

As a result, hybrid protection is usually best for 
large organizations with mission-critical applications 
which cannot afford any downtime, particularly in 
verticals such as banking, ecommerce, or SaaS.

There is No “Best” Solution; It 
Depends on Your Needs

Ultimately, there is no ‘right’ or ‘wrong’ when 
it comes to choosing a DDoS protection solution. 
Rather, it depends on what are your needs, con-
straints and threat profile. Ask yourself which model 
makes the most sense for you, and also don’t be afraid 
to mix-and-match protection options for different 
assets, to create a solution which is specifically tai-
lored to you 

—The author is Managing Director - India, SAARC, Middle 
East & GSI at Radware
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2021 Predictions 
For the indian it 
industry

Artificial Intelligence (AI) is undoubtedly one of the biggest tech 
trends at the moment and during 2021, it will become an even 
more valuable tool to help us interpret and understand the world 
around us
By Padmanabhan Iyer
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While COVID-19 continues to play out 
an unprecedented upheaval across the 
globe, businesses will need to tune up 
technology to bring some semblance of 
order to uncertainty, complexity and to 
rethink and reboot their digital strate- 
gies. Some major tech predictions that 
will help steer through 2021 are high- 
lighted in the following sections.

Artificial Intelligence
Artificial Intelligence (AI) is undoubt- 
edly one of the biggest tech trends at 
the moment and during 2021, it will 
become an even more valuable tool 
to help us interpret and understand 
the world around us. Customer pat-
terns have changed drastically given 
the COVID-19 period and will con-
tinue well into 2021. This means that 
machine learning algorithms will 
become bet-ter informed with more 
data as well as increasingly sophisti-
cated in the solu- tions they uncover 
for us.

Digital Integration: 
Bridging the physical and 
digital
As the digitalization trend continues 
to accelerate, the potential for optimiz- 
ing processes, making data-driven 
decisions in real time, and creating 
new products, services, and business 
models will be the key that guides an 
organization’s efforts. Realizing the 
full promise of digital may require 
integrating systems and data across 
entire ecosystems. The more data one-
feeds into a digital ecosystem, the more 
detailed, dynamic, and valuable the 
digital initiative becomes.

In the digitisation space, from a ver- 
tical perspective, payments & remit- 
tances will continue to have acceler- 
ated growth. Digital on-boarding has 

W
picked up pace in 2020 considering the 
social distancing required in view of 
the pandemic. This trend will continue 
as well. Micro, small and medium 
enterprises will be the focus area from 
digitisation perspective.

Automation
The urgency and need for automation 
technologies, such as Robotic Process 
Automation (RPA), AI, and machine 
learning, are stronger now than ever 
before. And the COVID-19 pandemic 
has made such automation solutions 
undeniably urgent. Democratization 
of automation would make these solu- 
tions easily accessible to all and when 
this concept becomes a reality, orga- 
nizations will certainly see massive 
business transformation. Automation 
often requires extensive human par-
ticipation and support. Thus, democra- 
tization will give companies sufficient 
access to automating mundane tasks 
and empower non-tech users. How- 
ever, every new approach comes with a 
set of challenges, and the democratiza- 
tion of automation is no different. By 
developing and following a systematic 
framework, businesses can address 
such complexities with ease.

XaaS (Everything-as-a- 
Service)
As-a-Service (aaS) has already become 
the standard to turn into a truly digi-
tal-native enterprise. The new pat- tern 
in the aaS model is Everything-as-a-
Service (XaaS) where services deliv-
ered will totally dwell on the cloud 
with virtual access to nearly every-
thing. Tools, for example, the Internet 
of Things (IoT) and Artificial

Intelligence (AI) will play a criti-
cal part in building those services or 
expand- ing existing services to go 
beyond the digital-native status quo.

Open Banking
Open banking is reported to have gen- 
erated USD 7.29 billion in 2018 and is 
expected to reach USD 43.15 billion by 
2026. Open Banking will become the 
norm with even emerging markets roll- 
ing out regulations. This will fuel inno- 
vation in the fintech space addressing 
the New to Credit segment. Fintech as a 
service platform will emerge enabling 
banking as a service. This trend will 
be seen across the BFSI segment with 
multiple use cases that are evolving on 
a day-to-day basis.

Augmented & Virtual 
Reality (AR & VR)
AR & VR will evolve with use cases in 
businesses beyond the entertainment 
industry. The fact that they can create 
large simulation environments and the 
collaboration further with Artificial 
Intelligence will stimulate innovation.
5G technology will accentuate the use 
of AR/VR with better user experiences 
with shorter latencies.

Regulatory Aspects
The enormous growth in the digital 
space puts equal focus on the regula- 
tory aspects. Firstly, RegTech is gain- 
ing importance to ensure compliance
is made simple with required analytics 
in place. This also helps the entities to 
focus on growing business where Reg- 
Tech will enable required support for 
regulatory aspects.

Secondly, there is a growing concern 
on ‘Security & Privacy concerns’ that 
needs to be addressed comprehen- 
sively with cybercrime increasing day 
by day. According to Gartner, by 2023,
65% of the world’s population will have 
its personal data covered under some 
kind of modern privacy regulations  

—The author is Managing Director and
Global CEO, 3i Infotech

RegTech is gaining 
importance to ensure 
compliance is made simple 
with required analytics in 
place. This also helps the 
entities to focus on growing 
business 
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Anticipating
Cyberattacks And 
going Ahead Of 
Prediction

We need to anticipate in order to respond effectively. The 
epitome of cybersecurity maturity comes with anticipation
By Vijendra Katiyar
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Imagine a scenario where we can 
anticipate crimes and stop it before it 
happens, ensuring a crime-free city. 
That’s the power of anticipation and 
prediction. This is exactly what we 
need in the cybersecurity space–we 
need a precog. One that can help us 
anticipate cyber-attacks. Talking about 
recent cyber-attacks and major breach-
es there was one common thread, that 
of, missing information– either system 
error, misconfiguration, insider threat, 
vulnerability, or lack of visibility. 
If you look from a CISO’s perspective, 
their onus is to protect data in the pres-
ent and future times, irrespective of 
where, who or how it’s accessed. On 
one side they have the challenge of 
protecting the data, on the other side, 
they are haunted by the Cassandra 
syndrome, where the users are less 
aware of cybersecurity. There is also 
an executive board whose beliefs 
are closely tied to facts and figures, 
demanding evidence and ROI related 
to cybersecurity. Gartner talks about 
five broad questions which the CISOs 
should be prepared to answer:

 Are we secure and compliant?
 Why is security so expensive? 

i
 Why can't security move faster?
 Why can't we be a digital company?
 Why can't we have competitive edge 
from security?
If we can anticipate infrastructure or 

business technology change, we can 
tell the board that these are the areas of 
investment whether its people, process 
or technology that can help us mitigate 
the risk. In order to achieve this, we 
have to look at building a framework 
which can help us anticipate better. 
Two key aspects should be considered 
while building this framework – strat-
egy and corresponding execution. 

 Building anticipation using global 
cybersecurity trends and intelli- 
gence, for instance, with the help of 
leading industry cybersecurity ana- 
lyst reports, looking at past & present 
cybersecurity incidents or breaches 
with relevance to the respective 
industry and using threat prediction 
report by cybersecurity experts. 

 Anticipate technological change 
adopted by organizations to stay 
ahead of the curve considering 
business demands (cloud adoption, 
IT-OT integration, Work from Any- 
where which is the new norm). 

 Organizations have started imple- 
menting tools and have adopted a 
framework which can provide more 
visibility across all the different secu- 
rity layers – endpoint, email, cloud, 
network or IIoT. Adopting XDR 
helps to anticipate and respond bet- 

ter across all security layers, which in 
turn improves the MTTD and MTTR. 

In this context, let’s understand how 
XDR can help anticipate better, 
provid- ing:

1) Real-time contextual visibility 
across multiple security layers: 
Endpoint, email, network, cloud, 
mobile and IIoT.

2) Timeline and attack visualization: 
To know what, when and how.

3) Correlation: Events, alerts across 
multiple technologies (for e.g. email 
and endpoint and network), also low 
and high severity events.

4) Threat modeling framework: 
Mapping with MITRE framework 
for Tactics, Techniques, and Proce- 
dures (TTPs) to learn more about 
adversaries/threat actors.

5) Automation and integration: AAu-
tomation (prioritization of triggers or 
workbench) in the environment and 
integration with security exchange 
and threat intelligence platforms, to 
complement SIEM/SOAR and send 
high fidelity alerts and eliminate the 
noise.

6) Threat intelligence: Proactive 
sweeping of IOC discovered in global 
cyber-attacks.

7) Remediation/mitigation: Remedi-
ate and respond with confidence.
A recent report by ESG and commis-

sioned by us, ‘The XDR Payoff: Better 
Security Posture, ESG Research, Sep 
2020’, talks about the benefits of the 
organizations who have adopted XDR. 
They are better protected and have suf-
fered half as many successful attacks 
over the last 12 months, can anticipate 
quickly – 2.2X more likely to detect a 
data breach/successful attack in a few 
days or less and are able to respond 
completely – 60% less likely to report 
that attack re-propagation has been 
an issue. When you have the bigger 
picture, you can understand the full 
impact and respond both faster and 
completely.  

—The author is Director - Enterprise Busi-
ness, India & SAARC, Trend Micro
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