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Even today, I get this question—if women are 
capable—why do they need that extra treatment? 
I do not want to waste the entire space answering 
that question—which many have answered dur-
ing all these years—but let me try to summarize 
the answer before moving to the real issue.

The workplace and business culture of today 
have evolved over centuries, dominated by men. 
So, naturally all its rules—and most importantly 
the culture—have evolved, according to their 
needs. If some intervention is needed to change 
that to make it more conducive for both the 
sexes, what is the issue?

The cover story in  
this issue deliberates  
on the issues of diversity 
at the workplace—what 
has changed and what  
had not. 

Most women now 
agree that diversity is 
not just about numbers. 
Women must get equal 
responsibility and equal 
pay. While we have miles 
to go, we can take some 
satisfaction from the fact 
that, there is an implicit 

We men 
must 

change

E

EDITORIAL

acknowledgment in that statement—numbers  
have become far better. It was not so, fifteen years 
back. Years of discourse is paying off—to some 
extent, at least. 

Another welcome change in the thinking of suc-
cessful women business leaders is that many now 
explicitly say, women must rise to the occasion and 
match men, not just in work performance but talk-
ing about the success, proactively taking on newer 
challenges. In fact, one woman leader even said, “the 
ball is in our court.” That is as confident as it can get. 
Yes, women can win. When I say women—and dif-
ferentiate between the plural and the singular, it is 
intentional. At individual level, there is nothing for 
them to prove. At collective level, a lot remains. 

But what is not so good news is that most women—
while acknowledging the changes at the work-
place—still think society—especially the men at 
home have not changed as fast. The challenge is still 
from family expectations and more than that—from 
the looking down upon women with ambition. That 
is something that needs to change. 

And there is little that most well-intentioned orga-
nizations can do about it. The change has to happen 
at homes. 

We men must change 

When I say women—
and differentiate 

between the plural 
and the singular, it 

is intentional. At 
individual level, there 
is nothing for them to 

prove. At collective 
level, a lot remains 
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or processing legal documents. 
With just a few words rearranged 

or strategically changed, fake news 
could evade an AI detector; or AI 
algorithms that look for signs of 
insider trading could be fooled; or 
hackers could elicit higher payouts 
from health insurance claims.

Needless to say, that such play  
on words could be the undoing  
of AI algorithms and can be used  
to bamboozle automated systems  
in sensitive industries like finance  
or healthcare.

The technique to fool AI has been 
developed by Di Jin, a graduate 
student at MIT with researchers 
from the University of Hong Kong 
and Singapore’s Agency for Science, 
Technology, and Research. 

The algorithm called TextFooler is 
capable of deceiving an AI system 
without changing the meaning 
of a piece of text. Ironically, the 
algorithm uses AI that suggests 
words that can be converted into 
synonyms to fool a machine.

The TextFooler has been tested 
using several popular algorithms 
and data sets, and the researchers 
were able to reduce an algorithm’s 

Using AI To 
Outfox Other AIs
If you are one of those who just 
cannot stop gushing about the power 
of Artificial Intelligence; this piece 
would certainly set the records 
straight. Agreed that AI is among 
the most disruptive technologies to 
date; look at how ubiquitous it has 
become, insidiously making inroads 
into every facet of our life. And yes, 
even in the field of languages, it has 
made huge impact showing off its 
prowess. But then, even AI has its 
Achilles’ heel. Experts fear it can 
be afflicted by an alarming, and 
potentially dangerous, kind of algo-
rithmic myopia.

Research shows that it is 
easy to confuse and deceive AI 
programs that parse and analyze 
text. Carefully crafted phrases 
or a sentence that may appear 
straightforward to humans can 
strangely deceive an AI algorithm.

On its own, it could just be some 
lighthearted fun to pull AI’s leg. But 
this oversight could lead to some 
serious repercussions as text-mining 
AI programs are being increasingly 
employed in organizations for a 
variety of roles like judging job 
applicants, assessing medical claims, 

“Data is the 
new oil”

What 
CIOs are 
tIred Of 

hearIng... 

around
thetech
ArtificiAl intelligence

accuracy from above 90% to below 
10%. Notably, the altered phrases 
were generally judged by humans to 
have the same meaning.

As we all know machine learning 
works by finding subtle patterns 
in data. These patterns are often 
imperceptible to humans. This 
makes the systems based on 
machine learning vulnerable 
to a funny kind of confusion. 
For example, image recognition 
programs can be deceived by an 
image that may look normal to the 
human eye but with subtle tweaks 
to the pixels can be made to appear 
an entirely different thing to the 
program. For example, an image of a 
helicopter can trick a program into 
thinking it’s looking at a dog.

This is a serious vulnerability and 
researchers are still exploring how 
dangerous it can be. 
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By the Book 

A recent release, The Future Is Faster 
Than You Think: How Converging Tech-
nologies Are Transforming Business, Indus-
tries, and Our Lives (Exponential Tech-
nology Series), is a much-needed look 
into the future. This book is the latest 
from the stable of New York Times 
bestselling authors of Abundance and 
Bold. Unlike the previous two books, 
this is a practical playbook for techno-
logical convergence in our modern era. 

Authors and futurists Peter Diaman-
dis and Steven Kotler, in The Future Is 
Faster Than You Think, give us a blue-
print for how our world will change in 
response to the next 10 years of rapid 
technological disruption.

The pace of technology disruption 
is beyond human imagination now. 
This decade promises more upheavals 
and would witness creation of more 
wealth than we have in the past cen-
tury. In this backdrop, the authors give 
us a gripping and insightful roadmap 
to our future. The book investigates 
how these exponentially accelerating 
technologies will impact our daily lives 
and society as a whole. The book is like 
looking into the soothsayer’s crystal 
ball to see how things will change and 
what all will transform . 

Get a prescient look into the impend-
ing future with The Future Is Faster Than 
You Think. Gripping!

CIOs may be tired of hearing the metaphor ‘data is the new oil’. But both data 
and oil industries have the most dangerous environmental footprint. Did you 
know that data centers account for about 2% of all electricity use in the US? 
What this implies is that the cloud powering our Netflix binge, PUBG match, 
and email may be a silver lining in our drab lives but is a thick soot of carbon 
for the planet. While individuals using the bits may not be that accountable; 
when it comes to industries, their digital footprints can have damaging impact 
on the environment. It is hence urgent that businesses start looking for the 
greenest way to store their data and cut down on their emissions. But how 
does a high-minded plutocrat go about that? The answers are not always obvi-
ous. It is time you assessed how your cloud provider decarbonizes your data 
footprint and helps you keep the planet safe. To assess the greenness of differ-
ent clouds, the three metrics by Jonathan Koomey can help. 

Did you know that february 11 is celebrated as the 
International day of Women and girls in Science by the 
United nations? We wouldn’t be too surprised if you 
didn’t because it generally passes each year without 
much of a splash. the Un celebrates the efforts towards 
equal access to STEM fields for women around the globe 
on this day and many women using the hashtag #Wom-
enInScience were on twitter to share their journey and 
encourage others to participate join the conversation. 
It is hence indeed great that Melinda gates is launch-
ing another initiative to turn the tide for women in tech. 
recently, Pivotal Ventures, a philanthropic group founded 
by gates, announced a USd 50 million project aimed at 
transforming tech hubs into more inclusive places for 
women. the initiative, gender equality in tech (get) Cit-
ies, will focus on increasing the number of women work-
ing in tech in three cities over the next five years. Chicago 
has been selected as the pioneer city and the remaining 
two regions will be announced over the next few years. 
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Autonomous

From crowdsourced encyclopedia that represented all that was 
wrong with the web to a beacon of knowledge; Wikipedia has 
indeed come a long way. The first ten years of its life passed in con-
siderable ignominy being dismissed as a source of much disinfor-
mation or unauthenticated information. Anyone in the world could 
write anything they want about any subject and none the wiser for 
it. It is surprising then that Wikipedia is the eighth-most-visited 
site in the world. It’s English-language version crossed 6 million 
articles and 3.5 billion words with edits materializing at a rate of 
1.8 per second. Despite this popularity, Wikipedia remains much 
maligned and one still feels a little ashamed to quote Wikipedia as a 
source, although it has proven time and again that it can be trusted 
and is better than Encyclopedia Britannica. Wikipedia is the only 
not-for-profit site in the top 10, and one of only a handful in the top 
100. It exhibits no ills associated with social networking sites and is 
an online public knowledge platform encompassing human effort.

VitAl 
stAtistics 

Tech 
Companies 
Dominate S&P 
500 Index

Market valuation 
of S&P 500 
top five tech 
companies 
relative to all 
others (in billion 
U.S. dollar)

USD 1,420b

USD 1,410b

USD 1,080b

USD 1,040b

USD 
21,160b

USD 593b

Market values as of feb. 11, 2020
Source: Macrotrends, Cnn

Microsoft

Apple

Amazon

Alphabet

Facebook

Other
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AI has more uses in the welfare of 
humanity than previously thought 
possible. An MIT professor, Regina 
Barzilay, has shown that AI could 
help diagnose cancer much earlier 
than doctors who rely on conventional 
means. Barzilay was diagnosed with 
breast cancer and converted it into a 
project, learning that her disease could 
have been detected earlier had the doc-
tors recognized the signs on previous 
mammogram. Barzilay then created 
a software, she is an expert in artifi-
cial intelligence, using 90,000 breast 
x-rays, that could predict a patient’s 
cancer risk. According to Barzilay, the 
software could have detected her own 
cancer at least two years before it was 

The AI Doctor Is In

diagnosed by doctors.  
But Brazilay is not alone in recogniz-

ing the potential of AI in healthcare. 
Researchers at Stanford too have dem-
onstrated software that could diagnose 
skin cancer at an accuracy close to that 
of dermatologists.

However, no technology break-
through comes without risks. While 
the potential of medical AI is indeed 
good news, one needs to be wary of 
the potential for misuse. For instance, 
AI interventions in the medical field 
would lead to increased collection of 
data on patients and their diseases. 
All this information could become a 
goldmine for health insurers or gov-
ernment agencies and could be detri-

mental to citizens.
Another potential misuse  

stems from the AI systems ability 
to predict a person’s health far into 
the future—even before birth. With 
algorithms processing genomic data, 
from predicting characteristics such 
as a person’s height or risk of certain 
diseases; the next step could be pre-
dicting intelligence or other traits. This 
could lead to potential parents using 
techniques like IVF and gene editing to 
fashion the offspring they want  
and not just learn in advance their 
child’s destiny.

This could alter the role doctors 
would play in the future and raises 
many ethical and moral questions. 

Research shows AI’s potential to correctly diagnose diseases and 
even play a role in genetic engineering. However, this raises profound 
questions on the desirability of such capabilities.



The question is not whether a woman can win, but if ‘women’ can 
win? The difference between the two is subtle but significant. 

Any solution to the problem of huge gender imbalance in 
business must start with recognizing this difference

&WinWomen

Cover Story



Cover Story

9February 2020 | CIO&LEADER

According to Monster’s Salary Index 
Survey 2019 released a year back, 
women in India earn 19% less than 
men. The gap was 20% a year before. 

In a 2018 study, Georgetown University Center on 
Education and the Workforce came with a similar 
number. It said for every one dollar earned by men, 
women earned 81 cents—that is the same as what 
India had, albeit a year later.

The Georgetown University study, somewhat alle-
gorically titled, Women Can’t Win, found that despite 
making educational gains and pursuing high-wage 
majors, women still earn less than men.

You could blame society, gender ratio in educational 
institutes and a whole lot of other things to reason 
why the men-women ratio in business is so skewed. 
But what explains the wage gap between women—
who make it and fight all societal odds to stay put in 
their jobs and perform—and men?

In short, that is the issue. Not wage differential  
per se: that is the manifestation of a bigger issue— 
that of women competing as equals with men,  
and winning. 

And be in no doubt. We have enough logic and 
examples to show that on an individual compari-
son basis, there is no issue. But if in the collective, it 
becomes an issue, the problem lies with the system.

“Why women can’t win?”
Let’s ignore, for a moment, what has happened his-

torically. Are things too different today? Let’s look at 
the gender ratio of NEXT100—India’s only award for 
next generation IT leaders—the future CIOs.

Over the ten years of its existence, NEXT100 has 
produced 1000 winners. Precisely 52 of them are 
women. That is a little more than 5%. That is the ratio 
of winners in the next generation.

In the first five years, the ratio was a meagre 4%. In 

A

“A lot of women 
leave their jobs to 
spend more time 
with their family” 
Pratibha Monga, Group Manager, 
LG, CNS India and NEXT100 
Winner 2019
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the next five, it has increased slightly to 
6.4%, with continuous rise in last three 
years to reach 8 winners in 2019.

Yes, just eight out of 100 winners  
are women. 

In an area like enterprise IT, where 
numbers are not high, this is precisely 
what we need to debate—why women 
cannot win, despite a lot of change.

What exactly are the 
issues?
We spoke to NEXT100 winners them-
selves to figure out what they think are 
the real issues and solutions. While 
they specifically talk about enterprise 
IT, most of the reasons apply well to 
any profession—maybe expect for a 
few where women do dominate, such 
as public relations, HR and teaching. 

While these women IT leaders touch 
upon a wide spectrum of challenges, 
issues and possible solutions, four 
underlying themes come out—two 
major challenges that still exist and 
two possible solutions, as articulated 
by them. 

The Challenges
While we have come a long way in  
the diversity path, some challenges  
do remain. These are the two most 
important ones identified by the 
NEXT100 winners.

Societal expectations & stereo-
types still exist. Despite women’s  
education, professional success of 
some women, the broad societal expec-
tations do exist, proving once again 
that it is not an individual woman’s 
issue; it is a system issue and that sys-
tem included society as well, not just 
corporate environment.

“A lot of women leave their jobs  
to spend more time with their family,” 
says Pratibha Monga, Group Mana-
ger, LG, CNS India and NEXT100  
winner 2019.

The society has not moved at  
the same pace than the workplace,  
rue many.

“In the last thirty years, women have 
made more progress in the workforce 

nization, the onus of “combining the 
marriage with career” or “managing 
family with work” is on women. 

Well, it is somewhat understand-
able that these things change slowly. 
But potentially more dangerous is the 
stereotyping. Says Misra, “Men are 
continually applauded for being ambi-
tious and powerful and successful, but 
women who display these same traits 
often pay a social penalty. The gender 
stereotypes introduced in childhood 
are reinforced throughout our lives.”

The issue is not new. But concrete 
action on this front—which is beyond 
the ability of an individual enter-
prise—has to evolve from wider  
consultations. 

Flexi-hours & hiring more women 
cannot lead to diversity. As com-
pared to say just 10 years back, orga-
nizations are doing much more to pro-
mote diversity. Some specific initiatives 
have become popular, as they are easi-
er to do, measurable, and are often easy 
to demonstrate to the outside world, as 
they get good media space. 

Not to say that they are not real 
issues. They have gone a long way in 
making the workplaces and workplace 
culture far more suitable for women 
than ever before—which, over cen-
turies, have evolved according to the 
needs/habits of men. 

But they by themselves do not  
ensure diversity. 

“Diversity policy should not just  
be a number that can be published in 
the annual report  — it should effec-
tively address the bias against women 
at work place and it should start at  
the top,” says Priya Dar, Head - Digit- 
al Strategy & Innovation, Amway 
India Enterprises and  NEXT100 Win-
ner 2016. 

Take Women’s Day, for example. We 
are flooded with requests for carrying 
quotes from CEOs and senior lead-
ers about diversity and there’s a lot of 
boasting about how much women are 
hired from campuses. 

“Diversity hiring is not the answer. 
It just increases the number of women 

“We don’t hear men 
asking for advice 
on how to combine 
a marriage and a 
career”
Neha Misra, Global Program 
Manager, GE Transportation, 
NEXT100 Winner 2019

than at home but at home, the rate at 
which men share household responsi-
bilities is increasing very slowly,” Neha 
Misra, Global Program Manager, GE 
Transportation and NEXT100 Winner 
2019 puts it so succinctly.

“Family plays a critical role here 
and a more open-minded family 
environment definitely helps women 
make progress at the workplace,” says 
Meetali Sharma, Coroporate Risk, 
Compliance & Information Secu-
rity Leader, SDG Software India and 
NEXT100 winner 2016. 

“Women are often asked how they 
manage family along-with work, 
which male counterparts rarely are,” 
says Shweta Srivastava, Chief Informa-
tion Security Officer, Paul Merchants 
and NEXT100 Winner 2018.

Adds Misra, “We don’t hear men 
asking for advice on how to combine a 
marriage and a career.”

So, all talks of level playing field goes 
for a toss. Even if you manage to create 
a level playing field within an orga-
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and nothing else - if the policies are  
not conducive to us, we will move on,” 
says Dar. 

It is important to remove the bias that 
exists—and that is a result of a male 
domination for centuries. 

“A climate of systematic bias, a work-
ing culture that excludes women is 
at the centre of the problem. Broader 
cultural changes are also needed,” says 
Saritha Kaza, Deputy General Manag-
er - IT, Toshiba Transmission & Distri-
bution Systems (India) and NEXT100 
winner 2010. 

Agrees Sharma of SDG Software 
India, “Gender biasness needs to go 
away by providing equal responsibil-
ity and salaries to men and women.”

That brings us to something this 
story started with: wage gap that still 
exists between men and women. That 
is surely not because of family expecta-
tions or anything like that. Till the gap 
remains, it can hardly be called level 
playing field, flexi-hours and extra 
maternity leave notwithstanding. 

“Pay gap between males and females 
is an important factor, which discour-
ages women to excel in the field,” says 
Srivastava of Paul Merchants. 

While some organizations have con-
sciously tried to promote diversity, by 
taking a number of distinct steps, often 
they fail to change things at the ground 
level. As Dar of Amway India says, 
“culture eats strategy for breakfast.”

The Solutions
So, what will make women win? Or 
rather, making them go for the win. 
Most women IT leaders agree on two 

Nothing succeeds like showing  
them it is possible—or rather, it has 
been possible. 

Women at top: they inspire  
and influence. 
Most of the women leaders agree on 
one thing. There is nothing quite like 
having more women at the top. They 
not just serve as role models, they 
could actively work to remove the 
inherent system biases. 

“Diversity hiring is 
not the answer. It 
just increases the 
number of women 
and nothing else - if 
the policies are not 
conducive to us, we 
will move on” 
Priya Dar, Head - Digital 
Strategy & Innovation, Amway 
India Enterprises, NEXT100 
Winner 2016

“A climate of 
systematic bias, 
a working culture 
that excludes 
women is at the 
centre of the 
problem. Broader 
cultural changes 
are also needed” 
Saritha Kaza, Deputy General 
Manager - IT, Toshiba Transmission 
& Distribution Systems (India), 
NEXT100 Winner 2010
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Right from attracting more women 
to an area to show the path to the top, 
women performers can contribute in 
many ways as role models. 

“In enterprise IT, women role  
models; achievements should be  
widely discussed and publicized to 
attract more women into this area,” 
says Kaza of Toshiba Transmission & 
Distribution. 

She says, not just as role models, a 
few women at top can make others far 
more confident. 

“For example, have at least one 
woman on every interview panel.  
A female panellist can help other 
female applicants feel included,”  
she illustrates. 

Agrees Neelima Sharma, Digital 
Officer, Hindustan Zinc and NEXT100 
winner 2017, “More women in leader-
ship roles will make them (women) feel 
more motivated.”

“These forerunners will play the role 
model for many qualified women and 
will certainly inspire a lot more women 
to opt tech as career option,” says Sriv-
astava of Paul Merchants.

In fact, Misra of GE Transportation 
goes a step further when lists fewer 
women in leadership roles as a gap. 
“Lack of women as role model in lead-
ership positions in the industry is a 
challenge,” she says. 

She is quite unequivocal in identi-
fying that as a reason for the bias or 
discrimination in the system. “Since 
there are already a reduced number 
of women in leadership roles, it is not 
possible for the junior women to get 
enough support,” she reasons. 

‘It is upto us now’. While unambig-
uously stating that there is a societal 
and organizational bias, many women 
now exude a sense of confidence that 
with all that has been done by organi-
zations so far and changing outlook, 
it is probably time for women to influ-
ence and move ahead like never before. 

This is a voice that we are hearing for 
the first time from senior women lead-
ers. While it is true that many young 
women starting their career are confi-

choosing growth, challenging our-
selves, and asking for opportunities 
are important elements for manag-
ing careers irrespective of gender,” 
says Misra of GE Transportation, her 
voice exuding the confidence that now 
women know what to do, beyond try-
ing to fight for the needs.

“Women do want to express more 
but most of the times, they cannot,” 
says Kavita Sood, Quality Assurance 
Manager, Girikon and NEXT100 win-
ner 2019. 

Apart from expressing themselves, 
they need some softer skills too.

“Enterprise IT demands not only 
multiple technical skills but also  
various other skills like negotiation, 
cross functional teams management, 
networking, frequent travel, etc.  
There are obviously less choices and 
more constraints for women and natu-
rally, this deters many women from 
choosing this as a preferred career 
and has resulted in the low numbers 
of women currently in Enterprise IT 

“Pay gap between 
males and females 
is an important 
factor, which 
discourages 
women to excel in 
the field” 
Shweta Srivastava, Chief 
Information Security Officer, Paul 
Merchants, NEXT100 Winner 2018

“More women in 
leadership roles 
will make them 
(women) feel 
more motivated”
Neelima Sharma, Digital 
Officer, Hindustan Zinc, 
NEXT100 Winner 2017

dent and often reject this talk of diver-
sity and intervention by organizations, 
interpreting it as women being treated 
as ‘somewhat inferior”, most women 
in middle and senior levels do recog-
nize the gap as real. That is because 
the challenges manifest themselves as 
they grow up on the ladder—be it their 
own needs of balancing work with 
more family responsibility or simply 
encountering challenge in delivering 
managerial duties in a male-dominat-
ed workplace.

But we hear some no-nonsense voic-
es from these women IT leaders. 

“As women, we continuously under-
estimate ourselves and hold back 
when it comes to applying for a chal-
lenging job or taking risks in careers. 
Taking initiative pays off. Even man-
agers with good intentions may not 
notice hesitations, hence taking risks, 
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roles,” says Kaza of Toshiba Transmis-
sion & Distribution, quite matter-of-
factly.

It is Meetali Sharma of SDG Software 
who is most outspoken about making 
the point.

“While no one can deny that chal-
lenges do exist for women and women 
leaders have a responsibility to see that 
it becomes smoother for the younger 
lot, it is also true that we cannot just 
keep complaining. Women must take 
charge,” she says. 

She adds that beyond biases, there 
are certain ‘limitations’ that exist 
within women. “Few women like to 
talk about their achievement. Some-
times, we think men just take too many 
breaks to go for a smoke and hang 
around. But I have seen, they often 
discuss work—and most creatively at 
that. I am not saying we should ape 
them but we cannot take a theoretical 
approach to work. These things are 
important too” she says. 

A typical problem that more than 
one point to is the taboo associated 

can certainly win. And there can be no 
better motivator than this one. 

Endnote
If women individually are perform-
ing as good or as bad as men, but col-
lectively still far behind men in the 
businesses, it cannot point to anything 
other than presence of a systemic issue. 

And forget not—here we are not even 
talking of more women or women’s 
issues but how they can win—and 
more importantly seem to be winning. 

For a start, we should stop debating 
if intervention is needed. Centuries of 
domination by one gender makes the 
system biased, even unintentionally. 

Take for example, a junior manager 
who, more than anything else, is inter-
ested in getting his work done with 
most efficient resource utilization. If he 
excludes a competent woman execu-
tive in a project team because he knows 
that she will go on a maternity leave 
anytime, is it gender bias? It is clearly 
not, on the part of that individual but it 
is, on the part of the organization, if the 
organization has not put a system in 
place that will encourage that manager 
to still include that woman despite her 
potential maternity application.  

How many organizations today have 
systems to address that? Very few. 

But it should be done in a manner 
that men do not find intimidating or 
unfair. More than anything else, that 
needs sensitization. They need to be 
told why it is important from a societal, 
organizational and their own points  
of view.

One of the newest concerns regard-
ing lack of diversity is a possible bias 
induced in machines that learn from 
humans. If there is no diversity, we will 
carry that bias to the machines. It is a 
real danger that many technology fore-
casters warn against. 

It may be an irony, but at the end, if 
machines make us humans think and 
rethink—that too for a good cause—
where is the harm.

Women, men and machines—rest 
assured, women can win.

with a man and woman getting more 
personal. That is never questioned 
between two men or two women. For 
example, a hard conflict in the course 
of work between a manager and the 
subordinate is forgotten over a drink 
in the evening. Few women managers 
can do that; fewer subordinates would 
even think of going for such a sitting. 

“A woman’s own desire and will  
to succeed, enhance knowledge,  
take up additional responsibilities  
and gain visibility in the workplace 
definesthe solution, to a great extent,” 
says Sharma.

“The ball is now in our court,” she 
says with an air of confidence. Women 

“A woman’s own 
desire and will to 
succeed, enhance 
knowledge, take 
up additional 
responsibilities and 
gain visibility in the 
workplace defines 
the solution, to a 
great extent” 
Meetali Sharma, Corporate 
Risk, Compliance & Information 
Security Leader, SDG Software 
India, NEXT100 Winner 2016

“Women do want to 
express more but 
most of the times, 
they cannot” 
Kavita Sood, Quality Assurance 
Manager, Girikon, NEXT100 
Winner 2019



Bhavita Saxena

Aanchal Mishra
Previous Designation:  
Senior Program Manager 

Previous Company: Wipro

Current Designation:  
Vice President & Head of 
CRM & Cloud Transformation 
- Global Technology Services 

Current Company:  
Société Générale

Shobha Shetty
Previous Designation:  
Deputy General Manager - IT

Previous Company:  
Godrej Properties

Current Designation:  
Vice President - IT

Current Company:  
Runwal Group

Anita Kulkarni
Previous Designation:  
Deputy General Manager - IT

Previous Company:  
Shapoorji Pallonji

Current Designation: NA

Current Company: NA

Archana Sinha
Previous Designation:  
Senior Manager - IT

Previous Company: Hypercity Retail

Current Designation:  
General Manager - IT

Current Company:  
nuFuture Digital (India)

Previous Designation:  
Consultant IT Strategy

Previous Company:  
Self Employed

Current Designation: Same 

Current Company: Same

Saritha Kaza
Previous Designation:  
Senior Manager - IT

Previous Company:  
Toshiba Transmission & 
Distribution Systems

Current Designation:  
Deputy General Manager 

Current Company: Same

Pravitha 
Vijaykumar
Previous Designation:  
Project Manager

Previous Company:  
Dell International Services

Current Designation: Same 

Current Company: Same

Shalini 
Chatwani
Previous Designation: 
Freelancer - Pvt. Tutor, 
Software Trainer

Previous Company:  
Professional Access Software

Current Designation:  
Private Tutor

Current Company: At Home

Winners 2010

Beena Nayar

Dipthi Karnad

Previous Designation:  
Head - IT

Previous Company:  
Forbes Marshall

Current Designation: Same

Current Company: Same

Previous Designation:  
Senior Manager - IT

Previous Company:  
Hypercity Retail

Current Designation: 
Business System Analyst

Current Company: Kaya

Winners 2011

Winners 2012
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Seema Gaur
Previous Designation:  
Joint General Manager

Previous Company: IFFCO

Current Designation: 
Executive Director - IT

Current Company: Same 

Sushma Chopra
Previous Designation:  
Senior Manager - IT

Previous Company:  
Multi Screen Media

Current Designation:  
Head - IT Applications

Current Company:  
Sony Pictures Networks

Winners 2013

Benazir Miller
Previous Designation:  
Deputy General Manager - IT

Previous Company:  
Shoppers Stop

Current Designation: Same

Current Company: Same

Kavitha MV
Previous Designation:  
Deputy Manager - IT

Previous Company:  
Hindustan Aeronautics Ltd

Current Designation: NA

Current Company: NA

Sunitha A
Previous Designation:  
Senior Project Manager - IS 
& IT

Previous Company:  
WeP Solutions

Current Designation:  
General Manager - IT

Current Company: Same

Uma Ramani
Previous Designation:  
Senior Vice President - IT

Previous Company:  
IDFC Bank

Current Designation:  
Director - Information 
Security Group

Current Company: Same

Anjana Mishra
Previous Designation:  
Senior Manager - IT

Previous Company:  
Tata Power Delhi Distribution

Current Designation: NA

Current Company: NA

Chhavi Taneja
Previous Designation:  
Deputy General Manager - IT

Previous Company:  
Samsung Data Systems

Current Designation:  
General Manager - EUS (IT)

Current Company: NA

S Rajani
Previous Designation: 
Assistant General Manager - 
IT HR Automation

Previous Company:  
Crompton Greaves

Current Designation: NA

Current Company: NA

Sudha Thorat
Previous Designation:  
Senior Manager - IT

Previous Company:  
Crompton Greaves

Current Designation: Same

Current Company: Same

Winners 2014
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Anvize 
Rodrigues
Previous Designation: 
Associate Vice President

Previous Company:  
Ezeego One Travel & Tours

Current Designation:  
Director - IT

Current Company: 
PerkinElmer India

Kopal Sarin Raj
Previous Designation:  
Global End-to-End Service 
Delivery Leader

Previous Company:  
DuPont India

Current Designation:  
Director of Engineering, 
APAC, Cloud & IT

Current Company:  
Spirent Communications

Deepa 
Prabakar
Previous Designation:  
Senior Deputy General 
Manager - IT

Previous Company:  
Bharat Heavy Electricals 
Limited

Current Designation: Same

Current Company: Same

Meetali 
Sharma
Previous Designation: 
Corporate Risk,  
Compliance & Information 
Security Leader

Previous Company:  
SDG Software India

Current Designation: Same

Current Company: Same

Megha 
Rastogi
Previous Designation:  
Senior Manager

Previous Company:  
Bharat Heavy Electricals 
Limited 

Current Designation: Same

Current Company: Same

Hypercity Retail, BHEL, 
Crompton Greaves and 
some other companies 
have seen multiple 
women winners

Minu Thomas
Previous Designation:  
Head - Corporate Information 
Systems

Previous Company:  
Synthite Industries

Current Designation:  
Vice President - Corporate 
Information Systems

Current Company: Same

Falguni Desai
Previous Designation:  
Head - IT

Previous Company:  
VFS Global Services

Current Designation:  
Senior Vice President - IT

Current Company: Same

Ramkumari Iyer
Previous Designation:  
Vice President - 
Infrastructure

Previous Company:  
MFX Fairfax

Current Designation:  
Chief Information Security 
Officer

Current Company: NA

Winners 2015

Winners 2016
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Swarnali 
Ghosh
Previous Designation: 
Senior Manager - Business 
Applications

Previous Company:  
Eveready Industries

Current Designation: Same

Current Company: Same

Pooja 
Chatrath

The 10-year old 
NEXT100 journey has involved 
eight senior IT leaders as 
members of the jury

Previous Designation: 
Assistant Vice President - IT

Previous Company:  
Cryoviva India

Current Designation:  
Chief Information Officer

Current Company: Same

Saloni 
Vijay
Previous Designation:  
Deputy General Manager

Previous Company: Vodafone

Current Designation:  
General Manager & Central 
Cluster IT Head

Current Company:  
Vodafone Idea

Priya 
Dar
Previous Designation:  
General Manager - IT

Previous Company:  
Godfrey Phillips India

Current Designation:  
Head - Digital Strategy & 
Innovation

Current Company:  
Amway India Enterprises

Archana 
Goel
Previous Designation:  
Senior Manager - IT

Previous Company:  
JK Paper

Current Designation:  
Chief Manager - IT

Current Company: Same

Neelima 
Sharma
Previous Designation:  
SAP Lead - Operational 
Modules

Previous Company:  
Hindustan Zinc

Current Designation:  
Digital Officer

Current Company: Same

Supriya Kaul
Previous Designation:  
Senior Manager

Previous Company:  
Panasonic India

Current Designation:  
Senior Manager 

Current Company:  
The Boston Consulting Group

Sujata Barla
Previous Designation:  
Deputy General Manager

Previous Company: Lupin

Current Designation:  
Chief Digital Officer

Current Company:  
Integrace Health

Toral Desai
Previous Designation:  
Team Lead

Previous Company:  
Atos India

Current Designation:  
Project Manager 

Current Company:  
L&T Infotech

Winners 2017
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Abhilasha 
Kundra
Previous Designation:  
Deputy General Manager - IT 
New Initiatives

Previous Company:  
Maruti Suzuki India

Current Designation: Same

Current Company: Same

Smita Jain
Previous Designation: Consultant

Previous Company: Tata Consultancy Services

Current Designation: Same

Current Company: Same

Bhakti  
Tare
Previous Designation:  
Deputy General Manager - 
HO IT

Previous Company:  
Larsen and Toubro

Current Designation: Same

Current Company: Same

Dipti 
Chhaniara
Previous Designation:  
Head - IT

Previous Company:  
Jyothy Laboratories

Current Designation: Same

Current Company: Same

Winners 2018

Reena 
Shahi
Previous Designation: 
Senior Manager - Change 
Management & Strategic 
Projects

Previous Company:  
IndiaFirst Life Insurance Co

Current Designation: Same

Current Company: Same

Shini 
Saju
Previous Designation: 
Manager 

Previous Company:  
JSW Steel

Current Designation: Same

Current Company: Same

Shweta 
Srivastava
Previous Designation:  
Chief Technology Officer

Previous Company:  
Paul Merchants

Current Designation:  
Chief Information  
Security Officer

Current Company: Same

The year 
2019, the 
tenth year of 
the awards, saw 
a record eight 
women winning 
the coveted 
NEXT100 awards
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Anoopa 
Menon
Previous Designation:  
Chief Manager - IT

Previous Company:  
Piramal Enterprises

Current Designation: Same

Current Company: Same

Kavita 
Sood

Neha 
Misra

Previous Designation:  
Quality Assurance Manager

Previous Company: Girikon

Current Designation: Same

Current Company: Same

Previous Designation: Global 
Program Manager

Previous Company: GE 
Transportation

Current Designation: Same

Current Company: Same

Mukhthar 
Begum 
Mohammed
Previous Designation:  
Project Manager

Previous Company: Cyient

Current Designation: Same

Current Company: Same

Pranita 
Shikhare
Previous Designation: 
Assistant Vice President

Previous Company:  
IDFC First Bank

Current Designation: Same

Current Company: Same

Pratibha 
Monga

Swati 
Phalke

Previous Designation:  
Group Manager

Previous Company:  
LG CNS India

Current Designation: Same

Current Company: Same

Previous Designation: 
Services Director - IT

Previous Company:  
Microsoft

Current Designation: Same

Current Company: Same

Swapna 
Sreenivas
Previous Designation:  
Senior Manager

Previous Company:  
JSW Steel

Current Designation: Same

Current Company: Same

Winners 2019

The last five years  
of NEXT100 has seen a total of 

32 women winners
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There are certain commonsense rules that are frequently ignored or 
forgotten. Some of these are quite obvious in themselves, but get lost 
in the day-to-day noise. We will also look at common reasons that get 
bypassed, and why they should not be. 

The IT applications team needs to be 
focused on the users and not the application 
They need to spend time with the users while they are doing their 
regular job and in querying them, and in listening to them. This 
requires that they understand the business fully and in the context 
of the business users’ needs. This usually ends up on the back-
seat because technology work itself is quite demanding; and focus 
remains on keeping the systems up and running, and in keeping 
them so; add to it new work that keeps coming in. Users’ availability 
poses another challenge. However, there is value in the argument that 
understanding the business (all the way to customers) will reduce the 
pains of technology maintenance.

#2 Focus on applications that are 
comprehensive in scope
For example, get or build a financials application that covers all the 
functions instead of picking separate applications for GL, Assets, etc. 
This reduces the number of applications in the system, and makes 
for easier support. In terms of business benefit, it makes integration 
easier, providing smoother workflow automation. This will mean 
sacrificing 10-20% of the desired functionality, which is normally the 
“nice-to-have” zone. And the next rule will strengthen the argument 

T

 The author managed large 
IT organizations for global 
players like MasterCard and 
Reliance, as well as lean IT 
organizations for startups, 
with experience in financial 
and retail technologies 

By Akash Jain

Silly PoinT

5 iT Rules 
To Take For 
Granted
The IT applications team needs to 
be focused on the users and not 
the application

#1
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for this rule. The lack of focus on this rule comes 
from users’ pressures, whether about timelines or 
just plain preference for “their own system”. This 
is the first step in understanding business, and 
therefore critical.

#3 Stretch the functionality of 
these comprehensive applications 
This is not to say, customize it; but get creative. As 
an example, almost all the activities of an Admin 
department can be provisioned by creative exten-
sion (not customization) of HR and finance appli-
cations. The reasons for this one getting ignored 
are the same as previous one. And the reason to 
remember this is also the same as previous one.

#4 Eliminate or minimize ad-hoc 
queries on production database 
As obvious as this rule is, it is regularly flouted. 
In a vast majority of cases, such queries on last 
night’s data dump are sufficient. There are excep-
tions where the data has to be real-time; those can 
run on production database (an example would be 
lending collection that needs to be reviewed mul-
tiple times in a day). So it is worthwhile to create 
an offline reporting database. This rule is harder 

Hot backup 
for business 
continuity 
without a 
hiccup is 
required rarely, 
for example 
payment 
processing 
networks

to implement because of pressure on users to get 
quick answers which gets transferred to the IT 
Team; and of course everyone’s work is “critical”, 
and cannot be “outdated”. The reason to remember 
this is obvious; it however does need a lot of educa-
tion of the user group.

#5 Hot backup is needed in very 
specific cases; usually it is not 
worth the cost 
In most cases, if a system crashes, one can restore 
previous night’s cold backup and apply logs. At 
worst, you have the system unavailable for a few 
hours, during which business can continue with 
pencil and paper. Hot backup for business con-
tinuity without a hiccup is required rarely, for 
example payment processing networks. Of course, 
the model of cold backup-based DRP works only 
if there is a sturdy backup and logging strategy; 
something that is much cheaper than a hot backup. 
This “not always necessary” tool is implemented 
because of its coolness factor. But the time, effort 
and money required eventually take away quite a 
bit of this “coolness”. And many IT teams stop in 
their tracks on this one because of budgetary con-
straints, and thank God for that! 
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at the Services 
Integration 
Hub in IBM 
and has written 
three books 

At the end of the 19th century and beginning of the 20th century, the 
Industrial Revolution transformed the manufacturing industry. With the 
advent of digital technologies, a new revolution is ushering in the manu-
facturing space, which experts refer to as Industry 4.0. With ever increas-
ing challenges of globalization and competition, manufacturers are now 
looking at leveraging digital technologies to transform their business 
models and sharing data and insights with partners across the manufac-
turing value chain. While Industry 4.0 promises efficiency of processes 
and operations and a paradigm shift from products to data driven ser-
vices, the benefits extend beyond traditional manufacturing output. The 
digital value chain can be applied across the manufacturing value chain 
as we shall examine in the next section. 

Transforming Manufacturing with  
Digital Technologies
At the cusp of digital disruption in manufacturing is ‘the insights from 
data’ generated at each stage of the value chain, that is empowering man-
ufacturers and their partners to transform their business models. Let us 
examine the value chain and how digital transformation is a differentia-
tor at each stage of the value chain.
 Raw Material Suppliers – Manufacturers are dependent on raw mate-
rial suppliers for meeting their production plans based on projected 
demand. The key to managing the supply demand gap is through effec-
tive Supplier Performance Management. Manufacturers are sharing 
key performance metrics with Suppliers to help them perform better. 
Inventory Planning and Replenishment KPI’s are also crucial in mea-
suring the efficiency of raw material supplies and this data is shared 

By Saumya Chaki

MAnufActuring

Disrupting 
Manufacturing 
with Digital 
transformation
With  increasing challenges of 
globalization and competition, 
manufacturers are looking at leveraging 
digital technologies to transform their 
business and share insights with partners

TransformaTion ExEmplar
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transported by outbound logistics 
providers to warehouse or whole-
salers. Transportation routes are 
analyzed to see the optimal routes 
(Route Optimization) helping trans-
porters provide on-time delivery. 
Weather data is being integrated into 
route planning to ensure impact of 
weather events on delivery timelines 
is minimized. Stock-out Analysis 
data is analyzed to determine fast 
moving products from warehouse 
and wholesalers, helping manufac-
turers replenish the stocks and use 
outbound logistics more effectively. 
Warehouse providers plan their 
layouts (Warehouse Layout Optimi-
zation) leveraging IoT and Big Data 
Analytics to derive optimal storage 
patterns. Outbound logistics provid-
ers also analyze losses during trans-
portation which helps plan better 
transportation operations. 

 Sales and Marketing – Manufac-
turers are increasingly driven by 
customer demands and preferences 
and are going all out to collect data 
around Customer Segmentation 
and Marketing Effectiveness of 
campaigns. Customer Segmentation 
helps understand customer demand 
for products based on their business 
value needs and helps target cus-
tomers with the right set of products 
thereby increasing efficiency of mar-
keting campaigns. 

with suppliers and partners to 
help them understand the supply-
demand dynamics.

 Inbound Logistics – Manufactur-
ers are dependent on third party 
logistics providers to provide both 
inbound and outbound logistics. 
Inbound logistics is related to move-
ment of raw materials from sup-
pliers to the manufacturing plant. 
The key transformation drivers are 
Route Optimization to manage the 
time for the feedstock or raw mate-
rials to reach the plant. Shipment 
Tracking and Logistics Analytics 
help manufacturers have an end-to-
end view of logistics operations and 
efficiency of transportation methods. 

 Production Operations – At the 
core of any manufacturing enter-
prise are the principles of Demand 
Planning to measure the market 
demand for specific products based 
on economic parameters and market 
growth plays. Demand Planning in 
turn helps enterprises define their 
Production Plans to meet the market 
demand for products. Manufactur-
ers are using Big Data Analytics, 
IoT and Artificial Intelligence (AI) 
to identify Production Optimization 
opportunities as well as performing 
Production Analytics to see efficien-
cy of plant operations. 

 Outbound Logistics – Finished 
goods/products stocked in plants are 

 Customer Servicing – For manu-
facturers to succeed, they need to 
retain customers and at the core of 
customer retention is After Sales 
Support and Servicing. Enterprises 
are performing client satisfaction 
surveys and collecting data from 3rd 
party data providers on customer 
satisfaction levels from After Sales 
Support and Servicing. Customer 
Relationship Management (CRM) 
programs are leveraging the custom-
er feedback data to manage customer 
preferences and retain customers. 
The key disrupting technologies  

that are reshaping the way manufac-
turers are making the transition to a 
connected, intelligent enterprise are  
as follows:

 IoT and Industry 4.0 – At the  
core of the connected enterprise 
is the use of IoT sensors in indus-
trial equipment, which provides 
real-time insights and alerts about 
defects or equipment issues or dam-
aged goods. Industrial plants with 
IoT embedded in processes helps 
manufacturers get a real-time view 
of operations with an ability to 
monitor and respond to potential 
issues like equipment performance 
or process bottlenecks.

 Artificial Intelligence (AI) and 
Machine Learning (ML) – AI and 
Big Data are crucial differentiators 
for manufacturing by ingesting data 

manufacturing Value Chain
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from across the value chain that help 
optimize processes and boost pro-
duction capacity by 15%. Machine 
learning algorithms help determine 
which factors impact production 
quality and service. Insights shared 
with suppliers and logistics provid-
ers help them optimize operations 
for an efficient supply chain.

 Robotics – Robots have been used 
in manufacturing assembly lines in 
the past for repetitive tasks. Today 
robots are enhancing productiv-
ity and safety by replacing human 
works in hazardous work environ-
ments like undersea rigs or mining 
environments. Robots are being 
used in material handling systems, 
spot welding, spray painting, etc. A 
recent PwC survey revealed that at 
least 59% of manufacturing compa-
nies are using robots.

 Blockchain – Blockchain has huge 
potential to transform the manu-
facturing industry through its dis-
tributed ledger that provides secure 
and transparent records which can 
be of significant value to enterprises 
with global supply chains that are 
often complex and riddled with 
transparency issues. Data held in 
a blockchain is decentralized and 
shared across nodes, which provides 

insights into the complete supply 
chain and identify the bottlenecks 
and issues. Blockchain can help auto 
manufacturers identify faulty parts 
and the suppliers supplying them. 
 The key benefits that digital disrup-

tion has provided are as follows:
 Collaboration across Supply 
Chain – Ability to ingest data from 
across the supply chain has pro-
vided numerous opportunities to 
collaborate better with suppliers, 
logistic providers as well as end cus-
tomers. The data collected at various 
points in the supply chain enhance 
decision-making around quality of 
suppliers and has helped in supplier 
consolidation and better information 
sharing with suppliers. The same 
applies to logistics providers as well, 
where data shared around demand 
helps logistics providers factor in 
optimized delivery plans and route 
optimization. Use of blockchain 
solutions can also bring in transpar-
ency across complex supply chains. 

 Cost Optimization – Digital tech-
nologies have helped optimize the 
cost of operations by analyzing data 
across the supply chain which can be 
analyzed to generate insights across 
Raw Material Sourcing, Inbound 
and Outbound Logistics, Production 

Operations, Sales and Marketing 
and Customer Servicing. 

 Customer Retention – Armed 
with the digital technologies and 
enhanced customer service capabili-
ties, manufacturers are better placed 
to handle customer churn as well as 
acquire new customers by under-
standing customer demand better. 
However, customer loyalty can be 
earned by continuous innovation in 
optimizing the supply chain as well 
as enhancing customer experience. 

 Productivity – As we have seen 
right across the value chain, digital 
technologies have brought sig-
nificant productivity gains through 
Automation, Big Data Analytics, 
Robotics and IoT. Ability to handle 
and process unstructured data from 
social media sentiment analysis 
around product and service qual-
ity, weather data for route planning 
optimization has also enhanced pro-
ductivity of enterprises. 

 Revenue Models – With customer 
centricity at its focus, manufacturers 
will look to create customized offers/
product bundles to meet customer-
buying behavior. This creates an 
ability to generate new revenue 
streams as well as look at Cross 
Sell opportunities based on market 
demand and competitive intelli-
gence. The ability to merge multiple 
data sets and generate insights cre-
ates new revenue generating models 
and opportunities.
McKinsey surveyed over 300 

manufacturing companies and found 
only 48% consider themselves to be 
Industry 4.0 ready, while over 70% 
of suppliers were found ready. While 
manufacturers have embraced digi-
tal technologies, adoption across the 
value chain is still at different stages of 
maturity. Industry 4.0 is developing in 
India, with Bosch implementing smart 
manufacturing in India while GE is 
investing USD 200 million to build 
a multi-modal facility with digitally 
interlinked supply chain, distribution 
networks and servicing 
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How To Get Your 
Data Management 
Strategy Right In 
2020?
A multi-cloud strategy or cloud-adjacent model can address 
your data management issues
By  Srikanth Doranadula

InSIGHT
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Did you know that 90% of the world’s 
data today got created just in the last 
two years? In the digital economy, 
organizations are trying to manage 
burgeoning data, while simultaneous-
ly trying to extract actionable insights 
to unlock new business growth. With 
data emerging as the new catalyst for 
innovation, organizations are racing 
against time to transform themselves 
into data-driven businesses.

In the era of Industry 4.0, organiza-
tions can no longer afford to have their 
data locked up in separate silos across 
the hybrid IT estate. As per a recent 
Forrester research, 73% organizations 
still have disparate and siloed data 
strategies in place, and 64% are chal-
lenged with a multi-hybrid infrastruc-
ture. It’s little surprise therefore that 
70% of these organizations attribute 
process simplification as a high or criti-
cal business priority.

Can a multi-cloud  
strategy help?
As organizations realize the need to 
break down these silos and better 
streamline their business, the public 
cloud is a good option to consider. 
However, a ‘one-size fits all’ approach 
will not work. More and more organi-
zations are now considering a multi-
cloud approach, because of the choice 
for them and their application devel-
opers to pick and choose components 
from multiple cloud providers, using 
what’s best for their use case. Research 

validates this trend, with nearly 3 out 
of 4 organizations expecting to use a 
multi-cloud model in the next couple 
of years. 

For organizations looking to become 
more data-driven by using their data 
as an innovation engine, the capability 
to be selective is crucial. Because it can 
help them to move key corporate data 
closer to vital cloud services, such as 
high performance compute and new 
services that enable access to emerg-
ing technologies like Artificial Intel-
ligence (AI), Machine Learning (ML), 
and advanced analytics helping them 
develop new business models.

Time to consider a 
different approach  
to cloud?
For some organizations still hesitant 
to explore the public cloud via a cloud-
first or a cloud-only model, there’s one 
more path to get cloud-ready, while 
still enjoying the benefits of a public 
cloud like environment. This ‘Cloud 
Adjacent Architecture’ offer you the 
elasticity of the cloud along with the 
processing power of on-premise IT.

In effect, such a model puts an orga-
nization’s data on powerful cloud-
ready infrastructure close to the public 
cloud across a globally interconnected 
exchange of data centers. This then 
enables organizations to interconnect 
securely to the cloud, as well as other 
business partners, while also directly 
reducing networking costs as well  
as latency.

The benefits of such an approach are 
immense. Enterprises can reduce their 
data center footprint, take advantage of 
the scale and variety of modern public 
cloud services, while still retaining the 
precision, data ownership and control 
of an on-premise IT setup.

Furthermore, this ‘Cloud Adjacent 
Model’ can offer a zero-change archi-
tecture - which means, companies need 
to change nothing. What’s another 
good aspect is that customers get to 
choose who manages the data and how, 
providing total flexibility. This addi-
tional flexibility to multi-cloud archi-
tectures can help support the push 
towards digital transformation.

Take smart city initiatives for 
example, involving a large number 
of cameras, sensors and the like. The 
convergence of the digital and physical 
worlds provides those driving smart 
city initiatives a unique opportunity 
to understand better the dynamics 
of a location on a real-time basis and 
then use insight to provide value back 
to residents and businesses via provi-
sioning new or better services, often 
delivered via an app. 

This new approach combines the best 
of both worlds within a multi-cloud 
model, potentially eliminating some of 
the core drawbacks of data complex-
ity, and helping usher in more project 
rollouts faster - to ultimately make a 
significant difference to citizens’ lives 

—The author is Senior Director & Head - 
Systems Business, Oracle India

For organizations looking to become 
more data-driven by using their data as 
an innovation engine, the capability to 
be selective is crucial. Because it can 
help them to move key corporate data 
closer to vital cloud servicesD
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Theft Of IP –  
A Global Pandemic 
We’re not Talking 
About

Businesses don’t see themselves as targets and do not 
recognize the threat of IP theft
By Nikhil Taneja
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Every day we see new headlines about Coronavirus: 
Thousands more diagnosed, temperature checks on 
airplanes, subways and even in grocery stores, the 
World Health Organization (WHO) holding press 
conferences to calm global fears and so on. However, 
very quietly the common flu goes unnoticed. While 
every headline reminds us that as of February 14, we 
have seen 60K cases and 1,350 fatalities in China, the 
common flu has seen 19 million cases and 10,000 
deaths in the US this season, as per the CDC.

While this isn’t surprising, it does say something 
about human psychology; we tend to overly fear 
things that are new and overestimate the risk of 
scary headlines (that is, Coronavirus) where we have 
no experience to compare. But at the same time, we 
underestimate the risk of common things we see 
every day (that is, the flu). Even though people seem 
much more concerned about Coronavirus, we are 
much more likely to be affected by the common flu.

Sensationalized or Rational?
There is a strong similarity between today’s world 
health situation and the current behavior of nation 
state attackers. Just like Coronavirus headlines, 

We tend to overly fear things that are 
new and overestimate the risk of scary 
headlines (that is, Coronavirus) where 

we have no experience to compare. But 
at the same time, we underestimate the 

risk of common things we see every day

E
nation state attack headlines are about election med-
dling: Did the Russians interfere in the 2016 US 
Presidential election or the 2016 UK Brexit vote? Are 
the 2020 Presidential elections going to be safe? 

Certainly these concerns are very real (as per the 
FBI, Russian government hackers did have a very 
sophisticated campaign dedicated to misinformation 
through social media as well as hacking the email 
server of the Democratic nominee). And public senti-
ment now has governments worldwide mobilizing: 
task forces are bolstering election security, unplug-
ging election infrastructure from the public internet, 
and in general, hardening their election process 
against hackers. All of this is being done to both safe-
guard democracy and calm widespread fears that 
elections might not be free and fair.

Contrast this with a much bigger state-sponsored 
hacking initiative, the theft of Intellectual Property 
(IP) across the enterprise and university research com-
munity globally. There are no sensational photos of 
spies throwing large suitcases filled with patents out 
of the windows of Fortune50 companies. However, 
according to the Commission on the Theft of Ameri-
can Intellectual Property, stolen IP from China alone is 
costing the US economy up to USD 600B annually.

To put this in perspective, this is equivalent to steal-
ing a company of the size of Facebook, every year!

However, even though the FBI has over 1,000 
active investigations of IP theft allegedly conducted 
by China, enterprises are not mobilizing. Businesses 
don’t see themselves as targets and do not recognize 
the threat. Meanwhile, over 300 universities were 
penetrated in 2018, targeting research and patents 
from over 100,000 professors.

Just like people underestimate the flu, businesses 
and universities globally are chronically underes-
timating the threat of nation state IP theft. Nation 
states are stealing IP in green energy, manufacturing, 
aviation, military, telecom, nuclear energy, hi tech, 
finance, and healthcare, among other industries.

Sure, Coronavirus and election meddling may scare 
you, but nation state IP theft can “kill” your business 
or university 

—The author is Managing Director - India, SAARC & 
Middle East, Radware
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Confidence 
Increasing In 
Organizations 
To Lead IoT 
Development

There is strong adoption of Artificial Intelligence (AI) within 
Internet of Things (IoT) devices
By CIO&Leader
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T
There is strong adoption of Artificial Intelligence (AI) 
within Internet of Things (IoT) devices along with 
an increasing confidence in organizations to lead IoT 
development, according to element14’s second Global 
IoT Survey.

The survey was conducted between September and 
December 2019 with 2,015 respondents participat-
ing from 67 countries in Europe, North America and 
APAC. Responses were predominantly from engi-
neers working on IoT solutions (59%), as well as buy-
ers of components related to IoT solutions, Hobbyists 
and Makers.

IoT is the major emerging trend from the survey, 
demonstrating the beginning of the process to build  
a true IoT ecosystem. Research showed that almost 
half (49%) of respondents already use AI in their 
IoT applications, with Machine Learning (ML) the 
most used technology (28%) followed by cloud-based 
AI (19%). This adoption of AI within IoT design is 
coupled with a growing confidence to take the lead on 
IoT development and an increasing number of respon-
dents seeing themselves as innovators. However, it 
is still evident that some engineers (51%) are hesitant 
to adopt AI due to being new to the technology or 
because they require specialized expertise in how to 
implement AI in IoT applications.

Other results from the survey show that security 
continues to be the biggest concern designers consider 
in IoT implementation. Although 40% cited security 
as their biggest concern in 2018 and this has reduced 
to 35% in 2019, it is still ranked significantly higher 

than connectivity and 
interoperability due to 
the type of data collected 
from “things” (machines) 
and humans, which can 
be very sensitive and 
personal. Businesses ini-
tiating new IoT projects 
treat IoT security as a top 
priority by implement-
ing hardware and soft-
ware security to protect 

for any kind of potential threat. Ownership of collected 
data is another important aspect of security, with 70% 
of respondents preferring to own the data collected by 
an edge device as opposed to it being owned by the IoT 
solution provider.

The survey also shows that although many engi-
neers (46%) still prefer to design a complete edge-to-
cloud and security solution themselves, openness  
to integrate production ready solutions, such as 
SmartEdge Agile, SmartEdge IIoT Gateway, which 
offer a complete end-to-end IoT Solution, has 
increased. 12% more respondents confirmed that they 
would consider third party devices in 2019 than 2018, 
particularly if in-house expertise is limited or time to 
market is critical. 

A key trend from last year’s survey results has con-
tinued in 2019 and survey results suggest that the 
growing range of hardware available to support IoT 
development continues to present new opportunities. 
More respondents than ever are seeing innovation 
coming from start-ups (33%, up from 26%), who bene-
fit from the wide availability of modular solutions and 
single board computers available on the market. The 
number of respondents adopting off-the-shelf hard-
ware has also increased to 54% from 50% in 2018.

Cliff Ortmeyer, Global Head of Technical Marketing 
for Farnell and element14 says: “Opportunities within 
the Internet of Things and AI continue to grow, fueled 
by access to an increasing number of hardware and 
software solutions which enable developers to bring 
products to market more quickly than ever before, 
and without the need for specialized expertise. This 
is opening up IoT to new entrants, and giving more 
developers the opportunity to innovate to improve 
lives. element14 provides access to an extensive range 
of development tools for IoT and AI which provide off-
the shelf solutions to common challenges.”

Despite the swift integration of smart devices, such 
as Amazon’s Alexa and Google Home into daily life, 
evidencing a widespread adoption of IoT in the con-
sumer space, in 2019 we saw a slight shift in focus 
away from home automation with the number of 
respondents who considered it to be the most impact-
ful application in IoT in the next 5 years reducing 
from 27% to 22%. Industrial automation and smart 
cities both gained, at 22% and 16% respectively, under-
pinned by a growing understanding of the value that 
IoT data can bring to operations (rising from 44% 
in 2018 to 50% in 2019). This trend is witnessed in 
industry where more manufacturing facilities are 
converting to full or semi-automation in robotic manu-
facturing and increasing investment in predictive 
maintenance to reduce production down times. 

IoT is a major emerging 
trend, demonstrating the 

beginning of the process to 
build a true IoT ecosystem. 

Research showed that 
almost half (49%) of 

respondents already use AI 
in their IoT applications
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Majority Of 
Organizations Plan 
To Implement Zero 
Trust Capabilities 
In 2020
Yet, nearly half (47%) of cyber security professionals lack 
confidence applying a Zero Trust model to their Secure 
Access architecture
By CIO&Leader
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As 72% of organizations plan to imple-
ment Zero Trust capabilities in 2020 to 
mitigate growing cyber risk, nearly half 
(47%) of cyber security professionals 
lack confidence applying a Zero Trust 
model to their Secure Access architec-
ture, says a joint study by Cybersecu-
rity Insiders and Pulse Secure, titled 
'2020 Zero Trust Progress'.

The 2020 Zero Trust Progress  
study surveyed more than 400 cyber 
security decision-makers to share  
how enterprises are implementing  
Zero Trust security in their organiza-
tion and reveal key drivers, adoption, 
technologies, investments and benefits. 
The report found that Zero Trust access 
is moving beyond concept to imple-
mentation in 2020, but there is a strik-
ing confidence divide among cyberse-
curity professionals in applying Zero 
Trust principles. 

“The sheer volume of cyberattacks 
and enormity of data breaches in 2019 
has challenged the veracity of secure 
access defenses, even in well-funded 
organizations,” said Scott Gordon, 
chief marketing officer at Pulse Secure. 
“Zero Trust holds the promise of vastly 
enhanced usability, data protection and 
governance. However, there is a healthy 
degree of confusion among cyber secu-
rity professionals about where and 
how to implement Zero Trust controls 
in hybrid IT environment – which is 
clearly reflected in respondents’ split 
confidence levels.”

Of the organizations building out 
Zero Trust capabilities in 2020, data 
protection, trust earned through entity 
verification, and continuous authen-
tication and authorization were cited 
as the most compelling tenets of Zero 
Trust. The report also discovered near-
ly one-third of organizations (30%) are 

seeking to simplify secure access  
delivery, including enhancing user 
experience and optimizing administra-
tion and provisioning. Additionally, 
53% of respondents plan to move Zero 
Trust access capabilities to a hybrid  
IT deployment.

Top Security Concerns 
Include Vulnerable Mobile 
and At-Risk Devices, a BYOD 
and IoT Trend
More than 40% of survey respondents 
expressed that vulnerable mobile and 
at-risk devices, insecure partner access, 
cyberattacks, over privileged employ-
ees, and shadow IT risks are top chal-
lenges to secure access to applications 
and resources.

“Digital transformation is ushering 
in an increase in malware attacks, IoT 
exposures and data breaches, and this 
is because it’s easier to phish users on 
mobile devices and take advantage of 
poorly maintained Internet-connected 
devices. As a result, orchestrating 
endpoint visibility, authentication and 
security enforcement controls are para-
mount to achieve a Zero Trust posture,” 
said Gordon.

While 45% are concerned with public 
cloud application access security and 
43% of respondents expressed Bring 
Your Own Device (BYOD) enablement 
issues, more than 70% of organizations 
are looking to advance their identity 
and access management capabilities.

“Secure Access starts with appropri-
ate and well-maintained user provi-
sioning but requires entity authentica-
tion and compliance checks to invoke 
conditional access – regardless if a user 
is remote or on a corporate network,” 
said Gordon.

Secure Access for Hybrid IT 
Driving Demand for Zero Trust
Workforce mobility and hybrid IT 
models have placed most workloads 
beyond the shelter of corporate net-
works and traditional perimeter 
defense – which create significant user 
access and data concerns.  The 2020 

Zero Trust Progress study revealed 
nearly a third of cybersecurity profes-
sionals expressed value in applying 
Zero Trust to address hybrid IT secu-
rity issues.

“Organizations at all stages of cloud 
adoption should re-evaluate their 
access security posture and data priva-
cy requirements as they move applica-
tions and resources from on-premises 
to public and private cloud environ-
ments. Applying a Zero Trust model 
that aligns to hybrid IT migration can 
allow organizations to realize utility 
computing economies while creating a 
non-disruptive way to implement Zero 
Trust Network Access (ZTNA) func-
tionality,” said Gordon.

Companies Re-evaluating 
Current Secure Access 
Infrastructure
The report highlighted that a quarter 
of organizations seek to augment their 
current secure access infrastructure 
with Software Defined Perimeter (SDP) 
technology (aka Zero Trust Network 
Access - ZTNA). “Organizations inter-
ested in exploring ZTNA should seek 
a solution that works in parallel with a 
perimeter-based VPN to gain essential 
operational flexibility for enterprises 
and service providers supporting data 
center and multi-cloud environments,” 
said Gordon.

Of the respondents considering 
SDP, a majority (53%) would require 
a hybrid IT deployment and quarter 
(25%) would adopt a SaaS (Software-as-
a-Service) implementation.

“Some organizations are hesitant to 
implement Zero Trust as SaaS because 
they might have legacy applications 
that will either delay, or prevent, cloud 
deployment. Others might have greater 
data protection obligations, where 
they are averse to having controls and 
other sensitive information leaving 
their premises, or they have a material 
investment in their datacenter infra-
structure that meets their needs,” said 
Holger Schulze, founder and CEO of 
Cybersecurity Insiders 

A
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Complexity 
Continues To Be 
Cybersecurity's 
Worst Enemy

Over 96% of cybersecurity fatigue sufferers say that managing 
a multi-vendor environment is challenging, complexity being the 
main cause of burnout
By CIO&Leader

D Digital transformation continues to present itself as 
an opportunity for IT and security leaders to inno-
vate and gain competitive advantage. But it also car-
ries a tsunami of infrastructure change, which often 

creates new challenges for security professionals 
with defeating unknown sophisticated threats loom-
ing as a top concern, according to Cisco’s sixth annual 
CISO Benchmark Report 2020.
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The report surveyed the security 
posture of 2,800 security profession-
als from 13 countries around the globe. 
The report provides 20 cybersecurity 
considerations for 2020 – gleaned 
from data analysis of survey results 
and a panel of Advisory CISOs.

In today’s security landscape, the 
average company uses more than 20 
security technologies. While vendor 
consolidation is steadily increas-
ing with 86% of organizations using 
between 1 and 20 vendors, more than 
20% feel that managing a multi-vendor 
environment is very challenging, 
which has increased by 8% since 2017.

Other notable findings include:
 42% of respondents are suffering 
from cybersecurity fatigue, defined 
as virtually giving up on proactively 
defending against malicious actors.

 Over 96% of fatigue sufferers saying 
that managing a multi-vendor envi-
ronment is challenging, complexity 
being the main causes of burnout.
To combat complexity, security  

professionals are increasing invest-
ments in automation to simplify and 
speed up response times in their secu-
rity ecosystems; using cloud security 
to improve visibility into their net-
works; and sustaining collaboration 
between networking, endpoint and 
security teams. 

“As organizations increasingly 
embrace digital transformation,  
CISOs are placing higher priority in 
adopting new security technologies 
to reduce exposure against malicious 
actors and threats. Often, many of 
these solutions don't integrate, creat-
ing substantial complexity in manag-
ing their security environment,” said 
Steve Martino, Senior Vice President 
and Chief Information Security Officer, 
Cisco. “To address this issue, security 
professionals will continue steady 
movement towards vendor consolida-
tion, while increasing reliance on cloud 
security and automation to strengthen 
their security posture and reduce the 
risk of breaches.”

The following findings highlight 

additional CISO challenges and oppor-
tunities for improvement:

 Workload protection for all  
user and device connections  
across the network was found 
extremely challenging — 41% of the 
surveyed organizations found data 
centers were extremely difficult to 
defend, and 39% said they struggled 
to secure applications. The most 
troublesome place to defend data 
was the public cloud, with 52% find-
ing it very or extremely challenging 
to secure, and 50% claiming private 
cloud infrastructure was a top secu-
rity challenge.

 Security professionals struggle to 
secure the growing mobile work-
force and ubiquitous personal 
devices — More than half (52%) of 
respondents stated mobile devices 
are now very or extremely challeng-
ing to defend. Adopting zero-trust 
technologies can help secure man-
aged and unmanaged devices with-
out slowing down employees.

 Adoption of zero-trust technolo-
gies to secure access of the net-
work, applications, users, devices 
and workloads needs to increase 
— Only 27% of organizations are 
currently using multi-factor authen-
tication (MFA), a valuable zero-trust 
technology to secure the workforce. 
Survey respondents from the fol-
lowing countries showed the highest 
MFA adoption rates in this order: 
USA, China, Italy, India, Germany, 
and the UK. While micro-segmenta-
tion, a zero-trust approach to secure 
access of workloads, had the least 

adoption at only 17% of respondents.
 Breaches due to an unpatched 
vulnerability caused higher levels 
of data loss — A key concern for 
2020 is that 46% of organizations, up 
from 30% in last year's report, had 
an incident caused by an unpatched 
vulnerability. 68% of organizations 
breached from an unpatched vulner-
ability suffered losses of 10,000 data 
records or more last year. In contrast, 
for those who said they suffered a 
breach from other causes, only 41% 
lost 10,000 or more records in the 
same timeframe.
Security professionals have made 

positive developments to improve their 
security posture:

 Collaboration between network 
and security teams remains high — 
91% of respondents reported they're 
very or extremely collaborative.

 Security practitioners are real-
izing the benefits of automation 
for solving their skills shortage 
problem as they adopt solutions 
with greater machine learning and 
artificial intelligence capabilities 
— 77% of our survey respondents 
are planning to increase automation 
to simplify and speed up response 
times in their security ecosystems.

 Cloud security adoption is increas-
ing, improving effectiveness and 
efficiency — 86% of respondents say 
utilizing cloud security increased 
visibility into their networks.
Recommendations for CISOs:

 Employ a layered defense, which 
should include MFA, network seg-
mentation, and endpoint protection.

 Gain the highest levels of visibility to 
bolster data governance, lower risk, 
and increase compliance.

 Focus on cyber hygiene: shore up 
defenses, update and patch devices, 
and conduct drills and training.

 Implement a zero-trust framework to 
build security maturity.

 To reduce complexity and alert over-
load, adopt an integrated platform 
approach when managing multiple 
security solutions 

While vendor 
consolidation is steadily 
increasing with 86% 
of organizations using 
between 1 and 20 vendors, 
more than 20% feel that 
managing a multi-vendor 
environment is challenging
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Only 10% Of Indian 
Organizations 
Delivering A Fully 
Functioning CX
Interestingly, majority of Indian organizations consider 
CX to be a primary differentiator
By CIO&Leader
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Only 12% of Asia Pacific (10% in India) 
organizations are delivering a fully 
functioning experience, yet more than 
half (64% in Asia and 74.6% in India) 
consider Customer Experience (CX) 
to be a primary differentiator, accord-
ing to NTT’s annual Global Customer 
Experience Benchmarking Report, 
titled The Connected Customer: Deliv-
ering an Effortless Experience.

Organizations struggle to align their 
CX strategies to Voice of Customer 
(VoC) feedback, with 54% having no 
formal process for considering this 
data and 19% of which capture no feed-
back at all. Only 34% fully define and 
track the value contribution of CX and 
roughly a third (34%) are able to con-
nect data relationships between chan-
nels – leaving the rest operating ‘blind’ 
with no full view of the customer eco-
system. That said, across the globe, the 
collection of VoC feedback by organiza-
tions is improving with a 45% improve-
ment since 2019 in those capturing 
some form of feedback and 10% now 
perceive their VoC program to be at an 
advanced level across all channels.

Listening starts  
with strategy
A successful CX strategy is proven to 
improve customer and brand engage-
ment and drive commercial perfor-
mance. Yet many organizations are  
still stuck in the developmental stage 
due to siloed technology systems, 
inconsistencies in experience, and a 
lack of clear processes. Specifically, the 
challenges include:

 Faltering technology systems: One 
in five (20%) say their technology sys-
tems are failing to meet current needs 
and many teams still struggle with 
legacy systems (42%) and the integra-

tion of multiple technology systems 
(43%). Additionally, the inability to 
secure budgets (48%) remains a con-
cern and skills shortages is seen as a 
growing concern (26%).

 Siloed channels and internal  
business organizations: Half (51%) 
of organizations agree there is only 
partial collaboration between func-
tions when it comes to designing CX, 
and 13% don’t collaborate at all. Less 
than two thirds (60%) still have no 
cross-channel contact management 
strategy and 30% claim to have good 
or complete consistency across con-
tact channels.

 Inconsistent priorities: Persona- 
lization capabilities have surged  
from 62% to 78% in one year, but just 
17% of organizations place “custo- 
mer delight” as the top driving  
force behind their customer journey 
design strategy. This may account  
for why over one third (44%) of 
assisted services enquires fail to be 
resolved during first contact, while 
automated channels fare worse with 
a 57% fail rate.

Creating a smarter CX 
with data analytics
While more than three quarters (77%) 
of organizations indicate that they 
are satisfied with their customer sat-
isfaction capability, only 17% of their 
customers rate customer experience at 
‘advocacy’ level. Worryingly, just11% 
of AI and robotics users say customers 
rate their experience at advocacy level, 
exposing the gap between emerging 
technologies and satisfaction levels.

This demonstrates that businesses 

need to create a smart strategy which 
bases AI on optimum data. Organiza-
tions must learn to fill the gap between 
data management and integration, and 
prioritize an efficient data management 
platform. As it stands, only half (50%) 
of data capture needs are defined and 
aligned to desired business outcomes, 
and just 20% have a dedicated team 
managing the company’s entire data 
lake. In fact, 15% have no data manage-
ment strategy at all. Because of this, 
data is becoming increasingly difficult 
to manage. Half (50%) of all teams are 
evaluating and learning how to use 
available data and 22%do not have the 
required data management skills or 
resources to do so.

An increasing number of organiza-
tions are moving towards the use of 
smart data to inform CX decisions 
but are often overwhelmed by this 
transformation. Half of businesses con-
firmed data analytics and data manage-
ment will be one of the top three tech 
initiatives prioritized by the CX team. 
Analytics (59%) is expected to be the 
top factor in reshaping the CX industry 
within the next five years. This is close-
ly followed by Artificial Intelligence 
(57%), service personalization (38%) 
and technology integration (37%).

Overcoming business 
organizational structure 
challenges
Many organizations believe AI and 
automation is the future for creating 
operational efficiency, hyper personal-
ization and providing an effortless cus-
tomer experience. The majority (71%) of 
businesses believe customer operations 
will be positively affected by AI and CX 
robotics. Rules-based robotic solutions 
“are the preferred option both now and 
in the short-term with AI being the 
top five-year priority.” However, the 
implementation of AI remains difficult. 
Looking forward, businesses must find 
a solution for the current lack of skills 
across the business, which is currently 
considered a challenge for more than 
half (59%) of organizations today 

Many organizations 
believe AI and automation 
is the future for creating 
operational efficiency, 
hyper personalization and 
providing an effortless 
customer experience

O
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navigating Tech-
Clash A Key 
Challenge For 
C-Suite Leaders
Organizations must deliver more human-focused experiences, in 
line with what people have come to expect
By CIO&Leader
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Although there’s been plenty of talk 
about ‘tech-lash’, or pushback against 
the latest technology, the reality is 
people are using technology more 
than ever. 52% of consumers say that 
technology plays a prominent role or 
is ingrained into almost all aspects of 
their day-to-day lives, according to 
Accenture’s Technology Vision Consumer 
Survey. In fact, 19% report that technol-
ogy is so intertwined with their lives 
that they view it as an extension of 
themselves. Globally, people spend an 
average of 6.4 hours online daily. They 
are post-digital.

Actually, instead of a ‘tech-lash’, it 
 is a ‘tech-clash’. People are not against 
technology; they remain excited and 
intrigued by it. But businesses are 
developing and deploying that technol-
ogy using the playbooks of decades 
past, from the days before tech had 
such a major, meaningful impact in 
people’s lives. Closed ecosystems  
can make experiences disjointed. Arti-
ficial Intelligence (AI) solutions are 
applied to decision-making without 
transparency, leaving people out of the 
loop on decisions that directly affect 
their lives. Concerns about security, 
privacy and ethical issues keep people 
wary of companies’ evolving digital 
technology innovations.

Navigating tech-clash is a key chal-
lenge for C-suite leaders in the next 
decade. Up until now, businesses 
have largely benefited from following 
the technology roadmap laid out by 
digital pioneers. Now, digital technol-
ogy is evolving from an advantage to 
a basic expectation—and yesterday’s 
best practices are turning into today’s 
shortcomings. Therefore, organiza-

tions must deliver more human-
focused experiences, in line with what 
people have come to expect.

Tech Trends
The new models that organizations 
must build to overcome ‘tech-clash’ 
share one thing: They are based on col-
laboration. Successful business lead-
ers will invite customers, employees, 
partners and the public to build their 
new course for the future together. 
According to the survey, the following 
five tech trends exemplify this:

#1 The I in Experience
The traditional relationship between 
businesses and people is changing. 
Successful organizations are bringing 
a human focus to their digital interac-
tions, designing a truly collaborative 
digital experience. This shift reflects 
a person’s evolving expectations. It’s 
clear that people want rich, custom-
ized digital experiences. But they have 
grown disillusioned by the legacy 
methods used by most organizations  
to deliver them. Models that served 
businesses well in the early days of 
the digital age have led them to inad-
vertently take more and more control 
away from individuals. Existing cus-
tomization methods based on robust 
data gathering and analytics are failing 
to provide the transparency, or  
the agency, that consumers want.  
And it’s not just customers. Coopera-
tive digital experiences are also help-
ing organizations re-imagine their 
partnerships with employees and 
other stakeholder groups.

Organizations that take the right 
actions today with cooperative digital 
experiences are setting themselves 
up for future success. As 5G and 
Augmented Reality (AR) become 
widespread, their significant impact 
on experience delivery will make bal-
ancing customization and user agency 
even more critical. Together, 5G and 
AR will enable businesses to tailor 
people’s digital journeys throughout 
their lives, anywhere and anytime. 

With this omnipresence comes even 
greater responsibility to get it right; for 
the organizations that do, there will be 
huge opportunities.

#2 AI & Me
Leaders have successfully adopted 
AI tools and practices that speed up 
the automation of basic tasks in exist-
ing workflows. But this is now table 
stakes. The true potential of AI in the 
enterprise lies in using it as a collabo-
ration tool with humans: To not only 
efficiently execute tasks but also trans-
form what businesses actually do.

It means smart chatbots interacting 
with customers as they do now, but 
being able to better understand the 
nuances and underlying possibilities 
of a customer’s request. Meanwhile, 
based on the information the chatbot 
can gather, human agents are bet-
ter prepared to offer assistance and 
improve the experience.

Hence, effective communication is 
the key. Because of advancements in 
Natural Language Processing (NLP), 
machines are beginning to better 
understand the context of language, 
instead of just the content.

Understanding physical context is 
also game-changing for AI’s ability to 
work with humans in Extended Real-
ity (XR) environments. Image recogni-
tion and machine learning allow AI 
to not just see its surroundings, but 
understand them.

It goes the other way as well, with 
humans being better able to under-
stand machines. Explainable AI allows 
people to open up previously “black-
box” AI systems to get at how the 
machine made a particular decision.

Ultimately, better human machine 
interactions will lead to businesses 
being able to reinvent and constantly 
improve the offerings and experiences 
their customers want. When steps 
are taken to improve communication 
between machines and humans, the 
result is that AI becomes much more 
than just another tech tool. It’s an agent 
of change in the business.
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#3 The Dilemma of  
Smart Things
In the digital era, everything is con-
nected. The Internet of Things (IoT) 
market is expected to grow to 75.44 bil-
lion connected devices by 2025, with a 
projected market value of USD 1.1 tril-
lion by 2026.

To unlock the full value of this 
opportunity, businesses need to 
confront the “beta burden,” and the 
unintended consequences that occur 
when smart tech – smart products, 
and the experiences they contain – are 
constantly in flux. Organizations can 
now change the functionality of smart 
products or reconfigure their ecosys-
tem over time. But they have to ensure 
that the customer experience remains 
consistent and supported throughout 
all these changes. Customers expect 
nothing less.

The upside of “forever beta” prod-
ucts is clear: Organizations that 
can respond to changing customer 
demands and expectations in real-time 
become true partners. The value of the 
product then grows. But in the flurry of 
constant updates and changes, custom-
ers can get left behind and frustrated. 
Organizations must update their 
understanding of what product owner-
ship means in the post-digital era and 
change their practices as a result.

Organizations can overcome the 
“beta burden” by applying more  
flexible processes and Application  
Programming Interfaces (APIs). To 
overcome the beta burden, they will 
have to bring this mindset into every 
aspect of the enterprise, from sales, 
to customer support, development, 
design and more.

Doing so will help retain customer 
loyalty going forward by ensuring 
smooth transitions from one genera-
tion of smart products to the next.

#4 Robots in the Wild
Organizations have already realized 
the benefits of robotics in controlled 
spaces, from lower production costs 

to higher productivity and increased 
capacity for analytics. Now, businesses 
are looking at the next frontier for 
robot technology: The open world.

Advances in sensors, speech recogni-
tion and computer vision are combin-
ing with lower hardware costs to make 
robot technology more accessible for 
organizations in every industry, and 
the rollout of 5G networks is set to 
unlock new opportunities outside of 
controlled environments. But finding 
the right way to introduce robots into 
the world includes challenges around 
talent, questions of human-computer 
interaction and a test-bed that consists 
of the entire world.

A massive robotic migration will 
demand a combined approach to devel-
opment and testing. Experimentation 
will be the key as technology is intro-
duced to city streets, university cam-
puses, construction sites, and other 
uncontrolled environments. It will also 
require a commitment to continuous 
data collection and refinement after the 
devices have been deployed.

#5 Innovation DNA
An organization’s innovation DNA 
is made up of three building blocks: 
Maturing digital technology that is 
more commoditized and accessible; 
scientific advancements that push the 
boundaries of industries and inspire 

change; and emerging DARQ (Distrib-
uted Ledgers, AI, Extended Reality 
and Quantum Computing) technolo-
gies that are poised to scale rapidly. 
Where organizations differ however, 
is that they can cultivate their DNA to 
drive business transformation.

Today, leaders are weaving these 
technological building blocks together 
to set a course for their organization’s 
future. For businesses, the path for-
ward begins with a renewed focus on 
technology transformation as they find 
their unique combination of building 
blocks and develop their innovation 
DNA.

It all starts by understanding the 
innovative business solutions that 
each building block provides.

Maturing digital technology is 
no longer just an advantage — it’s a 
requirement. Many companies are 
finding new value by putting a price 
tag on their capabilities while also 
making them more accessible to those 
within their ecosystem.

Meanwhile, advancements in sci-
ence are helping organizations expand 
beyond the digital world. From mate-
rial sciences to genomic editing, orga-
nizations are turning these disruptions 
into competitive advantages faster 
than ever before.

Finally, organizations are finding 
new ways to inject DARQ technologies 
into mature markets. This is helping 
to ground these tech explorations in 
reality and open up doors to innovative 
business solutions.

While not every business will have 
each of these areas fully developed, it’s 
important that they remain open to 
each of them as they build their own 
innovation DNA. Organizations can 
reap huge benefits by combining these 
different innovation building blocks. 
Moreover, leaders will align seemingly 
separate innovation strategies to radi-
cally differentiate themselves, leapfrog 
industry competitors, build a new gen-
eration of products and services, and 
even create new markets 

To unlock the 
full value of this 
opportunity, 
businesses need 
to confront the 
“beta burden,” and 
the unintended 
consequences that 
occur when smart 
tech – smart product
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