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Phishing emails have plagued corporate inboxes for years. 
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As I sift through the trends, forecasts and 
‘vision’s that invariably fill up a journalist’s mail-
box around yearends, it is difficult to miss how 
some areas dominate the forecast landscape.  

The top spot for having the most such trend 
forecasts goes to cybersecurity. Almost every 
day, there is a new study or trends forecast on 
cybersecurity that is released. Almost in a race 
with these forecasts are the big breaches around 
the world. Together, they dominate the enter-
prise IT space.

That is both good news and bad for the prac-
titioners. Just five years back, getting invest-
ment cleared for security—where you cannot 
even show RoI—was the toughest task for an IT 
manager. Now, the directive is coming from the 
top—thanks to the rising profile of cyber threats 
as a global risk. But keeping pace with the rising 

awareness is rising expecta-
tions too. I do not need to elab-
orate—at least not before you. 

While cybersecurity may 
be the most prolific when it 
comes to trends forecasts, 
the honor for being the most 
ubiquitous, dominating every 
sphere of our life is another 
technology—artificial intel-
ligence. Healthcare to defense, 
driving to manufacturing, 

Are you 
doing your 

ABC?

A

EDITORIAL

retail to managing technology itself—AI is every-
where. Including in the agenda of national govern-
ments—and on our cover too. 

The other technology that is big on promise but 
where the entry barrier is much higher is Block-
chain. It is customarily mentioned as a hot technol-
ogy to watch out for but unlike AI—which comes 
in various flavors and hence more accessible—not 
many know beyond the theory. Nevertheless, it is 
beginning to impress those who matter—the gov-
ernments, large companies and the multilateral 
agencies. The latest convert seems to be World Trade 
Organization, which says the world trade can trans-
form itself because of Blockchain. 

These three technologies—Artificial Intelligence, 
Blockchain, Cybersecurity—ABC for short, domi-
nate the IT community’s collective mindspace. 

We are planning a lot of activities around AI in 
the coming year. While we start with a soft topic—
National AI Strategies—in this issue, you will see 
in-depth research and new platforms for discourse 
on application of AI.

More about that later 

While cybersecurity 
may be the most prolific 
when it comes to trends 

forecasts, the honor 
for being the most 

ubiquitous, dominating 
every sphere of our life 

is another technology—
artificial intelligence 
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Machine Learning, AI and heuristic 
neural networks, will increase 
the understanding of companies, 
provide them the ability to 
combine scenarios, and enable 
real-time predictive decisions 
about customers’ behaviors and 
requirements. A powerful tool indeed!

Programmable end to end 
infrastructure
More companies will begin 
the transition to multiple cloud 
platforms, thus increasing their use 
of Software-as-a-Service (SaaS). 
End-to-end programmability will 
enable companies to quickly 
adapt to changing business 
environment and they will 
now seek more from 
applications and 
data.

Technology trends 
2019 for CIOs
It is that time of the year when 
forecasters come out with all sorts 
of predicions for the New Year. 
For CIOs too, a plethora of trend 
reports have started making their 
appearance. One such whitepaper 
titled 'Tech Trends 2019' has been 
launched by Dimension Data. It 
identifies some basic industry 
trends that will define the business 
technology landscape in 2019. 

From all angles, 2019 promises 
to be an eventful year for the 
CIOs. Finally it seems Digital 
Transformation would become 
a reality. There will be a series of 
disruptions brought about by various 
innovative companies whose long-
term projects will bear fruit. Further, 
game-changing technologies like 
AI, Machine Learning and robotic 
process automation beginning to 
reach maturity. 

Five important tech trends 
identified in the report are as follows:

Transforming customer 
experience with RPA  
The exponential growth in robotic 
process automation, including 

“CIO – I'm told 
that means 

career is over”

WhAT 
CIOs ArE 
TIrED OF 

hEArINg... 

around
thetech
trend Alert  

Intelligent and 
customizable applications 
Applications will gather input from 
users and make changes to their 
own functionality in order to improve 
the user experience. Further, Artificial 
Intelligence and Machine Learning 
will play a major role in improving 
employees' productively.

Data, data, all the way 
2019 will find the focus shifting 
to the true value of data. This will 
drive a renewed quest to embed 
telemetry, collect and enrich data. 
Data will form the core of true Digital 
Transformation and the source 
of new revenue streams that will 
surpass traditional ones. This shift 
will lead to a change in information 
architectures, and the need to 
establish rich data will drive IT 
investments.
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makingheadlines 

gender 
bender 

By the Book 

Hello World: 'How to be Human' by 
Hannah Fry is a good take on an oth-
erwise familiar and common theme 
of today’s neo-backlash books talking 
about machines, robots and AI—and 
how they are changing our lives.   

What sets 'Hello World' by the author 
of The Mathematics of Love apart is 
its readability—partly because of Fry’s 
ability to tell science stories in a succinct 
manner and partly her way of making 
the paradigms, situations extremely 
identifiable for the reader—Cambridge 
Analytica to driverless cars. 

A mathematician, Fry raises extreme-
ly important but difficult questions for 
the reader about where to draw the line 
between humans and algorithms while 
warning against too much reliance on 
automation powered by AI and algo-
rithms. In fact, she advocates an urgent 
need for algorithms to be regulated.

However, at the end, when it comes to 
providing answers, she takes the beaten 
track—of a goodie-goodie middle path. 
Machines and humans will need to 
work together to create a perfect team.

Do not read this book for some great 
solutions to the problem; rather pick 
it up to get a better perspective of the 
problem itself—the problem of a real 
danger of relying too much on data  
and algorithm. 

Surely one of the most readable books 
written on the subject.

Finally, Indian telecom consumers can heave a sigh of relief. A do-not-disturb 
app from the Telecom Regulatory Authority of India (TRAI) has now landed 
on Apple’s App Store. Trai had been engaged in a battle with the Cupertino-
based company over the app for months. The app that allows customers to 
register their number for do-not-disturb (DND) service to block pesky calls 
from telemarketers is a godsend. The app can take up to seven days to get a 
number registered for the DND service, and will allow customers to report 
spam numbers and messages. In June, during the company’s developer confer-
ence, Apple had announced its support for reporting spam calls and messages 
in iOS 12. A similar app for Android was launched by TRAI in 2016 with spam 
detection for SMS feature. Subsequently, several meetings were held by TRAI 
with Apple to request access to call logs and messages. As this is against iOS’ 
policies, at one point, TRAI was contemplating legal recourse.  

Diversity and inclusion may be more of a tick box 
approach for many companies, but women are now 
charting a new path – tech entrepreneurship. While 
the headlines in 2017 and most of 2018 have been 
grabbed by #MeToo, women elsewhere have been  
making a different kind of news. Forbes came out 
with a list of 60 women-led start-ups that are shaking 
up the tech scene with their powerful, innovative and 
profitable ideas. The list includes start-ups in the USA, 
the UK, Philippines, Spain, the UAE, Portugal, Israel and 
others. Curiously, no Indian woman-led tech start-up 
has been included in this list. however, in 2017, Zone 
Startups India’s empoWer 2017 initiative selected 
15 women-led tech start-ups across themes around 
newer technologies like IoT, Artificial Intelligence, and 
Deep Learning for empoWer accelerator programme. 
Launched in 2016, the first year had received 191 
applications which rose to 376 applications in 2017. 
The 2018 application process is currently open.  
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Autonomous

Tech jobs are certainly not drying up, just transforming along with 
the rapid-paced tech transformation taking place. A look at the tech 
job openings at companies in the Management Top 250 tells us a lot 
about the digital transformation happening everywhere. Manage-
ment Top 250 is a ranking of the most effectively run companies 
and is based on the principles of the late management guru Peter 
Drucker. This year the list features not just tech outfits or manufac-
turers, but also banks and real-estate firms among some of the top 
recruiters of people with robotics expertise. There are not just auto 
makers and a slew of others who are hiring autonomous-driving 
technicians, but also insurance companies like Allstate Corp. Then 
there are companies in healthcare like Johnson & Johnson looking 
out for experts in three-dimensional printing. The tech hiring trend 
in the US and across the world includes positions in cutting-edge 
newer technologies like blockchain, artificial intelligence, augment-
ed reality and other emerging technologies.

VitAl 
stAtistics 

Where are 
Indian AI 
Startups?  

matter  
twitter 

of

Based on analysis of 80 Indian AI startups
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Fast paced lifestyles, faster paced 
work life and work-life balance out 
of sync are the perfect ingredients for 
burnout. CIOs are even more vulner-
able to early burnout given the fact 
that the technology industry is as 
fast-paced as technology change and 
mission-critical tasks demand long 
hours in office from the employees. 
Precisely because of these reasons, 
IT teams need to work on preventing 
stress taking its toll. CIOs do not only 
have to keep themselves from burning 
out, but also take care of the well being 
of their highly talented teams. Forbes 
Technology Council provides various 
tips to technology managers to keep 
their teams in a healthy and happy 
state. This is our take on it:

1. Managing workflow: let 
each do his own
It is important that employees are 
empowered to know how to prioritise. 
Workers will then know which task is 
most important in a given moment and 
will work through deadlines with ease. 
They will ably make ‘independent 
judgment calls’ if given the flexibility 
to be in charge of their own workflow. 

2. Do as you would have 
others do

Burnout is 
real in tech 
circles. 
Here’s how 
tech leaders 
can help 
their teams  

Yes, you need to lead by example. If 
you can’t disconnect from work for 
even 30 minutes, how can you expect 
your people to disconnect with work 
and enjoy life? In schools there used 
to be a napping hour post lunch – the 
power naps that all life coaches talk 
about. Bring that lesson into your life. 
It may not be an hour but a 15 min-
ute break too does a lot. Also, setting 
aside some time for fun with your 
team where you connect outside work, 
maybe for a drink, a sporting event or 
a cultural do. Such group outings help 
bring back work-life balance and build 
team spirit. 

3. Develop a healthy team 
environment
A team that lacks camaraderie and fun 
cannot hope to survive. There needs to 
be an emotional connect between team 
members and as a leader you need to 
show the way. Know when to back off, 
when to give rope and indulge and 
when to give a break. This will help 
nurture a healthy give and take envi-
ronment. Team work will be automati-
cally shared and team members will 
draw strength from each other.

4. It’s time for a vacation
Sincerity and hard work are good. But 

hard work without a break is an easy 
recipe for burnout. Enforce a mini-
mum vacation policy to allow work-
ers to go on a break and come back 
refreshed with renewed zeal. A break 
does good in more ways than one can 
think off. It helps correct the work-
life balance, connect with family, get 
healed and refocus, among others. 

5. It’s all in the planning
Projects when planned minutely pre-
vent the pains of a rush or a half-baked 
job. Your judgment is impaired, you 
tend to be aggressive, controlling, set 
expectation high and underestimate 
efforts of people who are actually ham-
strung because of the poor planning.  
Prevent employee and your own burn-
out by ensuring a properly planned 
project. 

6. Talk about burnout, it’s 
not taboo
As Forbes Technology Council empha-
sizes, there is a real need to bring the 
conversation on burnout in the open. 
It is a real and serious problem that 
threatens often the brightest stars in 
teachnology profession. Recognising it 
as a problem and talking about it will 
generate a better understanding of the 
issue in workers. 
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Cyber security 
in India – The 
year that was
Breaches, stringent compliance 
requirements, a false sense of security 
and lack of skilled manpower mark 
the challenges for C-level executives in 
large enterprises

Top concerns: Lack of skilled cyber 
security professionals; SMEs not pre-
pared to pre-empt and manage cyber-
attacks and data breach; Humans 
remain the most common threat to 
security of businesses. 

India over the past year has seen 
a sharp increase in the incidence of 
data breach and cyber-attacks across 
sectors and company sizes. While the 
large organizations have been able to 
contain the damage in most cases by 
pre-empting attacks on their systems 
through resilient security systems, in 
other cases the media has got the whiff 
of it first. Additionally, the smaller 
enterprises are the ones who have 
emerged to suffer the most from irre-
deemable loss to data and reputation.

Here are some of the key challenges 
faced by SMEs and C-level executives 
this year: 

Small to mid-market 
trending business 
challenges as of 2018
1. Hackers are aware of the complacent 

T

By Shree Parthasarathy

COLUMN

 The author is 
Partner, National 
Leader-Cyber Risk 
Services, Deloitte 
India

nature of small businesses when it 
comes to cybersecurity. They under-
stand that small businesses invest 
little-to-no money on improving 
their cybersecurity situation. Ulti-
mately, it gives an easy opportunity 
for attackers to exploit.

2.  Larger organizations typically 
have a robust defence system that is 
difficult to compromise or breach. 
However, many larger organizations 
have systems interconnected with 
small or mid-size businesses. When 
hackers compromise the security 
system of SMEs, they can then easily 
penetrate into the defence systems of 
larger organizations.

3. Data breaches can often mean doom 
for small and medium-size busi-
nesses. As a result, they are more 
vulnerable to ransomware attacks 
because they are highly likely to pay 
the ransom to save their data and 
their company from doom. 

Business challenges 
trending amongst cyber 
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ogy more compelling to small and 
mid-size businesses. However, huge 
concerns still exist for SMEs when it 
comes to the security challenge asso-
ciated with the cloud technology. 
Although cloud technology is get-
ting more and more secure, new and 
bigger vulnerabilities, loose ends 
make for security concerns.

4. App consumers are now being 
tracked through the use of ultrasonic 
tones. These tones are almost com-
pletely silent and can't be picked up 
by the human ear, but there are apps 
in your phone that are always listen-
ing for them. The technology  
is called ultrasonic cross-device 
tracking, and works by emitting 
high-frequency tones across ads  
and billboards, web pages, and 
across retail outlets, etc. Apps with 
access to the phone’s microphone 
can pick up these tones and build a 
profile about your viewership  
details and in some cases even the 
websites you’ve visited.

Challenges for C-level 
executives between 2017 
and 2018
1. Getting compromised and the media 

catching it first: Till date, reputation 
loss due to data breaches proves to 
be one of the top concerns for C-level 
execs across all multi-national orga-
nizations. Ian McClarty, CIO, Phoe-
nixNAP Global IT Services says that 
the hope is to “'catch' this breach in a 
reasonable time to limit and mitigate 
so that we can notify the victims/pub-
lic through a controlled message”.

2. GDPR introduction in Europe:  
The hottest topic till date amongst 
most cyber security developments  
in Europe is the introduction of 
GDPR. A significant change to how 
personal data is being and will be 
stored is yet to determine how com-
panies will interpret guidelines on 
the data they keep based on having a 
‘legitimate interest’ vs. that of requir-
ing explicit ‘consent’.

3. Having a false sense of security: Given 
threat profiles for cybersecurity and 
the need to protect intellectual prop-
erty and financial assets etc., there is 
no single investment or method that 
allows one to ‘check the box’ and be 
rid of cyber risks. End-to-end vis-
ibility of one’s technology footprint—
from device to application destina-
tion—is a key capability required 
to enable success in understanding 
security positions and identifying 
new attacks.

4. Lack of cyber security skills amongst 
employees: People within a firm, 
till date, tend to be the highest risk 
factor across all organizations. 
With the ever-changing landscape 
of cyber and information secu-
rity regulations, C-level execs are 
finding it increasingly difficult to 
monitor, advise and implement secu-
rity guidelines for their employees. 
Phishing, shared Wi-Fi, the GDPR 
regulations, etc. all are proving to 
be pain areas for ExCo members as 
most employees are still not aware of 
the threats involved 

SMEs as of 2018
1. IoT has most definitely added  

convenience to hectic schedules. 
However, it has also opened new 
doors for cyberattacks. It is impera-
tive for employers to now ensure  
that all IoT devices are set up cor-
rectly and there’s no room for a net-
work breach.

2. Humans remain the biggest and 
most common security threat to 
businesses of all sizes or industries. 
There are many cases of employees 
abusing their privilege access, harm-
ing the company’s security layers in 
the process and resulting in a huge 
loss. According to a 2016 survey con-
ducted by Ponemon Institute, 22% of 
businesses blamed cyberattacks on 
insiders. Moreover, the same survey 
also revealed that 56% of businesses 
reported that the attacks were either 
by new joiners or employees leaving 
the company.

3. The flexibility and scalability that 
the cloud offers makes this technol-

Humans remain the biggest and most 
common security threat to businesses
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TPL 2018: 
Great show 
by Bangalore 
& Mumbai 
teams too!
With 16 and 29 teams respectively, 
Bangalore and Mumbai kept up 
the tempo at TPL 2018. Each team 
was in a league of its own and the 
match was as tough as expected. 
The nail-biting finish had the jury 
and the audience at the edge of 
their seats

By CIO&LEADER
Delegates at the Registration Desk

team presented their project for the case study using Google 
clouds to the jury. For the jury, the task was tough, as each 
team seemed to be outdoing the other. The best 3 teams of 
TPL Bangalore were decided using a combination of jury 
rating and audience votes. 

TVS & Sons Pvt Ltd walked away with the first prize. Its 
members were Srinavasan Balu (CIO); Manjunath Prasad 
(AVP), S N Sasikumar (DGM) and S Alaguraja, Deputy Man-
ager. The first runner-up team was of Kishore Raveendrana-
than, VP & Global Head Information Systems; Ganesaraman 
K, VP – IS; Amit Walker Director – IS; and Vrinda Pai, Direc-
tor – IS of [24]7. The team from Cognizant was the second 
runner-up and its members were Satyavathi Divadari, Direc-
tor – Cyber Security and Ganesh Mony – Manager. 

In Mumbai, 29 teams participated in the first round, each 

Sujit Janardanan, Head of Marketing, Google 
Cloud gives an 'Overview of Google Cloud'

evenT rePorT

The next two instalments of the tri-city 
Technology Premier League 2018 were held 
in Bangalore (26–27 October) and Mumbai 
(2–3 November).  The excitement in both the 
cities was palpable as the teams raced neck 
to neck to clinch the cup.

TPL Bangalore held at Oterra had 16 teams participating 
in the two-day competition. Frenzied confabulations fol-
lowed at the teams sat down to develop their strategy. Post 
presentations to the jury comprising – Srinivas B Potharaju, 
Partner & GCC Leader, KPMG; Ravi Raghavan, CEO, Bharat 
Fritz Werner and Sayamdeb Mukherjee, Divisional VP, 
United Breweries – 5 teams were shortlisted for the final 
round. The second-day saw the 5 teams stack up their tech 
expertise against each other in a nail-biting finish. Each 

T
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Introduction & Welcome by  
R Giridhar, Group Editor, 9.9 Group Madhusudan Reddy Charla, Cloud Consultant addresses on 

'Data & Analytics'

Kunal Deo, Customer Engineer, shares his view on 
'Cloud Integration and Hybrid Cloud'

Delegates enjoying a delicious lunchAbhishek Pathak, Customer Engineer conducts a 
tutorial on 'Infrastructure & Security'

Delegates enjoying some exciting 
indoor games
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Jury Choice Award being given in Bangalore

Team - TVS & Sons wins the 1st Prize in Bangalore; Srinavasan Balu, 
CIO; Manjunath Prasad, AVP; S N Sasikumar, DGM; S Alaguraja, Deputy 
Manager

Team - [24]7 wins the 1st runner up Prize in Bangalore; Kishore 
Raveendranathan, VP & Global Head - Information Systems; 
Ganesaraman K, VP - IS; Amit Walker, Director - IS; Vrinda Pai, Director - IS

Team - Cognizant wins the 2nd runner up Prize in Bangalore; Satyavathi 
Divadari, Director - Cyber Security; Ganesh Mony, Manager

Technology Special Award being 
given in Bangalore

Jury at TPL Bangalore (L-R): Srinivas B Potharaju, Partner & GCC 
Leader, KPMG; Ravi Raghavan, CEO, Bharat Fritz Werner; Sayamdeb 
Mukherjee, Divisional VP, United Breweries

Jury at TPL Mumbai (L-R): Yogesh Dhingra, Group CFO, Blue Dart, 
Devendra Dhavale, Director, Digital Consulting, KPMG, Rajesh Prasad, 
Executive Director, Wealth Spring

Delegates working on solutions

Teams making a final pitch on IT Projects
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Technology Special Award being given in Mumbai

Team Aditya Birla Management Corporation wins the 1st Prize in 
Mumbai; Priten Bangdiwala, SVP & Head - Digital Business; Tejinder 
Singh Sidhu, VP - IT; Sandeep Mistry, Head - IT; Ajay Vernekar, CTO

Team Sony wins the 1st runner up Prize in Mumbai; 
Ajay Meher, Head - IT & Broadcast Operations & Network Engineering; 
Sushma Chopra, Head - IT Applications; Rajesh Arte, Lead - IT 
Applications; Dinesh Vora, Head - IT Infrastructure & Security; Mahesh 
Sarfare, VP - IT

Team Lodha Group wins the 2nd runner up Prize in Mumbai; 
Rahul Mahajan, CIO; Snehal Kumbhar, VP - IT; Shajeendran Nair, AVP - 
IT; Shivam Kunwar, DGM - IT

Editor's Choice Award being given in Mumbai

Jury Choice Award being given in Mumbai

VP – IT. Team Lodha Group won the second runner-up 
spot. Its members included Rahul Mahajan, CIO; Snehal 
Kumbhar, VP – IT; Shajeendran Nair, AVP – IT; and Shivam 
Kunwar DGM – IT.

In both the cities, the winners walked away with a trip  
to Las Vegas; the first runners-up won a trip to Thailand 
and the second runners-up won a vacation in Sri Lanka. 
Letters of appreciation were given to all the teams, as TPL is 
not just a game of win or loss. It is the effort put in by all the 
teams that makes it ‘at the edge of your seat’ game 

submitting 2 PPTs and presenting their IT strategy to the 
jury members. 

The excitement in TPL runs high as the time cap on pre-
sentations per team is just 5 minutes. These 5 minutes are 
crucial to making it to round two. Mumbai sent 9 teams 
to the final round, and they met the next day for the final 
round of the competition. Their fates were decided by jury 
ratings and audience votes as per format. The jury com-
prised Yogesh Dhingra, Group CFO, Blue Dart; Devendra 
Dhavale, Director, Digital Consulting, KPMG; and Rajesh 
Prasad, Executive Director, Wealth Spring. 

The three winning teams that walked away with the 
crown were Team Aditya Birla Management Corpora-
tion who won the first prize. Its members included Priten 
Bangdiwala, Senior Vice President – Head Digital Business; 
Tejinder Singh Sidhu, VP – IT; Sandeep Mistry, Head – IT; 
and Ajay Vernekar, CTO. The first runner-up was Team 
Sony with Ajay Meher, Head – IT & Broadcast Operations 
& Network Engineering; Sushma Chopra, Head – IT Appli-
cations; Rajesh Arte Lead – IT Applications; Dinesh Vora, 
Head – IT Infrastructure & Security; and Mahesh Sarfare, 
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National Strategies on AI:

What they 
tell us about 
AI and about 
nations?
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It is the next big thing. It is disruptive. 
It will transform businesses com-
pletely. It will add so many billions to 
the world economy. The tech commu-
nity is used to these proclamations. 

The hype cycles, the adoption cycles, the diffusion 
cycles…they come and go.

When was the last time you witnessed national 
governments scrambling to formulate strategies 
and plans around a technology? 

True, both space and nuclear technologies were 
‘approached’ at a national level. But they had lim-
ited applications and hence the activities remained 
restricted to a small community of researchers, 
academicians and policy makers. The general 
public, even though it was the beneficiary in many 
ways, rarely ever got to know anything beyond the 
launch of a satellite or a nuclear test. 

In the global context too, both these technolo-
gies remained restricted to a handful of nations, 
seen as an elite club—and counting not more than 
a dozen. 

But here is a technology that promises to 
change the very way we live, think, learn and 
even do things in our everyday lives. Its potential 
is immense; it is becoming widespread, if not 
ubiquitous. Nations are trying to figure out if and 
how they need to ‘tackle’, ‘manage’, ‘leverage’, 
‘advance’—or do something else/more with the 
technology.

Artificial Intelligence (AI) has captured the 
imagination of the world governments like no 

other. While only a few may have Putin’s world 
domination on their minds, others would just like 
to improve their healthcare or agriculture. Yet oth-
ers would just enhance the quality of life of their 
citizens. A few others are like the elders in the 
family—they would like to save the world from its 
adverse impacts; it threatens to change the defini-
tion of humanity. Many others do not even know, 
except that AI will impact multiple aspects of soci-
ety. It is a MeToo with some basic beliefs.

A few have come out with definite national 
strategies around AI as state policy. Others 
are giving final shape to theirs. Yet others have 
announced the broad contours of a few future 
strategy statement while a few have just come out 
with intent and commitment. Quite a few are figur-
ing out. 

This feature looks at national strategies and 
presents the following:
 opportunities/issues perceived
 strategic direction and major objectives: com-

monalities and differences 
 major components of such strategies
 major application areas/sectors where they 

believe AI could positively impact 
But before that, a brief history of these efforts:

Nations’ AI Journeys
Well before President Putin's talk about AI pow-
ering nations to rise to power, some nations had 
started their efforts to work out a coherent AI plan 
for their nation. Among the major economies, 

“Whoever becomes the leader in Artificial 
Intelligence will rule the world”

—Vladimir Putin, Russian President

It
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UNIted 
StAteS of 
AmerIcA
october 2016 
Published strategy 
paper on AI

october 2016 
Published strategy 
paper on AI

december 2016 
Published strategy 
paper on AI

may 2018 
White House Summit 
on AI organized, its 
summary published

cANAdA
march 2017 
Announcement of the 
policy in Federal Budget

AI Strategies of Major Nations
In addition to these countries, a few other small countries that have initiated steps to have an AI 
strategy include Poland, Taiwan and Tunisia. Major nations still working out their AI strategies 
include Australia, Malaysia and New Zealand.

SwedeN
may 2018 
Release of its national 
AI approach

eU
April 2018 
EC recommends AI 
approach communication 
to European Parliament

UK
April 2018 
UK publishes 
national AI 
strategy

GermANy
July 2018 

Germany releases key points for 
an AI strategy

November 2018 
Launch of national AI strategy

frANce 
September 2017 
Mission on AI 
under Cédric Villani, 
Mathematician 
formed by French 
PM Édouard Philippe

march 2018 
French president 
unveils nation's AI 
strategy

ItAly
march 2018 
Italy releases a 
white paper on AI 
adoption

mexIco
march 2018 
Publication of AI 
Strategy
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UAe
october 
2017 
Launch of 
national AI 
strategy

INdIA
march 2018 
India's AI task force 
releases its report

June 2018 
Launched 
discussion paper on 
AI strategy

July 2018 
India's AI task 
force for studying 
strategic 
implications of 
AI from national 
security perspective 
submits its report to 
Defence Minister

SINGApore
may 2017 
Launch of National 
AI program

chINA
July 2017 
Launch of China's AI plan

december 2017 
Launch of the three year action plan on AI

SoUth KoreA
march 2016 
Government annoounces 
USD 863 million 
investment in AI after 
South Korean Go 
Grandmaster Lee Sedol's 
shock defeat to Google's 
AlphaGo

december 2016 
Release of Long-to-
midterm master plan

may 2018 
A five year plan on AI 
R&D launched with USD 2 
billion investment

JApAN
April 2016 
Vision for AI published

march 2017 
Publication of AI strategy

fINlANd
december 2017 
Launch of first report by a 
Steering Group appointed 
in May 2017

June 2018 
Launch of second report 
by the Steering Group 
appointed in May 2017

rUSSIA
march 2018 
Releases a 10-point recommendation 
by an inter-ministry conference (not a 
policy yet)
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South Korea was the first one to com-
mit more than USD 800 million for 
a national AI plan and came out with 
a master plan in December. Japan too 
published a vision statement, while 
the Obama administration, in its final 
months, came out with three papers. 
Since then, some of the original stances 
have changed in the Trump regime. 
However, the US still does not have a 
formal national AI strategy.

While the US is still to work out a 
definite strategy/policy, neighboring 
Canada was the first country to come 
out with what it called Pan-Canadian 
Artificial Intelligence, in its federal 
budget for 2017. Japan and Singapore 
followed quickly with their respective 
strategies. But it is with China’s Next 
Generation Artificial Intelligence Plan 
that the world at large woke up to the 
potential and need of such strategies. 
In July that year, China announced 
unequivocally that it wants to be a 
leader in AI by 2030 and spelt out 
details of what it wants to do. Till date, 
China’s remains the most comprehen-
sive plan. UAE too released its national 
AI plan in 2017.

It was time for Europe to wake up. 
France was the first major European 
nation to seriously pursue the path. 
French PM Édouard Philippe set up a 
mission on AI under mathematician-
turned-politician Cédric Villani, Math-
ematician formed by French PM which 
published its report, 'For a meaning-
ful Artificial Intelligence: Towards 
A French & European Strategy'. The 
report was the basis of French AI 
strategy released in early 2018. Called 
AI for Humanity, this set the tone for 
other countries in Europe as well as 
the European Union stance on AI 
which stressed the ethical aspects of AI 
significantly. The UK, Italy, Sweden, 
Finland were some of the other coun-
tries which came out with their strate-
gies. Germany is the latest to announce 
it in November 2018. 

The year 2018 was truly the year of 
AI. A number of countries—France, 
Italy, Mexico, the UK, Finland, Ger-

many—published their AI plans, strat-
egies and strategic directions. In India, 
a task force appointed by the govern-
ment under the chairmanship of Prof 
V Kamakoti published its recommen-
dations in March, which was the basis 
of a Niti Aayog discussion paper on 
India’s AI published in July. 

Besides these countries (see table), 
a number of other countries, such as 
Denmark, New Zealand, Australia, 
Russia, Taiwan, Tunisia, Malaysia 
and Kenya have initiated activities 
towards forming such strategies. Some 
countries like Denmark have taken it 
as a part of their broad digital strategy, 
while some others such as Russia, have 
focused on specific areas (defence). 

Australia and the US are the only 
two G-7 countries without formal AI 
strategies. While the US has stated 
priorities, Australia is a little behind in 
this journey.

the commonality & the 
differences

Most of the strategies have some com-
mon elements (see diagram). One of 
the most common structures has the 
following elements:
 a context that argues the case for the 

need of such strategy
 concerns/objectives for tacking/tak-

ing up
 application/benefit areas and  

finally 
 the steps and identified tasks

Some of the major concerns and 
expectations find their entry to most 
such strategies. They can broadly be 
divided into a few buckets along the 
dimensions that they fit into. They are:

Social
 Impact on people’s lives/the way 

services are delivered
 The social dimension of the impact 

on labour market 
 Improvements in education, health-

care, financial services and other 
basic needs

 Breaking new grounds of humanity

components of a typical National Strategy on AI

 Why the need

	 Broad	benefits

	 How	it	fits	in	tech/
digital	policies

	 Ground	conditions	
(business/skills/
investment)

	 Global	activities

 Health

	 Education

	 Governance

	 Defence

	 Financial	sector

	 Professions/Skill

 Regulation

	 Investment

	 Capacity	building

	 Research

	 Business	
ecosystem

	 Social

	 Economic

	 Strategic

	 Governmental

	 Business

 Quality of life

	 Ethical/Moralcontext
dimensions 
(concerns & 
objectives)

Applications plans
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Year Month Country Event Name Of Policy/Program/Report Organization

2016

March South Korea

Government annoounces USD 863 
million investment in AI after South 
Korean Go Grandmaster Lee Sedol's 
shock defeat to Google's AlphaGo

NA Government of the Republic of 
Korea

April Japan Vision for AI published Vision for Prospective Artificial Intelligence 
(AI) Technologies and Applications

New Energy and Industrial 
Technology Development 
Organization

October US Published strategy paper on AI Preparing for the Future of Artificial 
Intelligence

National Science & Technology 
Council, White House

October US Published strategy paper on AI The National Artificial Intelligence Research 
& Development Strategic Plan

National Science & Technology 
Council, White House

December South Korea Release of long-to-midterm master 
plan

Mid- to Long-Term Master Plan in 
Preparation for the Intelligent Information 
Society: Managing the Fourth Industrial 
Revolution

Government of the Republic of 
Korea

December US Published strategy paper on AI Artifcial Intelligence, Automation and the 
Economy Executive Office of the President

2017

March Canada Announcement of the policy in Federal 
Budget Pan-Canadian Artificial Intelligence Strategy Canadian Institute for Advanced 

Research (CIFAR)

March Japan Publication of AI strategy Artificial Intelligence Technology Strategy Strategic Council for AI 
Technology

May Singapore Launch of national AI program AI.SG/National AI Programme National Research Foundation
July China Launch of China's AI plan A Next Generation Artificial Intelligence Plan The State Council

September France 
Mission on AI under Cédric Villani, 
Mathematician formed by French PM 
Édouard Philippe

For a meaningful Artificial Intelligence: 
Towards A French & European Strategy

AI for Humanity/Government of 
France

October UAE Launch of national AI strategy UAE Strategey for Artificial Intelligence (Part 
of UAE 2031) UAE Government

December China Launch of the three year action plan 
on AI

Three-Year Action Plan for Promoting 
the Development of a New Generation of 
Artificial Intelligence 

Ministry of Industry and 
Information Technology

December Finland Launch of first report by a Steering 
Group appointed in May 2017 Finland's Age of Artificial Intelligence Ministry of Economic Affairs

2018

March France French president unveils nation's AI 
strategy

Artificial Intelligence: “Making France a 
leader”

AI for Humanity/Government of 
France

March India India's AI task force releases its report Report of the Artificial Intelligence Task 
Force Ministry of Commerce & Industry

March Italy Italy releases a white paper on AI 
adoption

Artificial Intelligence: At the Service of the 
citizens The Agency for Digital Italy

March Mexico Publication of AI strategy

Towards an Artificial Intelligence (AI) 
Strategy in Mexico: Taking Advantage of the 
AI   Revolution (based on a report by British 
Embassy, Oxford Insight and C-Minds)

Mexico Digital

March Russia
Releases a 10-point recommendation 
by an inter-ministry conference (not a 
policy yet)

Artificial Intelligence: Problems and ways to 
solve them - 2018

Ministry of Defense of the Russian 
Federation

April EU
EC recommends AI approach 
communication to European 
Parliament

Communication Artificial Intelligence European Commission

April UK UK publishes national AI strategy AI Sector Deal
Department of Business, Energy & 
Industrial Strategy & Department 
of Digital, Culture, Media & Sport

May South Korea A five year plan on AI R&D launched 
with USD 2 billion investment

Government of the Republic of 
Korea

May Sweden Release of its national AI approach National Approach to Artificial Intelligence Government Offices of Sweden

May US White House Summit on AI organized, 
its summary published

Summary of the 2018 White House Summit 
on AI for American Industry White House

June Finland Launch of second report by the 
Steering Group appointed in May 2017 Work in the Age of Artificial Intelligence Ministry of Economic Affairs

June India Launched discussion paper on AI 
strategy

National Strategy for Artificial Intelligence 
#AIFORALL Niti Aayog

July Germany Germany releases key points for an AI 
strategy

Key Points for a Federal Government 
Strategy on Artificial Intelligence

Federal Ministry for Economic 
Affairs and Energy, the Federal 
Ministry of Education and 
Research and the Federal Ministry 
of Labor and Social Affairs 
(Jointly)

July India

India's AI task force for studying 
strategic implications of AI from 
national security perspective submits 
its report to Defence Minister

Report of the Task Force on Strategic 
Implications of AI Ministry of Defence

November Germany Launch of national AI strategy The Artificial Intelligence Strategy The Federal Government of 
Germany



Cover Story

20 CIO&LEADER | November 2018

Strategic
 Use of AI for defence/strategic needs

Macroeconomic
 Efficiency through productivity
 Impact of emerging industries/ser-

vices/products
 The economic dimension of the 

impact on labour market
 The economic impact of nurturing 

emerging ecosystems
 Competitiveness of economies

Business 
 Gains for business
 Competitiveness of businesses
 Impact of startups 

Governmental
 Efficiency in governance processes

Quality of Life
 Better citizen services through AI
 Better healthcare

Ethical/Moral
 The new moral questions such 

as what should be allowed/what 
should not be

 Should regulation change as 
machines take over

 Right of machines
 Handling algorithm-based deci-

sions legally
While most national AI strategies 

have covered most major issues, spe-
cific stances by some nations stand out. 
China’s objective is clear: It wants to 
dominate AI by 2030. Much of Europe 
is concerned about the emerging ethi-
cal questions and most of the national 
strategies—led by pioneer France—
have a major thrust on ethics. Italy’s 
thrust is all around bettering govern-
ment services for its citizens. India, 
in addition to AI’s application in the 
domestic economy, wants to become a 
hub for driving AI research aimed at 
solving the problems of developing/
under-developed economies, compris-
ing 40% of the world population. How-
ever, there is not much that is likely to 
drive this dream. If it can do so, it will 
be a smart move, though.

Action Agenda
For most nations, the perceived path is 
similar. Most of them want to focus on: 
1. Investment: Governments under-

stand the need for massive invest-
ments in infrastructure, data 
availability and boosting startup 
ecosystem. Many plans start with 
investments.

2. Research: Significantly encourage 
research in AI.

3. Skills/capacity building: Almost all 
national strategies agree that skills 
development is a basic requirement 
for pursuing the AI dream.

4. Government’s own adoption of 
AI: Efficiency, better quality of life 
for citizens and leading by example 
drive the adoption agenda of govern-
ments. 

5. Regulatory interventions: Though 
most strategies recognize the need of 
regulatory changes, few of them go 
to specifics. It will probably depend 
on how AI application evolves in the 
next 2-3 years.

6. Build/boost startup ecosystem: 
Startups are driving most new  
technologies, most certainly  
AI. Most national strategies  
articulate in detail their plans 
around building/boosting startup 
ecosysstems. 

7. Sectoral tasks: Many national poli-
cies identify application priorities 
and specific action agenda to achieve 
that. India’s strategy, for example, 
identify five sectors—health, educa-
tion, agriculture, smart cities infra-
structure and smart mobility and 
transportation.  

8. Data ecosystem: Many, if not  
all, strategies stress the need of 
availability of, access to, and  
cost of good data as that is a  
prerequisite for success of AI and 
machine learning.  
The rush for AI strategies and  

action plans is likely to continue 
through 2019. We will be right here 
with a detailed update of policies  
and learnings that would have hap-
pened by then 

The nations are trying to figure out if and how they 
need to ‘tackle’, ‘manage’, ‘leverage’, ‘advance’—or do 
something else/more with the technology
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insight

Blockchain can 
transform world 
trade but challenges 
remain: WtO report
The report identifies specific opportunities—and challenges too
By CIO&Leader
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Even as enterprises wake up to the 
potential of Blockchain, a new report 
by World Trade Organization (WTO) 
has identified how the trending tech-
nology can revolutionize world trade.

The publication, 'Can Blockchain 
revolutionize international trade?' 
explores how exactly technology can 
enhance trade and what challenges 
need to be tackled before the potential 
of Blockchain can be fully realized.

Some of the potential impact that the 
WTO report has identified are:

Blockchain could help trade move 
closer to becoming paperless
The report says Blockchain could 
enhance efficiency of trade processes 
and achieve truly paperless trade, sub-
ject to removal of certain obstacles. 

“The intrinsic characteristics of the 
technology also make it a potentially 
interesting tool to help implement the 
WTO Trade Facilitation Agreement 
(TFA) and to facilitate business-to-
government (B2G) and government-
to-government (G2G) processes at the 
national level. Blockchain and smart 
contracts could help administer border 
procedures and national single win-
dows in a more efficient, transparent 
and secure manner, and improve the 
accuracy of trade data,” it notes.

Blockchain could give rise to a 
new generation of services
The report sees Blockchain facilitating 
introduction of new services in areas 
like financial services, e-commerce and 
insurance, terming it, “the infrastruc-
ture of the services industry.” “Block-
chain could be to the services sector 
what robots have been to manufactur-
ing,” the report says. 

Blockchain could help administer 

E
intellectual property (IP) rights in 
a more efficient and transparent 
way, and help fight counterfeits
The report observes that Blockchain 
applications could impact both the 
governance of IP rights and the IP 
industry itself. “Blockchain for regis-
tered and unregistered rights could 
arguably be used to provide proof of 
creation, existence, ownership and/
or first use, to register IP rights, to 
facilitate the administration and man-
agement of IP rights on a global scale, 
thereby potentially contributing to the 
emergence of global IP chains”, and to 
enforce IP rights and fight counterfeits 
in a more efficient way,” it notes.

Blockchain could enhance Govt 
procurement processes
The report say Blockchain holds 
promises for government procurement 
processes, manage public contracts 
more efficiently, and fight fraud, but it 
is essential to weigh the costs and ben-
efits carefully.

Blockchain could enhance 
transparency of supply chains
The report also reiterates raison d'être 
of Blockchain in the business world – 
its potential to build trust and enhance 
transparency of supply chains. It can 
impact trade significantly.

Blockchain has the potential to 
reduce a variety of trade costs
All the above could reduce trade cost 
significantly, says the report, quot-
ing World Economic Forum (WEF) 
estimates that that removal of barriers 
due to Blockchain could result in more 
than USD 1 trillion of new trade in the 
next decade.

Blockchain opens up new 
opportunities for MSMEs and 
small producers from developing 
countries
The report also recognizes Block-
chain’s potential to better participation 
of MSMEs in international trade, by 
facilitating access to trade finance, 

facilitating trade procedures, and 
reducing trade costs—thus removing 
many barriers that exist. 

However, the potential can be real-
ized only when certain challenges are 
met, the report says unequivocally. 

The report lists several technical 
challenges such as:

 Scalability 
 Security 
 Interoperability because of numer-
ous platforms using different techni-
cal interfaces and algorithms which 
do not “talk to each other”. 

 Standardization (lack of it) of the 
information exchanged (Interna-
tional organizations, such as the 
International Chamber of Commerce 
(ICC), International Organization 
for Standardization (ISO), United 
Nations Centre for Trade Facilita-
tion and Electronic Business (UN/
CEFACT) and the World Customs 
Organization (WCO), have created 
working groups to initiate discus-
sions to look into the issue and devel-
op interoperability standards.)
Among the legal issues, the WTO 

report points to: 
 Lack of conducive regulatory 
framework that recognizes the legal 
validity of blockchain transactions, 
clarifies applicable law and liabili-
ties, and regulates the way data can 
be accessed and used. The most criti-
cal issue relates to the legal status of 
blockchain transactions. 

 The recent legislations around 
data privacy 
The report says the codification of 

law that aims at making laws machine-
readable is a requirement in order to 
facilitate the transposition of contrac-
tual obligations into digital contract 
code (smart contracts), and the devel-
opment of a global legal identification 
of companies. The publication calls for 
a multi-stakeholder dialogue to assess 
the practical and legal implications of 
the technology and to develop collec-
tive solutions to existing challenges 
while providing the flexibility for the 
technology to thrive  
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transformation will 
become pragmatic: 
Forrester
Forrester has come out with its 2019 predictions
By CIO&Leader
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In 2018, the theme for CIO&Leader’s 
annual Summit was Practical CIO. The 
Forrester 2019 forecasts validate that. 
Multiple predictions point to a shift 
towards organizations moving from 
generic to specific; from concepts to 
practical interventions.

Here are the 12 forecasts:

CX remains under fire
20% of brands will give up on strategic 
CX initiatives and resort to price reduc-
tion for short-term gains.
Forrester says customer experience 
performance is flat for the third year 
in a row and 89% of surveyed CX pro-
fessionals say ROI of CX is not well 
established in their companies. “There 
is a strategic and structural mismatch 
between what CX needs to do and 
what CX is allowed to do or is capable 
of doing. 2019 will see that mismatch 
continue to play out,” says Forrester.

Digital goes surgical
25% of firms will decelerate digital 
efforts altogether and lose market share.
Indians are just too familiar with the 
term. Forrester says in 2019, digital 
transformation in enterprises will 
move from grand organization-wide 
plans to more pragmatic, specific ini-
tiatives aimed at “making incremental 
and necessary changes to operations.

“Tangible efforts, such as shift-
ing customers to lower-cost digital 
channels, launching digital products, 
monetizing data assets, and automat-
ing processes to improve margins, will 
come to the fore,” observes Forrester.

i
Purpose regains meaning
20% of brands will refine and  
revitalize purpose.
Another aspect of the move to tangible 
is refocusing on purpose.

“2019 will be a year in which trans-
formational ideals translate to prag-
matic actions. Leaders will make hard 
choices as to what is truly strategic and 
what is the basis for bolder strategies 
in 2020 — while preparing for a pos-
sible economic downturn. Purpose will 
be the essential ingredient, acting as 
the strategic compass or the rudder in 
the storm,” says Forrester.

CMOs rebrand
More than 50% of CMOs will bring 
brand back as their top priority.
“In 2019, CMOs will move more budget 
and attention to remaking or revital-
izing the brand. Some will take the 
added step of reaffirming and honing 
purpose as an internal engine to re-
establish (or, in some cases, merely 
establish) the connection among their 
firm’s purpose, brand, and experience,” 
says Forrester.

However, CMOs returning to basics, 
warns the research firm, “could be a 
double-edged sword, as some CMOs 
could be perceived as retreating to 
their comfort zone of brand building 
and avoiding the hard task of driving 
and orchestrating strategic and opera-
tional change.”

Leaders will make 
hard choices as to 
what is truly strategic 
and what is the basis 
for bolder strategies 
in 2020 — while 
preparing for a 
possible economic 
downturn

CIOs take the reins
25% of CIOs will expand their  
remit. The rest will be relegated to a 
trusted operator.
“In 2019, more CEOs and CIOs will 
come to terms with the scope and 
interdependence of this mandate — 
and the criticality of its success to the 
very destiny of their companies. They 
will agree that one executive — the 
CIO — will lead and orchestrate this 
vital effort; CIOs will spend the time to 
build their leadership teams, empow-
ering trusted operators to handle much 
of the day-to-day. Arguably the most 
important outcome of 2019 is that lead-
ing CIOs will build a model that trans-
lates tech-led innovation into customer 
value,” it says.

AI builds a foundation
RPA and AI will join forces to create 
digital workers for more than 40%  
of enterprises.
In 2018, says Forrester, three items 
held AI back:

 AI had insufficient information 
architecture

 AI was too horizontal
 AI was too confusing
In 2019, firms will put more potent 

building blocks in place to accelerate 
their ability to meet AI’s extraordinary 
promise, it says.

The world goes to  
Zero (Trust)
One major brand will lose valuation of 
more than 25% due to a cyberattack.
“In 2019 and into 2020, Zero Trust will 
become the ad hoc standard in the US, 
adopted by the US government as both 
its preferred strategy and as inferred 
guidance to industries. US government 
adoption will trickle down to industries 
by following a similar path to the Cyber-
security Framework. It will be more like 
a healthy waterfall as CISOs and CIOs 
amp up their ability to play defense in a 
hostile world,” says Forrester.

Consumer brands enter  
the outrage
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75% of B2C CMOs will be tempted to 
jump into the social fray; 50% of those 
efforts will fail.
Like individuals, brands will take sides 
in the Social media debates.

In 2018, some brands jumped into 
the fray; Nike is the best example — a 
company that understands the over-
riding sentiments of its customer base.

In 2019, more brands will be tempted 
to jump into market-baiting, taking 
sides to score points. But most don’t 
have the analytics or instincts to get the 
timing and tone right. Those firms will 
misjudge the moment and mechanics 
to do this well and to make an impact.

B2B in a squeeze
33% of B2B CMOs will shift away from 
blunt outbound methods and reorient 
around customer outcomes.
“In 2018, we saw CMOs and B2B 
marketers mostly make do with what 
they had — choosing to optimize for 
lead flow versus marrying CX with 

marketing to take on the broader man-
date of growth. Some made inroads 
by advancing early- and late-stage 
engagements — but most stayed true 
to supply-side marketing. Something 
has got to give, as old-school tools and 
approaches are unable to support the 
growth mandate. In 2019, 33% of pro-
gressive B2B CMOs will drive change, 
shifting away from blunt outbound 
methods to reorienting around cus-
tomer outcomes. They will take a port-
folio approach to microsegments as a 
first big step to individualization.

EX takes center stage & 
robots reimagine talent 
management
85% of employee experience measure-
ment efforts will fail. 25% of leaders 
will use automation to address the talent 
scarcity squeeze.
“In 2019, talent leaders will start to 
execute two interrelated strategies cen-
tered on a robotics quotient (RQ) and a 

good-to-great hiring and development 
strategy,” says Forrester.

VC funding recalibrates
VC funding for martech and adtech will 
drop by 75%

Blockchain exposes  
advertising
By the end of 2019, more than 50% of the 
top 100 advertisers will use blockchain 
for supply chain transparency.
“In 2019, blockchain — better 
described as distributed ledger tech-
nology — will chip away at digital 
advertising’s opacity problem. Large 
brands are in blockchain pilot pro-
grams now; by the end of 2019, they 
will have a better understanding of 
where waste and abuse lie and how 
their money is spent,” says Forrester.

IoT gets down to business
85% of firms will implement or plan to 
implement IoT solutions. 
“B2B applications of the technology 
are set to take off in 2019,” says For-
rester. “B2B IoT will focus on driving 
efficiencies, connecting the enterprise, 
expanding the edge, and, in some 
cases, providing personalized custom-
er experiences,” predicts Forrester 

In 2019, 33% of 
progressive B2B 
CMOs will drive 
change, shifting 
away from blunt 
outbound methods 
to reorienting around 
customer outcomes
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nine out of ten 
businesses vote for 
hybrid model
The study also reveals public cloud is not a panacea
By CIO&Leader

E
Enterprises plan to increase hybrid cloud usage, 
with 91% stating hybrid cloud as the ideal IT 
model, but only 18% stating they have that 
model today, according to Nutanix’s first ever 
global Enterprise Cloud Index, measuring enter-
prise plans for adopting private, hybrid and 
public clouds.

The findings also revealed that application 
mobility across any cloud is a top priority for 
97% of respondents – with 88% of respondents 
saying it would “solve a lot of my problems.” 
Additionally, the report found public cloud 
is not a panacea; IT decision makers ranked 
matching applications to the right cloud envi-
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ronment as a critical capability, and 
35% of organizations using public 
clouds overspent their annual budget. 
When asked to rank the primary ben-
efits of hybrid cloud, interoperability 
between cloud types (23%) and the 
ability to move applications back and 
forth between clouds (16%) outranked 
cost (6%) and security (5%) as the pri-
mary benefits.

Nutanix commissioned Vanson 
Bourne to survey IT decision makers 
about where they are running their 
business applications today, where 
they plan to run them in the future, 
challenges in setting up their cloud 
environments and how their cloud ini-
tiatives stack up against other IT proj-
ects and priorities. The survey resulted 
in approximately 2,300 respondents 
from multiple industries, business 
sizes and geographies in the Ameri-
cas; Europe, the Middle East, Africa 
(EMEA); and Asia-Pacific and Japan 
(APJ) regions.

In roles centered on agility and digi-
tal transformation, IT teams under-
stand that runtime environments for 
enterprise apps change constantly. 
Respondents indicated a need for 
greater orchestration and application 
mobility across cloud environments, as 
they seek flexibility to move apps to the 
“right” cloud on a more dynamic basis. 
In addition, shadow IT practices that 
circumvent enterprise IT teams are 

posing a significant challenge to fore-
casting and controlling public cloud 
spend with well over half of respon-
dents (57%) reporting one or more inci-
dents of shadow IT.

Other key findings of the report 
include:

 Hybrid cloud better addresses 
business needs over single public 
cloud, including the price tag:  
87% of respondents said that hybrid 
cloud as an IT trend is having a posi-
tive impact on their businesses, and 
more hybrid cloud users reported 
all their needs were being met (49%) 
compared to single public cloud 
users (37%). Furthermore, organiza-
tions that use public cloud spend 
26% of their annual IT budget on 
public cloud. Perhaps most striking 
is the fact that only 6% using public 
cloud came in under budget, while 
nearly six times as many (35%)  
overspent in their use of public  
cloud resources.

 Security is top of mind for deter-
mining workloads: 71% of respon-
dents surveyed for the report ranked 
data security and regulatory compli-
ance as the top factor in determining 
where to provision their workloads. 
This was followed by performance at 
62%, ease of management at 53%, and 
cost at 52%.

 App developers today are circum-
venting IT: 57% of respondents said 

their developers are circumventing 
IT when it comes to deciding where 
applications run, putting the organi-
zation at potential risk.

 Finding hybrid IT talent is diffi-
cult: With clear benefits to a hybrid 
model, respondents say scarcity of 
hybrid experts is a challenge, with 
54% claiming talent retention is part 
of the problem.

 EMEA is expected to surpass 
the Americas with hybrid cloud 
adoption: Regionally, the Americas 
reported greater use of hybrid clouds 
now (22%) and within 12 months’ 
time (31%). However, the two-year 
outlook has EMEA (43%) surpassing 
the Americas’ hybrid plans (39%) 
and APJ (39%) catching up.
“As enterprises demand stronger 

application mobility and interoper-
ability, they are increasingly choosing 
hybrid cloud infrastructure,” said Ben 
Gibson, chief marketing officer for 
Nutanix. “While the advent of public 
cloud has increased IT efficiency in 
certain areas, hybrid cloud capabili-
ties are the next step in providing the 
freedom to dynamically provision and 
manage applications based on busi-
ness needs. However, the findings of 
this study reveal an important gap  
in the market: Organizations need IT 
talent to manage their hybrid cloud 
models, especially in the next 12 to  
24 months” 

87% of respondents said that hybrid 
cloud as an IT trend is having a 
positive impact on their businesses. 
More hybrid cloud users reported all 
their needs were being met
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Cloud security, Ai 
domiante it leaders' 
priorities: study 
IT leaders believe that the cloud will be a higher priority 15 years in 
the future and that AI will be both a threat and an important tool
By CIO&Leader
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A
Although the top IT security priorities of IT leaders 
have remained consistent over the past 15 years, the 
types of threats organizations are protecting against 
has shifted significantly, according to a Barracuda 
Networks survey of more than 1,500 IT leaders and 
security professionals in North America, EMEA, and 
APAC. Looking ahead, respondents believe that the 
cloud will be a higher priority 15 years in the future 
and that AI will be both a threat and an important 
tool. Let’s take a closer look.

Consistent focus on e-mail and 
network security
The IT professionals surveyed identified email and 
networks as their top two priorities in both 2003 and 
2018. A full 25% of respondents said email was their 
top security priority in 2003, and 23% said the same 
about their current priorities. Network security came 
in a close second for both 2003 and 2018 priorities, 
with 24% and 22% respectively.

Evolution of e-mail borne threats
Although what organizations care most about 
protecting has stayed consistent over the past 15 
years, the threat landscape has changed dramatically. 
Respondents identified viruses (26%) and spam 
and worms (18%) as the top two threats they were 
concerned about in 2003. When asked about current 
concerns, ransomware (24%) and phishing/spear 
phishing (21%) topped the list.

This shift fits with how Barracuda’s approach to 
email security has developed over the years. Growing 
from the spam filter the company was founded on, 
Barracuda added critical capabilities to better fight 
much more targeted threats, such as spear phishing, 
phishing, zero-day malware, as well as secure data, 
and help with regulatory compliance. To keep up 
with changing threats and protect against phishing, 
spear phishing and other threats like account 
takeover and business email compromise, Barracuda 
was the first company to pioneer the use of artificial 
intelligence to stop spear phishing and detect account 
takeover, and the first company to add simulation 
and training to our email security portfolio.

Cloud security is a top priority for 
the future
While email and network security are currently a 
higher priority than cloud security for most of the IT 
professionals surveyed, that order shifts when they 
look to the future. A full 25% said the cloud would be 
their most important security priority 15 years from 
now, outranking email, network, and data security, 
which were each selected by 14% of respondents.

This change has been gradual. Only 3% of 
respondents said cloud security was a top priority for 
them in 2003. That number was up to 14% when they 
were asked to rank their current security priorities. 
This shift not necessarily means email protection 
will be less important to organizations in the future, 
simply that questions about how to secure the cloud 
loom large as IT professionals try to predict the way 
their responsibilities will evolve over the next decade 
and a half.

AI: High hopes and big worries
Artificial intelligence is another technology that is 
top of mind for many of the IT professionals—both as 
an opportunity to improve security and as a theat. It’s 
an interesting contrast.

A full 31% of respondents chose AI as the new 
technology that they will rely on to help improve 
security, and 43% identified the increasing use of 
artificial intelligence and machine learning as the 
development that will have the biggest impact on 
cyber security in the next 15 years. On the other hand, 
41% believe the weaponization of AI will be the most 
prevalent attack tactic in the next 15 years.

Barracuda Networks has made significant 
investments in solutions powered by AI, such as 
Barracuda Sentinel, which provides AI-based 
protection from spear phishing, account takeover, 
and business email compromise. With strong 
investment in AI and a robust big data infrastructure 
across different products, Barracuda Networks 
plan to stay several steps ahead in the upcoming 
cybersecurity AI arms race.

BJ Jenkins, Barracuda’s CEO said: “At Barracuda, 
we feel it’s important to see where customers’ 
concerns and priorities are moving and getting 
there ahead of the need, so we can provide the 
solutions they’ll be looking for as threats get more 
sophisticated. We’ve come a long way over the past 15 
years, and we’re looking forward to finding new ways 
to protect businesses. We’re excited to celebrate this 
milestone with our customers and channel partners, 
as well as introducing a refresh brand identity that 
reflects the way the company has evolved.” 
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the intelligent 
defense for the 
emerging intellifgent 
threat landscape 

The Fortinet study reveals defenses will become more 
sophisticated
By CIO&Leader
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Fortinet today unveiled predictions 
from the FortiGuard Labs team about 
the threat landscape for 2019 and 
beyond. These predictions reveal 
methods and techniques that Fortinet 
researchers anticipate cybercriminals 
will employ in the near future, along 
with important strategy changes that 
will help organizations defend against 
these oncoming attacks. Highlights of 
the report are:

Cyberattacks Will Become 
Smarter and More 
Sophisticated
For many criminal organizations, attack 
techniques are evaluated not only in 
terms of their effectiveness, but in the 
overhead required to develop, modify, 
and implement them. As a result, many 
of their attack strategies can be inter-
rupted by addressing the economic 
model employed by cybercriminals. 
Strategic changes to people, processes, 
and technologies can force some cyber-
criminal organizations to rethink the 
financial value of targeting certain orga-
nizations. One way that organizations 
are doing this is by adopting new tech-
nologies and strategies such as machine 
learning and automation to take on 
tedious and time-consuming activities 
that normally require a high degree of 
human supervision and intervention. 
These newer defensive strategies are 
likely to impact cybercriminal strate-
gies, causing them to shift attack meth-

ods and accelerate their own develop-
ment efforts. In an effort to adapt to the 
increased use of machine learning and 
automation, we predict that the cyber-
criminal community is likely to adopt 
the following strategies, which the 
cybersecurity industry as a whole, will 
need to closely follow.

 Artificial Intelligence Fuzzing 
(AIF) and Vulnerabilities: Fuzzing 
has traditionally been a sophisticated 
technique used in lab environments 
by professional threat researchers to 
discover vulnerabilities in hardware 
and software interfaces and appli-
cations. They do this by injecting 
invalid, unexpected, or semi-random 
data into an interface or program 
and then monitoring for events such 
as crashes, undocumented jumps to 
debug routines, failing code asser-
tions, and potential memory leaks. 
Historically, this technique has been 
limited to a handful of highly skilled 
engineers working in lab environ-
ments. However, as machine learning 
models are applied to this process 
we predict that this technique will 
not only become more efficient and 
tailored, but available to a wider 
range of less technical individuals. 
As cybercriminals begin to leverage 
machine learning to develop auto-
mated fuzzing programs they will 
be able to accelerate the process of 
discovering zero-day vulnerabilities, 
which will lead to an increase in 
zero-day attacks targeting different 
programs and platforms.

 Zero-Day Mining Using AIF: Once 
AIF is in place, it can be pointed at 
code within a controlled environ-
ment to mine for zero-day exploits. 
This will significantly accelerate 
the rate at which zero-day exploits 
are developed. Once this process 
becomes streamlined, zero-day min-
ing-as-a-service will become enabled, 
creating customized attacks for indi-
vidual targets. This will change how 
organizations will need to approach 
security as there will be no way to 
anticipate where these zero-days will 

appear, nor how to properly defend 
against them. This will be especially 
challenging when using the isolated 
legacy security tools which many 
organizations have deployed in their 
networks today.

 The “Price” of Zero-Days: Histori-
cally, the price of zero-day exploits 
has been quite high, primarily 
because of the time, effort, and skill 
required to uncover them. But as 
AI technology is applied over time, 
such exploits will shift from being 
extremely rare to becoming a com-
modity. We have already witnessed 
the commoditization of more tradi-
tional exploits, such as ransomware 
and botnets, and the results have 
pushed many traditional security 
solutions to their limits. The accel-
eration in the number and variety of 
available vulnerabilities and exploits, 
including the ability to quickly pro-
duce zero-day exploits and provide 
them as a service, will also impact the 
types and costs of services available 
on the dark web.

 Swarm-as-a-Service: Significant 
advances in sophisticated attacks 
powered by swarm-based intel-
ligence technology is bringing us 
closer to a reality of swarm-based 
botnets known as hivenets. This 
emerging generation of threats will 
be used to create large swarms of 
intelligent bots that can operate 
collaboratively and autonomously. 
These swarm networks will not only 
raise the bar in terms of the technolo-
gies needed to defend organizations, 
but like zero-day mining, they will 
also have an impact on the underly-
ing cybercriminal business model. 
Ultimately, as exploit technologies 
and attack methodologies evolve, 
their most significant impact will be 
on the business models employed by 
the cybercriminal community.

 Currently, the criminal ecosystem 
is very people-driven. Some profes-
sional hackers for hire build custom 
exploits for a fee, and even new 
advances such as Ransomware-as-a-

A
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Service requires black hat engineers 
to stand up different resources, such 
as building and testing exploits and 
managing back-end C2 servers. But 
when delivering autonomous, self-
learning Swarms-as-a-Service, the 
amount of direct interaction between 
a hacker-customer and a black hat 
entrepreneur will drop dramatically.

 A-la-Carte Swarms: The ability to 
subdivide a swarm into different 
tasks to achieve a desired outcome 
is very similar to the way the world 
has moved towards virtualization. 
In a virtualized network, resources 
can spin up or spin down VMs based 
entirely on the need to address par-
ticular issues such as bandwidth. 
Likewise, resources in a swarm 
network could be allocated or real-
located to address specific challenges 
encountered in an attack chain. A 
swarm that criminal entrepreneurs 
have already preprogrammed with a 
range of analysis tools and exploits, 
combined with self-learning pro-
tocols that allow them to work as a 
group to refine their attack protocols, 
makes purchasing an attack for 
cybercriminals as simple as selecting 
from an a-la-carte menu.

 Poisoning Machine Learning: 
Machine learning is one of the most 
promising tools in the defensive 
security toolkit. Security devices and 
systems can be trained to perform 
specific tasks autonomously, such 
as baselining behaviors, applying 
behavioral analytics to identify 
sophisticated threats, or tracking 
and patching devices. Unfortunately, 
this process can also be exploited by 
cyber adversaries. By targeting the 

machine learning process, cyber-
criminals will be able to train devices 
or systems to not apply patches or 
updates to a particular device, to 
ignore specific types of applications 
or behaviors, or to not log specific 
traffic to evade detection. This will 
have an important evolutionary 
impact on the future of machine 
learning and AI technology.

Defenses Will Become 
More Sophisticated
To counteract these developments, 
organizations will need to continue to 
raise the bar for cybercriminals. Each 
of the following defensive strategies 
will have an impact on cybercriminal 
organizations, forcing them to change 
tactics, modify attacks, and develop new 
ways to assess opportunities. The cost 
of launching their attacks will escalate, 
requiring criminal developers to either 
spend more resources for the same 
result, or find a more accessible net-
work to exploit.
 Advanced Deception Tactics: 
Integrating deception techniques 
into security strategies to introduce 
network variations built around 
false information will force attack-
ers to continually validate their 
threat intelligence, expend time 
and resources to detect false posi-
tives, and ensure that the networked 
resources they can see are actually 
legitimate. And since any attacks 
on false network resources can be 
immediately detected, automatically 
triggering countermeasures, attack-
ers will have to be extremely cautious 
performing even basic tactics such as 
probing the network.

 Unified Open Collaboration: One of 
the easiest ways for a cybercriminal 
to maximize investment in an existing 
attack and possibly evade detection is 
to simply make a minor change, even 
something as basic as changing an IP 
address. An effective way to keep up 
with such changes is by actively shar-
ing threat intelligence. Continuously 
updated threat intelligence allows 
security vendors, and their custom-
ers, to stay abreast of the latest threat 
landscape. Open collaboration efforts 
between threat research organiza-
tions, industry alliances, security 
manufacturers, and law enforcement 
agencies will significantly shorten the 
time to detect new threats by exposing 
and sharing the tactics used by attack-
ers. Rather than only being respon-
sive, however, applying behavioral 
analytics to live data feeds through 
open collaboration will enable defend-
ers to predict the behavior of malware, 
thereby circumventing the current 
model used by cybercriminals to 
repeatedly leverage existing malware 
by making minor changes.

Speed, Integration, 
and Automation Are 
Critical Cybersecurity 
Fundamentals
There is no future defense strategy 
involving automation or machine learn-
ing without a means to collect, process, 
and act on threat information in an 
integrated manner to produce an intel-
ligent response. To contend with the 
growing sophistication of threats, orga-
nizations must integrate all security ele-
ments into a security fabric to find and 
respond to threats at speed and scale. 
Advanced threat intelligence correlated 
and shared across all security elements 
needs to be automated to shrink the 
necessary windows of detection and to 
provide quick remediation. Integration 
of point products deployed across the 
distributed network, combined with 
strategic segmentation, will significant-
ly help fight the increasingly intelligent 
and automated nature of attacks 

To counteract these 
developments, 
organizations will need to 
continue to raise the bar 
for cybercriminals
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Agile, outsourced & 
intelligent: We are 
talking of cybercrimes
The McAfee study reveals malware-as-a-service families to 
strengthen, energizing the market for attack outsourcing and the 
evolution of increasingly innovative and agile attack methods
By CIO&Leader

t
The McAfee Labs 2019 Threats Predictions 
Report identifies rising trends and how they 
are predicted to change the cyberthreat land-
scape in 2019. McAfee researchers expect 
malware-as-a-service families to strengthen, 
energizing the market for attack outsourcing 
and the evolution of increasingly innovative 

and agile attack methods. As a result, 
corporate data, home IoT devices and 
brand reputations will be under siege, 
with cybercriminals largely using 
social media, the cloud and mobile 
phones as increasingly prominent 
attack vectors.
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“In 2018, we witnessed even greater 
collaboration among cybercriminals 
through underground alliances,” said 
Raj Samani, chief scientist at McAfee. 
“This collaborative mentality has 
allowed for efficiencies in underground 
technologies and tactics, and the evolu-
tion of bad actors into some of the most 
organized and agile adversaries in the 
world. However, while we expect the 
underground market collaboration to 
continue, the year 2019 will also see 
cybersecurity alliances of defenders 
continuing to mature and further for-
tify defenses.”

The report reflects the informed opin-
ions of thought leaders from McAfee 
Labs, McAfee Advanced Threat 
Research, and members of McAfee’s 
Office of the CTO. It examines current 
trends in cybercrime and the evolution 
of IT, and anticipates what the future 
may hold for organizations, consumers, 
and those working to protect them.

A Stronger, More 
Effective Cybercriminal 
Underground
Cybercriminals are quickly fortifying 
the malware-as-a-service market by 
aligning to sell modular attack com-
ponents. These one-stop shops make 
it easier for criminals of all experience 
and skill levels to execute successful 
attacks. This market consolidation will 
continue in 2019 and cybercriminal 
enterprises are expected to flourish as 
established cyber gangs partner with 
other top-level services such as money 
laundering, evasion techniques, and 
vulnerability exploits. As evidenced by 
conversations within the underground 
community, an increase is expected 
in mobile malware, botnets, banking 
fraud, ransomware, and attempts to 
bypass two-factor authentication.

Cyberattacks Made 
Simpler with Easy Access 
to Technologies
As security gets stronger, bad actors 
need to be increasingly inventive. The 
availability of modular attack compo-

nents on the underground market is 
expected to enable attackers to combine 
and repurpose established tactics and 
technologies to achieve new goals. 
 Artificial Intelligence for Improved 
Evasion: The accessibility of technol-
ogies such as artificial intelligence-as-
a-service will enable cybercriminals 
to develop cyberattacks with increas-
ingly sophisticated evasion tech-
niques. With artificial intelligence, 
cybercriminals will have the ability 
to automate target selection, scan for 
target network vulnerabilities, and 
assess the posture and responsive-
ness of infected environments to 
avoid detection before deploying later 
stages of attacks.

 Nation-State Strategies Repur-
posed for Corporate Extortion: 
Bots used to amplify deceitful mes-
saging have already been created and 
are available for sale on the cyber-
criminal underground. Following 
in the footsteps of recent infamous 
nation-state campaigns to sway pub-
lic opinion, cybercriminals will likely 
repurpose bots and leverage social 
media to extort organizations by 
threatening their brands. 

 Synergistic Super threats for 
Attack Success: Bad actors are 
expected to evolve their usual strat-
egy centered on the use of a single 
threat, in favor of combining several 
attack types to bypass defenses. For 
example, by combining phishing, 
steganography and fileless malware 
for an attack with multiple goals. 
These synergistic superthreats will 
work together, blurring the tradi-
tional defense panorama and com-
plicating the process to identify and 
mitigate the attack.

Cloud, Home IoT, and 
Social Media Platforms 
Under Siege
With access to increasingly effective 
tactics and strategies, bad actors will 
have the ability to focus their attacks on 
broader and more complicated targets. 
In 2019, cybercriminals are anticipated 

to target intellectual property, Internet 
of Things (IoT) in the home and iden-
tity credentials via the cloud, digital 
assistants, and social media platforms, 
respectively.

 Data Exfiltration Attacks via the 
Cloud: McAfee foresees a significant 
increase in targeted attacks on the 
large amounts of corporate data now 
residing in the cloud. As much as 21% 
of the content now managed in the 
cloud contains sensitive materials 
such as intellectual property, custom-
er and personal data. Possible sce-
narios include cloud-native attacks 
targeting weak APIs or ungoverned 
API endpoints, expanded reconnais-
sance and exfiltration of data in cloud 
databases, and leverage of the cloud 
as a springboard for cloud-native 
man-in-the-middle attacks to launch 
cryptojacking or ransomware attacks.

 Home IoT Attacks via Smart-
phones, Tablets, and Routers: New 
mobile malware will likely investigate 
smartphones, tablets, and routers to 
gain access to the digital assistants 
and home IoT devices they control. 
Once infected, these devices can serve 
as a picklock to consumer homes 
while supplying botnets, which can 
launch DDoS attacks or grant cyber-
criminal access to personal data and 
the opportunity for other malicious 
activities such as opening doors and 
connecting to control servers.

 Identity Attacks via Social Media 
Platforms: In 2019, large-scale social 
media platforms will implement 
additional measures to protect cus-
tomer information. However, as the 
platforms grow in numbers, cyber-
criminals will be further enticed to 
focus their resources on attacking the 
data-rich environments. High-impact 
attacks, such as those targeting 
industrial control systems, have seen 
success in part due to static password 
use across environments. Success-
ful social media and other identity 
platform and edge device breaches 
will provide the keys to adversaries to 
launch similar attacks in the future 
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Key trends that 
will drive it 
transformation 
in 2019
Automation transforming the workforce will be one of the trends

By CIO&Leader
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E
Enabling the business outcome in a ‘Real-Time’ 
enterprise environment is the next challenge 
for global brands and government agenciesin 
2019. Tech companies will need to drive hard 
to continually exceed to their customers' 
expectations during a time of accelerating change. 
They will need to show how technology can help 
deliver on their customers’ objectives, improve 
agility, security and impact, or they risk being 
disrupted.

Here is Verizon Enterprise Solution’s view 
of those enterprise technology trends that are 
most likely to impact our global business and 
government customers in 2019:
1. The Real-Time Enterprise will begin to 

transform how business works: Foundational 
technologies – Software Defined Networks,4G, 
the Internet of Things, intelligent video, 
security, telematics - are already changing the 
operations of business. In 2019, savvy CIOs will 
be focusing on how to reinvent their operations 
to leverage the enormous potential promised 
by disruptive technologies like 5G, artificial 
intelligence/machine learning,automation and 
robotics,augmented and virtual realityand 
the next-gen cloud including edge computing. 
Many of these technologies have now moved 
from concept to reality, and those who can 
best leverage the advantages they bring will 
increasingly be well placed to win the future.

2. Businesses will invest for performance: 
CIOs are recognizing that the network they 
use really matters to their business –a secure, 
strong network foundation enables them to 
deliver innovative platforms and solutions that 
will move their business forwards. Then, it’s all 
about the service model and the tech surround 
that makes network-reliant applications 
available- the support, the professional services, 
service level agreements and more. The key 
is to find an expert partner with the network 
expertise to help you deliver on your business 
objectives. You can’t run a modern business 
without secure network capacity.

3. We’ll remember that the customer is king: 
Customer experience (CX) has been a hot topic 
over recent years, but many of us have had 
personal experience of the big brands letting 
us down. With AI infiltrating CX systems, 
there’s an unprecedented opportunity to move 
to a principle of ‘personalization for you’, 
putting the customer back in the center of the 
business opportunity. The best organizations 

will use data to inform human engagement, 
remembering that this is what creates real 
relationships. But they’ll leverage technology to 
do this at speed and scale.

4. We’ll focus on the transaction guarantee: 
We’ve talked about software-defined networking 
(SDN) for a while, but it’s now out there, live, 
and transforming business opportunities all 
around the globe, configured to match your 
cost and security requirements. In 2019, 
organizational success will be driven by how 
well CIOs leverage the many options that SDN 
enables, deliveringagility, flexibility, and scale to 
run their business. It’s now beyond application-
aware networking, and instead, about focusing 
on the transaction guarantee, and defining 
policies to support the specific application, time 
or location needs that will make the difference.

5. Contextual privacy will be front and 
center: There’s never been a bigger focus on 
the importance of privacy, as data breaches 
continue to hit the headlines.  Application users 
are keenly interested in how their data is used. 
In 2019, we’ll begin to see a focus on contextual 
privacy requirements, linked to location-based 
awareness. This will change how organizations 
are able to approach their security, and keep 
personal data safe.

6. Automation will transform the workforce: 
Robotic process automation and machine 
learning will transform how business operates 
– and what skills a business workforce needs. 
In 2019, educators and businesses will focus on 
how to build a pool of data scientists and ML 
specialists to support our future skills needs, 
rather than yesterday’s business requirements. 

7. We’ll go back to basics on security (again), 
but also focus on specifics: In 2019, 
organizations will redouble their efforts to 
strengthen their security posture. It’s about 
understanding their risk environment, and 
ensuring they are doing the basics right to 
protect their business;practicing IT hygiene 
to keep infrastructure current to protect 
against vulnerabilities continues to be critical.  
Network-level security is essential – in a 
software-defined world, network segmentation 
and security is a central part of the design. But 
they’ll also increasingly need visibility on data 
to drive insights and ultimately decisions on 
how to mitigate against specific security threats. 
But action will be taken – or the board or the 
customer will ask why 
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Ai to be the 
prime weapon 
for cybersecurity 
attackers & defenders 
in 2019: symantec

Attackers will exploit Artificial Intelligence (AI) systems and 
use AI to aid assaults
By CIO&Leader
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In anticipating the major cyber secu-
rity and privacy trends for the coming 
year, one can find plenty of clues in the 
events of the past 12 months. Among 
the now familiar forms of attack, cyber 
hacks of major corporate systems and 
websites continued in 2018 and will 
inevitably be part of the 2019 cyber 
security scene, according to Syman-
tec. Many well-known organizations 
around the world suffered significant 
breaches this year. The single largest 
potential data leak, affecting market-
ing and data aggregation firm Exactis, 
involved the exposure of a database 
that contained nearly 340 million per-
sonal information records.

Beyond all-too-common corporate 
attacks, 2018 saw accelerated threat 
activity across a diverse range of tar-
gets and victims. In the social network-
ing realm, Facebook estimated that 
hackers stole user information from 
nearly 30 million people. A growing 
assortment of nation-states used cyber 
probes and attacks to access every-
thing, from corporate secrets to sensi-
tive government and infrastructure 
systems. At the personal level, a breach 
into Under Armour’s MyFitnessPal 
health tracker accounts resulted in the 
theft of private data from an estimated 
150 million people.

So, what can we expect on the cyber 
security front in the coming year? Here 
are some of the trends most likely to 
affect organizations, governments, and 
individuals in 2019 and beyond.

Attackers Will Exploit 
Artificial Intelligence (AI) 
The long-awaited commercial prom-
ise of AI has begun to materialize in 
recent years, with AI-powered systems 
already in use in many areas of busi-
ness operations. Even as these systems 

helpfully automate manual tasks and 
enhance decision making and other 
activities, they also emerge as promis-
ing attack targets, as many AI systems 
are home to massive amounts of data.

In addition, researchers have grown 
increasingly concerned about the 
susceptibility of these systems to mali-
cious input that can corrupt their logic 
and affect their operations. The fragili-
ty of some AI technologies will become 
a growing concern in 2019. In some 
ways, the emergence of critical AI 
systems as attack targets will start to 
mirror the sequence seen 20 years ago 
with the internet, which rapidly drew 
the attention of cyber criminals and 
hackers, especially following the explo-
sion of internet-based e-commerce. 

Attackers won’t just target AI sys-
tems, they will enlist AI techniques 
themselves to supercharge their 
own criminal activities. Automated 
systems powered by AI could probe 
networks and systems searching for 
undiscovered vulnerabilities that 
could be exploited. AI could also be 
used to make phishing and other social 
engineering attacks even more sophis-
ticated to fool targeted individuals. AI 
could be used to launch realistic disin-
formation campaigns. 

And just as we see attack toolkits 
available for sale online, we’re certain 
to eventually see AI-powered attack 
tools that can give even petty criminals 
the ability to launch sophisticated 
targeted attacks. AI-powered toolkits 
could make the marginal cost of craft-
ing each additional targeted attack 
essentially be zero.

Defenders Will Depend 
Increasingly on AI to 
Counter Attacks
The AI security story also has a bright 
side. Threat identification systems 
already use machine learning tech-
niques to identify entirely new threats. 
And, it isn’t just attackers that can use 
AI systems to probe for open vulner-
abilities; defenders can use AI to better 
harden their environments from attacks. 

For example, AI-powered systems could 
launch a series of simulated attacks on 
an enterprise network over time in the 
hope that an attack iteration will stumble 
across a vulnerability that can be closed 
before it’s discovered by attackers.

Closer to home, AI and other tech-
nologies are also likely to start helping 
individuals better protect their own 
digital security and privacy. AI could 
be embedded into mobile phones to 
help warn users if certain actions are 
risky. For example, when you set up a 
new email account your phone might 
automatically warn you to set up two-
factor authentication. Over time, such 
security-based AI could help people 
understand the tradeoffs involved 
when they give personal information 
in exchange for the use of an applica-
tion or other ancillary benefit.

Growing 5G Deployment 
and Adoption Will Expand 
the Attack Surface Area
A number of 5G network infrastruc-
ture deployments kicked off this year, 
and 2019 is shaping up to be a year 
of accelerating 5G activity. While it 
will take time for 5G networks and 
5G-capable phones and other devices 
to become broadly deployed, growth 
will occur rapidly. IDG, for example, 
calls 2019 “a seminal year” on the 5G 
front, and predicts that the market for 
5G and 5G-related network infrastruc-
ture will grow from approximately 
USD 528 million in 2018 to USD 26 
billion in 2022, exhibiting a compound 
annual growth rate of 118%.

Although smart phones are the 
focus of much 5G interest, the number 
of 5G-capable phones is likely to be 
limited in the coming year. As a step-
ping stone to broad deployment of 5G 
cellular networks, some carriers are 
offering fixed 5G mobile hotspots and 
5G-equipped routers for homes. Given 
the peak data rate of 5G networks is 
10 Gbps, compared to 4G’s 1 Gbps, the 
shift to 5G will catalyze new operation-
al models, new architectures, and–con-
sequently–new vulnerabilities. 

i
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Over time, more 5G IoT devices will 
connect directly to the 5G network 
rather than via a Wi-Fi router. This 
trend will make those devices more 
vulnerable to direct attack. For home 
users, it will also make it more difficult 
to monitor all IoT devices since they 
bypass a central router. More broadly, 
the ability to back-up or transmit mas-
sive volumes of data easily to cloud-
based storage will give attackers rich 
new targets to breach. 

IoT-Based Events Will 
Move Beyond Massive 
DDoS Assaults to New, 
More Dangerous Forms  
of Attack
In recent years, massive botnet-
powered distributed denial of service 
(DDoS) attacks have exploited tens of 
thousands of infected IoT devices to 
send crippling volumes of traffic to 
victims’ websites. Such attacks haven’t 
received much media attention of late, 
but they continue to occur and will 
remain threats in coming years. At 
the same time, one can expect to see 
poorly secured IoT devices targeted for 
other harmful purposes. Among the 
most troubling will be attacks against 
IoT devices that bridge the digital and 
physical worlds. 

Attackers Will Capture 
Data in Transit
Attackers are also likely to exploit 
home-based Wi-Fi routers and other 
poorly secured consumer IoT devices 
in new ways. One exploit already 
occurring is marshalling IoT devices to 
launch massive cryptojacking efforts 
to mine cryptocurrencies.

In 2019 and beyond, one can expect 
increasing attempts to gain access 
to home routers and other IoT hubs 
to capture some of the data passing 
through them. Malware inserted into 
such a router could, for example, steal 
banking credentials, capture credit 
card numbers, or display spoofed, 
malicious web pages to the user to 
compromise confidential information. 

Such sensitive data tends to be better 
secured when it is at rest today.

On the enterprise side, there were 
numerous examples of data-in-transit 
compromises in 2018. The attack group 
Magecart stole credit card numbers and 
other sensitive consumer information 
on e-commerce sites by embedding 
malicious scripts either directly on 
targeted websites or by compromising 
third-party suppliers used by the site. 
Such “formjacking” attacks have recent-
ly impacted the websites of numerous 
global companies. In another attack 
targeting enterprise data in transit, the 
VPN Filter malware also infected a 
range of routers and network-attached 
storage devices, allowing it to steal cre-
dentials, alter network traffic, decrypt 
data, and serve a launch point for other 
malicious activities inside targeted 
organizations. Attackers are likely to 
continue to focus on network-based 
enterprise attacks in 2019.

Attacks that Exploit the 
Supply Chain Will Grow
An increasingly common target of 
attackers is the software supply chain, 
with attackers implanting malware 
into otherwise legitimate software 
packages at its usual distribution loca-
tion. Such attacks could occur during 

production at the software vendor or 
at a third-party supplier. The typical 
attack scenario involves the attacker 
replacing a legitimate software update 
with a malicious version in order to 
distribute it quickly and surrepti-
tiously to intended targets. Any user 
receiving the software update will 
automatically have their computer 
infected, giving the attacker a foothold 
in their environment. These types 
of attacks are increasing in volume 
and sophistication and one could see 
attempts to infect the hardware supply 
chain in the future.  

The bottom line is that attackers will 
continue to search for new and more 
sophisticated opportunities to infil-
trate the supply chain of organizations 
they are targeting.

Increased Legislative and 
Regulatory Activity
The European Union’s mid-2018 
implementation of the General Data 
Protection Regulation (GDPR) will 
likely prove to be just a precursor to 
various security and privacy initia-
tives in countries outside the European 
Union. Canada has already enforced 
GDPR-like legislation, and Brazil 
recently passed new privacy legisla-
tion similar to GDPR, due to enter into 
force in 2020. Australia and Singapore 
have enacted a 72-hour breach notice 
inspired by the GDPR, and India is 
considering GDPR-inspired legisla-
tion. Multiple other countries across 
the globe have adequacy or are negoti-
ating GDPR adequacy. The full impact 
of GDPR is also expected to become 
clearer across the globe in 2019.

While people are almost certain  
to see upticks in legislative and regula-
tory actions to address security and 
privacy needs, there is a potential  
for some requirements to prove  
more counterproductive than helpful. 
For example, overly broad regulations 
might prohibit security companies 
from sharing even generic information 
in their efforts to identify and counter 
attacks 

The bottom line 
is that attackers 
will continue 
to search for 
new and more 
sophisticated 
opportunities 
to infiltrate the 
supply chain of 
organizations 
they are targeting
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