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Let’s assume for a moment that the regulators 
worldwide are successful in putting the curbs on 
usage of personal data of individuals for means 
other than what they are collected for—some-
thing that each piece of privacy regulation tries 
to restrict.

Will some of today’s business models still 
be sustainable? Would Facebook have become 
Facebook as we know it today, if these curbs 
were there earlier? You do not have to be a genius 
to answer that one. 

We Indians do not care much 
about privacy. Give me a ten-
rupees recharge, I will give 
you all my family informa-
tion. Give me thirty rupees 
recharge; I will get for you all 
details of our extended fami-
lies and neighbors. In such a 
scenario, can a piece of regula-
tion—supported by some cen-
tralized institution—achieve 
what it sets out to achieve?

That is why, some ideas—
however crazy they sound—

The privacy 
debate and 
the future 

of AI

L

EDITORIAL

are worth giving a look at. One such idea is making 
all data collection a commercial deal. Tathagata 
Satapathy, an MP from Odisha, says since we will 
not be able to prevent it, we should get into commer-
cials. You want our data; pay us. That way, we can 
extract more from the commercial entities. The seri-
ous ones will pay up; the non-serious ones will stop 
doing this. 

It is too simplistic an idea and the possibility of it 
succeeding sounds scary; yet it is not devoid of logic. 

But the point I want to make is something else. If 
data flow is so regulated (assuming all these regula-
tions become moderately successful), will the access 
to consumer data be too difficult to use it for any 
experimentation? Since Artificial Intelligence of 
today (as compared to what I studied 15 years back 
as a Computer Science Undergrad) is so dependent 
on data, will some of the big promises hold true?

Big Data, Machine Learning, Artificial Intelli-
gence—where will they be without easy access to 
data and the permission to use them for some pur-
pose different from the purpose they were collected 
for? Will the business models still be feasible? 

Big Data, Machine 
Learning, Artificial 
Intelligence—where 
will they be without 
easy access to data 
and the permission 

to use them for some 
purpose different from 
the purpose they were 

collected for?
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“where the government ID database, 
Aadhaar, reportedly suffered 
multiple breaches that potentially 
compromised the records of all 
1.1 billion registered citizens”. Not 
only this, reportedly access to the 
database was selling at a rate of Rs 
500 for 10 minutes. Another leak at a 
state-owned utility company made it 
easy for anyone to download names 
and ID numbers, the report says. 

In the case of Collection #1,  
the work appears to have been  
long term as the login credentials 
were likely stockpiled over years, 
with some passwords and emails 
from 2008. There were more 
than 2,000 different sources 
of the information. 

Yes, breaches continue to 
take place with fair regularity 
and on a massive scale and 
not just because of your social 
media membership. They 
happen also because companies 
collect data on millions of people 
and due to inadequate foolproof 
security systems in place, or 

Why It’s Time To Change  
That Password If You Didn’t 
Do It 10 Years Ago
Data breaches now fail to surprise 
us. But they shouldn’t fail to jolt us 
out of our complacency about our 
data’s safety. In what is being billed 
as one of the largest public data 
breaches, a collection of more than 
87 gigabytes of personal information 
was leaked online. The credit for 
the discovery of this treasure 
trove goes to Troy Hunt, a security 
researcher and founder of the "Have 
I Been Pwned" service. Collection 
#1, as the data dump has been 
named, was hosted on the cloud 
service Mega, and had 772,904,991 
email addresses, and 21,222,975 
passwords.

Closer home in India, despite 
government’s denials it appears 
Aadhar breach reported widely 
last year was a reality. According 
to the Global Risk Report 2019 
of the World Economic Forum 
(WEF), the malicious cyberattacks 
and lax cybersecurity protocols 
were responsible for the massive 
breaches of personal information in 
2018, and the largest was in India, 

“When everything 
is a platform, where 

does that leave the 
real platform?”

WHAT 
CIOs ARE 
TIRED OF 

HEARINg... 

around
thetech
data alert  

even despite it, regularly fall prey to 
hackers smarter than themselves. 

However, your stolen information 
should not make you helpless. You 
still must change your passwords. 
You must change your password 
post hacking because if you reuse 
the same password for multiple 
platforms, you have given the 
opportunity to a potential hacker to 
use the leaked passwords to access 
your other accounts with the bots.

Data break-ins are a reminder to us 
to change our passwords, or enlist 
the help of  password manager that 
generate secure passwords. 
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makingheadlines 

gender 
bender 

By the Book 

Hello World by mathematician  
Hannah Fry was shortlisted for the 
2018 Royal Society Investment Science 
Book Prize and 2018 Baillie Gifford 
Prize. If this is not praise enough, look 
at the reviews that Fry won for writ-
ing a book that beautifully explores 
the algorithms that work with, for and 
against us. Fry is a researcher par excel-
lence and her writings are respected.  
Hello World had The Times write “One of 
the best books yet written on data and 
algorithms...deserves a place on the 
bestseller charts.”   

Fry’s book is a fine specimen of acces-
sible science writing. It has eloquence 
and charms the reader with its descrip-
tion of the maths of computer algo-
rithms and its transforming effect on 
various facets of human life. She does 
not spare the readers the gory horrors 
of our increasingly data-driven world, 
even as she expertly guides us through 
the benefits.

Algorithms work behind the scenes of 
our humdrum lives. Fry takes the read-
er on a grand tour of the good, the bad 
and the outright ugly of the algorithms 
that surround us. Of course, algorithm 
is more consistent and less prone to 
error of judgement; yet can it replace 
a human who can look you in the eye 
before passing sentence?

There is refreshing simplicity in Fry’s 
writing that keeps the reader hooked.

The speed of technological evolution and the rate at which it disrupts our 
world surely is a matter for serious research. Even as majority were still grap-
pling to understand  blockchain and cryptocurrency and reams were being 
produced on what, what, how, etc., of these new kids on the block, they have 
become stale as yesterday’s news, supplanted by Artificial Intelligence as 
the most sought after job profile for the tech workers of startup industry. A 
new report from AngelList, a US-based platform that connects startups with 
investors, found that 2018 was dominated by Machine Learning & Artificial 
Intelligence as the top industry, with 8 million job seekers registered on the 
platform’s job board, AngelList Talent. The number of platform users looking 
for openings in AI was one of the biggest surprises of the year, a report quoted 
Amit Matani, AngelList Talent’s CEO. The second big surprise was the declin-
ing interest in the Crypto Boom.

It came as a shocker to many that companies in an 
industry at the cutting-edge of revolution and innova-
tion, can be so biased and regressive when it comes 
to their women workers. Apparently, the much touted 
diversity and inclusion agenda has remained just a 
theme that makes for good PR. Yes, we are talking 
about Oracle that has been accused of engaging in 
systematic discrimination that shorted female and 
minority employees more than USD400 million in 
wages, According to a new legal filing by US Depart-
ment of Labor, Oracle "channeled" women and people 
of color into lower-paying careers and allegedly delib-
erately hires women and people of color at low-level 
jobs at low initial pay. It has been accused of blatant 
discrimination against women and minorities by "chan-
neling" them into lower-paying careers. The lawsuit 
resulted from a 2014 audit conducted by the Labor 
Department's Office of Federal Contract Compliance 
Programs. A similar lawsuit against Oracle in 2017.
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autonomous

Your Google video chatting tool is going away some time later this 
year, that is if you are a G Suite customer. Google Hangouts official 
retirement is scheduled in October, to be replaced by Hangouts 
Chat and Hangouts Meet, the next-generation tool for team com-
munication. However, individual consumers will still be able to use 
Google Hangouts, likely until 2020. If you are a G Suite user,  you 
will be able to use Chat online and via phone apps starting April 
16. You have the option of disabling classic Google Hangouts before 
October any time of your choosing. The new name for the Hang-
outs setting page will be Hangouts Meet. It has been suggested 
that users to move to Chat and Meet between April and September 
this year. Google had announced its decision to kill off Hangouts 
in 2020 in November last and in 2017, it had said it was "evolving" 
Hangouts to focus on Meet, a video conferencing feature, and Chat, 
a messaging platform and Slack competitor. 

Vital 
statistics 

The Top 
Five 
Benefits  
of AI

matter  
twitter 

of

Source: Deloittee Consulting LLP, State of AI in the Enterprise, 2nd Edition, October 22, 2018

Percentage of survey respondents who rated each benefit in 
the top three for their company

Enhance current products

Optimize internal operations

Make better decisions

Optimize external operation

Free workers to be more creative

44%

42%

35%

31%

31%
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To dance by the light of 
the Moon!
SpaceIL, a privately funded Israeli 
non-profit, is set to land a small space-
craft on the Moon in early 2019. In a 
ceremony in December last at an Israel 
Aerospace Industries facility, workers 
installed the final, symbolic element 
of the SpaceIL spacecraft: a digital 
“time capsule”. The company was ini-
tially formed to compete for Google’s 
Lunar XPrize. The lander was recently 
named Beresheet, which is the Hebrew 
word for “Genesis.” It will launch as a 
secondary payload on a SpaceX Falcon 
9 mission piggyback on an Indone-
sian telecommunications satellite, the 
PSN-6 communications satellite. The 
launch is currently scheduled for mid-
February. After touching down on the 
moon, the lander will study the moon’s 
magnetic field and also send back pho-
tos and videos.

Here’s A Look At 2019’s 
Top Tech Quick Hits
Debuting this year: Flying Cars, Bullet Trains, 
and Moon Shots

Master AIs & Turn the 
Tables
Here’s something to interest all those 
interested in AI. AI4ALL, a nonprofit 
aimed at increasing the diversity of 
the technologists building and work-
ing with artificial intelligence, plans 
to launch free online courses in early 
2019. What’s interesting about these 
courses, supported by a USD1 million 
grant from Google, is that they will be 
aimed at people interested in a career 
in AI, as also those who just want  
to become AI-literate. AI4ALL was 
started in 2017 with seed funding  
from Melinda Gates and Jensen and 
Lori Huang.

Flying Car Dreams  
Come true
The wait for flying cars that we all 
dreamt off since childhood is finally 
over. Terrafugia , in Massachusetts is 

launching its Transition vehicle, priced 
at about USD280,000. It is a two-seat-
er auto/aircraft with wings that fold 
up, and will allow you to drive around 
town—or park in a home garage. The 
hybrid motor of Transition’s runs on 
automotive gasoline, not aviation fuel. 
It has airborne range of about 640 
kilometers and a top airspeed of 160 
kilometers per hour. Flying or not, you 
will still have to follow the speed rules.

Electric Passenger Planes 
Take Off
By the end of 2019, you may well be 
test-flying in an electric or hybrid-
electric passenger plane, as startups 
are racing to get them up in the skies 
by the end of 2019. Eviation, an Israeli 
company, plans to test-fly its all-elec-
tric Alice Commuter plane in 2019.  
If things are on track, it will get it  
certified it to carry passengers by 2021. 
The Alice Commuter will have the 
capacity to transport nine passengers 
up to 1,000 kilometers. Another com-
pany, Zunum Aero, based in Bothell, 
Wash., is going the hybrid-electric 
route. It has also planned the first tests 
of its 27-passenger aircraft—or at least 
of its major subsystems— in 2019 and 
hopes to ferry passengers by 2022. It 
already has a customer—charter air 
company JetSuite.

Boom Times for  
Bullet Trains
A new generation of bullet trains, the 
“Advanced Labs for Frontline Activity 
in rail eXperimentation,” or Alfa-X, 
will be tested in 2019 to by East Japan 
Railways (JR East). The top speed 
planned for the train is 400 kilometers 
per hour in tests. However, you may 
not get to fly at this speed as in opera-
tion the company will hold the bullet 
train to a top speed of 360 km/h, bet-
tering by by 40 km/h today’s bullet 
trains in Japan. In Morocco, its first 
high-speed train is on track to start 
operation by early 2019. The trains top 
speed in its test runs in 2018 was 357 
km/h, a record for Africa.
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The data localization debate expands to include a new 
question—should the origin of the entities handling 
personal data of individuals matter when deciding their 
rights over processing the data?

Does Data Have

By Shyamanuja Das

NatioNality?
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it is almost a new battle line. 
“In this new world, data is the new oil. Data 
is the new wealth. India’s data must be 
controlled and owned by Indian people and 
not by corporates, especially global corpo-
rations. For India to succeed in this data-
driven revolution, we will have to migrate 
the control and ownership of Indian data 
back to India in other words, Indian wealth 
back to every Indian,” said Mukesh Ambani, 
the chairman of Reliance Industries, India’s 
largest private sector company and the rich-
est Indian businessman. 

Not that the issue is new. Neither is 
Ambani’s reaction. He has repeated the 
statement quite a few times, using exactly 
the same words – data is the new oil—start-
ing way back in 2017. His Reliance Jio too 
argued for prohibiting cross border trans-
fer of data, as in the case of Aadhaar, in 
response to the paper Recommendations 
on Privacy, Security and Ownership of the 
Data in the Telecom Sector released by tele-
com sector regulator, Telecom Regulatory 
Authority of India (TRAI) in August 2017. 

“We submit that it is imperative that 
cross border transfer of sensitive data be 
prohibited by promoting localized hosting 
of personal data in India as is being done in 
the case of Aadhaar data. We reiterate the 
risk of all the regulations being rendered 
futile if operators are able to transfer data 
outside the country as then the local author-
ities/regulators will have little jurisdiction,” 
it had submitted. Since the responses to the 
Government’s draft privacy bill and the dis-
cussion paper on the subject issued before 
that are not public, it is not known what 
stance it took. 

But the importance given to his state-
ment this time is far bigger because of two 
reasons. 

One, the platform this time was far big-

ger. It was not a telecom industry conference 
or a Reliance meeting of shareholders. He 
was speaking at the Vibrant Gujarat Sum-
mit, attended by who’s who of business-
men and NRIs as well as top politicians, 
including Prime Minister Narendra Modi, 
to whom goes the credit of starting this sum-
mit during his tenure as the Chief Minister 
of Gujarat. 

And it was not just another statement 
media decided to play up. It is the point with 
which he concluded, addressing it specifi-
cally to the prime minister, 

“Honourable Prime Minister, I am sure 
you will make this one of the principal goals 
of your Digital India mission,” he said. 

And the issue he was highlighting  
was not about a technical one like cross-
border transfer of data. The platform was 
way too big for that. It was about Indian vs 
non-Indian corporates. By playing to the 
nationalism pitch, he was taking the battle 
to another level. If his ‘especially global cor-
porations’ left some scope for interpretation, 
that was removed by his strong words like 
‘colonization’.

Ambani compared it to Gandhiji’s satya-
graha against British colonization.

“Gandhiji led India’s movement against 
political colonisation. Today, we have to col-
lectively launch a new movement against 
data colonisation,” he said while using it as 
the reason to make the recommendations. 

By playing with words like ‘colonization’ 
and ‘global corporations’, he was trying 
to draw a line between Indian companies 
and non-Indian companies. For example, 
cross-border data transfer can be done by 
an Indian company and a non-Indian head-
quartered company can well have a data 
center in India, as is being done in banking 
sector, following a mandate from the regula-
tor Reserve Bank of India.
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But by raising the nationalism 
pitch, he was giving the issue a much 
wider dimension. While appealing to 
regulators and policy makers could be 
the explicit stance, it was, in some way 
meant for Indians in general – should 
they trust Indian companies more 
than the non-Indian companies? In the 
age of wearing nationalism on your 
sleeves, it is, if not anything else, a good 
marketing proposition. 

Few people reacted on social media 
except for regular jokes and humour. 
That is because all media headlines 
highlighted the data-is-the-new-oil 
part which sounded a progressive, 
‘trends’ kinds of observation and was 
taken as a normal good news headline.  

But many championing citizens’ 
right over data were not amused. 
Tathagata Satapathy, the MP from  
Odisha, who had argued for attaching 
a commercial value to the personal 
data and citizens being paid directly 
for usage of their data, in his now 
famous August 2017 Times of India 
centrepiece, If Data Is The New Oil…, 
was quick to clarify that there is no 
difference between Indian and foreign 
companies. 

“All I've been saying is if any one (be 
it Indian corporate or overseas entity, 
no difference) uses individual's (yours 
or mine) data, it must be a commercial 
deal between subject & user. Pay us for 
our data used. Stop cheating citizens,” 
he tweeted quoting a news item about 
Ambani’s proclamation. 

the two elements  
of the debate
There are two dimension to this  
whole debate. 

One is a well-known, well-dis-
cussed issue of storing data in the 
citizen’s own country and having 
some restrictions on the flow of data 
outside that country. Known as data 
localization and cross-border flow of 
data, these two issues are not exactly 
the same but are often hyphenated. 
Almost all regulators are sensitized to 
the issue, have discussed it thoroughly 

and tried to address it, though the 
exact stances may vary from one regu-
lation to another.

EU’s General Data Protection Regu-
lations (GDPR)—the most well-known 
data privacy regulation that started 
this big debate globally on data pri-
vacy—deals with it in articles 44-49. 
Article 44 of the GDPR, which came 
into effect in May 2018—prohibits the 
transfer of personal data beyond Euro-
pean Union/European Economic Area 
(EU + Iceland, Norway & Liechten-
stein), unless the recipient country can 
prove it provides adequate data protec-
tion. The rest of the articles provide 
detailed conditions. 

Nigeria, Russia and Indonesia  
have stringent local data storing 
requirement while China too insists  
on it generally. 

In India, the Reserve Bank of India, 
in its regulatory guidelines, has man-
dated that all banking related data 
must be stored in India. Even its newer 
payment systems guidelines too man-
dated that all payments systems data 
must also be stored in India. 

In fact, in April 2018, RBI issued a 
warning and directed all the payment 
systems operators to comply to data 

localization requirements within  
six months. 

“It is observed that at present only 
certain payment system operators and 
their outsourcing partners store the 
payment system data either partly or 
completely in the country. In order to 
have unfettered access to all payment 
data for supervisory purposes, it has 
been decided that all payment system 
operators will ensure that data related 
to payment systems operated by them 
are stored only inside the country 
within a period of 6 months,” the RBI 
notification said.  

The Ministry of Electronics & Infor-
mation Technology has also mandated 
that all government departments 
using cloud too should store their data 
within India. 

Beyond this, there is no enforceable 
regulation today that restricts cross-
border flow of personal data. However, 
the draft Personal Data Protection 
Bill, 2018, released in September last 
year, has a whole chapter dedicated 
to Transfer of Personal Data Outside 
India. Clause(1) of Section 40 of Chap-
ter VIII states that every data fiduciary 
(the entity that determines the purpose 
and means of processing of personal 
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data) shall ensure the storage, on a 
server or data centre located in India, 
of at least one serving copy of personal 
data. Clause(2) requires that ‘sensitive 
personal data’ should be processed  
in India. 

TRAI, in its recommendation, took 
a middle line of suggesting a case-by-
case approach, which may be difficult 
to execute. It too said that some sensi-
tive personal data should be required 
to be stored in India.

But what gives a good overview 
of the positions taken on this is the 
submission by various companies and 
groups, especially commercial entities 
and their industry bodies. 

Reliance Jio submitted that TRAI 
should put in place measures to curb 
cross-border transfer of data by man-
dating localized hosting of data. Quot-
ing laws in various countries in this 
regard, the Jio submission said that in 
the interest of national security and 
customer data privacy, the guidelines 
for data protection should provide for 
data localization for sensitive data. 

IBM, on the other hand, said that 
the free flow of Data is fundamental to 
the health of the modern global econo-
my. “Many existing regimes reflect the 
need to preserve multiple approaches 
to cross-border Data transfers without 
weakening Privacy safeguards and 
India should take inspiration from 
these approaches,” it said. 

It said the movement of data  
across borders is imperative for today’s 
global economy and data localization 
requirements not just disrupt the free 
flow of Data; they are incompatible 
with the Internet’s distributed infra-

structure that enables optimal system 
architecture while stressing that the 
security of data does not hinge on the 
national boundaries of where such 
data resides; and

It also warned that “data localiza-
tion requirements create barriers to 
market access, particularly impacting 
small- and medium-sized enterprises, 
which are eager to attract customers 
not only domestically, but also in for-
eign markets”

As expected, both NASSCOM-Data 
Security Council of India (DSCI) and 
US India Business Council opposed 
curbs on cross-border flow of data.

USIBC warned that any measures 
to restrict international data flows of 
Indian citizens could produce a back-
lash among key commercial partners 
as India, via its outsourcing business, 
handles private data of citizens of many 
other countries, including financial and 
legal information processed as part of 
back-end offices and third-party out-
sourcing contracts. “A data protection 
framework that facilities cross-border 
data flows will enable business of all 
sectors and sizes to reach new custom-
ers in foreign markets inexpensively 
and manage relationships with foreign 
clients,”it said in its submission.

NASSCOM too feared the possibil-
ity of backlash. “If similar policy direc-
tions are followed by other countries, 
it will severely hit established Indian 
IT-BPM industry sector including 
the emerging cloud industry which is 
major contributor to the Indian GDP,” 
it said. 

Its stance was subjecting organiza-
tions to the requirements of data/infra-

structure localization will prove to be 
counterproductive.

However, the response was not 
always on ‘nationalist’ lines. An 
‘Indian’ Airtel said “principally, there 
should not be any distinction over the 
accountability of the concerned stake-
holders if the data is flowing within the 
country or outside the country. Enti-
ties sending the consumer data abroad 
should continue to remain liable under 
Indian law for action taken by the for-
eign handler of this data as they would 
have remained liable for Indian entities 
in similar situations.”

Citibank suggested rules/directives 
regarding flow of data to countries that 
do not provide adequate data protec-
tion, along the lines of GDPR.

However, beyond cross-border flow 
of data, Ambani’s pitch raises a new 
question—if a distinction should be 
made between a foreign company like 
Facebook or Google as compared to a 
Jio or Airtel regarding their collection 
and use of personal data of individuals. 

It could raise a number of questions:
 First and foremost, is it fair and in 

sync with global trade agreements?
 What about perceived Indian com-

panies with significant foreign-own-
ership like Flipkart and Snapdeal?

 What about its possible conflicts 
with data localization require-
ments? If an Indian company 
decides to send the data outside  
borders, will it be allowed even 
while not allowing a foreign com-
pany storing and processing data  
in India?

 Of course, as NASSCOM and USIBC 
raised, what if there is a backlash? 
There is increasing realization that 

privacy and protection of personal 
data are important. As India braces a 
stringent privacy laws, the draft policy 
is already being criticized for distin-
guishing too much between a govern-
ment entity and a private entity, which 
is not there in regulations like GDPR. 
An Indian-non-India dividing line 
could well be another controversial 
distinction 

Beyond cross-border flow of data, Ambani’s 
pitch raises a new question—if a distinction 
should be made between a foreign company 
like Facebook or Google and an Indian 
company like Jio or Airtel when it comes to 
their collection and use of personal data.
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Creating An Effective 
SlA For A Managed 
Security Contract
Regulatory compliance requirements, such as PCI-DSS, HIPAA, 
GDPR, etc., should be considered while selecting the vendor 

compensated by mechanisms like service level credits.
I list here a few things that security managers must keep in 

mind while going for a managed security contract:
1. Each company has its own set of challenges and priorities. 

That should be thoroughly discussed with the vendor.
2. There should be a thorough evaluation of the service  

provider process, framework, skilled resources, tools,  
and responsiveness.

3. Regulatory compliance requirements, such as PCI-DSS, 
HIPAA, GDPR, etc. should be considered while selecting  
the vendor.

Author

Nitin Gaur
Director – Information 
Security, Risk & Compliance, 
Omega Healthcare 
Management Services

To know more about what else security managers need to 
consider while going for a managed security contract, go to:  
http://owl.li/fGBl30njJsq or scan the Qr code

A good service level agreement (SLA) plays a very important 
role in any contract. Making an effective SLA is a challenge for 
any sourcing manager.

Two peculiarities make creating managed security SLAs an 
even more challenging proposition.

First is the fast-changing nature of the threat landscape. 
Second is the cost of non-conformance may be too high to be 
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Think Security

Application 
Security 
From A Data 
Protection 
Compliance 
Perspective
Even regulators have understood 
the importance of having a 
“secure application” and have 
included this in various standards 
as a mandatory control

In a little over a decade, the World Wide Web has 
evolved from purely static information repositories 
into highly functional applications that process  
sensitive data and perform powerful actions with 
real-world consequences. During this development, 
several factors have combined to bring about the 
weak security posture demonstrated by the majority 
of today’s web applications.

Most applications face the core security problem 
that users can submit arbitrary input. Others have 
vulnerabilities wherein it is possible to bypass user 
authentication. Every aspect of the user’s interaction 
with the application may be malicious and should be 
regarded as such unless proven otherwise. Failure to 
address these problems can leave applications vulner-
able to attack in numerous ways.

As a silver lining, as the threats have increased, 
so have the efforts of the community to decrease 
the exploitation. The first is to change the culture 
in the developer community on their routine way of 
working and second is to create tested libraries to 
help programmers write applications securely. The 
testing software also helps to plug the vulnerabilities 
before they hit the production environment. Further, 
the Secure SDLC process, with automated controls, 
should be used by the development fraternity has also 
gained coverage and seeing partial implementations.

Even regulators have understood the importance 
of having a “secure application” and have included this 
in various standards as a mandatory control. To keep 
the scope limited, I will list down a few actions that are 
required to ensure GDPR compliance.

Author

Amit Dhawan
CISO, Birlasoft

To know more about the actions, go to:  
http://owl.li/JJrL30njKxS or scan the Qr code
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Should CISOs Be Data 
Protection Officers?

India’s privacy legislation is in the making. The draft  
Personal Data Protection bill has already been released for  
public comments.

Section 36 of the draft bill mandates that each data fidu-
ciary—entities dealing with personal data of individuals—should 
have a data protection officer (DPO). Clause 2 of the same sec-
tion also makes it clear that the position of DPO does not have 
to be exclusive. An executive with other responsibilities can also 
carry out the responsibilities of the DPO.

Since the fundamental responsibility of the position is to 
ensure that individual data being handled by the organization  
is well-protected, the role will be all about information security 
and of course, ensuring compliance. As of today, both these 
roles are handled by the CISOs. The data protection bill just 
expands the scope to include the data of individuals handled by 
the organization.

From an organization’s point of view, there are broadly two 
options—either to appoint a legal professional or to appoint an 

information security professional. In many American and Euro-
pean business, there are the privacy officers who do similar 
roles. Many of them are legal professionals. However, in India, 
legal professionals with the kind of technology understanding 
the role demands are rare to find. My guess is, most organiza-
tions will turn to information security professionals for the job.

From CISO’s point of view, is it a good idea to take up  
the role?

Author

Sanjivan Shirke
Senior Vice President - IT, 
UTI Mutual Fund

To know more, go to:  
http://owl.li/8hFt30njLqu or scan the Qr code

Since the fundamental responsibility of the DPO is to ensure 
that individual data being handled by the organization is well-
protected, the role will be all about information security and of 
course, ensuring compliance 
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Think Security

the customary approach to organizational security involves 
usage of a variety of processes and tools to carry out incident 
management, infrastructure network defense, and threat man-
agement. Threat intelligence makes it possible for enterprise to 
gain an advantage over the adversary.

Intelligence gathering is generation old but the same is not 
true for cyber threat intelligence which is relatively a new devel-
opment. The major Threat Intelligence types are:

 Signals intelligence (SIGINT)
 Open-source intelligence (OSINT)
 Geospatial intelligence (GEOINT
 Financial intelligence (FININT
 Tech intelligence (TECHINT)
 Market intelligence (MARKINT)
 Cyber intelligence (CYBINT)
 Human intelligence (HUMINT)

Author

ratan Jyoti
CISO, Ujjivan Small 
Finance Bank

To learn more about the types in detail, go to:   
http://owl.li/hEYu30njLNN or scan the Qr code

Are Humans 
Necessary To 
Cyber Threat 
Intelligence?
Threat intelligence makes it 
possible for enterprise to gain an 
advantage over the adversary 
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Do Indian 
Organizations 
Understand 
The Need For 
Technology 
Adoption 
To Contain 
Fraud?
Organizations will have to undertake 
comprehensive fraud risk assessments 
to identify specific fraud schemes  
and risks applicable due to adoption of 
new technologies

O

By Nikhil Bedi

COLUMN

 The author 
is Partner at 
Deloitte India

Over the last few years, organizations in India have adopted tech-
nology in most of their business activities, including their anti-
fraud efforts. Our previous fraud survey in 2016 identified artificial 
intelligence, machine learning, robotics and blockchain as technolo-
gies for the future, as opposed to that a quarter of the respondents 
to the current edition of the India Corporate Fraud Perception Survey 
2018 have indicated that they are already in the process of imple-
menting technologies. 

While adoption of these technologies can definitely bring benefits 
to the business, in recent times, a lot of new technology adoption 
has inadvertently facilitated fraud, because the internal fraud con-
trols framework possibly did not keep up with the change in busi-
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sure: The convergence of IoT devices, 
machine learning and innovative text 
mining methods has made it easy for 
fraudsters to identify areas of vulnera-
bility within organizations. Business-
es with internet facing, web-based, 
data driven models can be misused to 
manipulate information and mislead 
users. For example, multiple bots 
programmed to hedge a stock can pos-
sibly create influence in supply and 
demand, and therefore manipulate the 
pricing of a stock.

The organization’s adoption of 
nascent technology: Most organiza-
tions tend to adopt multiple technolo-
gies for different processes, with  
each such technology being in a dif-
ferent stage of maturity. Often when 
interconnected, the relative imma-
turity of one technology when pitted 
against the maturity of another can 
result in security gaps, exposing the 
organization to fraud. For instance, an 

image similarity algorithm deployed 
by an insurance company to detect 
pre-existing damage, can be fooled 
by adjusting the brightness of the 
picture, and can significantly alter the 
decision-making process.

An effective fraud risk manage-
ment function will have to take into 
consideration the above aspects and 
ensure that relevant changes are made 
in their own processes and internal 
controls. Organizations will have to 
undertake comprehensive fraud risk 
assessments to identify specific fraud 
schemes and risks applicable due to 
adoption of new technologies. Further, 
regular employee education and advi-
sory on new frauds is necessary to cre-
ate a climate of vigilance.

Lastly, while technology can offer 
great opportunity to limit frauds if 
rightfully adopted and implemented, 
it cannot prevent fraud by its mere 
existence 

ness process that came as a result of 
new technology adoption. Innovative 
fraudsters have been using techniques 
to analyse communication patterns 
from phishing attacks to facilitating 
data leak, IP theft and much beyond.

Future fraud will rely on a combina-
tion of devices and methods. To tackle 
future fraud, organizations need to 
understand that the probability of 
being defrauded will increasingly 
depend on the following aspects:

The organization’s extent of technol-
ogy adoption: Organizations with 
multiple processes that have been 
automated may be likely to have an 
increased risk of fraud depending on 
the area and context of automation 
undertaken. For example, the RPA 
process to check for customer emails 
and respond with an invoice copy can 
be misused to facilitate data leakage or 
IP theft.

The organization’s technology expo-

Future fraud will rely on a combination of 
devices and methods
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Digital 
Disruption - A 
Contemplation 
To Hybrid IT
The cascading of transformation is  
an intricate strategic switchover 
from the legacy systems to a cloud 
harnessed computing

We all understood now that ‘change 
is the only constant’. Digital Disrup-
tion (transformation) colloquially 
termed as ‘DX’ing is a new dimension 
to this change. ‘DX’ing is focussed to 
create an edge and a value addition 
to the bouquet of upcoming trends 
in business models and bridging the 
customers to etch out a business edge 
and gain DX competitiveness in the 
corporate realm. 

There has been a significant change 
in the middle tier of the businesses 
like entertainment, pharmaceuticals 
and service industries. The influx of 
‘DX’ing is relatively slower in making 
its inroad into core manufacturing 
companies, the change ripples are felt 
and the industry is aligning them-
selves in anticipation to this change. 
Government services like metrological 
department, agricultural research, 
railways are churning out petabytes 
of data have a tremendous potential 
to harness the strength of preferential 

W
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cloud architecture in a mixed mode – 
the hybrid cloud.

The show of Gen-X trend is to remain 
in tandem with real time data to make 
timely and prudent decisions. Smart 
cars, smart homes and every smart 
device require seamless uninterrupted 
data from multiple interfaces to meet 
the challenge of the day. This high 
band of data harness will augment 
prudence into decision making and 
appropriate delivery of service.

The cascading of transformation is 
an intricate strategic switchover from 
the legacy systems to a cloud har-
nessed computing, keeping the  
line functions seamlessly running 
without any interruption. At this stage 
of transformation calls in for close 
working with the line managers to 
make up the melt-and-mould of the 
‘DX’ing to shape up. In this transi-
tion the prima facie role of IT team is 
to keep the legacy systems intact and 
manage the change to avoid direct rev-

By PM Dutta
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team to adjust to the newly distrib-
uted development platform. There 
will be switching of API’s, Databases, 
establishing cross verification of data 
over multiple clouds which often lead 
to an intricate situation of managing 
the development and delivery of the 
service in schedule. This interfacing 
however can be reduced by custom-
ized one time coding and search for 
available codecs to minimize the time, 
effort and cost.

As we near to the close of ‘DX’ing 
technology, the security on cloud has 
always been a grey area of concern 
to the organizations exposing to vital 
business data over the hybrid IT 
architecture and a backward integra-
tion with on premise legacy data. This 
integration itself becomes an intricate 
challenge. Resolution of these chal-
lenges will take us towards the era of 
digital transformation. An era with 
new paradigm of advantages is matur-
ing with time 

enue loss due to any form of business 
continuity disruption.

The next point to focus upon is the 
policy of scalability and the extent of 
scalability to the cloud on successful 
porting of the legacy systems with cost 
optimization in pay-for-use and the 
agility to a geared up efficiency. Doubt-
ful reciprocation will have a regressive 
effect on the cost-benefit analysis in a 
typical scenario of invocating a hybrid 
multitier IT architecture. A major 
hurdle faced here is to synchronize the 
dual or multiple cloud landscape to a 
common production perspective. The 
deployment strategy should have to 
harness the change management skills 
of the steering committee and the 
development team integrating with 
the power users, delicate hand holding 
and purposeful user training and rig-
orous adherence to quality standards 
is the mantra of the success.

Next is the managing of cascading 
effect on the in-house developing 

Doubtful reciprocation will have a regressive 
effect on the cost-benefit analysis
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Data Lakes: 
Steering 
Through The 
Deluge Of Data
In order to succeed and maintain a 
competitive edge, organizations are 
using data – both historical and real-
time - for deep learning and analytics

Businesses across the world are col-
lecting massive amounts of data on 
a daily basis from different kinds of 
data sources, including telemetry and 
IoT devices, consumer and business 
data and even social media. As data 
becomes increasingly integrated into 
the way we run our lives and busi-
nesses, it is extremely critical how 
enterprises handle the rapid data 
growth and manage diverse data to 
extract maximum business value and 
to come up with solutions that have 
real-life implications. 

In order to succeed and maintain a 
competitive edge, organizations are 
using these data – both historical 
and real-time - for deep learning and 
analytics. The insights can be used for 
improving utilization of resources, 
cost optimization, one-to-one market-
ing, promotions and developing new 
product ideas.

B Data lakes: The 
most important 
data management 
infrastructures of 
tomorrow
A data lake is a repository of struc-
tured and unstructured data that 
enables one to derive insights for 
their business. One can experiment, 
explore, and iterate very quickly to 
build use cases and models on the data 
lake platform. Data lakes bring data 
from different data sources together 
under one umbrella, and since it 
stores both raw and processed data, it 
helps support various analytics and 
Machine Learning (ML) use cases.

Data lakes thus today have emerged 
as one of the most important data 
management infrastructures and 
are being adopted widely across the 
industry. The basic requirement for a 
data lake is to allow real-time inges-

By Deepak Visweswaraiah
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through the Application Program 
Interface (API).

Businesses often use such analysis 
for identifying trends and forecast-
ing and to enhance the efficiency of 
their infrastructure. It can also help 
in avoiding or navigating future prob-
lems by alerting businesses of similar 
issues from the past.

The introduction of the data lake 
platform has led to the democratiza-
tion of data through self-service ana-
lytics and has enabled users to explore 
data more freely.

Data from other curated data sourc-
es can be blended with newly explored 
data in the data lake for advanced ana-
lytics and visualizations. Data lakes 
have enabled agility for the delivery 
of innovative solutions at several 
enterprises such as our own. Users 
can quickly deliver solutions, get feed-
back, and iteratively refine the solu-
tion before production deployment.

Data lakes can provide invaluable 
insights through a variety and volume 
of data, including technologies, such 
as SPARK, SPARK ML Lib, R, Python, 
Scala and Akka to enable develop-
ment, deployment, and execution of 
ML algorithms.

They can contain valuable insights 
from customer environments, such 
as workloads, risk prediction and 
utilization. This data can be used for 
understanding customer consumption 
patterns and uptake of new features 
and technologies in the field. It can be 
further used for data driven product 
feature deprecation and bug impact 
assessments in field. These analytics 
also enable to identify the staff to be 
trained for new features and counter 
the everyday challenges in the field.

The cost of data lakes and 
subsequent ROI
With the volume of data growing day 
by day, the question of data lake sus-
tainability arises simultaneously. Data 
lake expansion comes at a huge cost; 
to keep even two years’ historical data, 
one would need a very big Hadoop 

tion and historical data storage. This 
allows the data to be accessible to data 
scientists through analytics and deep 
learning mechanisms. Data lakes 
also have to layout the real-time and 
historical data in the right data format 
so that it can be easily and quickly 
accessed by the user for analytics, 
aggregation and time-series queries.

For example, cloud-based services 
could provide predictive analytics and 
proactive support to optimize opera-
tions across the customer’s hybrid 
cloud. This is achieved by collecting 
billions of data points from the many 
telemetry services. These data points 
are stored in a huge data lake – wheth-
er they are on premises in a local data-
center or on the cloud. Deep learning 
algorithms are then executed on this 
data lake right in the cloud.

Deep learning framework
Data scientists and engineers analyze 
the data using the latest ML and AI 
techniques. This analysis offers the 
most robust, actionable intelligence, 
and data is presented in ways that 
enables businesses to make smart and 
fast decisions.

The platform provides a frame-
work where developers can build 
and test data science and ML algo-
rithms quickly in the data lake. To 
run the deep learning algorithms, a 
huge amount of computing power is 
required. Since on-demand compute 
can easily be bought in the cloud, the 
hybrid cloud deep learning algorithm 
can be executed in the cloud too. Once 
the algorithms are well tested, the data 
can be moved from or to the data lake 
to a cloud-based data storage solution.

This solution lets you use multiple 
industry-leading clouds (hyperscalers 
like Amazon, Azure and Google) and 
maintain complete control over your 
data on dedicated storage systems 
from such a data solution.

The hyperscaler clouds are used  
to deploy micro services that compute 
or act on the data and make results 
available to applications or users 

cluster. And businesses will not want 
to get rid of all the historical goldmine 
data which is allowing deep learning 
and data analytics that support their 
data economics vision.

There are, however, ways to cut 
some costs around data lake expan-
sion. Data lakes costs involve three 
major cost components: Storage cost, 
compute cost and license cost. It needs 
decoupling of the processing frame-
work from the data storage framework 
which can be achieved by moving 
to Spark on Shared Files Systems —
Spark as computing framework and 
Shared Files Systems for storage.

Cost optimization of data lake clus-
ter can be achieved by segregating it 
into data ingestion (ingestion cluster) 
which is compute-intensive and data 
consumption (analytics cluster) which 
is storage-intensive and on-demand 
compute-intensive.

Data ingestion cluster can be devel-
oped based on event-based architec-
ture using Spark, Kafka and Shared 
Files Systems without using Hadoop. 
Data analytics cluster needs to follow 
best practices for data organization. 
Parquet columnar storage can be used 
to reduce storage requirement, and it 
can also enable fast execution of ana-
lytics queries.

In fact, it is possible to reduce the 
number of Hadoop nodes of the inges-
tion cluster by around 60% by mov-
ing the ingestion pipeline from batch 
processing to event-based processing 
using various tools.

With data lakes, new business 
insights and data use cases which 
were previously considered unfea-
sible, are now achievable. Companies 
can now obtain a complete view of 
their customers, extend the life of  
their enterprise data warehouse, or 
achieve a new level of operational 
intelligence.  It not only helps compa-
nies to exploit the potential of differ-
ent data types but also makes legacy 
systems more efficient by offloading 
capacity to the newer, more flexible 
infrastructure 
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Top 50 CIO  
Movements In 2018
There was a lot of action in 2018 with many CIOs 
changing companies and industries. Here is a 
list of top 50 movements...
By CIO&Leader
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C
CIO stands for Career Is Over—that 
is how the old quip went. Once you 
become CIO of a fairly large organiza-
tion, you are stuck there for long. The 
joke was not entirely off-the-mark. 
Many Indian CIOs continued (not 
always ‘stuck’) for long in the same 
organization. The more adventurous of 
the lot changed jobs—but by and large 
stuck to same or allied industries. So, 
you had telecom CIOs or manufactur-
ing CIOs or pharma CIOs. That started 
changing in 2016 when a significant 
number of CIOs changed the job they 
held for more than five-six years, some-
times even longer. It accelerated in 2017.

In 2018, this trend—of CIOs chang-
ing their jobs in large numbers to join 
newer companies, newer industries—
got further diffused across Indian 
industry. A large number of CIOs 
changed their jobs in 2018.

A few retired too. Some such lumi-
naries who bid adieu to corporate CIO 
positions include K K Choudhary, an 
ex-defence personnel, who served as 
CIO and CISO at Lanco; Praksh Paran-
jpe of Idea Cellular; Pratap Gharge who 
retired as the Executive President & 
CIO of Bajaj Electricals after a long and 
illustrious innings at the company and 
Rupinder Goel of Tata Communication, 
another industry veteran.

We have drawn a list of top 50 CIO 
movements. These ‘movers’ are either 
joining a new company or taking a sig-
nificantly different and bigger respon-
sibility within the same company. Sim-
ple designation changes with marginal 
tweaks in job descriptions are not part 

of the list. Since the focus is on CIOs, 
the list is presented alphabetically on 
CIO names and not company names 
or according to date/month which 
looks pretty mechanical. However, you 
will find their new designation, new 
company, immediate past designation, 
immediate past company and month of 
change in most cases.

Top 50 Movements:
1. Ajay Vij took over as CIO Fortis 

Healthcare in October 2018. He was 
earlier handling Supply chain man-
agement in the same company.

2.  Amit Jaokar took over as Head of 
Technology at Motilal Oswal Finan-
cial Services in December. He was 
earlier CTO, Choice International.

3. Amitabh Mishra joined as President 
and Chief Technology Officer at 
Emcure Pharmaceuticals in July 
2018. He was earlier with Vedanta 
Resources Ltd in its Sterlite Copper 
Division as its Chief Digital Officer.

4. Anjani Kumar took over a regional 
role as he joined as CIO, AMI  
(Africa, Middle East and India) 
for Nissan Motor Corporation in 
August. He was Senior VP and 
Global Chief Digital Officer of Col-
labera before that.

5. Annapurna Viswanathan joined as 
Head of Digital at Hindustan Coca-
Cola Beverages in October. Immedi-
ately prior to this, she was IT Trans-
formation Leader at GE Digital.

6. Anupam Singh took over as Head 
IT Jakson Group in April. He was 
earlier with Ericsson.

7. Asfar Khan was appointed as Direc-
tor - Information Technology, South 
Asia of Kellogg Company in July. He 
served as CTO of Hindustan Coca-
Cola Beverages immediately prior 
to this assignment.

8. Ashish Bajaj joined as Chief Tech-
nology Officer at DSP Mutual Fund 
in June. He was CTO at InstaRem, a 
Singapore-headquartered fintech.

9. Ashwin Prajapati joined Symphony 
Ltd as Group CIO in January 2018.  
He was a delivery director with 
KPIT Cummins Infosystems. 

10. Bhavesh Lakhani joined SBI Mutu-
al Funds as Senior Vice President 
and Head IT in May.  He was the 
CTO of DSP BlackRock Mutual 
Fund before that.

11. Bhavin Purohit joined as the CTO 
of Tata Capital in June. He was CIO 
and Group IT Head of Welspun 
Group, immediately prior to that.

12. Biswabrata Chakravorty joined 
as the Chief Technology Officer of 
IndusInd Bank in February. He 
was earlier with Cigna TTK Health 
Insurance Company.

13. Chandresh Dedhia took over as 
Head of IT, Ascent Health & Well-
ness in January 2018 after a long 
seven-plus years term with Fer-
menta Biotech.

14. Chinmay Bhatia joined as Head IT 
at Reliance Nippon Life Insurance 
in November. Immediately prior to 
that, he was SVP and Head Busi-
ness Applications with Liberty 
General Insurance.

15. CR Srinivasan was appointed as the 
Chief Digital Officer by Tata Com-
munications in January 2018. He 
headed global cloud and security 
services business at the company. 
He would be responsible for tech-
nology, which was being handled 
by CIO Rupinder Goel, who retired.

16. Darshan Appayanna joined as  
Head Digital and Technology,  
Trent Hypermarket – Star Bazaar,  
a Tata & Tesco Enterprise in Octo-
ber. He was Chief Information 
& Knowledge Officer at Happest 
Minds prior to this.

17. Devendra Kumar Punia, an aca-
demician-turned-entrepreneuer-
turned-corporate honcho, took over 
as CIO of Paras healthcare in July. 
He was the partner in two startups 
ProjectforSchool and Wunderkind.

18. Ekhlaque Bari was appointed  
as the Executive Vice President  
and CTO of Fullerton India in Sep-
tember 2018. He was earlier with 
Max Life Insurance for more than 
four years, immediately prior to 
this assignment.
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19. Gautam Dutta joined as Chief 
Information & Technology Officer 
at Bajaj Allianz Life Insurance in 
November. He was VP, Technology 
with ICICI Lombard GIC. 

20. Gupta Boda Head joined as IT & 
Digital of Brigade Group in April. 
He was Chief Technology Advisor 
to National Bank for Agriculture 
and Rural Development (NABARD) 
before that. He also served as CISO 
of GMR Group for a long time.

21. Harvinder Singh Banga was 
appointed as Chief Technology 
Officer at Samvardhana Motherson 
Group in July. He was Head of Busi-
ness Application at GWC immedi-
ately prior to this appointment.

22. Madhavi Kanumoory took over  
as the CIO of Healthcare Global 
(HCG) in August. She was with  
GE Healthcare in various capacities 
for more than five years prior to  
this assignment.

23. Mani Mulki joined as the Chief 
Information Officer at Tata Capital 
in June. Prior to that, he was with 
IFFCO based at UAE. He has also 
worked with ICICI Bank.

24. Maninder Karthik took over as 
Group CIO, Bottling Investment 
Group, The Coca-Cola Company  
in September. She was in Whirlpool 
Corporation for close to 8 years,  
in various positions, including  
CIO – Asia.

25. Manoj Kumar joined as Head - IT at 
APL Apolo Group (Apollo Pipes) 
in June. He was earlier heading IT 
function at Jakson Group.

26. Meheriar Patel joined Jeena & Com-
pany as Group CIO in April. He was 
CIO of AGC Networks immediately 
prior to that. He has also served in 
Sun Pharma.

27. Mohit Mendiratta joined as CIO  
V2 Retail in March. He was earlier 
with Havells India as General Man-
ager - IT. 

28. Nilesh Mhatre joined Bank of 
America India as its CIO in Decem-
ber. He was earlier with HSBC as its 
regional CIO for India.

29. Niranjan Balivade joined as Group 
CIO Eduspark Group in February. 
He was earlier with CEAT.

30. Pavan Tsunduru took over as CIO 
Great Eastern Shipping in Decem-
ber. He was earlier with Adani 
Ports and SEZ.

31. Priyabrata Sarangi joined as  
CIO, Eastman Auto and Power 
(Automotive division) in March. 
Before that, he served as the CIO  
of Exide Industries.

32. Puneet Kaur Kohli joined as  
CTO and CIO Manappuram 
Finance in January 2018 after 
spending more than four years  
as CIO of Bajaj Capital.

33. Rajesh Panchal, after a close to two-
decade old stint at UPL, joined as 
CIO of Punjab Chemicals and Crop 
Protection in July.

34. Rajnish Sinha, who served as  
the Chief Digital Officer of Bajaj 
Electricals took over as the CIO 
of the company as well in August. 
This was following the retirement 
of Pratap Gharge.

35. Sandesh Govalkar joined as CIO 
and VP, ECL Finance in August. 
He was earlier Head of IT at Mirae 
Asset Capital Markets.

36. Sandip Kothari assumed the respon-
sibility of CIO at Wonderchef Home 
Appliances. He has worked mostly 
with consumer and retail brands 
like Baggit, Travel Food Services, 
The Bombay Store, etc.

37. Sanjay Karnatak joined as the Chief 
Technology & Digital Officer at Star 
Union Dai-ich Life Insurance com-
pany in September. He was earlier 
with Aditya Birla Health Insurance.

38. Sanjay Kotha joined Ahmedabad-
based conglomerate Adani Group 
as Joint President & Group CIO in 
January 2018. Immediately prior to 
that, he was serving as CIO & SVP 
at Hindustan Coca-Cola Beverages 
for close to five years.

39. Sanjay Verma joined as CIO of 
Somany Ceramics in November. 
He was earlier with JK Lakshmi 
Cements.

40. Sankarson Banerjee joined RBL 
Bank as the CIO in October. Before 
that, he was with National Stock 
Exchange as CTO – Projects.

41. Satya Saibaba Vakkalanka  
joined as Vice President IT and  
CIO at JMC Projects in October. He 
came from Turner Project Manage-
ment India/Turner International 
where he served as Director – IS & 
Head of IT.

42. Shantanu Chatterjee took over  
as the Global Head - Digital IT at 
UPL in April. He was with Verizon 
Wireless in the United States for a 
long time.

43. Shrinath Bolloju was appointed  
as Managing Director, Operations  
& Technology and Head,  
Technology, South A by Citi in 
November. He was earlier COO  
at RBL Bank.

44. Shuvankar Pramanick joined as the 
CIO of Sir Ganga Ram Hospital at 
New Delhi in January. He was ear-
lier Group CIO at Paras Healthcare.

45. Subir Mookherji took over as  
Group CIO and Digital Business 
Leader at Solar Industries India  
in August. He was Vice President 
(IT) and head of Group IT CoE at 
RPG Enterprise.

46. Sudip Banerjee joined as Group 
CTO at Reliance Capital in March 
2018. He moved from Reliance Gen-
eral Insurance where he had spent 
more than 10 years.

47. UC Singh joined as CIO, CEAT  
in March 2018. He left a more than 
seven-year stint with Greaves  
Cotton Ltd.

48. Veneeth Purushotaman joined as 
Group CIO at Aster DM Healthcare 
in September. He was CIO Fortis 
Healthcare before that.

49. Vipul Anand joined Hindware as 
SVP - IT in May. He had a more 
than four years-stint with Jindal 
Steel & Power before that.

50. Yoginder Grewal joined Hindustan 
Coca Cola Beverages as its CTO  
in July. He was with Sophie Paris  
in Indonesia 
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Top CISO 
Movements In India 
In 2018
Most of the movements are in financial services and 
insurance. Guess why...
By CIO&Leader
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l Like CIOs, quite a few Chief Information Secu-
rity Officers (CISOs) too moved to newer oppor-
tunities in 2018. If the list looks smaller, it is 
because the overall list is smaller—there are far 
lesser people with a CISO designation. You will 
notice that most of the movements have hap-
pened in Banking, Financial Services & Insur-
ance (BFSI) sector. What explains this? Ele-
mentary, my dear Watson. These are the only 
industries with full-fledged CISOs, because 
that is mandated by regulation. In addition to 
these, only IT/ITES, telecom and large groups 
have full-fledged CISOs.

Here is the list, presented alphabetically 
by CISO names with information on the new 
assignment, immediate past assignment and 
month of change:

ABHILASH BALAN took over as CISO at Bharti 
AXA General Insurance in December 2018. He 
was earlier with Kotak Mahindra Bank.
AKHIL VERMA took over as CISO of Airtel 
Payment Bank in November 2018. He was the 
Senior General Manager and CISO in Fincare 
Small Finance Bank before this.
AKHIL WADHAVKAR joined as CISO in Suryo-
day Small Finance Bank in May 2018. He was 
with BSE.
ANUPRITA DAGA has joined as President and 
Head of Information Security Group at Yes 
Bank in October. She was earlier CISO of Reli-
ance Capital for more than five years.
BHAVESH KUMAR PANDEY joined as  
CISO of Hero FinCorp in April. He was earlier 
with MedusInd.

DEEPAK MANDE joined as CISO of ICICI Lom-
bard in July. He came from ICICI Bank.
DILIP PANJWANI joined as CISO and IT Con-
troller at Larsen & Toubro Infotech in February. 
He was Director - Information Security at FIS 
before this assignment.
FAL GHANACHA joined as the CISO in Aegon 
Life Insurance in June. He was earlier with 
Reliance Nippon Life Asset Management.
HIREN PANDYA took over as CISO at Liberty 
General Insurance in August. He was with 
Reliance Industries before that.
KALPESH DOSHI joined as the CISO, India at 
FIS in August. He was CISO – APAC with Cap-
gemini immediately prior to this assignment.
MAYA R NAIR joined as CISO at Reliance Capi-
tal in October. She moved from Idea Cellular 
where she headed information security.
OSCAR PEREIRA took over as the CISO of 
Cigna TTK Health Insurance Company. He  
was earlier handling IT infrastructure in the 
same company.
PRASAD G joined as CISO of DHFL General 
Insurance in August. He served for more than 
seven years at HDFC ERGO General Insurance, 
including a one and half year stint as CISO.
SANTOSH GUPTA assumed the responsibil-
ity of CISO ar Future Generali India Insurance 
Company in September. He came from Ocwen 
Financial Corporation.
SATYANANDAN ATYAM joined took over as 
Chief Risk Officer at MAX BUPA Health Insur-
ance in August. He was earlier Head of Risk 
Management, Data Protection Officer and CISO 
at Bharti AXA General Insurance 

These are the only industries with full-
fledged CISOs, because that is mandated 
by regulation. In addition to these, only 
IT/ITES, telecom and large groups have 
full-fledged CISOs
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insight

two Cyber threats 
Among top global 
Risks For 2019
The World Economic Forum (WEF) Global Risk Report refers to 
Aadhaar breach, despite the Government’s denial earlier
By CIO&Leader

Two cyber security risks—data fraud/theft and 
cyberattacks—have been identified as the most 
likely risks for 2019 by the World Economic Forum 
(WEF), in its recently released annual Global Risk 
Report (GRR) for 2019. While extreme weather events, 
future of climate change mitigation and adaptation 
and natural disaster rank as the top three most likely 

global risks for 2019, data fraud/theft and cyberat-
tacks follow at 4th and 5th most likely global risks for 
this year.

Both these risks figured among top five most likely 
global risks in 2018 too. WEF classifies the risks into 
five categories—Economic, Environmental, Geopo-
litical, Societal and Technological. It is significant 

t
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that the five most likely risks are either 
environmental or technological.

The WEF GRR is based on its Global 
Risk Perception Survey (GRPS).

The WEF Global Risk Report also 
ranks the risks in terms of impact. 
While none of the technological 
risks feature among the top five most 
impactful risks for 2019, two such risks 
feature among the top 10. Cyberattacks 
is the seventh most impactful risk, 
while critical information infrastruc-
ture breakdown features as the eighth 
most impactful risk. The risks that fea-
ture among the most impactful risks 
include weapons of mass destruction, 
extreme weather events, future of cli-
mate change mitigation & adaptation, 
natural disasters, water crises and bio-
diversity loss and ecosystem collapse 
feature as the most impactful risks.

Four technological risks have been 
identified by the GRR as top global 
risks. Apart from data theft/fraud, 
cyberattacks, and breakdown of 
critical information infrastructure, 
adverse consequences of technological 
advances too figure as one of the top 
global risks, albeit towards the bottom 
of table. Data fraud/theft also figures 
somewhat lower in the list of risks 
when it comes to impact, even though 
it features as one of the fourth most 
likely global risks.

Breakdown of critical information 
infrastructure featured as one of the 
top five most impactful risks in 2014 
but since then, no other technological 
risks have featured in the list of top five 
most impactful risks.

Dissecting technological 
risks
According to the GRR 2019, a large 
majority of respondents expected 
increased risks in 2019 of cyber-
attacks leading to theft of money and 
data (82%) and disruption of opera-
tions (80%).

Around two-thirds of respondents 
expect the risks associated with fake 
news and identity theft to increase  
in 2019, while three-fifths said the 

same about loss of privacy to compa-
nies and governments.

“Cyber vulnerabilities can come 
from unexpected directions, as shown 
in 2018 by the Meltdown and Spectre 
threats, which involved weaknesses in 
computer hardware rather than soft-
ware. They potentially affected every 
Intel processor produced in the last 10 
years,” said the report.

“Last year also saw continuing evi-
dence that cyberattacks pose risks to 
critical infrastructure. In July the US 
government stated that hackers had 
gained access to the control rooms of 
US utility companies. The potential 
vulnerability of critical technologi-
cal infrastructure has increasingly 
become a national security concern,”  
it added.

The report said the second most 
frequently cited risk interconnection 
in this year’s GRPS was the pairing of 
cyberattacks with critical information 
infrastructure breakdown.

“Machine learning or artificial intel-
ligence (AI) is becoming more sophis-
ticated and prevalent, with growing 
potential to amplify existing risks or 
create new ones, particularly as the 
Internet of Things connects billions of 
devices,” it notes quoting research by 
IBM and others published earlier.

Among the most widespread and dis-
ruptive impacts of AI in recent years 
has been its role in the rise of “media 
echo chambers and fake news”, a risk 
that 69% of GRPS respondents expect 
to increase in 2019, the report said. 
Researchers last year studied the tra-
jectories of 126,000 tweets and found 
that those containing fake news consis-
tently outperformed those containing 
true information, on average reaching 

1,500 people six times more quickly. 
One possible reason cited by research-
ers is that fake news tends to evoke 
potent emotions: “Fake tweets tended 
to elicit words associated with surprise 
and disgust, while accurate tweets 
summoned words associated with sad-
ness and trust.” The interplay between 
emotions and technology is likely to 
become an ever more disruptive force, 
the report notes.

Aadhaar breach
Interestingly, the GRR unequivocally 
refers to the Aadhaar data breach, 
reported widely last year but later 
denied by the government.

“Malicious cyberattacks and lax 
cybersecurity protocols again led to 
massive breaches of personal informa-
tion in 2018. The largest was in India, 
where the government ID database, 
Aadhaar, reportedly suffered multiple 
breaches that potentially compromised 
the records of all 1.1 billion registered 
citizens,” the report says.  

“It was reported in January that 
criminals were selling access to the 
database at a rate of INR 500 for 10 
minutes, while in March a leak at a 
state-owned utility company allowed 
anyone to download names and ID 
numbers,” it says quoting BBC and 
ZDnet reports.

In October last year, after a similar 
report by security vendor Gemalto’s 
popular Breach Level Index, the  
Government got into a denial mode 
and the vendor had to retract its claim 
and apologize.  

It remains to be seen how the  
Indian Government reacts to the obser-
vation made by the World Economic 
Forum’s report 

While none of the technological risks 
feature among the top five most 
impactful risks for 2019, two such 
risks feature among the top 10
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What Connectedness 
Will Do to Drive 
Consumption
Why tech leaders need to take cognizance of WEF-Bain report 
on the future of consumption in India
By Shyamanuja Das

t The World Economic Forum (WEF) and Bain & Co 
have just released a report on future of consumption 
in India, which delves deep into how consumers and 
consumption will shape up in emerging markets 
globally by 2030. The trends in India are especially 
important for the global community as the Indian 
economy is not only the world’s fastest growing econ-

omy at present but also the largest young economy. 
China, the other growth driver of the world economy 
at present, for example, is an aging economy.

Indians are going through a fundamental change 
in attitude, as those born after 1980s now grow to 
become top consumers. This generation has never 
experienced the constraints in options and choices as 
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consumers. That will fundament- 
ally change consumption patterns  
and decision-making, according to  
the report.

“This is a generation (those born after 
1980s) on the move that aspires to a 
materially better life, backed by the 
ability to spend and make it a reality,” 
the report notes.

“One of the most challenging and 
exciting implications for companies 
in India is the opportunity to shape 
consumption patterns – in terms of cat-
egories consumed, brands purchased 
or ways of accessing products and 
information. Companies will need to 
look beyond Western assumptions and 
rules of doing business. India’s unique 
combination of preferences, aspira-
tions and prudence will require inno-
vation specifically for this market,” 
says the report.

The report says that India will move 
to a middle-class economy by 2030 as 
many in the poor category will move 
to middle class. By 2030, about 80% 
of Indian households will be middle 
class—up from 50% today and they 
will drive 75% of consumption. These 
new middle class and upper middle 
class will spend 2-2.5 times more in 
essential goods and 3-4 times in ser-
vices compared to what they spend 
today. Buying more, buying better and 
replacement buying will all drive the 
growth in consumption, even as con-
sumption spreads to rural areas and 
small towns. 

But what businesses that want to 
compete by leveraging technology 
should take note of is the bold predic-
tion by the research—income matters 
but connectedness matters as much.

“By 2030, more than 40% of all 
purchases will be highly digitally 
influenced, up from 20-22% today,” the 
report forecasts. “Income and age may 
have been the traditional drivers of 
preferences, but in the future, prefer-
ences will be significantly driven by a 
consumer’s degree of connectedness 
to digital media and online platforms. 
At the same income level, the more 

“connected” consumer (by internet 
and smartphone) will spend well, own 
durables, premiumize to better prod-
ucts (according to her income) and 
be very aware of the brands that best 
serve her needs. Her less connected 
counterpart is likely to spend frugally, 
own few durables and continue buying 
more of the same,” it further says.

At a broad market level, this will be 
driven by the fact that India will have 
so many young people—both millenni-
als and Gen Z (those born after 2005, 
who would cross 20 in this period).

For tech leaders, the message is clear. 
They cannot wait for building digital 
capability on demand. Rather, they 
need to proactively digitalize every 
process in the value chain so that the 
final digital touch point with the cus-
tomer enables a seamless experience. It 
has another significant undertone. The 
digital experience of the customer will 
not just influence long-term influenc-
ing but will drive sales directly.

Is the current approach to digital 
platforms enough to be on top in this 
new regime? The CIOs and Heads of 
Marketing should work out the jour-
ney to the new era.

Not just experience
The report goes beyond the ‘digital’ 
experience of the consumer in choos-
ing one product over other and pre-
dicts that it will impact consumption 
pattern too. For example, app-based 
food deliveries are changing eating 
habits and shifting food spend from 
groceries to restaurants. Low cost of 

data has already made people shift to 
streaming from buying physical media 
based music or even downloading.

Some of the discreet buying—espe-
cially of essential things like grocery, 
milk, shaving products—have already 
shifted to a subscription model, with 
each leveraging apps, digital payment 
and smart delivery, also made efficient 
by technology. So, why do these trends 
matter for the tech leaders?

First, as digitalization gets intrinsi-
cally woven into businesses, there will 
be a shift to platforms, rather than 
a mesh of point solutions. This will 
make the traditional RoI model of tech 
investment inadequate to serve the 
business needs.

Two, large organizations will see 
disruptive innovations from startups. 
Traditional channels are costlier, take 
time to build, and require different 
skills to manage than these startups 
are comfortable with. This has acted as 
an entry barrier for the new challeng-
ers. As decision-making and transition 
shift to digital, it will be a more level 
playing field. Large companies have to 
be much more agile.

Three, as more and more customers 
move to digital channels, the messag-
ing and experience has to be suitably 
adjusted. Today, a certain type of con-
sumers use these media. It will be far 
more heterogeneous in future.

The biggest change for tech would be 
that they need to think and build plug 
and play platforms for business users 
rather than creating solutions based on 
defined business problems. This is in 
sync with the changing trend in tech-
nology adoption too. CIOs are expected 
to proactively look out for new tech 
and find use cases for their businesses 
to create value. We have often called 
it an outside-in approach. These con-
sumption forecasts will accelerate the 
change to such a regime.

But the immediate challenge for pro-
active tech leaders is to sell the concept 
of proactive tech to top leadership. This 
report, by WEF and Bain, will be really 
handy to convince them 

By 2030, more 
than 40% of 
all purchases 
will be highly 
digitally 
influenced, up 
from 20-22%
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Key tech trends 
that Will Dominate 
the Retail sector  
in 2019
Quantum computing is one of the key tech trends
By CIO&Leader

i In today’s modern retail environment, information is 
available everywhere. Consumers are well informed 
and expect personalized experiences when they shop. 
This means that the table stakes have changed – retail-
ers now need an IT strategy that expands well beyond 

a web presence into all areas of their business. Fortu-
nately for retailers, technological innovations across 
cloud computing, data analytics and AI are enabling 
a new era, where it’s possible to gain ten times the 
insights in one-tenth the time. Retailers that embrace 
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stand a good chance of being recom-
mended to the customer.

3. Internet of Things: The internet of 
things has already gained momen-
tum in the year 2018, however in 
2019 the technology will move 
beyond the hype cycle-enabling 
retailers to turn possibility into 
reality. Many retailers have already 
launched pilots for their stores as 
they view IoT as a backbone of data-
driven economy. The data collected 
through various IoT devices can be 
used to study the consumer behavior 
and preferences. The technology has 
the potential of taking personaliza-
tion in retail to a whole new level. IoT 
along with machine learning models 
and data visualization can create dif-
ferentiated and highly personable 
experiences and products.  For exam-
ple, Nordstrom Rack is using in-store 
beacon technology from Footmarks, 
built on the Microsoft Cloud, to bet-
ter engage and personalize shoppers’ 
experiences and ultimately increase 
speed and convenience.

4. Virtual Reality & Augmented 
Reality: The adoption of Virtual 
Reality and Augmented Reality in 
retail is reshaping buyer behavior 
and the shopping journey. The tech-
nology promises an enhanced shop-
ping experience. In 2018, VR & AR 
was focused on in-store experience, 
however in 2019 the application of 
the technology will also focus on 
e-commerce. The technology is not 
just limited to the ability to put buy-
ers in the virtual world and try out 

Fortunately 
for retailers, 
technological 
innovations across 
cloud computing, data 
analytics and AI are 
enabling a new era

products via VR and AR powered 
devices, but it can also help the retail-
ers come up with innovative prod-
ucts and retail spaces. The future of 
AR and VR in the retail sector will 
have two major use cases:

 With the use of AR and VR powered 
devices, a customer can see how the 
product will look in his house. For 
example, a customer can see how a 
piece of art or furniture will look in 
his house – hence, providing a better 
shopping experience.

 On the other hand, the technology 
can be very helpful in store designs 
and shelf layout. A VR-generated 
store will let the shoppers browse the 
virtual space from anywhere.

5. Quantum Computing: In the future, 
Quantum computing will remould 
our economic, industrial, academic, 
and societal landscape. A quantum 
computer can cater to complex prob-
lems that today’s computer will take 
millions of years to solve, in just 
hours or days. Most likely quantum 
computing will augment subroutines 
of classical algorithms which can be 
processed on quantum computers 
to tackle specific challenges faced 
by the retail sector. Also, retail sec-
tor generates huge amount of data 
which is analyzed to study shoppers’ 
demographics & preferences and 
manage the supply chains efficiently. 
With the introduction of quantum 
computers, the process of analyzing 
the data will become much faster and 
easier- hence making it easy to deliv-
er highly personalized experience to 
the customers. Microsoft envisions 
a future where quantum comput-
ing is available to a broad audience, 
scaling as needed to solve some of 
the world’s toughest challenges. The 
quantum approach begins within 
familiar tools we know and use such 
as Visual Studio. It provides develop-
ment resources to build and simulate 
quantum solutions, and it continues 
with deployment through Azure for 
a streamlined combination of both 
quantum and classical processing 

these technologies are well positioned 
to not only lead their industries, but 
also take share from the laggards.

In the backdrop of this, as per Micro-
soft, there are 5 technology trends that 
will dominate the retail sector in 2019:
1. More AI-powered retail applica-

tions will gain adoption as the 
technology matures: Retailers 
are already utilizing AI to deliver a 
highly personalized experience. High-
end retailers are using AI powered 
devices to increase their knowledge of 
customers to deliver better products 
and services. By employing types of 
AI like machine learning, companies 
can begin to anticipate customers’ 
requests and desires, positioning 
themselves to build a stronger rela-
tionship by tailoring offers and inter-
actions to each specific customer. AI 
and machine learning can also play 
a significant role in helping retail-
ers optimize their supply chain. The 
retailers are also using Artificial 
Intelligence to leverage the benefits of 
voice assistants like Cortona, Alexa, 
Facebook Messenger, etc. By 2019, 
about 40% of retailers will develop 
a customer experience architecture 
supported by AI, boosting conver-
sions up to 30% and revenue by 25% 
through hyper-micro personalization.

2. Voice Technology: Voice assistants 
can prove to be a game changer in 
the retail industry in the year 2019. 
Voice technology integrated with AI 
helps consumers discover products 
faster, hence changing our shop-
ping behavior. With the push for 5G 
connectivity, number of connected 
devices and connected people will 
rapidly grow which in turn will sup-
port the growth of voice commerce. 
Voice commerce will help customers 
in browsing and choosing products 
with the help of voice assistants pres-
ent in the market today. Merchants 
will have the opportunity to put 
themselves on the radars of target 
customers. The retailers who have 
set up a proper online listing and 
optimized their site local search will 
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Cryptominers 
Led Cyberattacks 
in 2018
This is followed by mobile malware, botnet malware, 
banking malware and ransomware

By CIO&Leader

3
37% organizations have been affected by cryptomin-
ers globally, followed by mobile malware (33%), 
botnet malware (18%), banking malware (13%) and 
ransomware (4%), according to Checkpoint’s Cyber 
Attack Trends Analysis Security Report 2019. 

The report indicates although there is rise in cryp-
tomining attacks, there is a sharp decline in the ran-

somware attacks. (See Figure 1)
Checkpoint outlines key cyber threats which affect-

ed organizations globally in 2018:

Crytominers dominated in 2018
Cryptomining attacks soared in 2018, affecting over 
40% of organizations worldwide at its peak, com-
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pared to 20.5% at the end of 2017, and 
dominated the top cyberattacks and 
malware families. In January 2018, 
total cryptocurrency values dropped 
rapidly, shrinking by about 86% from 
their peak. Despite this, cryptominers 
detached themselves from cryptocur-
rencies’ market cap and kept their place 
as the most prominent malware infec-
tion used by threat actors in 2018.  

Mobiles, a moving target
33% of organizations worldwide were 
hit by mobile malware, with the lead-
ing three malware types targeting 
the Android OS. 2018 saw several 
cases where mobile malware was pre-
installed on devices, and apps available 
from app stores that were actually 
malware in disguise. Hiddad, an ad-dis-
tributing malware for Android that can 
bypass the Google Play Protect verifica-
tion system, is back in the top ranks as 
the top mobile malware globally, as well 
as in the APAC and EMEA. Guerilla is 
a new mobile malware family embed-
ded in multiple legitimate apps and can 
download additional malicious pay-
loads to generate fraudulent ad revenue. 

Multi-purpose botnets 
Bots were the third most common mal-
ware type, with 18% of organizations hit 

paign was shut down, a new Ramnit 
campaign emerged, distributing the 
AZORult info-stealer and downloader, 
via the RIG and GrandSoft Exploit Kits. 
Trickbot is another dominant banking 
Trojan widely observed in 2018 that 
reached the top of the global, Americas 
and EMEA rankings.

Ransomware in decline
2018 saw ransomware usage fall sharp-
ly, impacting just 4% of organizations 
globally. This is down from 30% in 2017. 
This shift may be the result of the move 
to cryptomining as a more efficient and 
profitable alternative. It can also be 
related to the adoption of the ‘boutique’ 
ransomware attacks that only target 
specific organizations instead of wide 
global campaigns. “From the meteoric 
rise in cryptomining to massive data 
breaches and DDoS attacks, there was 
no shortage of cyber-disruption caused 
to global organizations over the past 
year. Threat actors have a wide range of 
options available to target and extract 
revenues from organizations in any sec-
tor, and the first instalment of the 2019 
Security Report highlights the increas-
ingly stealthy approaches they are 
currently using,” says Peter Alexander, 
Chief Marketing Officer of Check Point 
Software Technologies 

by bots which are used to launch DDoS 
attacks and spread other malware.  Bot 
infections were instrumental in nearly 
half (49%) of organizations experienc-
ing a DDoS attack in 2018.  The notori-
ous Necurs, which first emerged in 
2012, is at the head of the top global, 
Americas and EMEA ranks, and is one 
of the most prevalent botnets of 2018. 
This year, the giant spam botnet adopt-
ed new techniques to avoid detection, 
targeted banks, was behind a variety 
of email scams, and pushed various 
payloads including cryptominers, ran-
somware, banking Trojans, and RATs. 
Dorkbot is another prominent botnet 
which dominated the charts. It reached 
the top of APAC ranks, and also ranked 
second in the EMEA and globally. 

Banks still not spared
13% organizations have been affected 
by banking malware in 2018. Ramnit is 
the most prominent banking Trojan of 
the past year. It first appeared in 2010 
and has remained active ever since. 
Ramnit’s popularity is in line with the 
exposure by Check Point researchers of 
a massive new ‘Black’ campaign based 
on the banker. The campaign turned the 
victim machines into malicious proxy 
servers and resulted in over 100,000 
infections. Shortly after the ‘Black’ cam-

Figure 1: Top cyber attack categories globally and by region

Source: Checkpoint’s Cyber Attack Trends Analysis Security Report 2019
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Data storage 
Remains A Major 
issue For APAC 
Organizations: iDC
41% of surveyed organizations are not aware of object storage
By CIO&Leader
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The majority of data will be 
unstructured from sources that 
include social interactions, 
emails, transactions, music, 
videos, photos, IoT, augmented 
and virtual reality

There is low awareness of object storage 
among enterprises in the APAC region, with 
41% of surveyed enterprises not aware of the 
technology, according to a latest IDC survey.

Digital transformation is a focus for enter-
prises across the region, and an integral part 
of this is the emphasis on data – making it the 
key to thriving against fierce competition in 
the digital era. According to the IDC survey, 
global data will grow to 163 zettabytes by 2025. 

The majority of this data will be unstruc-
tured from sources that include social inter-
actions, emails, transactions, music, videos, 
photos, IoT, augmented and virtual reality.

Data storage a key issue for 
APAC business 
When asked about the top priorities for data 
storage, respondents across the region indi-
cated the following capabilities as the most 
important for their organizations to support: 
1. Information security (25%) 
2. Analytics of unstructured data (11%) 
3. Multicloud platform adaptability (9%)

In addition to this, 60% of enterprises are 
storing data with the hope that in the next two 
years they will be able to use analytics to gain 
business insights from this data.

On average, enterprises in APAC store their 
data for five to seven years, with one-fifth 
choosing to store it for over 15 years. 

In Singapore, 40% of businesses plan to 
store their data for 5-7 years, while 15% of 
businesses plan to store their data forever, 
suggesting further pressure to manage and 

govern tremendous amounts of data created 
and accumulated over time. 

 It is evident that enterprises in the region 
are facing huge issues concerning data storage 
costs and functionality. 

Data storage solutions are expected to store 
and manage large amounts of data for longer 
periods of time. 

Moreover, enterprises expect these solutions 
to offer integrated intelligence and analytics 
features to help them realize the potential 
value of their data through manipulation, 
aggregation and visualization. 

Historically, object storage has been used as 
a data archive tier due to its scale and compli-
ance features. 

The survey revealed that 67% and 64% of 
respondents indicated that they are using 
object storage to aggregate and store big data 
repositories, and to optimise their backup and 
recovery capabilities respectively.

Treating an object storage solution as a big 
data reservoir or scalable and centralized data 
hub enables analytics-based applications 
to blend structured and unstructured data 
together for business intelligence and visual-
ization workloads. 

The custom metadata that object storage 
solutions attach to files as a form of detailed 
enrichment gives unstructured data more con-
text and makes it easier to search. 

Aggregating unstructured and structured 
data together improve the enterprise’s ability 
to gain more relevant insights from a more 
complete set of data 
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More And More 
Digital Workers Will 
Use Virtual Employee 
Assistants Daily By 
2021: gartner
This will be 25%, up from less than 2% in 2019

By CIO&Leader
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The use of virtual assistants (VAs) in the workplace 
is growing. By 2021, according to Gartner, 25% of 
digital workers will use a virtual employee assistant 
(VEA) on a daily basis. This will be up from less than 
2% in 2019.

The contact center was the pilot and testing ground 
for many adopters of VAs, but with the democratiza-
tion of artificial intelligence (AI) and the development 
of accurate and clever conversational UIs, different 
types of VA have arisen: virtual personal assistants 
(VPAs), virtual customer assistants (VCAs) and VEAs.

“We expect VEAs to be used by an increasing num-
ber of organizations over the next three years,” said 
Annette Jump, senior director at Gartner. “Industries, 
such as insurance and financial services are showing 
strong interest in piloting VEAs internally. We’ve 
also witnessed VAs being used in IT, customer ser-
vice and information queries.”

Examples include Amazon’s Alexa for Business 
helping employees delegate tasks such as scheduling 
meetings and logistics operations, and Nokia’s MIKA 
helping engineers find answers as they perform 
complex tasks or diagnose problems. “Ultimately, 
VAs used in the workplace and VEAs will increase 
employee productivity and foster constructive 
engagement,” added Jump.

The market for conversational platforms — VAs 
and chatbots — includes more than 1,000 vendors 
worldwide. However, over the next couple of years, 
a race to provide new capabilities will result in the 
vendor landscape changing drastically. “IT leaders 
looking to implement a conversation platform should 
determine the capabilities they need from such a 
platform in the short-term, and select a vendor on 
that basis,” said Jump.

Voice Interfaces Built for Business 
Will Multiply
Gartner predicts that, by 2023, 25% of employee 
interactions with applications will be via voice, up 

from under 3% in 2019. Although most chatbots and 
VAs are still text-based, AI-enabled speech-to-text 
and text-to-speech hosted services are improving 
rapidly. As a result, deployment of voice-based solu-
tions will grow.

“We believe that the popularity of connected speak-
ers in the home, such as the Amazon Echo, Apple 
HomePod and Google Home, will increase pressure 
on businesses to enable similar devices in the work-
place,” said Van Baker, vice president at Gartner. 
“While there are limitations on the actions that VPAs 
can perform, employees will readily expand the 
actions allowed as capabilities improve.”

Gartner predicts that consumer and business 
spending on VPA speakers will top USD 3.5 billion  
in 2021.

A recent example of the integration of VPA speak-
ers in the enterprise is the partnership of Amazon 
with Marriott. The hotel operator uses Alexa-pow-
ered Echo VAs to assist with checkout procedures 
and management of rooms’ amenities.

In the healthcare sector, remote diagnostics  
and elder-care applications will be enabled by  
VPA speakers. Some are already being piloted.  
“Voice technology is also already being used by phy-
sicians to document patient data within electronic 
health records,” added Baker. “Voice recognition 
technology can also be used to place orders for tests 
and medications, which will save time. Undoubtedly, 
other companies will bring voice interactions with 
applications into the clinical setting, so that speech 
capabilities will rapidly become standard within 
most healthcare applications.”

Voice interfaces free digital workers from having  
to use a mouse and keyboard when interacting  
with business applications. This freedom can benefit 
frontline workers greatly. “Enabling voice interaction 
with applications will ultimately enhance the digital 
dexterity of workers who have access to them,”  
said Baker 
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