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Anything that can go wrong will go wrong.
The cover story this time is about the some-

what misplaced belief that the IT infrastructure 
is somewhat mature and hence infallible and 
how we are seeing evidence to the contrary. It is 
a gentle sensitization for the enterprise IT frater-
nity that nothing—much less the reliability of IT 
infrastructure—is a given.  

The idea, hence, is not to worry only about 
how to make the technology work all the time 
without failure—that is not a bad goal, though—
but to also be prepared for those rare situations 
when it does not. 

As we know, people, process, and technology 
are three pillars to make a system work. Too 
much reliance on one pillar with not enough 
attention to the other two, will make it unstable. 

The relative comfort level around 
basic technology infrastructure 
comes from a very common human 
tendency to attach priority to the 
something urgent than something 
important. 

Let’s take the reference of the 
World Economic Forum’s Global 
Risk Report (GRR) itself, which 
is the frame on which the story is 
based. It does say that risks like 
cyberattacks and data theft are most 
likely global risks. And no one can 
say technology managers are tak-
ing these risks lightly. But that is 
exactly my point; as likely risks, 
they are perceived as it-can-happen-
anytime kind of propositions. Hence 

Anything 
that can go 
wrong…...

A

EDITORIAL

the preparedness. On the other hand, ‘breakdown 
of critical information infrastructure’ is not seen 
as a very likely but one of the most impactful risks. 
In other words, the probability of this happening 
is comparatively less but when it does happen, the 
impact to business is far more. I do not think anyone 
would argue with that statement. There are enough 
evidences to show that. 

But the very fact that it features in the list of top 
global risks means there is a critical threshold that it 
has crossed, in terms of even likelihood. So, it cannot 
be ignored.

I will like to add one more thing here, though 
that may be politically incorrect at this juncture. 
Indians—the impending privacy law notwithstand-
ing—still do not care about privacy much. But they 
do complain when things do not work. To appreci-
ate what I am saying, just think about if three-four 
Indian airlines’ systems do not work for 8-10 hours. 
Such scenario has happened in the US and you 
know about the plight of the passengers and their 
reactions. Now, imagine that situation with Indian 
passengers at Indian airports! 

I don’t think I need to say more. 
Please read the story and tell me if you disagree. It 

will also be nice to listen from you if you agree 

Breakdown 
of critical 

information 
infrastructure 

may not be 
as likely as 

cyberattacks and 
data theft but if 
it happens, the 

impact could be 
devastating 
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the cost of staggering amounts of 
computing power—and electricity—
to devise and train algorithms. 

The huge damages being caused 
to environment by climate change is 
becoming more and more apparent 
and no AI experts are evaluating 
these energy demands of high 
powered technologies. Experts are 
concerned that machine-learning 
algorithms are demanding more and 
more energy, using more data, and 
training for longer. 

Academics and companies across 
industries are adopting AI and 
fears are being expressed that the 
technology will only deepen the 
climate crisis. 

Thankfully, some AI 
researchers are thinking about 
this cost and using tools to track 
the energy demands of their 
algorithms. They are also 
taking steps to offset their 
emissions. 

As the costs of AI rise, AI 
researchers are learning 
to calculate the 

Sure, AI Can Do Great 
Things; But Do We Want to 
Burn the Planet?
Research suggests that the carbon 
footprint of Artificial Intelligence 
algorithms is growing alarmingly. 

Recently, researchers in San 
Francisco revealed an algorithm that 
is capable of learning, albeit through 
trial and error, how to manipulate 
the pieces of a Rubik's Cube using a 
robotic hand. Remarkable research 
feat you may say. However, the 
cost of this accomplishment was 
2.8 gigawatt-hours of electricity! 
The feat required 1,000 desktop 
computers plus a dozen machines 
running specialized graphics chips 
crunching intensive calculations for 
several months.

That electricity consumed is 
roughly same to the output of three 
nuclear power plants for an hour. 
While we revel in each new and 
startling achievement of artificial 
intelligence – computers that can 
recognize images, talk like humans, 
beat them at highly sophisticated 
games and drive cars and drones – 
we fail to realize that all these strides 
we are making in AI arena are at 

Cloud – “It does 
some great stuff 

by magic”

What 
CIOs are 
tIred Of 

hearIng... 

around
thetech
Technology

carbon footprint of their algorithms 
and the industry is working hard to 
develop algorithms that burn fewer 
kilowatts.
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makingheadlines 

gender 
bender 

By The Book 

Kevin J. Anderson, the No.1 inter-
national bestselling author of over 
130 books and Doug Beason, a Neb-
ula Award finalist whose fiction has 
appeared in numerous magazines and 
anthologies team up to write this at the 
edge of your seat thriller. 

A modern age gripping tale that 
many Ludlum fans would like, ‘Kill 
Zone’ unfolds deep within a mountain 
in Albuquerque, New Mexico, where a 
Cold War-era nuclear weapons storage 
facility is being used to covertly receive 
more than 100,000 tons of nuclear 
waste stored across the US. The catch: 
Hydra Mountain by no means is meant 
to hold this much hazardous waste and 
there is real danger, present and clear, 
of the explosives exploding. It would 
mean the entire Albuquerque would 
be wiped out and the radioactivity 
would spread across the nation.

All these fears prove all too possible 
when a small plane crashes at a nearby 
military base. This sets off Hydra’s 
lockdown with a high-level security 
review team trapped in the centre. 
There is no other route but to venture 
deeper into the mountain, where hides  
a secret. What is that secret and what 
happens next? You will need to read 
the book to find out the end of this 
race to escape from imminent disaster. 
Unputdownable page turner!

If reports are to be believed the European Commission may just ban facial rec-
ognition in public places for up to five years. The only exceptions would be for 
research and security projects. Throughout this past year facial recognition 
has received bouquets and brickbats in equal measure. Those concerned about 
its potential for misuse fear that the technology does not give an accurate 
account of women and people of color. Also, facial recognition can be used to 
spy on people. According to the European data protection supervisor, the tech-
nology can turn human face into an object for powerful companies and gov-
ernments to measure and this may infringe on human dignity. As per a survey 
in UK, 46% of the public would want to opt out of facial recognition. In the US, 
government use of facial recognition is already banned in San Francisco and 
Somerville, Massachusetts. Efforts are on to ban the technology in private use 
also. The temporary ban seems a good idea. A time to pause and think.

The theme of Oxfam International’s annual report on 
income equality this year is women. none of us would 
find it surprising that most global wealth disparities 
are related to gender inequities. however, it is shock-
ing that women own just half the wealth of men. the 
reason: unpaid care work. Women are the hidden engine 
that keep the wheels of our economies, businesses, 
and societies moving. Women do over three-quarters 
of all unpaid care work, logging 12.5 billion hours per 
day, contributing USD 10.8 trillion to the economy each 
year—or three times the world’s tech industry. Globally, 
42% of women are outside the paid labor force because 
of unpaid care responsibilities, compared with 6% of 
men. If this was not bad enough, here is the worse. This 
decade will give rise to another 200 million more children 
and older people who will need care, meaning a caregiv-
ing spike. governments must invest in national care sys-
tems to alleviate the unpaid workloads of women and 
girls, urges the report.



Around The Tech

6 CIO&LEADER | January 2020

AuTonomous

A much-needed invention in this age of degeneracy is this auto-
mated system to detect sexual predators trying to groom children 
online. The tool, code-named Project Artemis, has been created by 
Microsoft and is designed to decipher patterns of communication 
in conversations. Using the words and patterns of speech to detect, 
the system assigns a rating for the likelihood that one of the partici-
pants is trying to groom the other. A company implementing the 
technique can assign a score and basis that can send up flagged con-
versations to a human moderator for review. The moderators can 
then identify imminent threats and report it to law and enforcement 
authorities. The technology will also arm child protection experts 
with more information on the way pedophiles operate online. 
Microsoft has been using these techniques for several years for its 
own products, including the Xbox platform and Skype.

ViTAl 
sTATisTics 

Climate 
Change  
A key factor in 
decision-making 
for 2020

Percentage of people who intend to make certain decision based on climate 
change in 2020

Buy fewer plastic 
products

Head home less 
in winter

Fly less Boycott carbon 
negative 
companies

Protest or 
march for 
climate change

Source: European Investment Bank
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The rising public concerns about plas-
tic pollution notwithstanding, the fos-
sil fuel and petrochemical industries 
are still pouring billions of dollars into 
new plants that will churn out millions 
more tons of plastic than they now 
pump out. 

So, while as a conscious consumer 
you switch to canvas bags, paper 
straws and glass or metal water bottles 
consumed by the images of oceanic 
garbage gyres; companies like Exxon-
Mobil, Shell, and Saudi Aramco are 
ramping up output of plastic. Threat-
ened by the serious global response to 
climate change, these companies are 
afraid that this shift from plastic to 
more sustainable sources might reduce 
demand for their fuels. 

Plastic is made from oil and gas, and 

New Plastic May 
Deluge The Planet

their byproducts and petrochemicals, 
the category that includes plastic, now 
account for 14 percent of oil use, and 
are expected to drive half of oil demand 
growth between now and 2050, 
according to the International Energy 
Agency (IEA). 

According to the World Economic 
Forum, plastic production will double 
in the next 20 years. As the world 
moves off fossil fuels as an energy 
source, for companies this is where 
there is growth.

Shell is building a USD 6 billion 
ethane cracking plant — a facility that 
turns ethane into ethylene, a building 
block for many kinds of plastic — in 
Monaca, Pennsylvania. It is expected 
to produce up 1.6 million tons of plas-
tic annually after it opens in the early 

2020s. Notably, the Shell plant has a 
permit allowing it to emit as much car-
bon dioxide annually as 480,000 cars.

Since 2010, companies have invested 
more than USD 200 billion in 333 plas-
tic and other chemical projects in the 
U.S., including expansions of existing 
facilities, new plants, and associated 
infrastructure such as pipelines. While 
some are already functional or under 
construction, other projects await 
regulators’ approval.

This makes 2020 crucial. The impact 
of plastic goes beyond the waste it 
generates the primary focus of public 
concern. Plastic is not a separate issue 
from climate change. Both the produc-
tion of plastic and its afterlife are major 
sources of greenhouse gas emissions. 
Global emissions linked to plastic — 
now just under 900 million tons of 
carbon dioxide equivalent annually — 
could by 2030 reach 1.3 billion tons, as 
much as almost 300 coal-fired power 
plants. If output grows as planned, 
plastic would use up between 10 and 13 
percent of the carbon emissions allow-
able if warming is to stay below 1.5 
degrees Celsius. Those emissions come 
from nearly every stage of plastic’s life.  
Of course, there are arguments that 
plastic delivers many benefits, includ-
ing environmental ones – cars are 
lighter and more efficient, homes bet-
ter insulated, waste is reduced as food 
life is extended, and medical supplies 
are kept sanitary, among other.

Further, convenience, for example, 
eating and drinking on the go, is a  
big driver of plastic use. The develop-
ing world has become an important 
new market for plastic too with sham-
poo and lotion in satchels being sold 
to low-income consumers. While the 
industry blames the lack of waste  
management infrastructure in devel-
oping countries for the ocean plastic 
problem; Americans use dozens of 
times more plastic per capita than 
Indians, five times more than Indone-
sians, and nearly three times as much 
as Chinese.

Why produce more plastic then?

A world drowning in plastic may soon 
have to contend with more as major oil 
companies ramp up their production
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By Shyamanuja Das

*Global Risk Report 2020 by the World Economic Forum
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S
hould reliability be back on top of CIO agenda? We asked this question 
in a cover story in CIO&Leader, two-and-a-half years back—in May 
2017 to be precise. This was in the aftermath of a massive impact in 
operations of British Airways on May 27 that year, which involved 700 
flight cancellations, impacted 75,000 passengers who were stranded 

across airports and resulted in a loss of USD 112 million to the airlines, with esti-
mated goodwill losses far higher.

This huge disruption in services happened due to a very small human error in 
just one data center near the Heathrow airport. An engineer disconnected a power 
supply at the data center and when it was reconnected, it caused a power surge, 
which caused a physical damage.

British Airways was not alone. Massive disruptions in services at SouthWest 
Airlines in July 2016 and at Delta Airlines in the very next month were also 
results of small issues: One router failure and a fire in one data center respectively. 
Number of such disruptions have increased manifold. 

In 2019 alone, there were close to a dozen such disruptions in various opera-
tions, including in SouthWest Airlines, American Airlines, JetBlue, Delta 
Airlines, Air India, British Airways, National Stock Exchange, and HongKong 
Exchange. In most cases, the major impact is due to one specific, often small issue 
in infrastructure. 

For example, the problem and delay in recording executed transactions in 
India’s National Stock Exchange in August 2019 was attributed to a network com-
ponent failure in a data center. 

The HongKong Exchange, in September 2019, had to completely halt its deriva-
tive trading—its first in history—due to a connectivity failure. 

In March and April last year, in two separate incidents—one involving a glitch 
in SABRE’s reservation system and another involving a glitch in Aerodata Sys-
tems—operations of multiple airlines were affected. The airlines that suffered 
included American Airlines, JetBlue, SouthWest and Delta. 

Air India’s service disruption in April 2019 was traced to a glitch in the passen-
ger system server failure at global airlines technology services firm, SITA.

There seems to be some clear commonalities in all these business disruptions: 
 No external attack was involved, not even a DDoS attack
 They all involved what can be called minor glitches; but the impacts were 

major
 In most cases, it was either a power or network issue
 It was not data; it was infrastructure that caused the problems in each of  

these cases
 Disaster recovery was the issue in all cases
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YEAR MONTH ORGANIZATION IMPACT REASON

2016 7 SouthWest Airlines
Cancellation of 2300 flights, 
estimated loss of USD 70 million 
approx

One router failure

2016 8 Delta Airlines Cancellation of 2100 flights and an 
estimated loss of USD 150 million Small fire in a data center

2016 10 United Airlines More than 60 flights delayed/
cancelled Small computer glitch

2017 1 Delta Airlines 280 flights cancelled
Exact reason not known but the 
company said IT systems went 
down, no attack reported

2017 2 Amazon Web Services
A four-hour outage that cost multiple 
companies using AWS in the US more 
than USD 160 million

Mistyping of a command by an AWS 
engineer

2017 5 British Airways
700 flights cancelled, 75000 
passengers affected, estimated loss 
of USD 112 million

An uncontrolled return of power 
leading to a power surge in a data 
center

2018 4 TSB
Millions of TSB users were logged out 
of online account for two weeks and 
many saw wrong credit/debit details

A new system failed to work 
smoothly

2018 12 CenturyLinks
ATM failures, US's national 911 
emergency no failure and many 
others using CenturyLik failed

An error in a single network card

2018 12 O2 Millions of users failed to use 3G/4G 
services Software glitch

2019 2 SouthWest Airlines Delays several flights A glitch in computers

2019 3 American Airlines, 
JetBlue 

Passengers stranded in many 
airports

A glitch in SABRE's reservation 
system

2019 4 SouthWest, Delta, 
JetBlue Severe slowdown for flight operations A glitch in Aerodata Systems

2019 4 Air India More than 150 flights delayed Passenger system server operated 
by SITA down

2019 7 Facebook, WhatsApp,  
Instagram

Millions of users failed to upload 
pictures in Instagram and send 
messages in WA 

Unknown technical glitch

2019 8 NSE Delay between transactions and 
reporting to taoe

Network component failure in data 
center

2019 8 British Airways More than 500 flights cancelled or 
delayed

A glitch in the online check-in 
system

2019 9 Hong Kong Exchange Halts derivative trading for the first 
time in its history Connectivity failure

2019 11 British Airways Some flights delayed Technical glitch
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In short, they were all failures of IT 
hardware or software, not caused by 
any intentional or accidental ‘hacking’ 
into the system. 

It was a question of reliability and 
resilience of the systems—something 
that has been taken for granted by 
many, in the IT community and outside.

CIOs often explicitly say they do not 
lose their sleep on these things. While 
the so-called concept of two-speed IT 
started making CIOs vie with each 
other to be known as progressive game 
changers by focusing on business IT, 
the low value ‘infrastructure’ was 
perceived as basic hygiene that did not 
require CIO’s attention. 

If they had to worry, they’d rather 
worry about cyberattacks that were 
getting more and more sophisticated 
and targeted!

Is Infrastructure 
Assured?
This sense of complete confidence 
around ‘highly mature infrastruc-
ture’—now proven to be somewhat,  
if not fully, misplaced as these inci-
dents show—made the technology 
managers turn their attention to ‘think’ 
and ‘talk’ business which was seen as 
the path to salvation. 

So high was the confidence that they 
managed to convince the top manag-
ers—the CEOs and the boards—about 
the infallibility of their IT systems—
the network, data center, enterprise 
software, especially those that are 
more ‘mature’, whatever it means. 

Possible breakdown of critical 
information infrastructure, which fig-
ured in the World Economic Forum’s 
Global Risk Report (GRR) 2015 as the 
most potentially impactful technologi-
cal risk—at the 7th position ahead of 
such global risks as fiscal crises, unem-
ployment, food crises, terrorist attacks 
and asset bubbles, had, in the next few 
years disappeared from the minds of 
global leaders. 

In the next two years, the global 
community had almost stopped per-
ceiving infrastructure breakdown as a 
risk worth its name. By 2017—the GRR 
is released in January every year—
'breakdown of critical information 
infrastructure’ had dropped to 22nd 
position in the rank of most potential 
impactful global risks.

And have no confusion. Techno-
logical risks, as such, were being seen 
as more and more likely. Even as the 
impact of possible infrastructure 
breakdown was perceived to become 

lesser and lesser, the likelihood of secu-
rity-related risks was being seen as 
more and more possible. During that 
period, Data Fraud or Theft rose from 
being the 9th most likely risk in 2015 to 
the 4th most likely risk in 2018. Large-
scale cyberattacks rose from being per-
ceived as the 11th most likely risk to the 
3rd most likely risk in 2018.

In short, the infrastructure was in 
place; it was assured, infallible. But the 
attacker was getting more and more 
powerful! Everything that can be done 
to ensure a smooth business was done 
by the IT teams, but it was the external 
environment that was changing. That 
was the narrative. 

One can only speculate if the ven-
dors had anything to do with the build-
ing of this narrative. The business had 
to be more and more secure. Security 
vendors came out with most of the 
research about the threats from the 
actors—internal or external! In fact. 
Some security companies published 
more research than research firms and 
media companies!

Rank of Cyber Risks among Most Likely Global Risks

Source: World Economic Forum Global 
Risk Reports 2015-2020Cyberattacks Data fraud or theft
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Breakdown of 
critical information 
infrastructure may 
well become one of 
the top three most 
impactful global risks 
by next year. Already, 
it is being perceived as 
more impactful than 
interstate conflicts, 
infectious diseases, 
food crises and 
natural disasters 
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Newer technologies like big data, 
cloud, AI, IoT and security vied with 
each other to catch the CIO atten-
tion—taking the time-tested approach 
of research, publicity and continuous 
narrative. 

Attention to maintenance and resil-
ience of basic infrastructure did not 
have the scope for high value invest-
ments. Preparedness without spend-
ing big money was not a big commer-
cial proposition for anyone. 

It took the back seat. 
An acute desire to be seen as busi-

ness savvy—and making an impact 
on business through use of emerging 
technologies, the use cases for which, 
the CEOs proactively asked—got the 
better of CIOs to somewhat neglect 
(deprioritize, if the n-word sounds too 
drastic) the area.

The result has been before every-
one to see. While only big disruptions 
get the media, we have seen smaller 
disruption in services in many areas, 
mostly because of glitches, not big 
attacks. But attacks get the press easily.

Changing Perceptions? 
While the custodians of IT were get-
ting confident about the reliability and 
resilience of their infrastructure, it was 
natural that the business leaders also 
were fairly assured. 

Till, of course, the big disruptions 
shook that sense of comfort! 

That is when the global community 
again began to see ‘breakdown of criti-
cal information infrastructure’ as a 
big risk. From a lowly 22nd position 
in 2017, the Global Risk Report of WEF 
puts it at 6th most impactful global 
risk this year. From 2017, its perception 
as a risk has steadily risen in the eyes 
of the global community, as reflected in 
its GRR ranking.  In 2020, it even over-
took cyberattacks as the most impact-
ful technological risk. 

If the trend is anything to go by, it 
may well become one of the top three 
most impactful global risks by next 
year. Already, it is being perceived as 
more impactful than interstate con-
flicts, infectious diseases (even as the 
fear of  Coronavirus looms large at the 
time of writing this), food crises and 
natural disasters. 

To be sure, it is still not a very likely 
risk but highly impactful risk, like say 
weapons of mass destruction or failure 
of climate action. While these two are 
top-of-mind issues for the global lead-
ers—as seen from the number of sum-
mits and negotiations—even the very 
custodians of information infrastruc-
ture do not attach the kind of impor-
tance that protecting them deserves. 

What does it mean  
for the CIOs?
Simple. Protecting information  
infrastructure is unambiguously  
the responsibility of IT leaders.  
Failure of that infrastructure is their 
failure. Period. 

In the wake of the British Airways 
outage in May 2017, we had asked CIOs 
how they saw it.  

“(This is) CIO’s worst nightmare 
coming true,” said Nilesh Sangoi, the 
then CEO of Meru Cabs, who handled 
the CIO job earlier and is now Chief 
Digital Officer at Fincare. 

“Shows unpreparedness in terms 
of DR and BCP. How can a top airline 
afford this?” asked Kamal Karnatak, 
CIO, RJ Corp.

Rank of Cyber Risks among Most Impactful Global Risks 
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Infrastructure Breakdown

An acute desire to 
be seen as business 
savvy—and making 
an impact on business 
through the use of 
emerging technologies, 
the use cases for which, 
the CEOs proactively 
asked—got the better 
of CIOs to somewhat 
neglect (deprioritize, if 
the n-word sounds too 
drastic) the area
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ensuring that there is no single point of 
failure in your ecosystem,”  he said. 

The rising crisis of confidence in the 
reliability of critical information infra-
structure stems from two factors. 

One, of course, is the misplaced 
confidence in the infallibility of these 
infrastructures by its custodians. 

But that still does not explain why 
it has been happening with one/two 
industries like airlines and stock 
exchanges. 

To answer that question, one  
must go to the basics—something that 
every CIO knows but quite a few over-
look. That is the difference between 
Disaster Recovery (DR) and Business 
Continuity Planning (BCP). Disaster 
Recovery, in the case of an IT infra-
structure breakdown, is a completely 
technical job. 

DR is essentially a restoring work. 
In many industries—like pharmaceu-
ticals or manufacturing—a big outage 
in IT does impact the operations and 
many a times the financials. But a fast 
(say 4-5 hours) restoration job mini-
mizes that impact and the world in 
general does not come to know about it. 

That is not the case with mission-
critical operations as in case of airlines 
and stock exchanges. Take airlines. 
Anything beyond a few minutes  
completely throws off the schedule 
because of huge cascading effect and 
has a huge impact on the customers. 
In today’s world of social media, the 
reputational cost is huge, and far big-
ger than the direct financial loss. Also, 
regulatory compliance cost may add 
to that, as the impact of these outages 
involve individuals. 

A good Business Continuity Plan-
ning is supposed to minimize/elimi-
nate such possibility, which inciden-
tally should start with examining our 
earlier hypothesis about the growing 
confidence about the infallibility of IT 
infrastructure. 

CIO&Leader asked this question on 
Twitter, to CIOs. 

“With all the advances in technol-
ogy, is a major business disruption 

because of failure of IT infra a possibil-
ity today?” 

“Chances are reduced a lot today 
compared to the past due to effective 
real-time DR and replicated cloud set 
up,” was the answer of Anjani Kumar, 
CIO of pharma company, Strides.

“Captive data centers and in-house 
development always carry the risk of 
IT infrastructure/applications failure,” 
admitted Keyur Desai, CIO, Essar 
Ports & Shipping, thus pointing the 
vulnerability to one specific model of 
IT delivery.

“If the infra is built on Kubernetes 
and if the application is built with 
resiliencies, such downtimes can be 
avoided,” said Chandresh Dedhia, 
Head - IT, Ascent Health & Wellness. 

However, Desai did admit that ‘glitch 
is always a possibility.’ And Dedhia 
agreed that ‘there are still instances 
where even the PaaS providers fail.’

And that precisely is the beginn- 
ing of BCP. It should start with the  
presumption that ‘DR is not enough’, 
however ironic and self-depreciating  
it sounds.  

Technology is the first step in a  
BCP. Then comes processes and  
finally people. Whether the owner-
ship of that planning is the Head of 
Operations or Head of Risk or Head  
of Technology, that ownership includes 
all that is required outside technology 
operations. 

If CIOs have to be the owner of BCP, 
they cannot just rely on technology, 
no matter how many layers of redun-
dancy they have built. 

That is not as sexy as AI or Big Data. 
But that is extremely important, espe-
cially for mission-critical businesses. 

To bring down ‘critical informa-
tion infrastructure breakdown’ in the 
list of most impactful global risks, a 
good practice of BCP should be the 
first step. Even that may fail. But that 
would add two levels beyond technol-
ogy operations: non-technology related 
processes and the right people to make 
decisions and choose course of action. 

Beyond that is anybody’s guess.

On Twitter 
CIO&Leader @cioandleader

With all the advances in technology, 
is a major business disruption 
because of failure of IT infra a 
possibility today?

We are not talking of data theft or 
targeted attacks, but just the failure 
of a glitch in IT hardware or software.

Why? Why not?

Anjani Kumar @anjaniglobal
Yeah, we saw few airlines, FB 
and WhatsApp systems getting 
down in last few years. However, 
chances are reduced a lot today 
compared to the past due to 
effective real-time DR and 
replicated cloud set-up.

Keyur Desai @keydesai
Captive data centers and in-house 
development always carry the risk 
of IT infrastructure/applications 
failure. While organizations do 
take care with due redundancy 
and DevOps, however, glitch is 
always a possibility...!!!

Chandresh Dedhia @chandreshd
If the infra is built on Kubernetes 
and if the application is build with 
resiliencies, such downtime’s can 
be avoided. Having said that, there 
are still instances where even the 
PaaS providers fail.

“Unbelievable! No DR prepared-
ness?! Thousands across the world 
affected due to this silly mishap!!!” was 
the shocked reaction of Aneesh Nair, 
then CIO, NDTV Worldwide.

While the surprise was understand-
able, Darshan Appayanna, then CIO 
& CISO, Happiest Mind, was more cir-
cumspect and realistic. 

“Just comes back to the basis of 
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Budget 2020

What exactly Is A 
data Center Park?
And why should it matter to you?
By  Shyamanuja Das

e Even though the draft Personal Data Protection Bill 
has been referred to a House Select Committee, the 
Government of India has made its intention clear 
that data localization (one copy of all data must stay 
within the shores of India) requirements will stay.

Data center parks in public-private partnership 
(PPP) announced by the finance minister Nirmala 
Sitharaman in her budget speech is probably meant 
to ensure that businesses find this proposition eco-
nomically viable. It will not be surprising if further 
incentives announced for locating data centers with-

in designated data center parks, much in the same 
line as manufacturing SEZs or Software SEZs/STPs.

“It is now a cliché – “data is the new oil” and it is 
true that Analytics, Fintech and Internet of Things 
(IoT) are changing the way we deal with our lives,” 
said  the minister in her speech.

“To take advantage of this, I propose to bring out 
soon a policy to enable private sector to build Data 
Center parks throughout the country. It will enable 
our firms to skilfully incorporate data in every step of 
their value chains,” she added.
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The objection to data localization 
requirements in the draft Personal 
Data Protection Bill is from two quar-
ters—the activists and the corporates. 
For the first set, it is a question of free-
dom; the second set—which the gov-
ernment wants to address—had reser-
vations primarily, if not only, because 
of commercial reasons.

The establishment of data center 
parks—with some possible incentives 
to locate a data center in it—is one way 
of addressing those concerns.

The objective seems to be three-fold:
1. Minimize the opposition to data 

localization requirements by busi-
nesses by making the local data centers 
far more viable economically.

2. Make it attractive for small busi-
nesses to host their data in well-man-
aged, world class data centers. This 
goes well with the government’s thrust 
on MSMEs and digital India.

3. Make India a favored destination 
for global data centers, as the demand 
explodes. If the hyperscale providers 
find it attractive, much of the opposi-
tion to data localization will go anyway.

Already on the anvil…
Even before the FM’s announcement, 
there have been movements on estab-
lishing data center parks by infrastruc-
ture companies.

Maharashtra Industrial Develop-
ment Corporation (MIDC) announced 
in October 2019 the establishment of 
a data center park in the Taloja Indus-
trial Estate in Navi Mumbai. The park 
will be built in two phases, with the 
first phase involving an investment of 
INR 30,000 crores, with half of that 
coming as FDI. The second phase of 
the park, to come at Khalapur, will be 
on a land of 500 acres.

Around the same time, the Adani 
Group announced its foray into the 
data center domain, in partnership 
with San Francisco-based Digital Real-
ty a global provider of data center, colo-
cation and interconnection solutions.

In July 2019, Hiranandani, a Mum-
bai-based real estate developer also 

formed a data center company, Yotta, 
to set up data centers, beginning with 
Mumbai, Chennai and Panvel in 
Raigad district of Maharashtra.

The Challenges
All these data centers that MIDC, 
Adani Group and Hiranandani have 
announced are expected to cater to the 
big Indian businesses and global busi-
nesses. But if the government really 
wants to democratize setting up of data 
center parks—so that their services can 
be availed by a large section of medium 
to small enterprises—they have to 
come up across the country.

While information technology is not 
a challenge, basic infrastructural chal-
lenges do remain.

First—but arguably the easiest to 
tackle—is the real estate. The fact that 
big real estate owners like MIDC and 
Hiranandani have entered the space, is 
a testimony to this assumption.

Second is connectivity. While seam-
less connectivity is a challenge in 
many areas, it can also be tackled by a 
focused plan.

By far, the most important challenge 
is quality power availability. Even 
today, there are many areas with chal-
lenge in good power availability. If the 
data center parks have to be estab-

lished beyond the metros and big cit-
ies, making good power available will 
have to be a top priority.

“This partnership,” said Gautam 
Adani, chairman of Adani Group 
while announcing the Digital Reality 
partnership, “leverages several of the 
capabilities developed by the Adani 
Group in power generation, transmis-
sion, retail electricity distribution, 
access to waterfronts through the ports 
business, and real estate management. 
Also, as one of the top five renewable 
energy companies in the world, our 
ability to power our data centers with 
solar and wind energy is unique and 
addresses some of the challenges of 
building and operating data centers.”

Adani’s stress on his company’s 
strength in generating and distributing 
power is a good way to gauge how criti-
cal it is for data centers.

Hirandanani also has its own solar 
power plant and distribution. Even 
data center companies like NTT Net-
magic have ventured to set up their 
own solar power centers.

Data center parks across the country 
is a good idea to start with. But the 
challenges of power and connectivity 
must be addressed before it becomes a 
widespread reality.

The IT Infra Manager’s 
Choice
As and when the data center parks—
even in a limited manner in major cit-
ies—becomes a reality, the enterprise 
IT managers have to calculate the new 
economics—either of moving to a cap-
tive/hosted data center or negotiating 
a better cost structure with large cloud 
service providers.

But the commercials can be worked 
out only when more details around the 
government policies/rules on data cen-
ter parks become available, including 
incentives, if any.

However, all CIOs and IT infrastruc-
ture heads should keep this new reality 
in mind while doing long-term invest-
ment and delivery model planning for 
their IT infrastructure 

Data center parks 
across the country 
is a good idea to 
start with. But the 
challenges of power 
and connectivity 
must be addressed 
before it becomes a 
widespread reality
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“Data is King.” “We need data to back up this claim/strategy/hypoth-
esis.” All this continues to be said despite sufficient instances warn-
ing us of relying too much on data. This is becoming more critical 
given the current emphasis being placed on Big Data, Analytics, 
Artificial Intelligence (AI) and Machine Learning (ML). The implica-
tions for ML are especially frightening because one wonders what the 
machines will learn. 

We will start by quoting the British economist, Ronald Coase, who 
said in 1981, “If you torture the data long enough, it will confess.” And 
therein lies the danger. In fact the danger is even bigger than that: Are 
the right questions being asked during this ‘torture’. A few decades 
back, a global pizza chain conducted a feasibility study to enter India. 
The research firm came back and said that only 10-15% of residents 
of Mumbai can afford the pizza at their price point. So the idea was 
abandoned. A few years later, someone else came along the same 
report and he was shocked at the conclusion. He went on an internal 
campaign stating that 10% of Mumbai’s population was up to 10 
times the size of many mid-sized towns in the West. So they opened 
the first store in Mumbai. Within 6 months, it became the largest sell-
ing outlet for this chain in the world, by number of units sold.

The second danger stems from bias in how/why/what of the defini-
tion of data. A few years ago, Chicago Police launched a program with 
much fanfare where they had a heat map of 400 individuals who 
were most likely to break the law. It was based on predictive analysis 
of crime data. And it was to help them pre-empt criminal activity. 
And then a local major newspaper ran a story that identified at least 
1 person who had no criminal record at all. Further analysis revealed 
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By Akash Jain

Silly Point

the King Has 
no Clothes
Data can be king only if it is clean, 
examined without preconceived notions, 
and seen with a clear purpose 
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that the there was a serious racial bias in the analy-
sis. Needless to say, the program was abandoned. 
As a matter of fact, such bias is the biggest danger 
of data.

Data is also agnostic to fraud, impersonation, 
errors and/or omissions. The usual argument is 
that larger the data set, lesser is the impact of these. 
This is a fallacy. A common trick on the largest 
e-commerce sites is for merchants to buy their own 
products, write glowing reviews and then quietly 
book them as returns. This order placement and 
returns can be done by bots, creating a whole rank-
ing misconception. Essentially, bots have been 
beating most data collection systems on a regular 
basis. A similar example is the well-known strat-
egy by most large search engines to rearrange the 
search results by assigning ‘weightage’.

The take away is that Data can be King only if it 
is clean, examined without preconceived notions, 
and seen with a clear purpose. This is true even if 
the purpose of data analysis is discovery (finding 
truths that were not imagined earlier). And it is the 
worst when used as a detail in surgical strikes like 
micro-segmentation. All of these requirements are 
hard to put together, leading to misinformed opin-

Data does have a 
lot of information, 
but finding it is not 
merely a technical 
challenge. Data/
statistical analysis is 
not easy 
ions and misplaced claim/strategy/hypothesis.

Data does have a lot of information, but finding it 
is not merely a technical challenge. Data/Statisti-
cal analysis is not easy. It is a challenge summed 
up in the famous quote by Prof. Aaron Levenstein: 
“Statistics are like bikinis. What they reveal is sug-
gestive, but what they conceal is vital.” Address-
ing these challenges is how the king will get his 
clothes. Until then, Big Data, Analytics, AI and ML 
will produce suspect results 
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We live in truly disruptive times. In our hyper connected world, mobility 
is the key differentiator for customers. 52% of web browsing happens on 
mobile devices, and recent statistics show 77% of customers in first world 
countries book medical appointments online. The use of wearables in 
daily exercise regimes provide consumers with real-time health data that 
gives them a feeling of being empowered to take care of their health. Cus-
tomers are demanding on-demand healthcare and companies like Nomad 
Health link doctors with hospitals/medical facilities on a need basis to 
provide their expertise suited to a typical on-demand consultation. 

US spent a whopping 3.2 trillion USD on healthcare in 2015 (about 18% 
of the country’s GDP). Experts feel digital transformation of healthcare can 
save about 300 billion USD each year particularly in the area of chronic 
diseases. Healthcare providers and participants need to embrace digital 
disruption to meet these diverse customer needs. To enable the healthcare 
industry to transform, we identify the key transformation drivers driving 
disruption in the next section. 

Key Transformation Trends in Healthcare
There are 6 key drivers of transformation in the healthcare industry. 
1 Telemedicine – Especially in poorer nations with limited spread of 

healthcare access and connectivity issues, Telemedicine can be a huge 
transformation agent both for patients and doctors. It has benefits of 
saving costs (no travel required) and time (consultations can be man-
aged remotely). Telepresence in the mental health space has also been a 
huge boost where customers sometimes prefer privacy. 

2 Mobility and Cloud Computing – Healthcare industry is slowly mov-
ing to an electronic health record model with lesser files and paper 

By Saumya Chaki
HealtHcare

Digital 
Healthcare – 
transforming 
Outcomes 
Telemedicine, Mobility and Cloud 
Computing, Big Data Analytics, Virtual 
Reality (VR), Wearables and IoT and 
Artificial Intelligence (AI) are 6 key drivers 
transforming the healthcare industry
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(measures amount of oxygen car-
ried in the blood), exercise trackers 
have transformed the way custom-
ers are engaged about their own 
health parameters. Customers can 
also share their data sets with health 
professionals for timely advice on 
possible health interventions steps.

6 Artificial Intelligence (AI) –  
AI is being leveraged in key areas 
like medical imaging, drug disco-
very and genomics. AI provides  
pattern recognition which pro- 
vides patients with personalized 
ther-apies based on genetics and  
lifestyle habits. Pharma companies 
are using machine learning algo-
rithms to shorten the drug develop-
ment lifecycle. 
Let’s do a quick review of how these 

transformative technologies are pro-
viding value across the healthcare 
value chain show in the figure above:
 Payers – Healthcare value chains 
vary between countries, in some 
instances government is the payer as 
in the case of National Heath Service 
(NHS) in UK or in countries like 
India, the private health systems are 
more developed and payers tend to 
be individuals or employers. Digital 
transformation enables payers (indi-
viduals) to have on-demand health-
care, health data from wearables that 
can drive positive health outcomes. 
Governments and employers to per-

bills. Hospitals, clinics, insurance 
providers are saving patient medical 
records in the Cloud with patients 
able to access test results and health 
records 24*7. The proliferation of 
mobile devices enables both medical 
practitioners as well as patients to 
access information and search data 
through mobile devices. 

3 Big Data Analytics – Big Data is 
transforming decision-making in 
healthcare by providing a plethora 
of aggregated data sets from social 
media, financial transactions, health 
records, etc., to derive patterns and 
unique insights. The key benefits 
from Big Data Analytics include 
lower rate of medication errors, 
demand driven staffing. Pharma 
companies are analyzing market 
data to derive product iteration and 
product budgets. Machine Learning 
algorithms can analyze patterns and 
identify risk factors and recommend 
preventive treatment. 

4 Virtual Reality (VR) – Doctors use 
VR simulations to enhance skills or 
plan complex surgeries. VR technol-
ogy is being used for pain treatment, 
anxiety as well as post-traumatic 
stress disorder. The global virtual 
and augmented reality in healthcare 
is expected to touch USD 5.1 billion 
by 2025.

5 Wearables and IoT – Wearables 
like heart rate sensors, oximeters 

form Spend Analytics on the cost of 
insurance data by diseases or treat-
ment types. 

 Intermediaries – Next in the value 
chain are the intermediaries like 
insurance providers and 3rd party 
administrators. Intermediaries pay 
the insurance claims for treatments 
provided to the individuals by the 
providers. Intermediaries can lever-
age digital technologies like Big Data 
Analytics and Machine learning 
to derive insights around Claims, 
Health Trends (Claims by demo-
graphic group, age, income trends, 
geographic location) and perform 
Fraud Analytics to derive the pro-
pensity of fraud as well as detect 
potential fraudulent transactions. 

 Providers – Providers like hospi-
tals, clinics are providers of medical 
diagnostic and treatment services 
to individuals. Providers are now 
leveraging the digital technologies 
to provide valuable services like 
on-demand healthcare, Electronic 
Health Records (EHRs) that pro-
vide the complete medical history 
of patients thereby enabling better 
preventive care and reducing health-
care costs from unnecessary medical 
tests. On-demand healthcare pro-
vides flexibility to individuals and 
ability to provide remote patients 
telemedicine is a great differentiator. 
Providers can also leverage Big Data 

Healthcare Value Chain

Digital  
Disruptions
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purchasers producers
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Analytics to provide insights about 
staff utilization, supply chain opti-
mization, health trends, etc. 

 Bulk Purchasers – Bulk purchasers 
procure drugs and devices in bulk 
from producers and supply to the 
providers like hospitals and clinics. 
Bulk purchases need to constantly 
monitor the efficiency of their order 
fulfillment and are leveraging Big 
Data Analytics to manage inven-
tory and perform sales analytics to 
understand fast moving items and 
demand trends. 

 Producers – Producers are drug 
companies that design, manufacture 
and market drugs or medical device 
manufacturing companies. Drug 
companies have been leveraging Big 
Data Analytics and Cloud to analyze 
data from diverse data sets to mea-
sure drug sales (sales analytics)  
and spends (spends analytics) to 
help plan better outcomes. Device 
manufacturing companies perform 
sales analytics to find the market 
demand which helps optimize the 
production plans to meet market 
demands for devices.
As is evident from the transfor-

mational impact of digital technolo-
gies at each stage of the healthcare 
value chain, companies are increas-

ingly looking at leveraging these 
technologies not only for productiv-
ity enhancements, cost optimization 
but also to meet requirements of the 
customers. The key benefits that digi-
tal transformation has provided the 
healthcare industry can be summa-
rized as:
 Cost Optimization – Optimizing 
costs by mobility solutions (provid-
ing access to EHRs, ability to book 
online appointments), big data 
solutions to measure effectiveness 
of supply chain, spends analytics, 
inventory management, claims ana-
lytics as well as proactively manage 
fraudulent claims. Telemedicine pro-
vides huge cost saving potential (no 
travel cost for doctors or patients as 
well as saving time of travel).

 Customer Needs – New age cus-
tomers demand access to EHRs, 
on-demand healthcare as well as 
telemedicine facilities to increase 
access to healthcare services, espe-
cially in remote regions. Wearables 
enable customers to monitor health 
parameters in real-time as well as get 
expert guidance using on-demand 
healthcare systems. 

 Productivity – Telemedicine pro-
vides productivity benefits by sav-
ing travel time for doctors. Mobility 

and automation solutions enhance 
productivity of healthcare provid-
ers as well as payers. On-demand 
healthcare enhances productivity by 
increasing the availability of doctors 
based on demand for certain medical 
services. Use of robots in Japan to 
perform routine tasks like fetching 
items provides productivity benefits.

 Compliance – Healthcare is a mod-
erated industry worldwide with 
numerous compliance requirements 
which are country-specific. Some 
countries like Finland have a need 
for health data archived records to 
be stored within the country. Cloud 
solutions provide mechanisms to 
manage such compliance needs.

 Revenue Models and Pricing – The 
use of wearable data by insurance 
companies to understand health 
parameters and lifestyle habits are 
creating opportunities to create cus-
tomized products as well as enabling 
companies to charge prices based on 
health parameters and lifestyle.
Healthcare and pharma companies 

are also exploring the potential of 
Blockchain in transforming the way 
EHRs are managed. A recent report 
suggests that the Blockchain market 
in healthcare could grow to USD 890 
million by 2023 

Wearables 
enable 
customers to 
monitor health 
parameters in 
real-time as well 
as get expert 
guidance using 
on-demand 
healthcare 
systems 
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2020 Forecast

Demand For 
simplicity and 
customizability Will 
Be the No. 1 Factor
As IT departments look to de-emphasize maintenance and 
hardware, reduce overhead, and adopt pay-as-you-go models, 
simplicity and choice will be key 
By Atish Gude
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2019 was a year of rapid innovation – 
and disruption – for both the IT indus-
try and the broader business commu-
nity. With the widespread adoption 
of hybrid multi-cloud as the de-facto 
architecture for enterprise customers, 
organizations everywhere are under 
tremendous pressure to modern-
ize their infrastructure and deliver 
tangible business value around data-
intensive applications and workloads.

As a result, organizations are shifting 
from on-premises to leverage public 
cloud services, building private clouds, 
and moving from disk to flash in data 
centers – sometimes concurrently. 
These transformations open the door 
to enormous potential, but also intro-
duce the unintended consequence of 
rising IT complexity.

We predict that a demand for sim-
plicity and customizability will be the 
number-one factor driving IT purchas-
ing decisions in 2020. Achieving this 
simplicity will serve as the foundation 
for companies as they navigate the 
exciting technological trends we’ve 
identified below:

1) As the advent of 5G makes 
AI-driven IoT a reality, edge 
computing environments are primed 
to become even more disruptive than 
cloud was
In preparation for the widespread emergence 
of 5G, lower-cost sensors and maturing AI 
applications will be leveraged to build com-
pute-intensive edge environments, laying the 
groundwork for high bandwidth, low latency 
AI-driven IoT environments with the poten-
tial for huge innovation – and disruption

The advent of 5G is what AI-driven 
IoT has been waiting for. 2020 will 
see many players in the technology 
industry and business community 
invest in building edge-computing 
environments to support the reality 
of AI-driven IoT. These environments 

2
will make possible new use-cases that 
rely on intelligent, instantaneous and 
autonomous decision-making, with 
low latency, high bandwidth capabili-
ties bringing us to a world where the 
internet will work on your behalf – 
without even having to ask.

The AI-driven IoT revolution,  
however, will be dependent on a mas-
sive prioritization of edge computing, 
further disrupting IT infrastructures 
and data management priorities.  
As edge devices move beyond home 
devices (like connected thermostats 
and speakers) and become more far-
reaching (such as connected solar 
farms), more data centers will be 
placed at the edge, and software such 
as AIOps will be necessary to help 
monitor complex environments across 
edge-to-core-to-cloud.

2) The impact of blockchain will 
be undeniable as indelible ledgers 
rapidly enable game-changing use 
cases outside of cryptocurrency
The world is quickly moving beyond Bitcoin 
to adopt enterprise-distributed indelible led-
gers, setting the stage for a transformation 
exponentially bigger than the impact crypto-
currency has had on blockchain in finance

While the crypto frenzy continues 
to steal the limelight when it comes 
to blockchain, most in the industry 
understand the bigger picture of the 
technology and its potential: In 2020, 
we’ll see a tipping point for larger 
implementations as the enterprise 
goes a step further to adopt indelible 
ledgers or “Hyperledgers,” which rep-
resent the maturation of blockchain for 
wider use-cases. Indeed, we’ll start to 
see blockchain go “mainstream” as it 
enables industries such as healthcare 
to create universal patient records, 
improve chain-of-custody pharmaceu-
tical processes and more.

With use cases such as the above val-
idating blockchain and hyperledgers, 
additional widespread adoption of the 
technology will drive transformation 
across society on a larger scale, build-
ing on the disruption cryptocurrency 

has brought to finance to touch nearly 
every industry. As a result, new data 
management and compute capabilities 
will encourage companies to invest in 
indelible ledgers to build differentiated 
applications and collaborate on criti-
cal, sensitive data sets.

3) Hardware-based Composable 
Architecture will have less short-
term potential against commodity 
hardware and software-based 
Infrastructure Virtualization
Continued improvements in commodity 
hardware performance, software-based 
virtualization, and micro-service software 
architectures will eliminate much of the 
performance advantage of proprietary 
hardware-based composable architectures, 
relegating them to niche data center roles in 
the near future

Hardware-based composable archi-
tecture is being hyped as the next 
evolution of hyperconverged infra-
structure, allowing CPUs, networking 
cards, workload accelerators, and stor-
age resources to be distributed across 
rack-scale architecture and connected 
with low-latency PCIe-based switch-
ing. And while there is potential, 
standardization has been slow, and 
adoption even slower. Meanwhile, soft-
ware-based virtualization of storage, 
combined with software-based (but 
hardware accelerated) compute and 
networking virtualization solutions, 
offer much of the flexibility of hard-
ware-based composable architectures 
today with lower cost and consistently 
increasing performance.

In 2020, attempts to build a true 
hardware-based rack-scale computing 
model will no doubt continue, and the 
space will continue to evolve quickly, 
but the majority of organizations that 
need to transform within this year will 
be best-served by the combination of 
modern HCI architectures (including 
disaggregated HCI) and software-based 
virtualization and containerization 

— The author is Chief Strategy Officer at 
NetApp
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culture to Be 
at core, rPa 
Will Be Dead...

Better applications, more holistic approach and death of short-
term quick-fix approach will mark 2020 
By Don Schuerman
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I
It’s that time of the New Year when those of us 
entrenched in the world of digital transformation 
places our hands on the tech crystal ball and try to 
predict the top levers that will shape our future. 

But how can we do that when digital transforma-
tion still means so many different things to different 
people? For some, it describes the latest IT project 
they’ve undertaken. For others, including myself, it 
means true company-wide transformation – rethink-
ing how an organization does business – while cre-
ating efficiencies to minimize duplication of effort, 
streamlining workflows, and delivering the experi-
ences customers are demanding.

With ongoing trade wars and economic uncertainty 
on the horizon, there’s no doubt in my mind that 
digital transformation will continue to be a hot topic. 
And no matter the long-term macroeconomic trends, 
businesses are going to continue to focus on becom-
ing more efficient, saving money, attracting and 
retaining customers, and doing more with less.

As you’ve entered 2020, here are some predictions I 
see on the horizon to consider – no matter what your 
DX definition might be:
 Bridging the culture gap: Digital transforma-
tion requires a new level of collaboration between 
business leaders, employees, and IT staff. In 2020, 
this cultural shift and collaborative mentality will 
become just as important as the technology itself. 
Organizations will look seriously at DX culture and 
ramp up efforts to remake their entire staff/culture 
to ensure that DX is optimized for success. Expect 
traditional organizational boundaries between IT 
and business lines to start breaking down, and new 
roles like “citizen developer” and “AI Ethicist” that 
blend IT and business backgrounds to grow.

 “Band-aid” transformation will lose out to 
deeper DX efforts: Offering consumers a slick 
interface or a cool app only scratches the surface of 
a true digital transformation. In 2020, we’ll see vis-
ible failures of organizations and projects that don’t 
take their transformation efforts below the surface. 
This year, those who combine digital process auto-
mation with consumer experiences will ensure that 
promises made on the front end are promises kept 
on the back end.

 AI moves out of the lab: It seems digital transfor-
mation tech has been in a constant state of being ‘in 
the labs.’ But while experimentation will always be 
important, this year the rubber will truly meet the 
road. Organizations will take what they’ve learned 
and focus on driving quantifiable outcomes to 
deliver pragmatic results. For example, this means 
we’ll see fewer teams heading up generic “AI pro-
grams” and more pragmatic projects using specific 
AI tech, such as NLP, computer vision, and deci-
sioning to drive specific business improvements. 
“AI labs” will be replaced with data/AI “centers of 
ethics” to ensure the new technology is used with 
transparency and customer empathy front and cen-
ter. Customers and new regulations will demand it.

 Operations become cool again: In an era where 
one bad customer experience can kill a brand’s 
reputation, today’s business and economic environ-
ment feels uncomfortably unpredictable. That’s 
not to mention the constant threat of a broader 
macroeconomic slowdown. To be in a safer state of 
readiness, organizations will refocus on the opera-
tions side of their business to ensure they are ready 
to ride out future turbulence. A more streamlined 
process around internal processes will allow orga-
nizations to more easily adjust to changes in the 
economy and business climate.

 RPA is dead. Long live RPA (and BPM): The 
RPA hype bubble will hit a few bumps this year, 
and even the most die-hard robotics cheerleaders 
will start advocating for a more complete and end-
to-end approach to automation. The ingredients 
of these integrated automation platforms will look 
suspiciously familiar: Workflow, Business Process 
Management (BPM), low-code app development, 
business rules, and – yes – RPA. As befitting an 
industry built on screen-scraping macros, every-
thing old will become new again!
One thing is certain in 2020 – those who accept 

that constant change is the new normal and build a 
culture and technology to embrace it will be in much 
better shape than those who don’t 

— The author is CTO and VP - Product Marketing at Pega
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Newer Use cases 
For emerging 
technologies
Organizations will discover better use cases for newer 
technologies, resulting in better business impact from 
those technologies 
By Padmanabhan Iyer

With digital transformation gaining traction 
and the acceleration of next-gen technologies, 
such as Blockchain, Artificial Intelligence 
(AI), Machine Learning (ML) and others, 
organisations are becoming future-ready.

The Indian IT industry will be marching at 
a greater pace than ever towards Industry 4.0 

by adhering to future technologies through 
digital transformation. Gartner estimates 
that IT spending in India will total USD 94 
billion in 2020, an increase of 6.6% compared 
to the current levels.

Here are some of the top technology trends 
to watch out for in 2020:

W
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Intelligent Automation 
(RPA and AI) – moving to 
a collaborative model
As cognitive technology deployments 
mature, value-centric activities will 
gain mindshare in the future. Combin-
ing cognitive technologies would allow 
bots to work in more complex scenari-
os that would typically require human 
judgment or decision making.

The investment of global enterprises 
in Intelligent Automation (IA) is on the 
rise with BFSI, retail and Consumer 
Packaged Goods (CPG) being the key 
driving sectors.

While ML, predictive analytics  
and autonomics are moving up the 
maturity curve, AI-enabled chatbots 
and virtual assistants are already 
being used widely. Gartner predicts 
that 25% of customer service opera-
tions will be using virtual customer 
assistants by 2020.

24/7/365 business processing with 
seamless automation is feasible with an 
AI-enabled ERP. Integrating ERP with 
RPA technology can replace mundane 
and repetitive processes with nimble 
and agile process automation to achieve 
quick ROI. As per estimates, 40% of 
RPA adopters moving beyond experi-
mentation with AI-enabled processes.

Hybrid Cloud Computing 
– adoption moving to 
newer areas
Global cloud computing spending is 
predicted to almost double by 2022. 
Hybrid cloud adoption saw a big rise 
in recent years, with an expected 
CAGR of 17%. The security features 
on cloud have become promising and 
it is becoming a priority to safeguard 
and protect application data and infra-
structure.

High cloud adoption is observed in 
finance and accounting, supply chain 
and logistics, and IT management. The 
emerging areas are customer manage-
ment, marketing, procurement and 
manufacturing and operations. On-
demand scalability and optimal uti-
lization as per demands can facilitate 

cost savings by migrating to an ERP  
on cloud. 

Internet of Things (IoT) 
– moving to cloud-edge 
architecture
Investments in IoT technology services 
are growing faster than that in IoT 
products. Cloud service providers, 
analytics and infrastructure providers 
are driving the IoT solutions market. 
As a technological shift, IoT is mov-
ing from a centralized to cloud-edge 
architecture and moving away from 
conventional processor chip enabling 
new edge architecture.

In the Indian market, 20 billion 
devices are to be connected to IoT by 
2021. IoT is growing at a rapid pace 
and its adoption is spreading into 
various industries, such as telecom, 
healthcare, retail, automobiles, manu-
facturing, supply chain, and service 
operations. However, security remains 
as one of the barriers.

Industrial IoT (IIoT) opportunity is 
set to surpass consumer internet by 
2020. IIoT enables seamless dataflow 
across systems/applications/equip-
ment and ERP for centralized monitor-
ing, management and control center.

Blockchain – moving  
to a business case-centric 
model
Globally and in India, blockchain 
has progressed to different levels of 
maturity, and in India, it is looking 
promising. The government is the most 
critical stakeholder and enabler of 
blockchain; while BFSI leads adoption 
in India.

Currently, 40+ blockchain initiatives 

are being executed by the public sector 
in India. At nearly 50%, BFSI has the 
maximum production level implemen-
tations in India. Logistics, retail, and 
manufacturing account for nearly 25% 
of blockchain implementations.

Blockchain is transforming from 
the experimental model to a business 
case centric model, which will result in 
more projects moving to the produc-
tion phase where over 70% of imple-
mentations will deliver cost savings or 
operational efficiencies.

Integration of finance and supply 
chain domain with blockchain using 
industry-specific blockchain scenarios 
will be facilitated by modern ERPs. 
Blockchain enhances the existing ben-
efits of ERP system to another level.

Industrial Robotics – a 
strong use case in ERP
Automotive is one of the leading verti-
cals for industrial robotics and recent-
ly demand has been driven by Tier-1/
Tier-2 suppliers. Original Equipment 
Manufacturers (OEMs) are pushing 
suppliers to invest in robotics to ensure 
better quality and faster production. 
Collaborative robots (Co-Bots) allow 
sharing heavy payloads and improve 
cycle times achieving an optimal 
degree of automation.

Strong growth of the e-commerce 
industry in India and of logistics sub-
sequently has pushed automation to 
keep up with high throughput require-
ments. ERP could not be better auto-
mated without robotics forming part of 
most manufacturing automations.

—The author is Managing Director and 
Global CEO, 3i Infotech

Investments in IoT technology services
are growing faster than that in IoT
products. Cloud service providers,
analytics and infrastructure providers
are driving the IoT solutions market
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customer connections 
to explode

This is one of the 10 trends driving enterprise IT 
transformation in 2020
By Prashant Gupta 

2 2020 is all about executing on enterprise digital 
transformation. Early digital adopters are now 
beginning to show real traction and gains – particu-
larly when it comes to customer, and more specifi-
cally, human experience technology. Those who 
haven’t opted in, and who chose to focus on cost 
efficiencies at the expense of network and technology 
investment, are now or will soon be suffering from 
innovation attrition, which can leave them unable 
to effectively compete. The focus in 2020 needs to 
be on how organizations can use technology to help 
them deliver on their customers’ business objectives 
in uncertain times. They need to improve agility, 
security and performance, and focus on the customer 
experience – and both basic and niche technologies 

are the answer. With this in mind, the following is 
Verizon Business’ view of those enterprise technol-
ogy trends that are most likely to impact our global 
business and government customers in 2020:

1. It’s back to basics for technology investment, 
but high-tech initiatives will also find their niche: 
In a customer-focused world, and an ever more com-
petitive global business environment, organizations 
will need to understand that there are no short cuts 
when it comes to technology investments. It’s about 
going back to basics in terms of business need, but 
also looking at how niche technology can be used to 
improve the customer experience, while making it 
more human – for example, by using a virtual reality 
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image of a service rep that can actually 
convey human emotion and senti-
ment. A few years ago this was all too 
expensive – but now, organizations can 
deploy tech to help make life easier, 
save time and focus business opera-
tions on the personalized needs of the 
individual.

2. Organizations will use technology 
to manage uncertainty: In times of 
political and economic uncertainty, the 
ability to move quickly to seize oppor-
tunities and mute distractions will 
determine business success. This is 
why software-defined networking will 
continue to be embraced by organiza-
tions around the globe, to enable flex-
ible and agile network orchestration 
which supports application delivery 
by type, and business expansion when 
opportunities present themselves. 

3. Organizations will focus on re-
architecting and re-defining the 
cloud: In 2020, organizations will 
focus on how well they can architect 
their multi-cloud environment to 
deliver fast, flexible and agile comput-
ing potential, as well as driving cost 
benefits – something that has been 
termed “point of need clouds”. It’s 
about moving from a through-the-
network data flow to a straight-there 
flow (for example, 5G to cloud to 5G) to 
enable edge applications, such as Arti-
ficial Intelligence (AI), video or IoT. 
The growth of mobile-edge computing 
will see these applications growing in 
type and scale, while being container-
ized so they can be easily deployed, 
moved between different cloud stacks, 
and mapped. Virtualized connectivity 
is the objective.

4. Organizations will need to recog-
nize data gravity: As data volumes 
continue to grow in the 5G era, data 
will develop its own gravity. Data will 
be king, and data volumes will be too 
large to move to the application – the 
application will need to go to where the 
data sits. In an age of edge computing 

and distributed analytics, applications 
will need to become data-centric, and 
managing data location and security 
will be a key priority.

5. Organizations will all want insight 
and control: So, applications become 
data-centric – but the multi-cloud 
environment will also be application-
centric, and the challenge will be how 
to gain control of those applications 
to prioritize and manage data flows 
via automated policy management. 
Organizations will need to get insight 
and control of end-to-end application 
performance, and how that relates to 
the application user, to be able to capi-
talize on the potential of their network 
environment – and be able to sort it out 
when things go wrong.

6. Organizations will need to adopt a 
new operating model: In a virtualized 
world, organizations will need to adopt 
a new operating model to buy and pro-
cure information technology assets. 
In 2020, the procurement process 
will become more fluid, based around 
larger ecosystem partnerships, and 
a multi-partner environment, rather 
than single vendors. But managing this 
space will be a key challenge. Organi-
zations will need to recognize that in 
a hypercompetitive environment, the 
brand is the only edge. Delivering cus-
tomer outcomes will be the primary 
focus, so it’s all about making it easier 
for the customer to solve their issue.

7. Customer connections will 
explode: With customer interactions 
now taking place in person, online, on 
social; in the contact center and in the 
store; by voice, or virtual and augment-
ed reality; success in this new decade 
will all be about how best to manage 
those connections. The question is, will 
organizations embrace this world of 
customer-centric connectivity, or try 
to control it? In 2020, the customer 
contact market will explode, with more 
alternatives for voice and video inte-
gration, and a continued move to pop 

up endpoints, and distributed contact 
center services. Organizations need 
to keep the customer experience front 
and center, or risk damaging their 
reputation and brand.

8. It’s time for a digital CIO: In an 
increasingly complex enterprise 
IT environment, the challenge for 
humans is how to process the wealth of 
system data to understand just what is 
going on. The answer is an immersive, 
virtualized, dashboard view, present-
ing data in a people-literate manner 
that humans can understand. Artificial 
intelligence will enable the creation of 
a ‘digital CIO’ to work alongside the 
human CIO.

9. Organizations will need to be 
pragmatic when it comes to security: 
There have been targeted attacks on 
companies and Government in recent 
months, whether state-sponsored or 
not. With an election year in the US, 
and political and economic turmoil 
around the globe, the ‘bad guys’ are 
likely to focus on breaching organiza-
tions’ defenses. So, organizations need 
to focus on security basics, and doing 
them well, to keep information secure 
and privacy intact. The largest threats 
though are still those of the insider. 
The need to create and manage zero 
trust architectures is stronger than 
ever, because today’s friend may be 
tomorrow’s foe.

10. It’s all about what organizations 
do with 5G: With 5G services rolling 
out around the globe, in 2020 it will all 
be about what organizations do with it. 
Robotics, automation and IoT will be 
the first out of the gate when it comes 
to enterprise 5G possibilities, but in 
2020, the major focus will be exploring 
the art of the possible. Further, there 
will be a rise in the 5G consultancy ser-
vice, as first movers look to monetize 
their expertise around the globe 

— The author is Head of Solutions - South 
East Asia & India, Verizon 
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aI & ML to Get 
Pervasive, Multi-
cloud Will Be the 
New Norm

It will be a mix of new technologies and newer, more mature 
applications of existing technologies that will mark 2020 
By Ramesh Mamgain
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Today, we live in a world where tech-
nology is redefining the way we work, 
live and play. Significantly, our future 
is quickly being reshaped by digital 
transformation technologies like Arti-
ficial Intelligence (AI), Machine Learn-
ing (ML), Cloud Computing, Internet 
of Things (IoT), 5G and Edge Comput-
ing. Now that we’ve entered 2020, 
here’s my take on the top five technol-
ogy trends that will impact businesses, 
society, and the world:

AI and ML will  
get pervasive
Transformative technologies like Arti-
ficial Intelligence (AI) and Machine 
Learning (ML) will gain traction in the 
year ahead. Industry insights indicate 
that the growing needs of businesses, 
government and nations will require 
more sophisticated, end-to-end, auto-
mated AI/ML solutions. This means 
we will see the emergence of automat-
ed platforms, effectively unlocking the 
strategic value of data while streamlin-
ing privacy, governance, and regula-
tory compliances. 

With shifts to automation, the need 
to protect and better manage this data 
will intensify. Organizations will gear 
up to protect themselves from cyber-
attacks. We also anticipate increased 
adoption of data platforms offering 
customized applications for specific 
tasks. However, a shortage of skilled 
talent in the industry could act as the 
biggest bottleneck. 

Multi-cloud, the new norm
Enterprises will move aggressively 
towards “multi-cloud” by deploying 
their application and workloads across 
multiple providers. Uncertainty about 
single cloud reliability, price-sensitive 
deployments, vendor lock-in, regula-
tory compliance, data sovereignty, gov-

t
ernance, and resiliency will drive the 
high demand. Simplification of work-
loads and data portability will boost 
multi-cloud adoption, with automation 
at scale leading to more productivity.

The convergence of multi-cloud, 
cloud-native, storage and management 
will drive adoption of software-defined 
storage data protection and applica-
tions built on containers and micro 
services. While cloud, multi-cloud and 
cloud-native applications are driving 
competitive edge for enterprises, data 
fragmentation will continue to cre-
ate significant governance, security 
challenges, negatively impacting busi-
ness outcomes. We will see increased 
demand for unified software-based 
storage and data management driven 
by efficiency, data sovereignty and gov-
ernance challenges across disparate 
cloud environments.

The empowering  
“Edge Computing”
With real-time processing of complex 
data sets originating from billions of 
sensors, connected devices, wearables, 
smart appliances, and smart cities will 
drive data processing requirements 
at the edge. We anticipate more enter-
prises to extend cloud computing to 
the ‘edge’ to solve challenges driven by 
the highly distributed modern digital 
business applications. Need for single, 
simple, secure and scalable platforms 
will drive demand to seamlessly tap 
data across on-premises, cloud, or at 
the edge. We expect edge computing to 
enable enterprises to reduce latency, 
drive faster data access and resolve 
regulatory issues like sovereignty 
besides cost savings from reduced data 
transport. 

The new paradigm of  
5G networks
One of the most prominent technolo-
gies to watch out in 2020 is 5G, creat-
ing the wireless interconnected world 
of the future. While we’ve entered a 
new decade, the world has already 
been fascinated by lightning-fast inter-

net connections. With 5G networks 
soon becoming a reality, it will enable 
data-intensive processes, bringing 
in speed with higher capacity of con-
nected devices and low latency. As the 
world transitions to 5G, there will be a 
growing demand for scalable, compre-
hensive, resilient and agile data strate-
gies to deal with high volume, velocity, 
and variability of data.

With increased applications running 
on over 5 billion mobile devices and a 
billion sensors on IoT devices – there 
will be an exponential rise of data that 
needs to be managed and analyzed 
through sophisticated tools. Smart city 
applications and revolutionary appli-
cations, such as augmented reality, vir-
tual reality, and self-driving cars will 
ride on 5G infrastructure.

Data security measures 
you can’t do without
In 2020, consumers and enterprises 
will be more aware and prepared with 
a better understanding of tools such as 
GDPR. Security breaches and privacy-
related incidents will only increase 
while data privacy will continue to 
undergo evolution. While the industry 
will continue to witness a rise in data 
malware, consumers will become more 
active in ensuring their data privacy, 
like sharing lesser information or 
unsubscribing from digital platforms. 
In times to come, robust data protec-
tion capabilities will become critical in 
winning consumer trust.

Certainly, as we welcome 2020, sur-
viving and thriving in the future will 
require progressive leaders to embrace 
a holistic approach towards knowing 
and managing the data rather than just 
employing a new-age data protection 
technology. With the digital ecosystem 
shifting to distributed computing, 
extended reality, and quantum com-
puting, we need to introspect where 
does the business stand and are we 
fully ready to embrace the future? 

—The author is Area Vice President - India & 
SAARC, Commvault
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insight

Disruptive Changes 
& Regulatory 
Pragmatism
Apart from bridging the gap between regulations and changes 
in business environment, pragmatist regimes should ensure 
effective implementation and strict monitoring
By Anthony Crasto

i In today’s regulatory environment, technological 
advancements are bringing in change at a rapid 
pace. Regulators and businesses are challenged to 
maintain a balance between fostering innovation, 
enforcing regulation, and addressing the unintended 

consequences of disruption. Technology and digital 
interventions, and easy access to low cost bandwidth, 
have been disrupting business models, as also how 
products and services are produced, delivered and 
consumed.
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In such an evolving environment, 
it is imperative that regulations keep 
pace, ensuring appropriate balance 
between the needs of society, busi-
ness and state. We can think of these 
disruptions and need for regulation to 
keep pace in various categories. 

A) Convergence of 
business models:
Technology has created a high level 
of business convergence and lines 
between traditional business defini-
tions are either getting blurred or 
fading away. As business models 
converge, regulators need to keep pace 
with defining regulations and poli-
cies towards these innovative models. 
Globally too, there are no unified or 
well-defined policies and regulations 
to these innovative service delivery 
models. The industry is developing, or 
has developed, self-regulating policies 
for companies to follow.

Some of the examples include the 
significant increase of online media 
streaming and consumer viewing. 
Currently, most of the online content is 
self-regulated and not covered by any 
national regulation.

The other example is in terms of poli-
cy governing the e-commerce industry. 
In the last 5 years, the boom in e-com-
merce has been significant, with some 
large global and Indian players leading 
the India market. The e-commerce 
industry, which has a high future 
potential and aims to significantly 
grow to USD 200 billion by 2026, has 
led to the government releasing the 
draft National e-commerce policy in 
2019. The government plans to issue 
this final policy in the near future.

B) Social media, mobile 
apps/digital interface with 
consumers/general public:
Companies use social media sites, 
mobile apps and create various digital 
interfaces to reach out to the consum-
ers/general public, gather significant 
amount of personal and consumer 
data. Such data invariably includes 

personal data of an individual, as also 
of his/her preferences. The growing 
use of internet-connected devices has 
created a vast digital footprint – a trend 
that is only set to accelerate. 

Globally, and in India, various 
instances have been reported of data 
breaches of personal data, data being 
used for ulterior objectives, unauthor-
ized transfer of data across jurisdic-
tions, leakage of personal data, etc. 
Considering these issues, various 
countries have now started releasing 
new and/or updating existing poli-
cies and regulations to address these 
emerging risks on how consumer data 
is collected, stored, processed and 
used. However, despite the amount of 
data generated, nearly 30% of nations 
have no data protections laws, and 
those that do, lack uniformity. It is 
important that regulators understand 
the risks associated with technology 
disruptions in a proactive manner and 
work with the industry and industry 
associations to define regulations 
which assist in protecting consumer/
public interests.

C) Increasing focus on 
consumer experience 
and safety in traditional 
business:
The increasing focus on consumer 
experience and safety is driving regu-
lators to focus on enhancing regula-
tions with respect to these sectors. For 
example, if we take the education sec-

tor, there has been significant growth 
in private schools, play schools, etc. 
However, regulations pertaining to 
student safety require further evolu-
tion.  In case of the healthcare industry, 
the use of technology is increasing 
significantly and a significant amount 
of sensitive patient data is collected, 
stored, and analyzed. IoT technologies 
are being implemented and even sur-
geries are being done through robots. 
Considering these technological inter-
ventions, it is important for regulators 
to understand the risks associated with 
these technology advancements and 
introduce regulations which will pro-
tect public interests and safety.

Endnote
Protecting consumer and public safety 
and interests is one of the paramount 
objectives of regulators. Considering 
the rapid change in business models, 
they too, will need to evolve at a rapid 
pace and proactively anticipate risks 
which may impact consumer/public 
interest, and introduce appropriate 
regulations to protect them. 

As of now, there seems to be some 
lag between evolution and maturity of 
regulations as compared to changes in 
the business environment. Regulation 
alone will not solve issues, effective 
implementation and strict monitoring 
are required if we need to make regula-
tions, polices and legislations effective. 

The most important objective is pro-
tecting consumer interests and at the 
same time driving positive consumer 
experience. To that effect, corporates 
also have an important role to play. As 
they continue to innovate and evolve 
newer business models, they too need 
to consider the implications this might 
have in safeguarding the rights of 
citizens and society. They are, after all, 
the target consumers of the company’s 
products and services and having 
a laissez faire approach to this aspect 
could impact the brand and reputation 
of the organization 

—The author is Partner, Deloitte India

Technology has created 
a high level of business 
convergence and lines 
between traditional 
business definitions 
are getting blurred...
regulators need to keep 
pace with defining 
regulations and policies 
towards these models
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Using Ai As An 
Adaptive immune 
system For networks 
Against Cyberthreats

In the network, AI can identify threats and initiate and coordinate 
a response
By Rajesh Maurya

i Imagine what you would have done differently in 
your network if you could have just seen a few years 
into the future. Would you have been quicker to 
embrace the cloud? What about the time and money 
spent on technologies that you now don’t really use? 

Every wiring closet has a number of expensive boat 
anchors sitting on a shelf somewhere gathering dust. 
Of course, if your organization has ever been the 
victim of a serious breach, it’s easy to guess how you 
may have prepared differently for that.
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Predicting the Future
The truth is, that last one isn’t really 
just wishful thinking. While predict-
ing what cybercriminals are going 
to do next can be tricky, the reverse 
isn’t true. When it comes to the cyber 
arms race, the criminal community 
has always had a distinct advantage in 
knowing what’s coming next. Organi-
zations are constantly looking for new 
ways to squeeze more value out  
of their networks, or gain that sliver  
of competitive edge through the use  
of new technologies. And cybercrimi-
nals can predict with a high degree of 
certainty where many of those organi-
zations will also neglect to apply prop-
er security to those efforts. According 
to one report, cybercriminals cost  
the global economy a total of USD 
1.5 trillion last year. And the rate of 
growth for cybercrime looks likely to 
continue for some time unless organi-
zations make a significant paradigm 
shift as to how they think about and 
deploy security.

Gaining the Upper Hand
To get out ahead of the traditional cycle 
of buying new cybersecurity solutions 
in response to the latest threat trends, 
organizations need to begin using the 
same sorts of technologies and strate-
gies to defend their networks that 
criminals are using to compromise 
them. That means adopting an intel-
ligently integrated approach that lever-
ages the power and resources of today’s 
enterprise. Much of this is detailed in a 
Fortinet’s Security Predictions report 
for 2020. This year’s report focuses 
extensively on ways organizations 
can successfully gain the upper hand 
when it comes to their cyber adversar-
ies. And that strategy relies heavily 
on two things: The development and 
deployment of solutions built around 
machine learning and artificial intelli-
gence, and shifting to a security-driven 
networking strategy that takes the 
principle of “look before you leap” to a 
new level.

Evolution & Future of AI
The first generation of AI is already 
in place in some sectors. Leveraging 
artificial neural networks and mas-
sive databases, systems using machine 
learning can rapidly sift through 
mountains of data to provide analy-
sis and determine a proper course of 
action, all at network speeds.

The next generation of AI, currently 
running in labs and some production 
environments, is better able to detect 
patterns by distributing learning 
nodes across an environment. This 
enhances its impact on things like 
access control. 

The third generation of AI, however, 
is where things begin to get really 
interesting. AI will still require a cen-
tral brain, but rather than a hub and 
spoke model, it will instead exist as 
an interconnected web of even more 
intelligent regional learner nodes, 
much like an organic neural network. 
Direct information sharing between 
nodes will not only play a pivotal role 
in identifying threats in true real time, 
but also ensure that central protections 
and controls match local requirements 
and variations.

Getting from Here to There
Of course, none of this will matter if 
security isn’t deployed where cyber-
criminals strike. Today, different seg-
ments of the networks can’t see or talk 
to each other and collected threat intel-
ligence often exists in isolation. The 

result is a fragmented security imple-
mentation that cybercriminals are all 
too eager to exploit. And this challenge 
is being compounded as more and 
more organizations rush headlong into 
adopting new technologies without 
first properly considering all of the 
security ramifications. 

Getting from where most organi-
zations are today, to the sort of inte-
grated and distributed security that 
the future will require, underscores 
the need to take a new approach. To 
start, organizations need to focus on 
interconnectivity and deep integration 
between their security devices. For 
machine learning systems to be suc-
cessful, they not only need access to 
critical security information, but that 
data will need to be seamlessly and 
instantly shared across the network so 
can be adapted to each networked envi-
ronment’s unique configuration. This 
will also require taking a security-first 
approach to new network expansions 
to ensure that all network and security 
systems and devices are visible and 
consistently controllable from any-
where in the network.

The ability for machine learning and 
AI systems to take over many of the 
menial and detail-oriented tasks previ-
ously assigned to human resources will 
take a significant bite out of the growing 
cybersecurity skills gap. By shifting 
responsibilities to autonomous self-
learning processes, that function simi-
larly to human autoimmune systems 
– hunting for, detecting, and responding 
to security events autonomously and 
in true real-time – valuable cybersecu-
rity professionals will be able to focus 
their unique skillsets on higher-order 
planning and strategy. This transition 
will be critical as organizations move 
to adopt the advanced security-driven 
network strategies that will help their 
businesses succeed in the digital mar-
ketplace of tomorrow.

—The author is Regional Vice President, 
India & SAARC, Fortinet

AI will still require a 
central brain, but rather 
than a hub and spoke 
model, it will instead exist 
as an interconnected web 
of even more intelligent 
regional learner nodes, 
much like an organic 
neural network
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A Realistic 
Asaasement
In contrast to infrastructure, where the cloud takeover is now 
complete and unquestionable, Software-as-a-Service (SaaS) 
has been able to secure less than one-fourth of the enterprise 
software spend. What does it say?
By Shyamanuja Das

i In the initial days of Software-as-a-Service (SaaS), 
one of its biggest attraction was that it allowed the 
non-IT functional executives to invest in the solu-
tions that solved their problems well—and without 
involving the IT department.

It provided three great value propositions.
One, it changed software from a capital expenditure 

to operational expenditure. That meant the decision 
could be taken at the SBU/division level, rather than 
waiting for the central IT/finance to approve the 
Capex. Capex decisions are almost always centralized 
and far more bureaucratic than operational spends.

Two, most of the initial SaaS companies understood 
the problem statement of these business units much 
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better and so their solutions were  
far more appropriate. That meant  
saving on a lot of time and hard work 
of explaining to the IT guys—who, 
at that time, understood very little of 
business language.

Three, it did not require any exper-
tise from the internal IT guys and 
hence could be bought, installed and 
run without their help while the main-
tenance was done by the vendor.

Cost was not a driver.
In contrast, the big take off in ‘cloud’ 

happened with the CFOs getting con-
vinced about the ‘huge’ cost savings, 
by shifting from Capex to Opex model 
and having the flexibility to invest 
only when required. After some initial 
resistance (to change, as always), CIOs 
also saw the inherent benefit that it 
provided them – by freeing them from 
a lot of nuts-and-bolts work.

Since, 70% of the costs went to the 
infrastructure technologies—like data 
centers—that is where both CFOs and 
CIOs focused. And the result was a 
huge take-off in cloud infrastructure 
services

According to estimates by special-
ized research firm, Synergy Research 
Group, the annual spending on cloud 
infrastructure services went up from 
virtually zero in 2010 to an estimated 
USD 97 billion in 2019 (based on 
actuals of the first three quarters and 
estimates of fourth quarter). In the 
process, it overtook the spending on 
data center hardware and software, 
including servers, storage, network-
ing, security and associated software, 
which is estimated to be worth USD 93 
billion in 2019.

So, cloud infrastructure most unam-
biguously replaced captive data cen-
ters as the primary go-to infrastruc-
ture for enterprises.

Let’s look at SaaS.
The same Synergy Research Group’s 

estimates show that annual SaaS rev-
enues in 2019 are expected to touch 
USD 101 billion. That is a growth of 
39% year over year.

That is impressive, by any standard. 

Yet, in contrast to more than 50% 
share by cloud in the infrastructure 
area, SaaS accounts for just 23% of the 
total enterprise software sales, which 
stands at USD 445 billion globally. 
This means on-premise software still 
accounts for 77% of the total software 
that enterprises buy.

A realistic assessment
What are the reasons why SaaS has not 
made a bigger shift?

A simple one line answer is: The shift 
is far more complicated.

According to Synergy, ERP, one of the 
biggest investment areas in software, 
is still, by and large, on premise. Even 
though ERP vendors have announced 
their SaaS versions, the change is not 
smooth. It is a different project alto-
gether, and not really an upgrade. And 
what a project it is—with too many 
unknowns and uncertainties.

Since ERP is what keeps the business 
running, few are willing to take that 
kind of risk in shifting to SaaS.

Similarly, most vertical-specific oper-
ational support systems—the software 
that make businesses run—have also 
not shifted to SaaS.

This explains why despite impressive 
growths, SaaS has still not become the 
primary enterprise software model.

However, software like collaboration 
application and CRM have seen sig-
nificant shifts to SaaS. Microsoft Office 
applications have seen significant shift 
to its SaaS-based Office 365 offering.

If we look at impact—and the buzz 
that some SaaS companies are creat-
ing—SaaS is very much the in-thing.

Consider this. More than half of the 

most impactful enterprise technology 
(hardware, software, services) com-
panies in the last decade (2010-2019) 
were SaaS solution providers.

Among them are enterprise software 
development and collaboration plat-
form Atlassian, electronic signature 
company DocuSign, communication 
and collaboration provider RingCen-
tral, IT services management platform 
ServiceNow, ecommerce platform 
Shopify, cloud ERP vendor Workday, 
pharma industry software platform 
Veeva, and customer experience man-
agement platform Zendesk.

Six of these companies also find  
a place in Synergy’s list of 12 technol-
ogy companies that reached a run  
rate of USD 1 billion or more in the  
last decade.

Except for Workday, they are all spe-
cialized software firms.

It clearly shows that SaaS is on fire 
but the growth is being led by special-
ized solution providers.

In software, the change is typically 
upgrade; refresh is not as common and 
cyclical as in hardware. So, the change 
is comparatively slow.

Also, the initial model of SaaS  
getting entry into the enterprise 
through business routes—bypassing 
the CIO’s office—has also got minimal-
ized. While there is more involvement 
of business executives in the decision 
making today, both sides have walked 
some distance to find a common mid-
dle point. The decision making is  
more collaborative, and very little 
purchase happens bypassing the IT 
department completely.

This is visible in the marketing strat-
egy of many specialized software firms. 
Tableau, which has now been acquired 
by Salesforce, was one of the super suc-
cess stories of visual analytics, selling 
through the functional units route. But 
well before acquisition, it had changed 
gear and had started wooing the CIOs.

All these changes do take time. And 
so will the shift to SaaS.

In short, it is a matter of time. A 
when, not an if 

In contrast to more than 
50% share by cloud in the 
infrastructure area, SaaS 
accounts for just 23% 
of the total enterprise 
software sales, which is 
USD 445 billion globally
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how Cloud Drove 
the growth Of 
Enterprise it 
Vendors in the 
Last Decade

Microsoft increased its revenue the most in this segment while 
IBM is not among the top growth achievers 
By CIO&Leader
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As many as six technology companies 
increased their enterprise IT revenues 
by more than USD 10 billion in the last 
decade. Top eight vendors collectively 
grew their annual enterprise IT rev-
enues by over USD 200 billion during 
the decade, according to a research by 
Synergy Research Group. .

Microsoft was the table topper 
with its revenue growth in enterprise 
technology touching almost USD 50 
billion. Amazon, Huawei, Dell, Cisco 
and Salesforce are the other five ven-
dors whose enterprise IT revenues 
crossed USD 10 billion mark. Google 
and Adobe also achieved significant 
growth, though they did not cross  
that mark.

This Synergy ranking presented here 
is not a revenue or growth ranking. 
Rather, it ranks the companies that 
increased their revenue the most in 
absolute terms or “those that moved 
the needle the most in growing the 
market”, as the firm puts it. 

Another notable growth story of  
the decade was the emergence of 
ODMs manufacturing massive 
amounts of hardware on behalf of 
hyperscale cloud service providers. In 
aggregate, ODMs are now generating 
some USD 17 billion from these activi-
ties; up from virtually zero ten years 
ago, says the research.

In aggregate, these eight technol-
ogy vendors plus ODMs tripled their 
annual enterprise sector revenues  
over the decade, reaching USD 320 
billion. While most of them acquired 
companies during the period, the 
great majority of the revenue increase 
came from organic growth - the one 
big exception being Dell whose 2016 
acquisition of both EMC and VMware 
more than doubled its revenues in the 
enterprise sector. 

A

“In many ways the 2019 enterprise 
IT market is almost unrecognizable 
from the one of 2009. Ten years ago 
Amazon and Google had hardly any 
presence in the enterprise sector 
and Salesforce was still in its early 
days. In 2019 those three collectively 
generated over USD 60 billion in 
revenues from enterprises,” said John 
Dinsdale, a Chief Analyst at Synergy 
Research Group. “In 2009, Microsoft 
was already one of the biggest sellers 
of enterprise technology, but over ten 
years it has grown those revenues 
by almost 150% to become by far the 
biggest player in the sector. Huawei 
has grown dramatically thanks to its 
booming local market and targeting 
of new regions and product segments, 
while Dell has absorbed some big 
name vendors and Cisco has steadily 
increased its networking and collabo-
ration business lines. We now enter 
the new decade with a revamped list of 
major tech companies serving enter-
prise customers.”

According to the research firm, enter-
prise includes sales to service provid-
ers, but excludes consumer-oriented 
activities and sales of mobile phones, 
PCs, tablets and other devices.

Cloud all the way
The main market segments that  
supported the growth of these compa-

nies were cloud infrastructure services 
and software (SaaS in particular), 
and, to a lesser extent, UC collabora-
tion, Ethernet switching and servers, 
according to Synergy. 

A look at the list shows one thing  
for clear. Except for two companies 
in the lower part of the stack, all com-
panies play in the infrastructure and 
platform domain. While Microsoft  
was back at the top, thanks to its trans-
formation led by Satya Nadella, Ama-
zon and Huawei made strong entry to 
the big club. 

IBM is conspicuous by its absence. 
HP, of course, split and HPE is, expect-
edly nowhere. 

Within infrastructure, the imprint 
of cloud is loud and clear. Microsoft, 
Amazon, Google (whose enterprise 
offering is all under Google Cloud  
Platform) are all public cloud service 
providers while Huawei and Cisco 
power the private cloud. Salesforce, 
which is a cloud native software ven-
dor, also managed to find a place while 
Adobe impressed with its transforma-
tion to a cloud-centric provider. Only 
Dell has a diverse portfolio, as a result 
of big merger. 

The cloud game has just begun. 
And it is already running away with 
the market, indicating that cloud has 
already become the primary model of 
enterprise IT delivery  

IT vendors that drove USD 200B cumulative growth in the last 
decade (enterprise IT only)

All figures in USD billion 
Source: Synergy Research Group
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