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There is no single definition 
on the difference between 
change and transformation. 
But we all can describe the 

difference. We change our clothes, but 
our soul goes through a transforma-
tion. A bear changes its fur in winter, 
but a caterpillar transforms itself to a 
butterfly. We change our objects, but 
we transform ourselves.

So, attempting a definition, there are 
two significant—and not mutually 
exclusive—conditions for a change to 
be called transformation. One,  
that the subject itself must change. 
And two, that change should be sig-
nificant.  

To that extent, notwithstanding the 
way the phrase has been abused, the 
usage of the word ‘transformation’ in 
digital transformation is appropriate. 
The objective is to make the organiza-
tion or business something completely 
new. Of course, the usage of digital 
does not require a debate. 

Based on the discourses so far,  
here are a few definitions of transfor-
mation:

 Transformation changes the subject 
of change completely, not just some 
attributes. 

 While change can be induced by any 

Turning 
the COVID 
change into 
transformation!

EDITORIAL

force—internal or external, transfor-
mation must be internal, maybe in 
addition to external.

 Change can be reversed; transforma-
tion cannot be reversed, by undoing 
the change.

 Change can be initiated with the 
immediate objective in mind, a trans-
formation, on the other hand, is a 
change towards a goal. 
Let’s come to the most important 

change that we are witnessing today—
the changes in work, life, business 
brought about by the pandemic. There 
is no debate about if these changes are 
real and significant. But whether they 
will result in transformation is open to 
debate. These changes are great trig-
gers for transformation but will not 
lead to transformation by default.

Can these changes make the organi-
zations decide their new goal and chart 
their journey accordingly?

That could lead to real transforma-
tion! 

Our cover story this month is about 
changes in enterprise IT, that is seen 
across the industries. Since the trans-
formation path is different for each 
organization, we do not claim that 
these are those ‘alterations’ needed. 
But they can be the trigger for spe-

Changes in work, 
life, business brought 
about by the pandemic 
are great triggers 
for transformation 
but will not lead to 
transformation by default

cific alternations, once organizations 
decide their goals. 

This month, we relaunch our news 
section, Around the Tech, based on 
the feedback from readers. One major 
change is to pack more information 
in a ‘newsy’ format. Many use our 
website to go through news based on 
research reports that we publish. One 
CIO told me he does it once in 15 days. 
We are just making that job easier by 
carrying a summary of those reports. 
We also introduce news from two 
areas that are closely related: startups 
and governments. 

Let’s hope, this year, we will see far 
more positives than the pre-pandemic 
period 
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users to reach 2.2 
billion globally by 2025



4 CIO&LEADER | January 2021

Hyperscale capex 
spend up 18% in 
first three quarters 
of 2020

QR code payment 
users to reach 2.2 
billion globally by 2025

AR market to 
surpass USD140 
Billion In 2025

India's enterprise 
mobility spend to 
grow 5.5% (CAGR) 
over next 5 years

Optimism high on tech 
in 2021

Digital payment 
now well-
entrenched in India

Hyperscale operator capex spend 
in the third quarter of 2020 was 
over USD 37 billion, taking the total 
spending to USD 99 billion in first 
three quarters, up 18% from 2020. 
The top four hyperscale spenders 
in the first three quarters of 2020 
were Amazon, Google, Microsoft 
and Facebook. , followed by Apple, 
Alibaba and Tencent. Outside of the 
top seven, other leading hyperscale 
spenders include IBM, JD.com, 
Baidu, Oracle and NTT.

QR code payment user base will 
exceed 2.2 billion in 2025, up from 
1.5 billion in 2020—that is equating 
to 29% of all mobile phone users 
across the world in 2025, according 
to Juniper Research. Much of this 
growth will be within emerging 
markets, where weak card infra-
structure creates a strong oppor-
tunity. The US too will see a strong 
growth of 240% in user numbers.

The augmented reality market will 
surpass USD140 billion in total mar-
ket value in 2025, according to ABI 
Research estimates. So far, AR con-
versations have been restricted to 
enterprise segment but ABI says this 
will shift to consumers too. Growth 
patterns around AR hardware and 
content will back this up over the 
next five years. Media & Entertain-
ment along with Retail & Marketing 
are the fastest growing verticals. But 
the enterprise growth isn’t slowing 
down, said ABI spokeperson.

Despite a drop from USD 860m in 2019 
to USD 800m in 2020, India’s enterprise 
mobility market will maintain a CAGR of 
5.5% between 2019 and 2024, driven by 
the rising enterprise adoption of remote 
working and bring-your-own-device 
(BYOD) strategies, according to Global-
Data.

Most adults are optimistic about 
accessing technology, digital tools 
and training in the next 12 months, 
but have serious concerns about the 
state of the climate, job market and 
global health, according to a World 
Economic Forum-Ipsos’ survey.The 
findings highlight the role leaders 
must play to enable the changes.

Digital payment methods are well 
accepted by Indian households and are 
not just the preserve of the rich or well 
educated, finds a study conducted by 
People Research on India’s Consumer 
Economy (PRICE) in partnership with the 
National Payments Corporation of India 
(NPCI). The study showed that while one 
of two of India’s richest 20% households 
use digital payment, as many as one out 
of four households in the poorest 40% 
also use it. 

“Every standard 
update, upgrade, release 

is slapped with the 
‘innovative’ label despite 
breaking zero ground.”

WhAT 
CIOs ARE 
TIRED Of 

hEARING... 

around
thetech

research reports
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Global IT spending 
to grow 6.2% in 2021

RPA adoption set to 
double in 2021

Greater cross-team 
collaboration to drive 
Dx must for CIOs

Govt may take over  
AI regulation within  
5 Years

M-payment mentions 
grow 5-Fold in 2020

Global cybersecurity 
investment to grow 
10% in 2021

Cos reimagine 
supply chains 

Worldwide IT spending will total 
USD 3.9 trillion in 2021, an increase 
of 6.2% from 2020, according to 
Gartner. It declined 3.2% in 2020 
as CIOs prioritized spending on 
technology and services deemed 
“mission-critical” during early days 
of the pandemic. All IT spending 
segments are forecast to return to 
growth in 2021. However, overall 
global recovery returning to 2019 
spending rates will not occur until 
2022. 

Robotic Process Automation (RPA) 
has passed the tipping point for 
broad enterprise adoption in the 
wake of COVID-19, according to 
Automation Anywhere’s Now & 
Next: State of RPA report, which 
culled data from more than 4,000 
customers and surveyed hundreds 
of technology executives from Glob-
al 2,000 and Fortune 500 firms. The 
study explores the impact of RPA 
and uncovers that majority of com-
panies (63%) surveyed deploying 
RPA or actively scaling up. 

IT leaders have growing concerns about 
their ability to keep up with digital trans-
formation, according to Dynatrace’s 
global survey of 700 CIOs. Traditional IT 
operating models with siloed teams and 
multiple monitoring and management 
solutions are proving ineffective at keep-
ing up with cloud-native architectures. 
As a result, teams waste time manually 
combining data from disparate solutions 
in a reactive effort to solve challenges 
instead of focusing on driving innova-
tion. It is hence imperative to break 
down the silos.

A lack of accountability within the pri-
vate sector will lead to governments 
taking over AI regulation over the next 
five years, according to Pegasystems’ 
global study. The study surveyed 1,350 
C-level executives across seven differ-
ent industries in 12 countries to examine 
how growing technology trends such 
as artificial intelligence (AI) governance, 
hyper automation, extended reality (XR), 
extended edge, and distributed cloud 
will evolve over the next five years. More 
than half (53%) are concerned govern-
ment regulation will stifle innovation. 

Department store and mall owners have 
been positive towards ‘digitization’, ‘con-
tactless payments’ and ‘sustainability’ 
in company filings, with discussions 
around mobile payments and digital 
growth growing in 2020 earnings tran-
scripts compared to 2019, according to 
GlobalData. Earnings transcript men-
tions of mobile payments and sustain-
ability increased over five-fold in 2020 
compared to 2019, while digital men-
tions grew by over 15%.

Cybersecurity investment will 
increase 10% globally in 2021, 
according to the Canalys cyberse-
curity market global forecast that 
assumes current investment trends 
will persist. The overall cyberse-
curity market value is expected to 
reach USD 60.2 billion in 2021. Even 
in Canalys’ worst-case scenario, the 
outlook is for annual growth is a 
strong 6.6%.

Covid-19 fintech driver
Fintechs need to reinstate their 
efforts to stay relevant to the 
market, according to GlobalData. 
The study finds fintechs that have 
invested in digital across opera-
tions are the ones that have likely 
gained customer confidence by 
providing convenience, and this 
will help them move forward. 

The supply chains in 40% of multina-
tional corporations were unable to cope 
with the crisis created by the pandemic, 
according to Orange Business Services’ 
survey. The survey of 320 enterprises, 
focusing on the manufacturing, trans-
port and logistics sectors, revealed 
that the global crisis has dramatically 
changed attitudes to risk. Some 83% of 
respondents said they are more aware 
of supply chain risks, such as raw mate-
rial shortages, manufacturing shut-
downs, or transport blockages. Nearly 
eight in 10 say they have accelerated 
their digital supply chain strategies. In 
addition, almost 50% of companies are 
now looking at overhauling risk procure-
ment and risk management strategies 
within the next two years. Automation is 
also set to increase in prominence.
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Indian consumers 
believe AI drives 
better CX

Security both a driver 
and barrier to cloud 
transformation

Chief Data Officer role 
pivotal by 2023

Top trends in 
cybersecurity in 2021

Digital adoption could 
boost groowth

90% Indian IT leaders 
focus on securing data

Data-driven ops key to 
manufacturing 

Indian consumers are extremely 
open to Artificial Intelligence (AI) 
adoption to drive better customer 
experiences, according to Pega-
systems. The study surveyed over 
1,000 consumers in India on their 
views about AI as it relates to moral-
ity, ethical behavior, and empathy. 
Of the respondents, 74% constituted 
millennials and GenX.  Indian con-
sumers generally trust new tech-
nologies like AI if they see the poten-
tial to improve their productivity 
and make things simpler, the study 
revealed. 

While 91% of organizations were 
successful in increasing security as 
a result of adopting cloud services, 
it remains a top concern for many. 
This finding comes from part two of 
the four-part Cloud Impact Study 
from Aptum. The report, titled 'The 
Security and Compliance Barricade', 
identifies common security, compli-
ance and governance challenges 
impacting organizations.

By 2023, 50% of chief digital officers 
without a chief data officer (CDO) peer 
will need to become the de facto CDO to 
succeed, according to Gartner. The 2021 
Gartner Board of Directors survey found 
that 69% of boards of directors have 
accelerated their digital business initia-
tives in response to COVID-19 disruption 
and are moving faster now than before 
the pandemic began. 78% said that 
analytics will emerge as the top game-
changing technology from the crisis. 
This has made the role of CDOs pivotal 
and leading digital transformation is 
now the top skill requirement.

Some key trends have emerged that 
will shape the cybersecurity industry in 
the coming year. With evolving tactics 
that increase the risk and impact of ran-
somware and phishing, combined with 
the New Normal of remote workforces, 
remote browser isolation (RBI) will 
become a critical must-have enterprise 
technology in 2021. Mass-scale ransom-
ware and other malware attacks continue 
to grab headlines, and companies are 
concerned about being the next victim. 
The hard truth for security teams is that 
the risk of an employee inadvertently 
clicking on a harmful link is a reality and 
this creates significant challenges. 

The pandemic-driven acceleration of 
digital adoption and the resulting new 
agile ways of operating could unlock 
USD 5.4 trillion in profitable growth if 
applied broadly, according to a new 
report by Accenture. Based on a global 
survey of 1,100 senior-level executives 
and externally validated financial data, 
the report, “fast Track to future-Ready 
Performance,” assessed the impact of 
achieving business operations maturity.

Druva’s '2020 Value of Data Report' 
uncovered rising concerns among 
Indian businesses about data protec-
tion. It reveals that protecting data 
from outside threats, unauthorized 
internal access and ensuring busi-
ness resiliency are becoming key 
priorities for organizations as they 
accelerate their cloud migration and 
digital transformation plans.

Private LTE-5G market 
The private LTE/5G infra-
structure market will grow 
from USD945 million to reach 
USD5.7 billion in 2024 as 
demand from mission-critical 
organizations is driving early 
investment, according to a 
recent report from IDC. 

In the near future, manufacturing com-
panies will collaborate in hyperconnect-
ed value networks in which data-and-
analytics applications drive productivity, 
new customer experiences and societal 
and environmental impact says a white 
paper, 'Data Excellence: Transforming 
Manufacturing and Supply Systems', 
released recently by World Economic 
forum (WEf). Nearly three-quarters of 
1,300 surveyed manufacturing execu-
tives consider advanced analytics to be 
critical for success and more important 
today than three years ago. But, only a 
few companies capture the full value 
that data and analytics can unlock 
to address the pressing challenges. 
Companies can however leverage the 
upcoming 'Manufacturing Data Excel-
lence framework' to accelerate growth.



Govt to table bill 
for introducing 
digital currency

Odisha launches 
forest info apps

IMD launches public 
portal for weather 
data upload

Glitches detected in 
COVID vaccination 
app, fixed

Digital voter ID 
cards launched

Portal for 
migrant workers 
launched 

Assam to go 
digital for 
creating disaster 
awareness

The budget session of the 
Parliament may see introduction 
of a bill aimed at creating a legal 
framework for the issuance of an 
official digital currency, according to 
a legislative agenda item listed in the 
Lok Sabha website. The Regulation 
of Official Digital Currency Bill, 
2021, will seek to prohibit all private 
cryptocurrencies in India. However, 
it allows for certain exceptions to 
promote the underlying technology 
of cryptocurrency and its uses, the 
agenda said. 

Odisha has two mobile apps – Mo 
Jungle and Know Your Forest – as 
part of the state government’s 5T 
(stands for Teamwork, Technology, 
Transparency, Time leading to 
Transformation) program. The 
Mo Jungle (meaning my jungle 
in Odia) app will help forest 
department officials keep track of 
all afforestation programs of the 
government. It will also allow the 
general public to get information 
about these projects. The Know 
Your Forest Land app will provide 
information about the right 
utilisation and development of 
forest land in the state. This app  
will also give detailed information 
about the district, tehsil, block, 
village, panchayat, ‘khata number’, 
revenue land number, land owner’s 
name, etc.

The Indian Meteorological Department 
(IMD) has launched a public portal 
where citizens can directly help the 
meteorological department record real-
time data. Available at https://city.imd.
gov.in/citywx/crowd/enter_th_datag.
php, this allows the users to  select 
state, district, time, type of weather inci-
dents, and can even provide information 
about damages. The users' observa-
tions will supplement the observations 
by IMD’s observatories.

Co-WIN, the COVID vaccination app, 
that is the backbone of government’s 
COVID vaccination program had as 
many as 13 glitches, out of which 12 
have been fixed, according to media 
reports. Some of the snags included 
absence of a mechanism to record rea-
sons if a beneficiary wasn't vaccinated, 
delays in the SMS delivery to benefi-
ciaries and the software module being 
unable to account for the vials returned 
after a session was completed. 

The Election Commission of India has 
introduced the digital voter ID cards on 
National Voters’ Day on 25 January. 
Called the electronic Electoral Photo 
Identity Card (e-EPIC), these are avail-
able as non-editable pdf files. Initially 
available to new registrants, it would be 
available to all from february 2021. 

Anational migration support portal 
has been launched by the Central 
government. ShramShakti, as the 
portal is called would help in the 
smooth formulation of state and 
national level programs for migrant 
workers. 

UP launches app for 
self-employment
On the occasion of 71st founda-
tion day of Uttar Pradesh, the 
UP government has launched an 
app to help youth to explore self-
employment opportunities in the 
state. Called UdyamSarathi, 
this application will provide all 
information on self-employment .

The Assam State Disaster Management 
Authority (ASDMA) will use digital tech-
nology to create awareness among the 
people to tackle disasters, reports the 
Assam Sentinel. The agency will imple-
ment a pilot project to digitally carry out 
its information, education and commu-
nication activities to create awareness 
among the people to take various safety 
measures in the time of disasters, said 
the report. The pilot project will first be 
implemented in Kamrup (Metropolitan), 
Jorhat, Dibrugarh, Cachar and Bongaig-
aon districts. 

Around The Tech
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Leo Capital leads seed 
funding in LOGIQ

Edge AI company 
AlphaICs raises USD8 
million in funding 

Salesforce Ventures 
invests USD15 mn in 
Darwinbox

Zenoti steps into unicorn 
club with USD160 million 
in funding

Series A funding in 
logistics-tech startup

Quick Heal to invest 
more in Israeli startup

LeadSquared lands 
USD32 million in funding  

Logiqai Software India Pvt Ltd, 
which operates artificial intelligence 
(AI)-based observability platform 
LOGIQ, has raised USD1.8 million in 
a seed funding exercise. The round 
in Bengaluru-based LOGIQ has been 
led by Leo Capital. LOGIQ was set 
up last year by Tito George and Ran-
jan Parthasarathy. The company’s 
platform helps IT and DevOps teams 
at enterprises solve the problem of 
handling the volume and variety of 
data within their organizations. The 
firm's mission is to make all IT data 
accessible and analyzable through 
its services.

AlphaICs, the leading-edge AI tech-
nology company from Milpitas, CA 
and Bangalore, India, designs and 
develops high-performance AI Chips 
for Edge Computing. It recently 
secured USD8 million funding which 
it will use to tape-out the Gluon AI 
chip, to develop the software stack 
and to build system solutions for its 
target markets. The Series B round 
was led by Endiya Partners and 
Emerald Technology Ventures.

Salesforce Ventures has made one of 
its first investments in India. It has led 
a funding round of about USD15 million 
in Darwinbox. The tech startup Darwin-
box’s hR technology powers more than 
500 global enterprises with over 1 million 
employees spread across 60 countries. 
founded by Chaitanya Peddi, Jayant 
Paleti and Rohit Chennamaneni – Dar-
winbox’s new-age, hire-to-retire human 
capital management (HCM) platform 
helps enterprises empower, engage and 
elevate the potential of their workforce. 

Zenoti, a cloud software provider to the 
beauty and wellness industry, has raised 
USD160 million in Series D funding at 
a valuation of over USD1 billion led by 
US-based private equity firm Advent 
International, along with participation 
from existing investors Tiger Global and 
Steadview Partners. The round catapults 
Bellevue, Washington and hyderabad-
based Zenoti into the coveted Unicorn 
club, making it only the fifth software 
product company of Indian origin, after 
freshworks, Druva, Icertis and Postman, 
to do so. 

Intelligent Retail Pvt Ltd, which operates 
distribution and logistics startup Ripplr, 
has raised USD3 million (around Rs 22 
crore) in a Series A funding round. Par-
ticipants in this exercise include Zephyr 
Peacock India Growth fund; Yukti, the 
Chand Family Office; and existing inves-
tor 3one4 Capital, Bengaluru-based Rip-
plr said in a statement. Set up in 2019 by 
Abhishek Nehru and Santosh Dabke, the 
company provides technology-enabled 
logistics and distribution services. 

Homegrown IT security company 
Quick Heal Technologies has signed 
a definitive agreement to invest USD2 
million in L7 Defense, an Israeli API 
security startup. The fresh investment 
comes a year after the Pune headquar-
tered company infused USD300,000 
in the startup in November 2019. 
The capital from the latest round will 
enable strategic alignment between 
the two companies.

PagarBook funding
Staff management startup 
PagarBook has raised USD15 
million in its Series A round of 
funding led by existing inves-
tor Sequoia Capital. Another 
early backer India Quotient also 
participated in this round. The 
platform helps SMEs  with a 
workforce management app. 

LeadSquared is one of the few Indian 
SaaS firms focusing on the local market 
to have been able to scale its top line and 
claims it is currently managing to double 
its revenues year-on-year. Overseas 
markets such as the US, Southeast Asia, 
Africa and Latin America are expected 
to sustain similar revenue growth in the 
coming years, it said. The sales automa-
tion platform raised USD32 million in 
Series B funding led by Mumbai-based 
private equity firm Gaja Capital, along 
with participation from existing investors 
Stakeboat Capital and Silicon Valley-
based entrepreneur Jyoti Bansal. The 
Bengaluru-based firm plans to utilize the 
fresh capital to expand globally and for 
potential mergers and acquisitions.

startup news
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BhAVESh GAnDhI 
has been appointed SVP, 
Chief Digital & Information 
Officer at Aarti Industries. 
Immediately prior to this, he 
was CIO - Pharma at Piramal 
Enterprises where he served 
for more than five years. 
Gandhi won the NEXT100 
award in 2015. 

KUnAl MEhTA 
has joined Fabindia Over-
seas as Group CTO. 
Before joining fabindia, 
Mehta was Head of IT at 
Raymond.

ChAITAnYA WAGh 
has been appointed as the 
CTO (India) at Scotiabank. 
Immediately prior to this, he 
was Group CTO at JM Finan-
cial, an organization where 
he served for more than a 
decade.

PRADIPT KAPOOR 
has joined Bharti Airtel as 
CIO. 
He takes over from harmeen 
Mehta. Kapoor was previ-
ously associated with A.P. 
Moller-Maersk as Vice Presi-
dent & Global head of Prod-
ucts & Solutions Engineering.

hARMEEn MEhTA 
has joined BT as Chief Digi-
tal & Innovation Officer. 
Immediately prior to this, 
she was Global CIO & head - 
Cloud & Security Business at 
Bharti Airtel. 

RAjEnDRA BhAlERAO 
has been appointed CISO at 
Scotiabank. 
Immediately prior to this, 
he was CISO at SBM Bank 
(India).

hARMIT SInGh MAlhOTRA 
has been appointed CTO at 
Enterr10 Television. 
Immediately prior to this, he 
was GM - IT & IS (Broadcast 
& Corporate) at Republic 
World.

SUDIPTO BARMAn 
has been appointed Group 
CIO at Dixcy Textiles. 
Immediately prior to this, he 
was head of IT Applications 
at DCM Shriram.

cIo & cIso movements
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Industry movements

RAChEl lER 
has been appointed VP & 
GM, APJ at Commvault. 

In her previous role at Com-
mvault, she was Area VP, 
South East Asia, hong Kong, 
Taiwan & Korea.

SAnDEEP GIROTRA 
has been appointed as 
Global Sales Head at Sterlite 
Technologies. 

He moves from Nokia 
after almost two and a half 
decades. In his last 10 years 
at Nokia, he held multiple 
executive roles, such as 
head of India, head of APJ, 
and head of Global Sales 
Transformation.

SAnDESh KAUP 
has joined Milestone Systems 
as Country Manager. 

Before joining Milestone, he 
served in the same capacity at 
Allied Telesis.

PAT GElSInGER 
will join Intel as CEO from 
15th February 2021. 

He takes over from Bob Swan. 
Gelsinger takes the role fol-
lowing over 8 years as CEO 
with VMware. 

ABhIjIT DUBEY 
will join NTT as Global CEO 
from 1st April 2021. 

He takes over from Jason 
Goodall. Dubey takes the role 
following over 20 years with 
McKinsey & Company where 
he was the Senior Partner.

RITESh GUPTA
has been appointed India 
Country Manager at Rubrik

He moves on from Nutanix 
where he served as Regional 
Sales Director for almost half 
a decade.

TAIMUR RAShID 
has joined Redis Labs as 
Chief Business Development 
Officer. 

He joins from Microsoft 
where he was General Man-
ager and head of Worldwide 
Customer Success for the 
Azure Data & AI business. 
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New coalition of heavy 
industry companies on the 
path to net-zero

GROW yOUR WOOD FURNITURE

Online harassment of 
women gets insidiousHeavy industries companies like airlines, steel 

or cement, burn a lot of fuel in their day-to-day 
operations and there’s no technology available yet 
for them to decarbonize at the same speed as some 
industries like technology, that can reach net-zero 
emissions faster by just switching to renewable 
energy. A new coalition called the Mission Pos-
sible Partnership, with backing from Jeff Bezos’s 
Earth Fund and the Bill Gates-founded VC fund 
Breakthrough Energy, is now bringing together 
partners in seven industries—shipping, avia-
tion, trucking, chemicals, steel, aluminum, and 
cement—to accelerate their path to net zero. The 
seven industries are responsible for around 30% 
of global emissions now and could run through 
the world’s entire carbon budget by 2030 if they 
don’t change. The organizations behind the pro-
gram saw a clear need for new systems to help 
make the transition happen. The new partnership 
brings companies, their suppliers, their custom-
ers, their regulators, and their funders into a  
conversation about how to get to net zero so that 
they can make concrete plans. By the end of the 
year, before the next major global climate talks,  
the partnership wants to share how this can work 
in practice.

Why cut down trees for furniture when you can grow wood in the exact 
shape you want? Impossible you may say. But scientists who have already 
figured out how to grow meat in a lab, nurturing animal cells to multiply 
into chicken nougats and mutton patties, are now on the path to doing the 
same with wood. Researchers at MIT are hoping to quickly produce wood 
in a lab chopping off decades from its growth cycle and may even be able 
to coax wood tissue to grow into fully formed shapes like a table. The idea 
behind this research is to mitigate the environmental harm of the logging 
and construction industries. In a paper recently published the 'Journal of 
Cleaner Production', the researchers detail how they grew wood-like plant 
tissue from cells extracted from the leaves of a zinnia plant, without soil or 
sunlight. The idea is similar to lab-grown meat.

Online harassment toward women is getting more Insidious. 
from coded memes to deep fake porn, abusive disinformation 
campaigns are sliding past moderation tools that the platforms 
employ to monitor trolling. Over a two-month period in late 
2020,  a research team monitoring the social media mentions 
of 13 prominent politicians, including harris, Ocasio-Cortez, 
and Omar  found more than 336,000 instances of gendered 
and sexualized abuse posted by over 190,000 users. These 
widespread campaigns represent just a sliver of the abuse that 
women in public life deal with on a daily basis online. Over half 
of the research subjects were also targeted with gendered and 
sexualized disinformation, a subset of online abuse that uses 
false or misleading sex-based narratives against women, often 
with some degree of coordination. The social media platforms 
have not created infrastructures that support women endur-
ing harassment and disinformation campaigns. Instead, they 
have managed to create environments that cater to the needs 
and challenges of men. Platforms like facebook and Twitter 
that force women to report individual instances of harassment 
and disinformation, rarely take them up even though the harm 
being inflicted is very real. While platforms have improved at 
detecting some blatant gendered abuse, they are still not any-
where close to monitoring the  growing malign creativity that 
trollers employ. Time for more meaningful efforts  to fight back. 

potpourrI



Adjustments that 
enterprise IT 
managers could 
make in 2021
Both strategic and tactical items 
could define the 2021 agenda

By Shyamanuja Das
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No matter how much we try to 
forget the last few months, it is 
no denying that the changes it 
brought about in such a small 
period of time has little parallel 
in history. We still don’t know if 

those changes are for better or for worse.
Probably both. But let’s not get into that territory. 

As true men of action, the CIOs are today the cus-
todian of all those changes, simply because tech-
nology is often both the cause and effect of those 
changes. Lest we forget, one of those changes is 
the heightened expectations from CIOs themselves. 
Even the most cynical within the organization have 
realized the role they play in organization.

The year 2021 comes at a time when we are slowly 
getting back to our normal life, the news of vaccina-
tion has raised the hope for the future.

So, change managers need to keep in mind the 
huge disruption that the pandemic caused, the learn-
ing (mostly about our capability, not just technol-
ogy’s), the hope for the immediate future, and the 
resilience that one needs to build against such dis-
ruptions in future while planning their job.

All we do here is to discuss some of the immediate 
changes that enterprise IT managers could take into 
account and the response plan that they may have 
for those. 

Understanding the Changes
Some changes were just accelerated. We were aware 
of those changes before COVID but were either not 
fully convinced or cautious; or were simply procras-
tinating. COVID just made our decisions easier by 
leaving us with no option. Digitization of business 
processes—which itself has so many manifesta-

tions—was one such example. It helped the proac-
tive. It convinced the skeptical. 

Some changes were absolutely necessary for 
the situation but may not remain in the long run. 
They had to be brought in somehow, but as things 
became more and more normal, companies decided 
to go back to the older practice. Of course, there 
were learnings. But by and large, there was a long-
ing to go back to the older practice. Due diligence on 
security is the most glaring example of a practice 
that changed during the crisis—no matter what com-
panies claim officially. But they are going back to a 
tougher stance on security—albeit with newer ways, 
newer tools to manage. 

Some changes were unanticipated but now prom-
ise to stay. They came, we saw and they kind of 
conquered us. Remote working—and all that comes 
with it—is the most important example of this type of 
change. The concept was not new per se. But many 
industries never thought they would have any need 
to work remotely. Manufacturing, Airlines, Hotels, 
Insurance…all realized they could work remotely. 
And the whole world has woken up to the possibility 
of remote work. The economy, said a commenta-
tor, was making a shift to a remote work economy. 
Whether you agree with that or not, at least no one is 
saying work from home is a euphemism for leave!

Some changes did not come directly from busi-
ness organizations’ immediate need to respond to 
the COVID situation, but from the need to address 
the changes in marketplace—that is the change in 
customer behavior, due to a change in lifestyle and 
spending behavior. Most businesses are still trying to 
figure out the extent of this change. 

Whether it is basic changes like contactless pay-
ment methods—India, of course, had learnt a lot of 
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that four years back during demonetization—or the 
change in demand—either way—for some products 
and services because the way COVID impacted 
our lives, these changes are not on-your-face but 
are more strategic shifts. Examples could include 
how travel services consumption changed on one 
end of the spectrum to how consumption of online 
education and entertainment services changed, on 
the other. There are the not-so-obvious ones like in 
manufacturing OT where OEMs wake up to the long-
standing needs of opening up to address the security 
concerns raised by IT in automated plants. But that 
one demands a full story by itself. 

A New Normal response plan, hence, must  
carefully evaluate all these changes—and we are  
not saying our classification is the most accurate—
and the breadth and depth in which they would 
impact businesses. 

This article goes into a few such changes and their 
impacts on enterprise IT. Again, our claim on these 
observations is only on their relevance to Indian IT 
managers and not on the comprehensiveness of 
their coverage. 

But before we get into those adjustments, let’s 
recapitulate some of the most visible changes that 
all of us have noticed. 

They are:
 More collaboration
 More flexibility in workplace model
 Greater security risks
 Traditional Disaster Recovery/Business Continuity 

plans not being of much help
 Cloud adding a huge use case to itself: that of an 

effective DR solution
 Companies with greater digitization of business 

processes responding with far more effectiveness
 Gaps in IT models/digitization getting exposed 
We will revisit them when we get into the  

adjustments. 

How IT is likely to respond in 2021: 
And to what?

Closing the 
digital gaps
Reliability of a digi-
tized business process 
is only as strong as 
its weakest digital 
link. This was badly 

exposed during the pandemic time. Digitization 
in many organizations had been done in bits and 
pieces. Sometimes, it was a knee-jerk reaction to a 
teething problem. Sometimes, it was in accordance 
with the comfort level of the process owner. Some-
times—even though many would not admit it—it was 
because of a smart technology vendor managing 
to sell the solution it had. Whatever are the reasons, 
many realized the hard way that despite 70-80%  
digitization in some business process, things did  
not move during the lockdown days, because of  
the gaps. 

Take, for example, supply chains in many manufac-
turing companies. A lot of it was already automated. 
But in many organizations, approvals were still 
manual. In such cases, thanks to people not coming 
to offices, and thanks to the fear of ‘contact’, small 
approvals help an entire chain. There are many other 
examples—in education, hospitality, even the highly 
tech-savvy banking sector. 

Many scrambled to close those gaps overnight. 
Some succeeded, some did not. In one chemical 
manufacturer, the CEO himself mandated to identify 
such gaps and close them on a priority basis. Of 
course, many started with the low-hanging fruits—
processes where the gaps are small. In 2021, we will 
see IT managers trying to close the gaps in existing 
automated processes and go end-to-end in the less 
automated processes. Expect this to be quite ubiqui-
tous in many industries. 

Towards fuller 
and smoother 
collaboration 
While collaboration 
tools like Zoom, MS 
Teams, Google Meet or 
WebEx saved the day by 
ensuring that the bare 

minimum happens and the business ran somehow, 
by making people talk to each other in groups, the 
gaps were multiple—and glaring. For one, confer-
encing is not collaboration. Most of these tools did 
not have the basic features available in traditional 
desktop videoconferencing like a shared whiteboard. 
Collaboration requires working together, not paus-
ing to give a briefing or just discussing an idea. That 
requires smooth, secure and seamless access to 
applications, which was missing. Security concerns 
were given a slip, in many cases, just to make people 
work somehow. Last but not the least, the experi-
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ence on the conferencing tools were, often, less than 
adequate. If that sounds like a lot of gaps, then be 
it. But let us not forget that COVID made collabora-
tion an everyday phrase in the workplace and senior 
executives, who had problem in accessing emails, 
now swear by collaboration.

So, there is no going back. The functionality, securi-
ty, and overall experience have to be improved. That, 
it is a clear top priority for the enterprise IT managers 
is a no-brainer.  

Shift towards 
human-centric 
business 
continuity 
planning 
Most large companies 
had some amount of busi-
ness continuity planning in 

place. Some of them had very meticulous planning. 
But all of that was around protecting data and tech-
nology infrastructure. 

When the pandemic struck, data centers were 
operating fine. There was no threat to the data either. 
Yet, we know what happened. People struggled to 
have secure and seamless access to enterprise 
systems from home. Right from accessing devices 
to securing enterprise access, everything was a chal-
lenge. If the access was secure, there was issue of 
authorization. Patchwork saved the day for many but 
created vulnerabilities, that could be—and in some 
cases were—exploited. 

That the traditional business continuity and disas-
ter recovery plans were clearly inadequate was real-
ized soon after the pandemic struck and was a point 
of discussion. As the pandemic prolonged and most 
had figured out an ad-hoc solution to make the busi-
ness running, the issue was forgotten. 

“It is a very, very important issue but honestly, I am 
yet to come across any new and tangible approach,” 
said a CIO. While we have listed optimistically it on 
the agenda items for 2021, the jury is still out on 
what could be the approach. As we said in the begin-
ning, it is the year of hope!

Uniformizing 
IT usage 
experience 
COVID also exposed 
another major gap. 
After the first few 
weeks, when employ-
ees were allowed to go 

to office, many companies decided to stick to work 
from home. Many of them still do. 

But a few employees realized that they did not have 
remote access to system, while some of their col-
leagues in other department had. So, even though, 
work wise, there was no major need for them to be in 
office (as required for some functional workers), they 
had to go to office, just because their IT system did 
not allow them to access their system from home.  
In other words, they had to risk COVID to go to office 
while their colleagues kept to home. This less than 
uniform privilege created many heartaches among 
employees. 

This happened because the enterprise IT was not 
planned end-to-end and certainly not keeping in 
mind the users. Even as the senior managers, not 
used to tech so well, have become digital converts 
post pandemic, the backlash from ordinary employ-
ees has the potential to derail many new IT initiates. 

This artificial digital divide within the organizations 
must be addressed immediately. 

That the traditional 
business continuity 
and disaster recovery 
plans were clearly 
inadequate was 
realized soon after 
the pandemic struck 
and was a point of 
discussion 
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Renewed 
interest in 
smart 
infrastructure 
and 
manageability 
Almost every infra-
structure and system 
software vendor has 
introduced smarter 

boxes and/or software that could provide a single-
pane-of-glass view of the infrastructure for easier 
manageability. The use case has been managing 
and thus help in securing hybrid cloud/heterogenous 
infrastructure well. Not every user organization can 
identify fully with that.

Most organizations had invested in basic function-
al boxes that could do what it was basically built to 
do, without that management layer that would help 
them to be managed remotely. That is because, even 
today, the price differential between them and the 
smarter infra is significant.

COVID, by forcing people to work remotely, brought 
in a strong use case for intelligent infrastructure 
that can self-rectify and can be managed remotely 
smoothly. 

Of course, we do not expect people to do a hard-
ware refresh, just for this. But they would certainly be 
sensitized to realize the need for smarter infrastruc-
ture in the next refresh. 

More from 
cloud – 
catalyzing 
application 
modernization
While most large orga-
nizations had their tryst 
with cloud in some form 
or the other, the pan-
demic made them real-

ize the value far more than any ROI calculations ear-
lier would have given. As if a new use case of cloud 
as a business continuity enabler emerged overnight!

Yet not everything was hunky-dory. There were 
challenges of access, of gaps, and of course, of 
management and security. And most of those chal-
lenges were not because of some inherent problems 
in public cloud offerings. They were due to the way 
they were set up.

Cloud made it to most enterprises’ hot investment 
agenda, initially because of the financial advantages 

that the CFO saw in it—and the conveniences that 
the CIO saw in it. Those were the low hanging fruits. 

As many organizations realized the full potential 
of the cloud and moved up the value chain, many 
others were stuck there. For the CIOs, it was not as 
easy to justify application modernization to the CFO, 
as it was for infrastructure migration. The com-
parison was far more tangible and understandable 
to a finance person for infra migration. So, many 
applications were migrated in a lift-and-shift man-
ner, the limitations of which were exposed during the 
extraordinary situation in COVID time. 

This, and the new-found acceptance of technology 
among the conservative corporate honchos, means 
that we may see application modernization happen 
faster this year. Though these are often significant 
decisions, we believe application modernization will 
actually take off in a big way, thanks to the ecosys-
tem readiness, unlike in case of some of the other 
adjustments we have talked about.

IT 
optimization 
for 
decentralized 
operations
One of the clear visible 
change brought about 
by the pandemic is the 

confidence on remote working. This confidence, 
coupled with the new reach achieved by many busi-
nesses such as education through online, is prompt-

Cloud made it to 
most enterprises’ 
hot investment 
agenda, initially 
because of 
the financial 
advantages...
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ing them to seek a middle path – decentralized 
workplace, smaller offices in newer locations and 
hybrid (online + offline) delivery of services. 

All these are leading to distributed operations with 
either mesh or hub-and-spoke model—or a com-
bination of the two. In short, it means the ability to 
not just establish newer small offices, almost on 
demand, but to ensure that they are managed cen-
trally with seamless and standardized experience for 
customers, employees and partners. 

In 2021, needless to say, that would essentially be 
achieved by leveraging technology. It could mean 
various things. First and foremost, more and more 
usage of cloud. Second, with local internet access 
becoming better, thanks to the fiber connectivity 
becoming widely available even in smaller locations, 
means, allowing the smaller offices to connect to 
cloud using local Internet. This, though convenient 
and cost-effective, has its challenges. That brings 
us to security and SD-WAN kind of connectivity. 
Finally, it isthe need for manageability, not just that 
of IT infrastructure but of overall operations, using 
technology. All these are very real needs and are not 
rocket science (unlike say reinventing a new DR/BC 
model, as discussed above). We expect this to hap-
pen in a major way this year. 

While this is the reactive part, if the experiment 
works out, businesses would like to make it proac-
tive, by creating a model that would enable plug-and-
play enablement of smaller offices. 

Readjustment 
based on 
strategic 
business 
shifts 
Apart from the horizon-
tal changes like usage 
of cloud, shifting to 

decentralization, more collaboration and better digi-
tal processes, which are changes across industries, 
different businesses have strategic needs based 
on the market shifts. Many of those needs will have 
to be fulfilled by leveraging technology. That will, of 
course, vary from industry to industry but may have 
lessons for others too. 

And now for some wishful thinking: 
more holistic UX
While technology has removed many a barrier like 
distance and the limitation of memory and hence 

has made many things possible, thought to be 
impossible earlier, it is nowhere close to perfect when 
it comes to social interactions. That was not really a 
need in corporate life, as it was taken for granted in 
an office environment. The pandemic forced us to 
work in isolation and even showed us many tangible, 
measurable short-term benefits of remote work, 
raising the expectations from it.

But the more we work remotely and digitally, the 
more will machines come in the way of our inter-
acting with each other, noticeability of which will 
have to be minimized. That would require a different 
approach to User Experience (UX). UX has tradi-
tionally been fairly narrowly defined and has been 
reduced to a very limited set of metrics. The UX for 
the New Normal has to be much broader. Some 
organizations, for example, have introduced a virtual 
commuting time, for people working from home. This 
is based on findings that the commuting time acts as 
a buffer between home environment and office envi-
ronment and helps the worker switch off gradually 
from home environment to office environment. 

It is not just about redefining UX. By some of the 
traditional measures of digital user experience, such 
as low latency, intuitive interfaces, etc., many IT set-
ups still have a long way to go. Those should ideally 
be taken up this year.

Endnote
We are yet to comprehend the long-term changes 
that may take place because of the learnings from 
the extraordinary situation we faced last year. Of 
course, every business change will have implications 
for technology strategies and for CIOs. 

While we have identified some adjustments based 
on what we have observed, it will be presumptuous on 
our part to call it a definite or a comprehensive list. 

But if we do observe something new, we will share 
with you, right here 

UX has traditionally 
been fairly narrowly 
defined... The UX for the 
New Normal has to be 
much broader
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Data, data, everywhere, not a drib to sniff. To say that there is data 
overload faced by almost every organization would be an under-
statement. The problem is so serious that multiple lines of careers 
have been spawned by it. And yet, this data (once qualified) is not 
providing the value it can. And that is primarily because the pie 
charts, bar graphs, and PowerPoint are grossly inadequate in help-
ing making sense of this flood; not to talk of the deficiency of trust 
in how Artificial Intelligence (AI)/Machine Learning (ML)/Deep 
Learning (DL) are interpreting it. A new type of visual tools is now 
needed, which not only present data differently but also build 
trust. This column will examine “Data Visualization”, perhaps one 
of the most talked about emerging concepts and (therefore) widely 
misunderstood. And we will look at how to find the story that data 
is trying to tell us. 

Data Visualization is the new way data is presented and used. 
At the highest level, Data Visualization focuses on the best and the 
worst, and not all the data. We will look at what this highlighting 
means a little later. And this identification of the best and the worst 
is done by AI/ML/DL, with ability for the user to make the final 
call. The end game of all this is an ability to tell a “Data Story”. The 
nature of this interaction between humans and computers varies 
by the context. In a recent Webinar, MIT listed five such variations. 
Let us look at these in the context of implementation by one of the 
largest retailers in the world. 

At one end is the “Automator” mode, where humans will typically 
slow down the decision-making process. An application is Clear-
ance Sale at the end of a season; the only priority is to move items 

D
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By Akash Jain

Silly Point

nice to See 
you, Mr. Data!
A new type of visual tools is now needed, 
which not only present data differently 
but also build trust
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off the shelf with multiple micro-deci-
sions, sometimes in millions. Then 
there is the “Decider” mode, where the 
data is used to provide information 
for humans to make the decision. The 
application here is Smart Substitu-
tion, the method for recommending 
alternatives to online shoppers when 
their specific choice is not in stock. The 
control starts to shift as we move to 
the “Recommender” mode; data here 
suggests optimal solution(s), like in 
Replenishment. Next level of human 
computer interaction is the “Illumina-
tor” mode, where the data provides 
information for human thought to 
focus in the right direction. A rendi-
tion would be in Assortments.

Lastly is the “Evaluator” mode, 
applicable when the options avail-
able are too many or too complex for 
human mind to even comprehend, let 
alone select and decide. Data is used 

It is clear that data needs to be used only as 
needed and not in its entirety, and with full 
visibility if not interactivity

to generate a comprehensible set of 
options for humans to finally decide. 
This is useful in case of extreme 
events, like a tornado, when the entire 
Replenishment, Assortment and the 
Supply Chain need to be rejigged so as 
to spin on a dime. This has also been 
used for the current pandemic by ML-
mature organizations, including in the 
vaccine research.

It is clear that data needs to be used 
only as needed and not in its entirety, 
and with full visibility if not interac-
tivity. According to MIT, such a system 
requires three core modules: Visu-
alization (to present multiple views 
side by side), Interactivity (to explore 
the multiple views, including ‘what-
ifs’), and Prescription (for analytics). 
Most certainly, not all components are 
required in all the modes outlined ear-
lier, at least not in full strength.

Let us now look at what kind of data 

presentation needs to be done by the 
three modules for the five modes. This 
presentation is a four step process. 
First and foremost is to identify the top 
and/or the bottom, and highlight it. 
Secondly, context-specific labels need 
to be added. Thirdly, to make sure that 
one is not focused on the outliers, bun-
dling must be done to show that the 
“highlight” is a not an anomaly. This 
allows the data to be grouped together 
to allow the right focus. Lastly, a deep 
dive may be required in this delineated 
data for detailed analysis and decision 
making. The Visualization Engine 
mentioned above will need to walk the 
user through all four steps. The first 
three steps build trust in the user, and 
the last one provides interactivity.

A story gets created as one takes 
the Data Visuals at multiple points of 
time, so that a ‘plot’ starts to emerge. 
And just like in storytelling, one must 
admire the magnitude (in turn estab-
lishing the need to focus only on the 
critical subset), have a hero and a vil-
lain (both of which can be people, enti-
ties, events, circumstances, etc.) with 
the consequent struggle/opportunity 
(past or to be planned by humans), an 
emotional arc; and the story needs to 
be within the context of the viewers. 
It usually helps to have conversations 
with the people who have generated 
data; this provides help in all the ele-
ments as listed above for a good story. 

And this is how one gets the  
Data Story.

Let us end with a quick summary of a 
real Data Story. It is a well-established 
fact that the laundry bill of most house-
holds jumps as autumn sets in. But 
there is a set of households where this 
jump is manifold. On dissection of this 
data, it was found that these were HNI 
households. And right there was a list 
of consumers that are more likely to 
buy luxury goods in the coming year. 

We will be looking at Data in its 
interesting forms over the next four to 
six months; all in plain English, and 
not as a doctoral thesis. Next up: Data 
in Wilderness 
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Cybersecurity 
Threat Predictions 
For 2021
Going into 2021 and beyond, we face a significant shift in the 
cyberthreat landscape with the rise of new intelligent edges, 
which is about more than just end-users and devices remotely 
connecting to the network
By Rajesh Maurya
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In 2020, we saw many rapid changes 
on a global scale as organizations 
across the world attempted to adapt 
to a New Normal caused by the pan-
demic. Amid this shift, there were 
significant developments seen across 
the cyberthreat landscape. Going into 
2021 and beyond, we face another sig-
nificant shift with the rise of new intel-
ligent edges, which is about more than 
just end-users and devices remotely 
connecting to the network.

In FortiGuard Labs’ threat predic-
tions for 2021, we’ve estimated the 
strategies that we anticipate cyber-
criminals will leverage in the com-
ing year and beyond. This includes, 
but is not limited to, predictions and 
insights on intelligent edge computing, 
5G-enabled devices, and advances in 
computing power, as well as the new 
wave of advanced threats that will 
undoubtedly arise as a result. 

Each year at this time, we take a look 
at trends across the cyberthreat land-
scape, whether just around the corner 
or further afield. Predicting security 
threat trends may seem like more art 
than science, but the reality is that 
combining a strong understanding of 
how threats develop and what sorts of 
technologies cybercriminals gravitate 
towards both to use and to exploit with 
evolving business trends and strate-
gies helps make predictions a reason-
able process.

The Intelligent Edge is  
a Target
Over the past few years, the traditional 
network perimeter has been replaced 
with multiple edge environments, 
WAN, multi-cloud, data center, remote 
worker, IoT, and more, each with its 
unique risks. One of the most signifi-
cant advantages to cybercriminals in 
all of this is that while all of these edges 
are interconnected many organizations 
have sacrificed centralized visibility 
and unified control in favour of perfor-
mance and digital transformation. As a 
result, cyber adversaries are looking to 
evolve their attacks by targeting these 
environments and will look to harness 
the speed and scale possibilities 5G 
will enable.

Trojans Evolve to Target  
the Edge
While end-users and their home 
resources are already targets for cyber-
criminals, sophisticated attackers will 
use these as a springboard into other 
things going forward. Corporate net-
work attacks launched from a remote 
worker's home network, especially 
when usage trends are clearly under-
stood, can be carefully coordinated so 
they do not raise suspicions. Eventu-
ally, advanced malware could also 
discover even more valuable data and 
trends using new EATs (Edge Access 
Trojans) and perform invasive activi-
ties such as intercept requests off the 
local network to compromise addition-
al systems or inject additional attack 
commands.

5G Can Enable Advanced 
Swarm-Attacks
Compromising and leveraging new 
5G-enabled devices will open up 
opportunities for more advanced 
threats. There is progress being made 
by cybercriminals toward developing 
and deploying swarm-based attacks. 
These attacks leverage hijacked devices 
divided into subgroups, each with spe-
cialized skills. They target networks 
or devices as an integrated system and 

share intelligence in real time to refine 
their attack as it is happening. Swarm 
technologies require large amounts 
of processing power to enable indi-
vidual swarm-bots and to efficiently 
share information in a bot swarm. 
This enables them to rapidly discover, 
share, and correlate vulnerabilities, 
and then shift their attack methods to 
better exploit what they discover.

Advancements in Social 
Engineering Attacks
Smart devices or other home-based 
systems that interact with users, will 
no longer simply be targets for attacks, 
but will also be conduits for deeper 
attacks. Leveraging important contex-
tual information about users includ-
ing daily routines, habits, or financial 
information could make social engi-
neering-based attacks more successful. 
Smarter attacks could lead to much 
more than turning off security sys-
tems, disabling cameras, or hijacking 
smart appliances, it could enable the 
ransoming and extortion of additional 
data or stealth credential attacks.

New Ways to Leverage 
Ransomware in Critical 
Infrastructures
Ransomware continues to evolve, and 
as IT systems increasingly converge 
with operational technology (OT) 
systems, particularly critical infra-
structure, there will be even more 
data, devices, and unfortunately, lives 
at risk. Extortion, defamation, and 
defacement are all tools of the ransom-
ware trade already. Going forward, 
human lives will be at risk when field 
devices and sensors at the OT edge, 
which include critical infrastructures, 
increasingly become targets of cyber-
criminals in the field.

Advances in Cryptomining
Eventually, by compromising edge 
devices for their processing power, 
cybercriminals would be able to pro-
cess massive amounts of data and 
learn more about how and when edge 
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devices are used. It could also enable 
cryptomining to be more effective. 
Infected PCs being hijacked for their 
compute resources are often identified 
since CPU usage directly impacts the 
end-user’s workstation experience. 
Compromising secondary devices 
could be much less noticeable.

Spreading Attacks  
from Space
The connectivity of satellite systems 
and overall telecommunications could 
be an attractive target for cybercrimi-
nals. As new communication systems 
scale and begin to rely more on a net-
work of satellite-based systems, cyber-
criminals could target this convergence 
and follow in pursuit. As a result, com-
promising satellite base stations and 
then spreading that malware through 
satellite-based networks could give 
attackers the ability to potentially 
target millions of connected users at 

scale or inflict DDoS attacks that could 
impede vital communications.

The Quantum  
Computing Threat
From a cybersecurity perspective, 
quantum computing could create a 
new risk when it eventually is capable 
of challenging the effectiveness of 
encryption in the future. The enor-
mous compute power of quantum 
computers could render some asym-
metric encryption algorithms solvable. 
Although the average cybercriminal 
does not have access to quantum com-
puters, some nation-states will, there-
fore the eventual threat will be realized 
if preparations are not made now to 
counter it by adopting crypto agility.

Artificial Intelligence (AI)  
Will Be Key
As these forward-looking attack  
trends gradually become reality, it 

will only be a matter of time before 
enabling resources are commoditized 
and available as a darknet service or as 
part of open-source toolkits. Therefore, 
it will take a careful combination of 
technology, people, training, and part-
nerships to secure against these types 
of attacks coming from cyber adversar-
ies in the future.

AI Technology Needs to  
Keep Up
The evolution of AI is critical for future 
defense against evolving attacks. AI 
will need to evolve to the next genera-
tion. This will include leveraging local 
learning nodes powered by ML as part 
of an integrated system similar to the 
human nervous system. AI-enhanced 
technologies that can see, anticipate, 
and counter attacks will need to 
become reality in the future because 
cyberattacks of the future will occur 
in microseconds. The primary role of 
humans will be to ensure that security 
systems have been fed enough intel-
ligence to not only actively counter 
attacks but actually anticipate attacks 
so that they can be avoided.

Organizations Can’t Do  
It Alone
Organizations cannot be expected to 
defend against cyber adversaries on 
their own. They will need to know who 
to inform in the case of an attack so 
that the “fingerprints” can be properly 
shared and law enforcement can do its 
work. Cybersecurity vendors, threat 
research organizations, and other 
industry groups need to partner with 
each other for information sharing, 
but also with law enforcement to help 
dismantle adversarial infrastructures 
to prevent future attacks. Cybercrimi-
nals face no borders online, so the fight 
against cybercrime needs to go beyond 
borders as well. Only by working 
together will we turn the tide against 
cybercriminals 

—The author is Regional Vice President, 
India & SAARC, Fortinett

Organizations cannot be expected to defend 
against cyber adversaries on their own. They 
will need to know who to inform...
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Attack surfaces: 
Taking Your 
game Offline

There are 3 attack surfaces that can take your game 
offline: gaming server surface, gaming lobby surface and 
in-game surface
By Nikhil Taneja
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Gaming is a hot, profitable industry – now more 
than ever, since the pandemic has driven people to 
consume more streaming content. It’s why botters, 
manipulators and cybercriminals will go above and 
beyond to disrupt online gaming services and impact 
the multiplayer experience .

Normally, DDoS attacks inflict damage by impact-
ing service availability. However, in gaming there 
is another unique value to DDoS: it is being used to 
create an unfair advantage to one or more players by 
slowing down others and kicking out competitors 
from gaming rooms. The entire gaming arena could 
be DDoS attacked from different surfaces, leaving 
players frustrated and potentially leading to a severe 
impact on the brand reputation.

In recent months, we have witnessed more and 
more UDP, in-session, low volume floods targeting 
the online gaming industry, which even led a number 
of famous online tournaments to be canceled or post-
poned.

There are 3 attack surfaces that can take your  
game offline:

Gaming Server Surface
Similar to every resource on the internet, gaming 
servers are also bound to bandwidth and hardware 
resource limitation. As powerful as it may be, once 
attacked, the game infrastructure can be saturated as 
any other network/CPU-operated environment. The 
gaming server is the pivotal connection between the 
user and the gaming company/platform and hence, it 
must always be available, always online.

No matter if it resides in the public cloud or legacy 
data center, companies must protect their gaming 
servers against DDoS and other compromising 
attacks and ensure their constant high-availability 
and to provide the best user experience. 

Gaming Lobby Surface
Such a unique, multi-layered architecture can cause 
a real headache for a security team. Lobby room pro-
tection, over UDP or TCP, can be hard to monitor and 
even harder to detect attacks because in most cases, 
they are low volume, resource exhausting attacks 
that won’t ring any alarm bells.

In addition, the authentication and initial login are, 
in most cases, encrypted. In general, encrypting the 
game authentication stream is mandatory in order 
to maintain data confidentiality and integrity. How-
ever, this also poses a problem as middle boxes are 
blind to the data stream. This inability to process the 
actual data might cause false positive or false nega-
tive detection where the server’s DDoS protection is 
based on traffic volume only.

On the other hand, decrypting all traffic might 
result in higher latency, negatively impacting the 
user experience in multi-player games. Since the 
SSL/TLS problem is a big issue, many times security 
teams are left with a big problem that keeps them 
from doing their job properly.

Companies need to monitor the regular usage of 
their lobby room, whether encrypted or not, focusing 
on the number of legitimate requests and their source 
IPs, so they can identify abnormal activities and

In-Game Surface
Protecting the in-game session is a hard skill to mas-
ter. Security teams need to continually learn the nor-
mal distribution of UDP packets in the session itself 
in order to identify and block attacks, which makes 
the in-game attack surface lucrative for manipulators 
and hackers.

As UDP is all about speed, learning the normal 
distribution of online games can be an almost impos-
sible task to perform manually. Gaming companies 
need to know to look for this in-session DDoS attack 
that can cause a game to crash or manipulate the 
integrity of the game itself. There is nothing players 
hate more than an unfair advantage that makes them 
lose the game and getting a network DDoS warning 
message.

Recommendations to protect  
your titles
Gaming companies are exposed in three dimen-
sions and must stay on a constant alert and monitor 
each one of them for each of their titles. Security 
teams need to be able to identify attacks automati-
cally, whether encrypted or not, when they start 
and have the right solution to block the attack while 
allowing legitimate users to play the game with no 
added latency. When working manually or with rate 
limiting technologies, security teams need to choose 
between impacting the user experience and overlook-
ing the potential threats 

—The author is Vice President & Managing Director - India, 
SAARC, Middle East & GSI at Radware
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Technology Will 
Reshape The 
Business Landscape

The coming year will be the year of innovation that further 
propels acceleration of digital transformation and automation
By Mankiran Chowhan
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2
2020 has been a difficult year for the industry  
with everyone slowly trying to adjust to the new  
reality. The pivot to remote work has created new-
found visibility for digitalization and enough 
positive sentiment from the broader organization 
to support reinvention of their digital foundations. 
The coming year will be the year of innovation that 
further propels acceleration of digital transformation 
and automation.

A few perspectives and predictions related to tech-
nology for 2021 are as follows:
1 Automation will become essential, not extra and 

will accelerate the pace of digitalization: Many 
companies were in the early or mid-stages of digital 
transformation when the pandemic struck. They 
pivoted and sped up that transformation to address 
unprecedented global disruption and customer 
needs, and now they will be expected to continue 
operating within this new context. Digitalization is 
expected to be directed majorly towards improving 
employee experience. According to a Gallup study, 
employers who focus on employee engagement 
realize 17% higher productivity, 21% higher profit-
ability and 4.3x increase in earnings per share. One 
big part of this is to provide the employees with 
automation solutions and mobile tools that can 
improve the overall productivity and experience 
of the employees leading to better retention for the 
organization.

2 Demand for AI will become more mainstream: 
As businesses will continue to maintain hybrid 
remote-working models and anticipate other 
potential disruptions in 2021 and beyond, the role 
of automation and AI use cases in the workplace 
will grow. These may include enabling efficient 
day-to-day communications between knowledge 
workers doing their jobs from home and automat-
ing invoicing and expenses to keep valued partners 
paid and to preserve budgets. More businesses will 
lean on AI algorithms to make decisions to support 
real-time financial transparency in order to meet 
the business needs brought on by the pandemic. 
This includes managing spending in near real-
time to improve budget management and liquidity, 
increasing compliance and eliminating errors, and 
maximizing profitability.

There will be broader use of AI and ML to add 
intelligence to applications and eliminate manual 
processes to give firms a much-needed competitive 
boost by improving their productivity. A recent SAP 
Concur-commissioned study, for instance, found 
that as much as 36% of employees in India submit 
expenses manually by filling out a form and enclos-
ing physical receipts. Firms can save considerable 
money each year − and improve employee satisfac-
tion and experience− by automating their finance 
and administration processes. The need to optimize 
processes, consolidate assets and reduce costs will 
further kick demand for AI into overdrive for more 
back-office operations in areas, such as Accounts 
Payable (AP) and Accounts Receivable (AR).
3 Blockchain and Robotic Process Automation 

(RPA) would drive the future: An increasing 
number of organizations are already aiming to 
automate their processes while ensuring proper 
tracking and secure capturing of all business 
transaction. In the times ahead, accountants using 
spreadsheets will be replaced by technology that 
does 90% of the work without human intervention 
and in the next five years, many transactions will 
be handled automatically, streamlining workflow 
management, such as expense approvals, invoices 
and reimbursements. Blockchain and RPA have 
emerged as disruptive technologies that can help 
the companies in transforming their existing mod-
els while increasing revenues and reducing costs. 
In the coming year, we expect the adoption of these 
technologies to further grow with organizations 
utilizing a combination of blockchain and RPA. 
While RPA would be able to automate the repetitive 
and manual tasks, interact with systems to process 
data, bring in flexibility and reduce operational 
risks, blockchain would be crucial for improving 
audit management, secure payments, recording 
business transactions for automated decision mak-
ing and creating immutable records for reliability.

4 Data will move from an analytical to predictive 
decision-making tool: In the coming year, many 
more organizations will start to realize the potential 
of their financial data to intelligently guide busi-
ness decisions and leverage it to reach even greater 
levels of success. As operations become largely 
automated, finance will double down on business 
insights and service. According to an SAP Concur 
commissioned research done by Vanson Bourne, 
98% finance leaders believe it is important to have 
total control over spend management. Organiza-
tions with good visibility into their spending are 
better equipped to identify cost saving opportuni-
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True to its name, a super 
app is the number of apps 
within a single seamless 
experience. They tend to start 
as messaging or payment 
apps that merge and grow to 
include ride-hailing, dining, 
social media... 

ties, enforce higher levels of compliance and meet 
financial reporting requirements. They need to be 
able to isolate trends and patterns that bring down 
compliance, so that they can strengthen their poli-
cies to increase control.
There will be an uptake in the use of intelligent 

spend management (ISM) solutions that would help 
the finance department in automating monotonous 
and menial tasks and support consolidation of 
finance data and information from multiple sources 
enabling the CFOs in gaining a holistic picture. This 
implementation and adoption of technology would 
help the finance leaders in managing budgets better 
and identifying the priority areas to redirect monies.
5 “Super Apps” Adoption: With the pandemic in 

play, super apps are dominating mobile commerce 
and communications in India and are already 
reaching critical mass among consumers. True to 
its name, a super app is the number of apps within 
a single seamless experience. They tend to start as 
messaging or payment apps that merge and grow 
to include ride-hailing, dining, social media, health 
tracking, games, common business applications, 
and more. In India, it’s becoming easier to use 
super apps like Paytm, Amazon, PhonePe, Zomato, 
etc. This means, any vendor who wants to create a 
seamless experience for mobile customers, espe-
cially providers of transportation, dining, travel, 
etc. needs to keep a close tab on this promising 
trend.

6 Mobile & Cloud Technologies will be baseline 
expectations: Higher-value work requires cross-
functional collaboration among business execu-
tives, technology teams, and finance strategists. 
Technology like mobile or cloud solutions will 
simplify things – example using a mobile to take 
pictures of the receipts and complete the request on 
their laptops or mobile devices that will speed up 
the process for employee,  simplify things for your 
approvers and make  it easier for you to track these 
unexpected expenditure.

7 Technology will re-shape the way business 
travel happens: In the New Normal, technology 
will play a major role in transforming the way busi-
ness travel is done. Consolidation to a single Travel 
Management Company (TMC) with a robust end-
to-end technology platform would help the orga-
nizations in delivering the required duty of care to 
their employees on the road. It can help organiza-
tions in enhancing the safety of its employees while 
simplifying accessibility for different parts of the 
travel. In the SAP Concur Travel Survey 2020, 40% 
of Indian business travellers reported real-time 

updates and alerts on potential travel risks as one 
of the most important measures for companies to 
implement for business travel. Machine Learning 
(ML) along with predictive analysis can help the 
organizations in pin-pointing the location of their 
employees who are on the road. This is essential if 
any important information needs to be relayed in 
the case of any emergency incident and help can be 
made available whenever necessary.
Mobile applications would see wider utilization 

by organizations too so that travellers can access 
information regarding their travel on-the-go, stay 
informed about any changes in schedule and commu-
nicate whenever necessary, all in real-time. Although 
it is unclear when exactly the vaccines come and how 
long the disbursement will take, there will be emer-
gence of digital health passports, displaying a travel-
ler’s vaccine or negative test status, along with other 
relevant information, as the transition to the new  
reality of local and global travel takes place.

While the crisis has created unimagined  
challenges and uncertainty, it has also presented an 
opportunity to pause, reassess, and develop strate-
gies to help organizations not only survive, but also 
become more resilient against future uncertain 
conditions. Each business must take a unique path 
that goes beyond simple recovery to instead drive 
reinvention, so you strengthen your business for the 
near-term while also building a rock-solid founda-
tion for the longer term 

—The author is the Managing Director – Indian Subconti-
nent, SAP Concur
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2021 Outlook: 
A Data-Driven 
Digital World
The IT sector undeniably became the backbone of the all-
new digital world and subsequently the pressure on the tech 
infrastructure became overwhelming, giving rise to the need 
of a renewed business strategy in 2021
By Ramesh Mamgain

T The pandemic brought the world almost to a stand-
still and making us step back and ponder how we 
could have done things better! The IT sector unde-
niably became the backbone of the all-new digital 
world and subsequently the pressure on the tech 
infrastructure became overwhelming, giving rise to 
the need of a renewed business strategy in 2021.

Sustainable Compassionate 
Leadership
While the IT sector has been at the forefront in aid-
ing the public authorities and enterprises to combat 
one of the biggest health, economic and human crisis 
of our times, the pervasiveness of digital has forced 
companies to crave for sustainable digital transfor-
mations. We are already seeing this change, with 
smarter enterprises taking the right steps towards 
leaving greener footprints.

One good thing that came out of this crisis is that it 
has brought the entire world together, stressing the 
need for true leadership driven by resilience and com-
passion. Adoption of the virtual workplace has indeed 
boosted productivity, but the real challenge business 
leaders will face in the coming time will be to ensure 
the mental and physical wellness of their associates, 
so as to steer away from the perils of being cocooned. 
This will be not only vital for creating a healthier 
work culture but also for retaining talented resources 
workforces and thrive despite the uncertain times.

Data Driven Digital Transformation
As we step into the post COVID era, digital transfor-
mation has become the new norm for companies - big 
and small. The rise in the distributed workforce, 
virtual engagements, and a broad array of devices 
we use to operate, plan and respond to this crisis will 
continue to generate exponential data.

Business leaders will be seized with the challenge 
of how to secure such a large volume of fragmented 
data. This is where federated control of data will be 
given priority along with data recovery and back up 
mechanisms, systems and tools, mitigating risk and 
ensuring business continuity.

This is also where data management experts will 
come in, empowering organizations with higher 
security, gaining control of this fragmented data, 
while unlocking strategic insights to be future ready 
against the looming threats of ransomware and eco-
nomic uncertainty.

Inching towards Intelligent  
Data Protection
The cyber security space has become more complex 
due to pandemic and will remain so in 2021. Security 
has lately been at the top of the priority list for CIOs, 
with the pandemic bringing data protection to the 
forefronts.

The expansive work from home practices has 
added to enterprise vulnerabilities which the attack-
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ers can easily take advantage of. In 
2021, we will continue to see new per-
vasive ransomware trends, apart from 
encrypting victim’s data, the hackers 
will also threaten to publish sensitive 
or confidential information, if their 
demands are unmet.

In order to thwart the hackers, we 
will see more enterprises ramping up 
their data protection, making Intel-
ligent Data Management more sought 
after by enterprises than ever. As 
data recovery becomes critical, it will 
heighten the need for balancing pri-
vacy with health and security.

Into the Clouds with Data
One of the biggest trends that the year 
2020 saw was the rapid adoption 
of cloud platform across the board. 
Migration of cloud has opened creative 
and sustainable ways to have more 
control and insight into data, which 
in turn will enable organizations to 
leverage on various opportunities, 
such as modernizing and scaling up 
of processing and storage capabilities, 
better management and reduction of 
costs while encouraging remote col-

look at the path to drive economies 
of scale, and the good news is cloud 
and connectivity of this digital path 
will give them just that. This does 
not mean that we will become an all-
virtual world. After all, human beings 
are social animals, hence we will see 
each organization defining its own 
unique processes, striking the balance 
between remote and physical worlds. 
This will stand true for their business 
models, operations, and to their  
cloud choice.

Indeed, we are going through an 
unprecedented technological revolu-
tion with disruption everywhere. As 
every business becomes a data-driven 
business, better data governance and 
data protection driven by progressive 
leadership and culture will become 
existential for all enterprises.

The future indeed looks promising 
and full of opportunities, but are  
the enterprises ‘Ready’ to embrace  
the change and realize their full  
potential? 

—The author is Country Manager for India 
& SAARC at Commvault

laboration and ensuring data availabil-
ity through smarter disaster recovery 
strategies.

India had made rapid strides in its 
Digital initiatives, from the National 
Health Digital Mission to the Digital 
India initiatives, making data all the 
more important and critical an asset. 
This new need will demand adept skill 
sets and professionals to understand 
the disparate data sets – from struc-
tured to unstructured ones. We will 
see automation and AI tools coming in 
to help find and secure this data on the 
go and enterprises will make a deliber-
ate choice of where and how they want 
their data to be placed. 

Hybrid World is the  
New World
The cloud adoption was just step  
one in the evolution of the enterprise’s 
journey; the real test will be the sus-
tenance phase. One this is for sure 
- organizations will move away from 
conventional infrastructures because 
the times are evolving and so are  
their needs.

Bearing cost in mind enterprises will 
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5 Top Tech 
Predictions For 2021

Faced with perhaps the most disruptive circumstances of their 
existence, organizations worldwide realized that they had no 
greater ally than technology in their quest to ensure some sort 
of work continuity during the COVID-19 pandemic
By Rajesh Ganesan
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F
Faced with perhaps the most disrup-
tive circumstances of their existence, 
organizations worldwide realized that 
they had no greater ally than technol-
ogy in their quest to ensure some sort 
of work continuity during the COVID-
19 pandemic.

”The Coronavirus vaccines now 
entering the market are expected to 
bring relief to businesses soon by  
paving the way to normalcy,” said 
Rajesh Ganesan, Vice President at 
ManageEngine, the enterprise IT man-
agement division of Zoho Corporation. 
“But the past year has shown that 
technology resilience is fundamental 
to business resilience and that it’s bet-
ter to take steps in that direction now 
rather than later.”

In the spirit of resilience, here's a list 
of five top tech predictions for 2021 by 
ManageEngine, compiled after dis-
cussions with relevant stakeholders, 
including business and tech leaders.

#1 Local regulations and 
cloud infrastructure
With the accelerated cloud adoption, it 
is inevitable that governments across 
the world will bring in region-specific 
regulations to uphold aspects of sover-
eignty, user privacy, security, culture, 
policies, and other issues; and this 
will call for cloud infrastructure to be 
hosted in every such region to comply 
with those regulations. Also, specific 
states within big countries could have 
their own regulations, and hence busi-
nesses should be aware of this factor 
while choosing cloud providers. When 
it comes to their data as well as their 
customers' data, it is imperative for 
businesses to operate with clarity of 
regulations and how they apply.

Having a strong IT framework is a 
critical factor for businesses to achieve 
infrastructure efficiency. Hyper 
converged infrastructure (HCI) con-
solidates traditional hardware-based 
infrastructure (compute servers, net-
working and storage) into virtualized, 
software-defined environments. This 
approach is not only a cost-efficient 
option but also helps simplify the man-
agement of these virtualized resources 
from a single, unified interface.

Considering the impact of the pan-
demic, many organizations are looking 
to adopt technologies that can sup-
port their digital workspace. Keeping 
in mind the cost and security related 
issues associated with public cloud, it 
may not be the immediate choice for 
most businesses, making 2021 the year 
for HCI. And due to its simplified and 
flexible framework, HCI is ideal for the 
cloud-era.

#5 Increasing utilization 
of analytics by non-IT 
departments
Now that organizations realize the 
effectiveness of analytics platforms, 
their usage is expected to penetrate 
not just IT but other departments 
that have traditionally not relied on 
analytics applications. For example, 
data from HR applications combined 
with employee performance metrics 
can be used to measure the influence 
of employee welfare initiatives on 
employee productivity.

This focus on analytics brings an 
interesting dynamic to the way  
organizations work and also intro-
duces a set of challenges in data gover-
nance and maintenance. IT will play a 
pivotal role in facilitating fine-grained 
access levels before moving to a higher 
trust model where individual teams 
have complete access to all relevant 
data that is necessary for their efficient 
functioning 

—The author is Vice President at Mana-
geEngine, the enterprise IT management 
division of Zoho Corporation

#2 More focus on a seamless 
digital experience
A seamless digital experience will  
be an important differentiator for  
businesses, especially in the post-pan-
demic era. Hence, they will increas-
ingly invest in digital experience  
monitoring to relieve bottlenecks, 
such as the inability to track employee 
devices, besides issues in their home 
network and other cloud-based pro-
ductivity tools.

Organizations will also strive 
towards effectively engineering AIOps 
to contextually monitor and remedi-
ate their IT and business logic in order 
to provide an intuitive user experi-
ence. Furthermore, AI-powered and 
data-informed monitoring tools will 
be sought out to analyze security risks 
and increase operational efficiency.

#3 Zero Trust security model 
will be the new norm
Before COVID-19, Zero Trust was 
being driven by a need to modernize 
the information security stack. With 
the shift to remote work, the traditional 
perimeter-based security model was 
rendered obsolete. Digital identity is 
now a single control point across users, 
devices, and networks. Zero Trust 
security models, however, operate with 
the principle that all network users—
internal or external—are considered 
hostile until proven otherwise. Trust 
is established through strong authen-
tication to users upon verifying who 
is requesting access, the context of the 
request, and sensitivity of the access 
environment; and each user’s behavior 
is continuously assessed for risk.

It addresses the agile needs of mod-
ern organizations and eventually it 
will become the way any security 
framework is architected. From a busi-
ness option to a business imperative, 
every one of us is on a Zero Trust jour-
ney— whether we know it, or not.

#4 Hyper converged 
infrastructure is ideal for the 
cloud-era
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Trends That'll 
Dominate The Tech 
industry in 2021

Machine learning will become democratized in the cloud 
around data
By Danny Allan
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T
There are key technology trends that 
businesses will look to take advantage 
of and prepare for in the year ahead.

They are as follows:

Developers will have more say 
in technology direction and 
data strategy of companies
We will see an aggressive “shift to the 
left” across all industries, where CIO’s 
will depend more on their develop-
ment teams to guide the technical 
direction of the company. Historically, 
development teams have taken a top-
down approach to move their data to 
the cloud, but – as have many things in 
the world – this changed with the pan-
demic with the reinforcement of cloud-
based environments. In 2021, we’ll 
see DevOps teams continuing to have 
far more say in the data strategy pro-
cess, and as a result we’ll see a greater 
increase in the mobility of workloads, 
correlating with an increase in cloud 
data management techniques.  

A greater focus on protecting 
and managing work 
collaboration platform data in 
the cloud 
Distributed workforces were already 
on an upward trajectory but have been 
completely kicked into overdrive with 
the COVID-19 pandemic. With many 

trending down
Data privacy and privacy regulations 
will continue to gain traction in 2021. 
In particular, I predict we will see the 
first proposed federal regulations 
around privacy in the New Year. How-
ever, compliance fines will continue on 
the downward trend we saw in 2020. 
We saw a massive jump in compliance 
fines in 2019, which solidified how seri-
ously GDPR, CCPA and others needed 
to be taken. Now that this attention 
has been received and the awareness 
is there, the shift will be more towards 
more consistency of privacy regula-
tions at the federal level.  

IT spending will rebound after 
2020 – security and hardware 
will be at the top of the list
Despite the economic turbulence 
brought on by the pandemic in 2020, 
we’ll see a five to 10 percent increase in 
general IT spend in the New Year. Allo-
cations will likely focus most on secu-
rity, general system modernizations 
(backup, applications, cloud migra-
tions, etc.) and refreshing hardware. 
In addition, organizations will take a 
look at what was on “hold” in 2020 to 
address IT spend that happens on an 
annual recurring basis. For example, 
hardware should be refreshed every 
three years, and if the pandemic halted 
an organization’s attention to hard-
ware, it’s fair to say that will make its 
way to the top of the list in 2021.  

This year, we will also be in the 
unique position to see an extra boost in 
IT spend and allocations following the 
U.S. presidential election. Elections tend 
to show historic slowdowns in how dol-
lars are allocated, due to the uncertainly 
of the results and the eventual candi-
date who will occupy the White House. 
After November, we’ll see dollars fun-
neled in ways that reflect the outcome 
– similar to how other IT spend will 
stabilize as we see a true downturn on 
the pandemic or progress in a vaccine 
and a return to “normal.” 

—The author is CTO at Veeam

companies extending work-at-home 
opportunities through mid-next year, 
reliance on cloud-based collaboration 
platforms such as Microsoft Teams 
and Slack, will only increase. This 
means even more teams will be look-
ing to harness the power of the cloud to 
store an influx of data from collabora-
tion platforms. In 2021, this will create 
more focus, awareness and need for 
data protection and management for 
collaboration software.  

With the decline of hardware, 
software-defined models will 
become more prominent
Appliances will diminish in their 
attractiveness as we shift towards 
software-defined models. 10 years 
ago, appliances were these shiny new 
toys that everyone wanted to get their 
hands on, however they have not 
had the staying power we predicted 
they would. In fact, we’ve seen a shift 
towards backup-as-a-service and away 
from appliances. Remote work in the 
pandemic had a real impact on how we 
dealt with hardware in 2020 that will 
continue into 2021 as software-defined 
models take center stage. 

Machine learning will become 
democratized in the cloud 
around data
Already, we are seeing organizations 
recognize the unlimited opportunities 
available to them through data they 
have already collected. Data re-use will 
be a big trend we see organizations 
shifting to 2021, with many leverag-
ing the power of machine learning to 
help them do this. This is still in the 
emerging stages; however, its adoption 
will increase as organizations recog-
nize how it can help them analyze and 
re-use data that they already have. By 
leveraging machine learning in the 
cloud, organizations will ultimately 
become smarter.  

Compliance regulation  
fines won’t see an uptick – 
they’re going to continue 

ML adoption 
will increase as 
organizations... By 
leveraging machine 
learning in the cloud, 
organizations will 
ultimately become 
smarter 
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Businesses: The 
WhatsApp Challenge

Recent changes in WhatsApp privacy policy and its 
impact on businesses
By Kanishk Gaur
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encrypted, given the business consum-
er is communicating with has chosen 
to give a third-party vendor access to 
those messages.

Since businesses have option to 
choose third party services providers, 
Facebook is also one option companies 
have the choice to make, given Face-
book also launched its new hosting 
services offering.

This means that companies can also 
use Facebook services to handle cus-
tomer chats with WhatsApp, answer 
questions, and submit useful details 
such as purchase receipts. WhatsApp 
does not share this information with 
Facebook, but companies (owners) 
would, if they wish, be able to use the 
data for their own marketing purposes, 
which could include Facebook ads. 
WhatsApp specifically distinguishes 
those discussions with companies 
that choose to use Facebook hosting 
services to make communications 
between the customer and the seller 
open and keep the customer aware that 
they are connecting on Facebook with 
a company’s API organization that has 
chosen to host its chats. 

The new e-commerce feature enables 
companies to get their products viewed 
right inside WhatsApp with Facebook-
branded commerce features such as 
shops so that users can see what is 
available to purchase. If a user chooses 
to interact with shops, their shopping 
activity such as the types of products 
they view and purchase can personal-
ize their shopping experience and the 
ads they see on Facebook and Insta-
gram. WhatsApp will tell them how 
their data is being shared with Face-
book and what is it used for inside the 
app as this feature is optional.

Individuals who use both WhatsApp 
and Facebook can see a Facebook ad 
with a WhatsApp business icon. With 
this new policy, WhatsApp makes 
it clear that this policy is intended 
to advance and help more compa-
nies around the world to share only 
selected details of their choice with 
Facebook. But again, user discretion 

The recent change in the privacy of 
WhatsApp has been seen as an oppor-
tunity and threat by multiple busi-
nesses today. However, if the issue is 
critically analyzed, it clears highlights 
a platform providing free business 
messaging for too long with its inves-
tors paying for consumer data storage. 
When Facebook acquired WhatsApp 
at a USD 19 billion valuation, the 
maths surprised many. Multiple sub-
ject matter experts believed Facebook 
had overvalued WhatsApp as a mes-
saging platform, giving other such 
platforms to close the business due to 
limited funding or not able to support 
growth with private equity invest-
ments. Facebook, however, looked at 
WhatsApp differently and had a larger 
game plan.

Facebook realizes its revenue from 
the advertisement which sellers can 
use to target its prospects and custom-
ers. So far, the advertisements have 
been basis consumer searches, likes, 
subscribes, group members, location 
and many other attributes. Recent 
change in WhatsApp privacy policy 
and reach out to its consumers world-
wide to consent to the new policy has 
been extended beyond Feb 2021 to 
May 2021. However, a lot of confu-
sion and chaos remained with many 
known celebrities deciding to put their 
views on Twitter to move to alternate 
platforms. While the changes in What-
sApp policy is only for WhatsApp 
business and WhatsApp API which 
is standalone product, however, it has 
overall implication for larger consum-
ers accessing the WhatsApp consumer 
platform, given the WhatsApp busi-
ness is used by multiple small and 

medium businesses and WhatsApp 
business API can be used by large-
scale businesses to interact with their 
consumers and during the pandemic 
people have used digital means to buy 
and sell services, hence WhatsApp 
and Facebook are two vital platforms 
to enable it. The most important ques-
tion is why this new policy and exactly 
what is WhatsApp going to share with 
Facebook if WhatsApp does not share 
this data with Facebook? 

WhatsApp launched a standalone 
business app back in January 2018, 
which holds small business owners 
in mind, making it easier for them to 
communicate with consumers directly 
and highlight their goods and ser-
vices. WhatsApp supplemented its 
launch in August 2018 with Business 
API which is standalone business in 
itself to offer consumers professional 
support, and communication on the 
popular messaging platform.The busi-
ness API would allow large businesses 
to respond faster to their clients via 
WhatsApp messages, hence keep their 
inventory up-to-date and sell products 
through chats. 

Since then, millions of people around 
the world have been connecting safely 
on WhatsApp with organizations 
of all sizes, without having to leave 
their homes. To advance and support 
optional business messaging features, 
WhatsApp brings Facebook in the pic-
ture and both of these platforms work 
together in multiple ways. 

On October 22, 2020 Facebook clari-
fied that messaging while interacting 
with business will be different than 
messaging friend or family. While 
chats with businesses that use What-
sApp Messenger, WhatsApp Business 
app or that self-host the WhatsApp 
Business API to manage and store cus-
tomer messages themselves are end-to-
end encrypted.

However, if a business decides to  
use a third party vendor to operate  
the WhatsApp Business API on its 
behalf, then users must not con-
sider communication to be end-to-end 



Insight

36 CIO&LEADER | January 2021

is something WhatsApp has left con-
sumers to follow. A consumer may 
choose not to interact with WhatsApp 
business account of a service provider 
if he/she is contacted or engages with 
outside WhatsApp. Targeted ads 
to consumers basis their choices of 
interaction with business accounts 
on WhatsApp has been subjected to a 
lot of scrutiny and debate, with many 
pundits calling it violation of privacy, 
especially in countries still grappling 
with Data Protection Laws.

 India is also once such country 
where Data Protection Law is still yet 
to see light of the day. Multiple inter-
action and deliberation have taken 
place but a formalized mechanism to 
implement it, especially around non 
personal data governance framework, 
is yet to be finalized. With the pan-
demic increasing social distancing, 
consumers’ digital interaction has 
only increased and so has the cost of 
storage, and management of such data. 
Since platforms don’t charge fee to 
its users, the question remains, who 
pays for the platform? Especially in a 
country like India where more than 40 
crore users use messaging platforms, 
will investors in messaging platforms 
pay? If yes, but till when? Will an 
alternate platform on crowd or private 
equity funding be able to sustain traf-
fic acquired during this period in the 
longer run without monetizing it? 
Ultimately every platform will look 
to monetize its traffic to sustain and 

such as Signal and Telegram could 
also lead these platforms to be used in 
dangerous and harmful ways. With 
no access to law enforcement agencies, 
these platforms could turn out to be 
hub for online and more heinous crime 
against society. Hence, the potential 
misuses of these platforms by hack-
tivists, terrorist, drug operators, and 
child traffickers must also be under-
stood and addressed through effective 
monitoring, measures and policies.

Messaging platforms today are also 
used for online harms especially against 
vulnerable groups and become an effec-
tive tool to spread misinformation to 
target vulnerable groups. Therefore, 
metadata interpretation to analyze such 
trends must be carried by platforms to 
check spread of misinformation and 
tackle online harms. More importantly, 
access provided to law enforcement 
agencies by these platforms is a key ask 
which data protection laws of countries 
must cover to safeguard their popula-
tion, especially women, children and 
elderly from online crimes. With many 
platforms not setting registered offices 
in India and not cooperating with the 
Indian Government, their secrecy 
multiple becomes a barrier to national 
safety and security. Hence, methods 
to communicate with security agen-
cies especially in the case of threat to 
safety and security of citizens must be 
established by all platforms. A stronger 
encryption policy, if rolled out by the 
government in this context, will help 
establish more trust between govern-
ment and platforms, and allow data 
sharing  with third parties to be reason-
ably understood by consumers. Given 
India’s large young vulnerable popula-
tion, privacy regulators’ role becomes 
more critical and regular monitoring, 
and audit by such an agency will 
streamline all issues with respect to 
privacy, data sharing and third party 
access to data 

—The author is Founder of India Future 
Foundation
(The views are personal)

Targeted ads to consumers basis 
their choices of interaction with 
business accounts on WhatsApp has 
been subjected to a lot of scrutiny, 
with many pundits calling it violation 
of privacy, especially in countries still 
grappling with Data Protection Laws

not remain crowd or investor funded. 
Facebook and WhatsApp just took the 
lead, and through its network of large 
SMBs on Facebook, moved forward 
to monetize it through digital pay-
ments and advertisements. Another 
key aspect to be analyzed is shutting 
down of a messaging platform more 
recently in the month of January due 
to investors pulling the plug on invest-
ments. So ultimately every social 
media or messaging platform will look 
at monetizing its consumers through 
various methods, be it AdWords, tar-
geted advertising or digital payments, 
else will have to ask users to pay a fee 
to continue on the platform. In such 
scenario, a larger data protection law 
which governs this space is necessary 
to make it a level playing field for all 
businesses looking to thrive online 
through harnessing data. Regimes 
of regions and countries who under-
stood this data monetizing strategy of 
businesses have been able to regulate 
governance of data but effectiveness 
of such regulators to call out flaws 
and monitor breaches effectively still 
remains. While alternate messaging 
platforms have hugely found success 
during the announcement of the What-
sApp privacy policy change, it’s their 
promoters/investors who have bla-
tantly spoken about their privacy and 
security features but aspects such as 
access to law enforcement agencies by 
such platforms remains a key issue. 

End-to-end encryption by platforms 
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Tech’s Role in 
Overcoming 
‘Friction Points’ in 
Contracting

Modern CLM tools leverage Artificial Intelligence and Machine 
Learning to take the digitization of the contract management 
process to the next level and enable advanced analytics and 
process optimization
By Kanti Prabha
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Contracts are the lifeblood of an organization,  
as they contain the rules of engagement of all com-
mercial relationships - with suppliers, customers, 
and partners. To realize the maximum value from 
such relationships, the contracts and the manage-
ment of these contracts is essential. However, the 
process through which contracts are designed, cre-
ated, and managed is far from straightforward. This 
isn’t surprising given that contracts cater to various 
interests and purposes, with internal (procurement, 
legal, finance, risk management, sales, etc) and exter-
nal stakeholders (analysts, customers, suppliers, 
regulators, etc) involved in the process. As a result, 
over the years, contracting has been characterized by 
growing volumes and complexity, with attempts at 
streamlining the process proving challenging. This 
has made it difficult to manage and improve contract 
performance. 

While there is a lot of focus today on deploying 
contract lifecycle management (CLM) technology to 
optimize the contracting process, tactical application 
of technology is not going to yield the desired results. 
For digital strategy to be effective, it must be based 
on understanding where the problems are. Research 
by World Commerce & Contracting and SirionLabs 
shows that there are 40 such problem areas or ‘fric-
tion points’ that cause delays, inefficiencies and lost 
value across the contracting lifecycle. Many of these 
can be avoided; and at the very least, their impact 
could be minimized.

Examples of ‘friction points’ & 
their impact
The end-to-end contracting lifecycle starts with the 
recognition of a need that can be fulfilled by an exter-
nal party (a supplier) and ends with the successful 
completion or closure of that need. To identify the fric-
tion points in this process, the contracting process can 
be broken down into the following 6 phases: 

  Phase 1: Evaluation
 Phase 2: Assembly and approval
 Phase 3: Negotiation and approval
 Phase 4: Implementation
 Phase 5: Performance
 Phase 6: Close out/termination

Let’s take an example. For the evaluation phase, the 
quality of requirement definition is an important fric-
tion point. This activity involves a lot of stakeholders 
on both, the buying and selling side working together 
to broadly shape the scope of the engagement. This 
is a complex yet critical step. It is imperative that 
such items are determined in a timely and accurate 
manner. If not, it is inevitable that there will be fric-
tion points at downstream phases of the contracting 
process, like disagreements on whether a particular 
activity is within the scope or not. Great care should 
be taken during the initial phases of the process, as 
taking shortcuts here can result in downstream fric-
tion points which may have far greater consequences, 
in terms of both time and cost. 

Another critical friction point that organizations 
often neglect occurs during the contract's progression 
from negotiation/signature to implementation; this 
involves the ‘handover’ of the contract from sales/pro-
curement to contract management upon signature. It 
is critical that this handover is managed seamlessly 
to ensure the benefits negotiated in the contract are 
realized during execution. Clear communication is 
needed between stakeholders (especially between 
those setting the contract and those executing it), 
with clarity over contract ownership and associated 
accountability. It is not uncommon for activities to be 
stuck due to disagreements over who is responsible 
for what. Such disagreements can be within an orga-
nization (between departments) or externally between 
the buyer and seller. Until the issue is resolved (which 
usually takes time), the corresponding activity is 
halted delaying the entire process. Ensuring a smooth 
‘handover’ is key to realizing desired outcomes dur-
ing contract implementation.

WorldCC research has shown addressing friction 
points can help organizations realize added value of 
upto 12-15% of contractual spend. Having said this, 
the impact of friction points varies widely. There are a 
few reasons for this. Some of it has to do with varying 
efficiency levels in an organization for an equivalent 
type of contract, i.e. organizations have well-defined 
processes and automation for a particular type of con-
tract and not another. 

Approaches to overcome  
friction points
As mentioned earlier, friction points are entirely 
avoidable. Organizations need to adopt a focused 
approach to identify the root causes of points of fric-
tion, observe performance to identify improvement 
areas, and deploy tools and technology to streamline 
processes and eliminate friction. CLM tools are  
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helping organizations standardize and automate  
the contracting process reducing the impact of  
friction points. Modern CLM tools leverage Artificial 
Intelligence and Machine Learning to take the digi-
tization of the contract management process to the 
next level and enable advanced analytics and process 
optimization.

Equally important as technology is the need for  
a holistic, integrated approach to overcoming friction 
points. Far too often organizations have taken a nar-
row view to eliminate friction at a particular phase  
of the contracting process. For example, deploying 
point solutions for automating repository or auto-
mated contract negotiations. While this will help 
reduce the impact of certain friction points, they offer 
a limited ROI.

Role of AI/ML technology in 
addressing friction points
Initiatives in Artificial Intelligence and Machine 
Learning to address friction points have focused on 
three objectives - efficiency gains, transactional effec-
tiveness, and commercial intelligence. Let us take a 
deeper look at each of them.
1. Efficiency gains: Focusing primarily on pre-award 

phases. Includes a mix of basic and advanced 
applications, like automating the back and forth in 
negotiating and drafting contracts by leveragingau-
tomated playbooks. These applications help reduce 
time-to-contract by reducing contract review cycle 
times and automating the creation process.

2. Transactional effectiveness: These look beyond 
the pre-award stage to focus on post-award. Include 
using AI for ongoing obligation extraction and 

proactive management to track performance and 
improve contract implementation. Such activities 
also include algorithm-based risk management and 
invoice validation to reduce value leakage.

3. Commercial intelligence: This is where the trans-
formative impact of addressing friction points can 
be realized and entails using contracts as a strategic 
source of business value. This involves leveraging 
smart AI-powered clause and template recom-
mendations for greater self-service contracting and 
includes data mining and modelling to critically 
analyze the past performance of contracts, terms, 
etc to identify value optimizationopportunities 
across contract portfolios.
(This report features insights from the research 

done by WorldCC and SirionLabs on this topic and is 
based on executive surveys and interviews across 50+ 
organizations.) 

—The author is COO at SirionLabs

Equally important as 
technology is the need for a 
holistic, integrated approach 
to overcoming friction points. 
Often organizations have taken a 
narrow view to eliminate friction

'Friction 
points' in the 
contracting 
process are 

events where 
resistance 

occurs, 
causing delay 
and potential 

cost.

Evaluate Approve Draft Negotiate Implement Manage Close
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