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The concept of new workplace, as it is being touted 
now, has been there for quite some time. While the 
rational of such a workplace is known—and clear—
to all concerned, the actual shift had not happened, 
because of our too familiar reason: gravitational 
pull. You can call it by name - inertia, call it resis-
tance to change or fear of trying something new.

It needed a pandemic to make the shift happen. 
However, the mistake enterprises should guard 

against—especially those who have tried it earlier—
that while the basic foundational blocks remain the 
same, the pandemic has introduced its new changes.

Technologically, the tools and systems of the new 
workplace may not be drastically different but there 
are important contours that have changed. 

Two major vectors contribute to that change. 
First is the change in the digitization level of 

the enterprise. The digitization levels of everyday 
things—especially those related to meetings and 

collaboration which con-
stitute a major part of 
the work at office—have 
changed significantly in 
these 15 months. Both 
actual digital practices 
and digital quotients of 
people have changed 
significantly. So, what 
could have been optimal 
pre-COVID may not be 
optimal now. 

The second vector is 
consideration for safety. Human safety in general 
and social distance in the context of COVID in par-

It needed a 
pandemic...…

T

EDITORIAL

ticular have become far more important in an office 
set up than they were ever before. 

The design of new workplace needs to consider 
these two explicitly—apart from other process and 
technological considerations. 

The cover story this month is a practical guide to 
plan the new workplace. We have earlier done sto-
ries and research on the changes in the workplace 
from a ‘trends’ perspective. This is the logical next 
step to that. This is a call for action.

Outlook towards work, the definition of workplace, 
the definition of work itself…all are undergoing huge 
change. I am using present continuous because we 
are still going through that big change. What we 
liked and disliked when the lockdown was imposed 
in many places and what we think about the same 
things now may be drastically different.

As always, we have to create a model that is flex-
ible—rather than trying to discover what the big 
shift is.

Let me also take this opportunity to tell you  
about our 22nd annual conference which is happen-
ing virtually on 3rd and 4th September 2021. The 
theme this time is CIO Gurukul. As the name indi-
cates, the focus is on creating a learning culture in 
the IT organization. 

Hope to see you in the conference!  

Technologically, the 
tools and systems of 

the new workplace 
may not be drastically 
different but there are 

important contours 
that have changed
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Decision Makers 
Divided Over Cloud 
Tech Adoption 

5G Operators  
Lack Knowledge 

Rising USB Threats 
Can be Costly 

COVID-19 Accelerates 
Interest In 5G

Global IaaS Public Cloud 
Services Market Grows Cryptominer  

Malware Creates Havoc

As businesses seek technology 
solutions that help us prepare for a 
new post-pandemic normal, cloud 
adoption rates continue to rise. In 
fact, according to Spiceworks Ziff 
Davis (SWZD) research, 67% of all 
companies plan to adopt at least 
one new cloud technology by 2023. 
The research indicates that 80% of 
decision makers believe cloud tech-
nologies are useful for supporting 
remote workers. It is critical for ven-
dors to understand the needs and 
motivations driving decisions. 

There is a major gap in security 
capability among mobile operators, 
which in many cases is not yet being 
filled by industry partnerships, 
according to Trend Micro’s study. In 
the 5G era, and a rapidly changing 
digital landscape, operators could 
broaden their security credentials 
with partners as they look to deliver 
on their desire to secure private net-
works. 68% of operators sell private 
wireless networks to enterprise cus-
tomers with the rest planning to do 
so by 2025. 

USB-based threats that can 
severely impact business opera-
tions increased significantly during 
a disruptive year when the usage 
of removable media and network 
connectivity also grew, according 
to Honeywell’s 2021 Industrial USB 
Threat Report. The study indicates 
that 37% of threats were specifically 
designed to utilize removable media, 
which almost doubled from 19% in 
the 2020 report. The research also 
highlights that 79% of cyber threats 
originating from USB devices or 
removable media could lead to a 
critical business disruption.

Almost three quarters of enterprises 
(71%) believe that the COVID-19 pan-
demic has accelerated existing digital 
transformation plans, with 52% signaling 
greater interest in 5G and the internet of 
things (IoT), according to the EY’s Rei-
magining Industry Futures Study 2021. 
The study of more than 1,000 global 
enterprises finds that 74% of organiza-
tion respondents across a range of sec-
tors believe 5G will represent an oppor-
tunity to reinvent their processes . 

The worldwide infrastructure as a 
service (IaaS) market grew 40.7% in 
2020 to total USD 64.3 billion, up from 
USD 45.7 billion in 2019, according 
to Gartner. Amazon retained the No. 
1 position in the IaaS market in 2020, 
followed by Microsoft, Alibaba, Google 
and Huawei. Hyperscale providers are 
continuing to build distributed cloud 
and edge solutions that extend the 
public cloud’s reach into private and 
on-premises locations, addressing the 
needs of organizations relating to data 
sovereignty, workload portability and 
network latency. 

A new Monero crypto-miner malware, 
Crackonosh, has been circulating since 
at least June 2018 and has yielded over 
2 million USD in revenue for its creators 
from over 222,000 infected systems 
worldwide, according to Avast Threat 
Labs report. Crackonosh searches for 
and disables many popular antivirus 
programs as part of its anti-detection 
and anti-forensics tactics and also dis-
ables system updates that help keep the 
devices vulnerable. The malware was 
distributed along with illegal and stolen 
copies of popular online games.

Business & technology 
strategy become 

increasingly inseparable 
& tech choices  impact 

organizational strategy

knOw 
ThESE 

TOp TECh 
TrEnDS

around
thetech

research reports
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Digital Signature 
Market To Grow

AI/ML To Be The Most 
Critical Tech Skill 

Global Edge AI 
Software Market 

Global Corporate 
Telephony Market

Indian E-Commerce 
Industry Set To Grow

Tech-Buying Cos To 
Influence Marketers 

Phishing In 
Messaging Apps

The usage of digital signatures is 
rising as a result of the increasing 
need for user authentication and 
smooth digital transaction manage-
ment, according to P&S Intelligence. 
Moreover, the use of digital signa-
tures is aligned with digitization and 
the widespread acceptance of online 
channels for payment and other pro-
cedures. The global digital signature 
market is expected to generate USD 
25,211.3 million revenue in 2030, 

Artificial Intelligence/Machine 
Learning (AI/ML) will be the most 
critical technology skill that Indian 
organizations plan to acquire in 
the next six months, according to 
IDC’s report. The report provides an 
overview of Indian organizations’ 
skill development plans in the near 
future. The study provides insights 
into organizations' skill develop-
ment goals, the importance of tech-
nology skills in digital transforma-
tion goals, and the overall business 
impact arising from lack of skills. 
The study also showcases how orga-
nizations plan to acquire or develop 
critical skills such as AI/ML, cloud.

The increasing number of applications 
being deployed on the cloud in many sec-
tors, fast improvements in the Internet of 
Things (IoT) domain, developments in a 
number of smart applications, and rap-
idly increasing interest in AI software are 
some of the major drivers for the growth 
of the global edge AI software market, 
according to p&S Intelligence. Because 
of these factors, the revenue generated 
by the global Edge AI software market 
was USD 600 million in 2020, and it is 
predicted to see significant growth dur-
ing the forecast period (2021–2030). The 
lockdowns in many countries positively 
affected the market for edge AI software. 

The increase in the adoption of unified 
communication systems worldwide and 
rising investments by organizations in 
corporate telephony because it offers 
better productivity and operational cost 
reductions are the major factors respon-
sible for the growth of the global corpo-
rate telephony market, according to p&S 
Intelligence. Further, due to the surging 
acceptance of the corporate telephony 
technology in both private and public sec-
tors, the market is projected to witness 
significant growth in 2021–2030. 

With the COVID-19 pandemic dent-
ing the consumer sentiment due to the 
imposed travel restrictions and lock-
downs in India, the retail industry has 
been at the forefront of the economic 
disruption. As the business operations 
ceased completely, consumers increas-
ingly are now preferring the online mode 
to purchase goods and services. Conse-
quently, the Indian e-commerce (online 
retailing) industry is expected to grow 
steadily by 141% from USD 46.2bn in 
2020 to USD 111.4bn in 2025.

70% of global technology buyers are 
exploring more ways to purchase 
technology this year, however ven-
dor engagement strategies continue 
to underdeliver when it comes to 
meeting tech buyer expectations, 
according to a survey by Gartner. 
Understanding individual buyer 
personas is important to align mes-
saging and content to specific role-
based needs> Buying teams act as 
an enterprise, with enterprise goals 
first and individual goals second.

CIOs Role In Diversity  
And Inclusion Key

As part of their leadership 
responsibilities, CIOs should 
leverage their influence and tech-
nology resources to take an active 
role in advancing diversity, equity 
and inclusion (DEI) initiatives, 
according to Gartner. CIOs have 
an enormous opportunity to use 
their position as a digital business 
leader to support marginalized.

The biggest share of detected malicious 
links between December 2020 and May 
2021 were sent via whatsApp (89.6%), 
followed by Telegram (5.6%), accord-
ing to kaspersky research. Viber is in 
third place with a share of 4.7% and 
hangouts has less than one percent. 
Countries experiencing the highest 
number of phishing attacks were rus-
sia (46%), Brazil (15%) and India (7%). 
Globally, 480 detections were recorded 
per day. According to research, mes-
senger apps outstripped social networks 
by 20% in 2020, in terms of popularity 
among users, and became the most 
popular tool for communication. In 2020, 
the global audience for messengers 
amounted to 2.7 billion people.
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AI And Big Data Will  
Continue To Disrupt Pharma

Threat Modeling A Top 
Priority In 2021

Indian E-Commerce 
Market To Grow

India’s Software Market 
Revenue To Grow

Enterprises Seek SDN 
Expertise 

Indian Organizations 
Dependent On Cloud 

APeJ's Thrust On Digital 
Infrastructure Drives 
Public Cloud Services 

The  COVID-19 pandemic has 
given businesses an unprecedented 
opportunity to implement technol-
ogy-fueled changes to the way they 
operate. AI and big data/analytics 
have been identified by healthcare 
industry professionals as the top 
technologies that will transform 
pharmaceutical drug discovery and 
development processes, as well as 
marketing and sales, according to a 
survey by GlobalData. In a Global-
Data’s latest report, ‘Smart Pharma’, 
healthcare industry professionals 
revealed that 28% of companies will 
be using AI and big data/analytics to 
optimize drug discovery.

There is a growing priority of threat 
modeling for applications that 
companies build, coinciding with a 
belief that the majority or all of these 
efforts could be automated, accord-
ing to Security Compass’ study, 
titled The State of Threat Modeling in 
2021. The study aimed to provide a 
better understanding of the current 
state of threat modeling in mid-
sized, USD 100M to USD 999M and 
large sized, USD 1B + enterprises, 
with a focus on challenges  in scaling 
threat modeling for the applications. 

The e-commerce market in India has 
been witnessing high growth during 
the past few years. It continued to grow 
even during the COVID-19 pandemic as 
wary consumers preferred online chan-
nel for purchases. Against this backdrop, 
e-commerce sales are forecasted to 
rise at a compound annual growth rate 
(CAGr) of 18.2% between 2021 and 2025, 
to reach Inr 8.8 trillion (USD 120.1bn) in 
2025, according to GlobalData. According 
to GlobalData’s E-Commerce Analytics, 
e-commerce payments in India grew by 
12.2% in 2020 and is estimated to regis-
ter a growth of 16.8% in 2021. 

The India software market is estimated 
to reach USD 7.6 billion by the end of 
CY21, according to IDC’s Worldwide 
Semiannual Software Tracker 2H20 
(July–December). The India software 
market was pegged at USD 7.0 billion 
in 2020, registering a growth of 13.4% 
year-over-year (YoY) compared with 
that in 2019. India accounted for 17.5% 
share of the overall Asia/Pacific (exclud-
ing Japan and China) (ApEJC) region 
software market in 2020. Microsoft, 
Oracle, and SAp maintained their leader-
ship positions in the India market during 
the same year. 

Enterprises are looking to software-
defined networking technologies to 
cut networking costs, become more 
agile, better serve customers and bet-
ter support employee remote working, 
according to Information Services Group 
(ISG) provider Lens networks – Soft-
ware Defined Solutions and Services 
Archetype report. The report also finds 
providers of SDn solutions and services 
experimenting with many new products.

An overwhelming 97% of Indian 
companies increased their reliance 
on cloud solutions as a result of the 
COVID-19 pandemic, according to 
ManageEngine’s 2021 Digital Readi-
ness Survey. The study also revealed 
a significant rise in the utilization 
of business analytics and artificial 
intelligence over the last two years. 
ManageEngine commissioned 
Dimensional Research to conduct 
the 2021 Digital Readiness Survey.

India IT Spending To 
Grow 8% In 2021
India IT spending is expected 
to total USD 92.7 billion in 2021, 
growing 8% from 2020, accord-
ing to Gartner. Worldwide IT 
spending is projected to total 
USD 4.2 trillion in 2021, an 
increase of 8.6% from 2020.  
Technology spending is enter-
ing a new build budget phase.

The COVID-19 crisis led most enter-
prises in APeJ region to prioritize digital 
infrastructure resiliency investments to 
ensure long-term business resiliency and 
success. public cloud services are build-
ing blocks that enable this with flexibility 
and quick deployment, allowing agility in 
IT operations. According to IDC’s world-
wide public Cloud Services Spending 
Guide, enterprises are now implementing 
a mechanism to shift to cloud-centric 
infrastructure and applications, lead-
ing to year-on-year expected growth of 
28.8% in 2021 for public cloud services 
and estimated to reach USD124 billion by 
2025 for the region. Cloud Infrastructure 
as a Service (IaaS) is expected to grow at 
32.7% in 2021, making around 46% of the 
overall spending. IaaS spending to sur-
pass the cloud software spending too.
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Open Network for 
Digital Commerce 
project initiated

UP launches 
its own MyGov 
portal

Department for Promotion of 
Industry and Internal Trade 
(DPIIT), Ministry of Commerce 
and Industry has initiated a 
project on Open Network for 
Digital Commerce (ONDC). 
The task has been assigned to 
Quality Council of India (QCI). 
ONDC aims at promoting open 
networks developed on open 
sourced methodology, using open 
specifications and open network 
protocols independent of any 
specific platform. ONDC is expected 
to digitize the entire value chain, 
standardize operations, promote 
inclusion of suppliers, derive 
efficiencies in logistics and enhance 
value for consumers. An advisory 
council has been constituted to 
advise on measures needed. 

Govt launches 
personalized farmer 
advisory platform

In order to facilitate farmers to get ‘right 
information at right time’ in their desired 
language, a digital platform namely 
‘kisan Sarathi’ was launched by the Cen-
tral government. The platform will allow 
farmers to interact and avail personal-
ized advisories on agriculture and allied 
areas directly from the respective scien-
tists of krishi Vigyan kendra (kVks).

Uttar Pradesh has launched its own 
governance portal, Meri Sarkar, 
in the lines of PM’s MyGov portal. 
People can communicate with 
the government using this portal, 
up.mygov.in.

Ministry of Fisheries 
launches online 
fisheries training app

Ministry for Fisheries, Ani-
mal Husbandry and Dairying 
launched a mobile app for online 
course in fisheries. Called Matsya 
setu, the app has been developed 
by the iCAr-Central institute of 
Freshwater Aquaculture (iCAr-
CiFA), Bhubaneswar, with the 
funding support of the national 
Fisheries Development Board 
(nFDB), Hyderabad. the online 
course app aims to disseminate 
the latest freshwater aquaculture 
technologies to the aqua farmers 
of the country. Matsya setu app 
has species-wise/subject-wise self-
learning online course modules, 
where renowned aquaculture 
experts explain the basic concepts 
and practical demonstrations on 
breeding, seed production and 
grow-out culture of commercially 
important fish varieties.

Govt launches 
Atmanirbhar 
agriculture app
Central government has launched 
Atmanirbhar krishi App, that aims to 
provide farmers with actionable agricul-
tural insights and early weather alerts. 
The app is making available information 
relevant in a comprehensible manner 
to farmers. The information is curated 
by various government departments on 
a national digital platform, kisanMitr. 
The App is available in Android and 
windows versions and is available in 12 
languages.

Haryana launches 
G2C, B2C mobile app 

Haryana has  launched Jan Sahayak 
Aapka Sahayak mobile app for 
Government to Citizen (G2C) and 
Business to Citizen (B2C) services. 

Rajasthan launches 
App for organic 
produce selling by 
farmers
Rajasthan government has launched an 
app, raj kissan Organic, which will help 
coordination and negotiation between 
farmers and buyers of organic produce. 
Developed by the state agriculture 
department, this will allow to route pur-
chase and sale of organic products in 
the state. The app can be downloaded 
from Google play Store. The farmers 
are also required to submit details of the 
certificates issued by relevant govern-
ment authorities that verify their cre-
dentials to the mobile application. Once 
verified, they can upload details of their 
crop name, price of produce, cultivable 
land, and so on. 

Government neWs



Around The Tech

8 CIO&LEADER | July 2021

Blackstone acquires majority 
stake in simplilearn

Vaccine technology 
startup Mynvax secures 
seriesA funding

Razorpay  acquires 
TERA Finlabs

Zomato IPO delivers on 
UPI as well

After almost three months of selling 
Aakash Education Services to edtech 
firm Byju's, private equity major 
Blackstone has backed an online edu-
cation firm. Blackstone is acquiring a 
controlling stake in online digital skill-
ing platform Simplilearn for USD250 
million. As part of the deal, early inves-
tors Kalaari Capital, Helion Ventures 
and Mayfield Fund will exit the firm 
while founder Krishna Kumar will 
stay on to run the operations. Simpli-
learn provides online training across 
technologies and applications in data 
science, AI and machine learning, 
cloud computing and other digital dis-
ciplines. It claims more than 2 million 
learners on its platform and hopes to 5 
million by 2023. 

Vaccine technology startup Mynvax, 
which was incubated by the Society 
for Innovation and Development 
(SID) at the Indian Institute of Sci-
ence (IISc), Bengaluru, has secured 
USD4.2 million in its Series A fund-
ing round led by venture capital firm 
Accel. The money will be used for 
the clinical development of novel 
recombinant vaccines for COVID-19 
and influenza. A team of research-
ers were working on a vaccine for 
COVID-19 but that was facing finan-
cial issues.

Fintech startup Razorpay has acquired 
Bengaluru-based TErA Finlabs, which 
provides technology, risk and capital 
solutions to enable embedded financing 
solutions for businesses. The startup will 
provide its entire technology stack, risk 
management capabilities and onboarding 
solutions to create a credit line for Razor-
pay's merchant network, the Bengaluru-
based startup said in a statement.

GlobalBees raises  
USD150 million

Paytm files its draft IPO 
prospectus with the 
markets regulator 

GlobalBees has raised USD150 mil-
lion in a mix of equity and debt for its 
Thrasio-style investment platform 
led by FirstCry and some of its inves-
tors. Lightspeed Venture Partners 
also participated in the round. Glo-
balBees looks to partner with digi-
tally native brands across categories 
such as beauty, personal care, home, 
kitchen, food, nutrition, sports, and 
lifestyle among others, with a rev-
enue rate of USD1 million to  
USD20 million. 

Paytm's parent company, One97 
Communications Pvt. Ltd. has filed 
its much-awaited draft red herring 
prospectus (DRHP) for the biggest 
Indian initial public offering (IPO) 
in at least a decade. The company’s 
IPO prospectus includes several red 
flags that every investor, institutional 
or retail, who plans to participate in 
the company’s public offer should 
know about. Paytm has said it may 
raise up to INR 2,000 crore in a pre-
IPO round. Those who invest in this 
round will not be allowed to sell their 
shares for a year. 

Health tech startup Eka.
Care gets funding
Health tech startup Eka.
Care has landed USD4.5 mil-
lion from investors such as 
3one4Capital, Eximius Ven-
tures, Speciale Invest and other 
marquee angel investors. The 
company will use the money 
for building its team, product 
development, marketing and 
helping doctors set up digital 
clinics, it said in a statement.

Zomato’s initial public offering (IpO) 
augurs well not just for India’s startup 
ecosystem but also its payments indus-
try. The offering, which was subscribed 
38.25 times on the final day, clocked over 
one million mandates on the Unified Pay-
ments Interface (UpI), per reports. This 
makes the startup’s open offer the most 
subscribed through the UpI mode since 
the option became available for custom-
ers in 2019, the sources said. Five IpOs 
launched in June received 1.95 million 
mandates through UpI, according to data 
released by npCI. 

Used car retailing 
platform gets funding
Used car retailing platform Spinny has 
secured USD108 million in its Series D 
funding round led by Tiger Global. The 
funding, a mix of primary and secondary 
capital, values the firm at USD750-800 
million. new York-based Avenir Growth 
also participated in the round along with 
existing investor General Catalyst and oth-
ers. The round includes a primary capital 
infusion of USD105 million and a second-
ary sale of USD3 million by select angels 
and early-stage investors. Tiger Global 
pumped in USD75 million, while Avenir 
Growth invested around USD20 million. 

startup neWs
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DR. MIlIND KUlKARNI   
has been appointed as CTO 
at Vikram Solar.  
Prior to joining Vikram Solar, 
Dr. kulkarni had served in 
various leadership roles with 
companies such as Suzlon, 
Svagos Technik, GCL Solar 
Materials, SunEdison and 
MEMC Electronic Materials.

SHASHwAT SINGH  
has joined boAt as CIO. 
Immediately prior to 
this, Singh was Supply 
Chain Technology Lead at 
kimberly-Clark.

RAjESH GARG has been 
appointed EVP & CDO 
at Yotta Infrastructure 
Solutions. Most recently, 
Garg had served as the CEO 
& Group CIO at Trident Group 
India. Garg had served as a 
nEXT100 jury member for 
the program's first five years, 
that is, from 2010 to 2014.

SUNIl VARKEy has joined 
Forescout Technologies 
as CTO of EMEA & APJ 
regions. Varkey moves 
from hSBC where he was 
MD & Global head of Cyber 
Security Assessments & 
Testing. Varkey had served 
as a nextCSO jury member in 
2015, 2017 and 2018. 

RAKESH BHARDwAj has 
been appointed Group CIO 
at Ola. Immediately prior to 
this, Bhardwaj was SVp & 
Global CIO at Cognizant.

SURAj PRAKASH has joined 
as CTO of Edelweiss Asset 
Management Limited. 
Prakash moves from Capri 
Global Capital where he 
served as the head of IT.

REEMA jAIN has been 
appointed as the Chief 
Digital Officer at Vodafone 
Idea. Jain joins from Unilever 
where she served as the 
IT Director - Digital Supply 
Chain. 

ToNy THoMAS has been 
appointed as Chief Digital 
& Information Officer of 
Signify. Most recently, 
Thomas was the Senior 
Advisor of Boston Consulting 
Group.

cIo & cIso movements
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Around The Tech

Industry movements

RAVINDRA KElKAR 
has taken up a new role at 
Citrix as VP - Application 
Delivery & Security, Asia 
Pacific & Japan.

Before this, kelkar was Area 
Vp & Country Manager - 
India Subcontinent at Citrix.

MUNISH GUPTA 
has joined SoftwareONE 
India as Country Manager. 

Earlier, Gupta was 
associated with Microsoft as 
Director - Sales Excellence & 
COO - India public Sector.

DINESH PAREKH 
has been appointed as 
President - Digital Business 
Solutions at Decimal 
Technologies. 

Parekh moves from Oracle 
where had served as the 
Senior Director.

DAISy CHITTIlAPIlly  
has been appointed as 
President of India & SAARC 
at Cisco. 

Daisy moves from her 
previous role at Cisco where 
she was MD - Software & 
Sales Services.

ARUN TIKoo 
has joined Cashfree as SVP - 
Business & Strategy. 

Before this, Tikoo was Senior 
president at Yes Bank.

lINGRAjU SAwKAR 
has been appointed as 
President of Kyndryl India.

Immediately prior to this, 
Sawkar was GM - Global 
Technology Services (GTS) for 
IBM India/South Asia.

PARAG ARoRA 
has taken up a new role at 
Citrix as VP & MD - South 
East Asia, Korea & India 
Subcontinent. 

Earlier, at Citrix, Arora was 
VP - Sales - Asia Pacific 
& Japan region, Cloud 
workspace, networking & 
Security.

RAjESH NAMBIAR 
has been elevated as 
President - Digital Business 
& Technology at Cognizant.

Nambiar will also continue 
to hold his current position 
at the company as Chairman 
& MD.
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Test Your Dog’s DNA 

DISABILITY DISCRIMINATION IN AI

Worried that the pug pup you shelled out half a 
lakh for may not be 100% pug? Or for that matter 
the pedigree of any other breed precious pooch? 
Worry not. A pet DNA test not only uncovers your 
dog's origins but also gives you all the information 
about inherited diseases. Dog DNA testing was 
but a natural progression from human DNA test-
ing, and it did not take much time before science 
enabled us to satisfy our curiosity about our four-
legged babies.

The goal with dog DNA testing, however, is dif-
ferent. While we go for human DNA tests to find 
out about our ancestry, etc., dog DNA tests are to 
establish the breed of dogs. Genuine dog lovers 
don’t care about the purity of the breed. But there 
are others who do want to flaunt the pedigree as 
a prized possession. Although, scientifically, a 
mixed-breed mutt has fewer genetic problems, due 
to lack of inbreeding and is healthier. 

The most important goal of dog DNA tests is to 
check the animals for a variety of gene-specific 
diseases or disorders, i.e., genetic mutations. A dog 
can be a carrier of various illnesses and could be at 
the risk of developing a full-blown disorder. DNA 
tests can rule that out and expose a disease before 
it becomes a problem.

So, if you are stressed over your dog’s breed 
purity or health, you can now ask for a DNA test 
or invest in a testing kit. You can then claim with 
authority that your dog is indeed a purebred. 

One expects technology to be a great leveller. Unfortunately, according to 
experts, one’s ability to land the next job could depend more on how well 
you play one of the AI-powered games. Companies like AstraZeneca and 
Postmates create these games, like Pymetrics and Arctic Shores, that are 
claimed to have limited the bias in hiring. Sadly, AI hiring games can prove 
to be another roadblock for job seekers with disabilities. 

It is being increasingly feared that AI-powered hiring games and other 
tools may exclude people with disabilities. In the US, people are already 
demanding that such employment discrimination brought on by technol-
ogy be regulated. According to experts, Pymetrics measures nine skills, 
including attention, generosity, and risk tolerance, that are said to relate to 
job success, which can skew the game for the disabled.

US Butterfly That went 
Extinct Because Of humans
DNA from a 93-year-old specimen has shown that the Xerces 
blue was a distinct species and not just a subgroup before last 
spotted roughly 80 years ago. The Xerces blue butterfly was 
spotted flitting about on pastel wings across coastal California 
sand dunes before it vanished totally. Though scientists are still 
learning about the insect, new research on DnA from a nearly 
century-old museum specimen has confirmed that the but-
terfly was a species. not only this, but the research also proves 
that the Xerces blue butterfly is also the first US insect species 
we lost due to humans.

This butterfly species was native to the San Francisco pen-
insula, but by the early 1940s, less than a century after its 
formal scientific description in the 1850s, it had been lost. The 
gossamer-winged butterfly rapid disappearance is said to 
be due to the loss of habitat and native plant food. This is of 
course attributed to urban development. Scientists also blame 
an influx of invasive ants that likely spread through the ship-
ment of goods. 

however, for long it was unclear if the Xerces blue butterfly 
was its own species. It was assumed that it was an isolated 
population of another, more widespread species of blue butterfly.

The doubts are now laid to rest with the DnA testing of a 
93-year-old Xerces specimen housed at Chicago’s Field Muse-
um.  And, humans can claim victory for another extinction.

human Interest
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seven steps  
to building the

NEW
workplace

Leaders need to reinvent work culture, deliver tech at 
speed and transform existing processes to inspire the 
changing workforce

By Jatinder Singh
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Suresh Shaw (name changed), CIO of a leading 
consulting firm, is in a state of a quandary 
these days. In a recent executive council 
meeting, of which he is also a member, it has 

been decided that his company will resume physical 
offices for one-third of its working population soon. 
The phase-wise plan was scheduled to begin within 
three months in the selected divisions, functions, 
and geographies (where COVID cases lessening), 
co-existing with work-from-anywhere strategies.

The executive committee concluded that about 
20% of the company's employees should be allowed 
to work from offices on any given day. The rest 
should continue to work from remote locations. Given 
Suresh's exceptional leadership at spearheading 
the organization's digital transformation strategy 
during the pandemic, he was yet again entrusted the 
responsibility of building the New Workplace.

As part of the company's long-term strategy, 
Suresh was also asked to focus on building a 
genuinely inclusive workspace of tomorrow that 
can support a high degree of collaboration across 
stakeholders and ensure business continuity. The 
blend of remote working and office staff needs a 
redesigned, tech-enabled workspace where every 
employee should feel secure, excited, and self-driven. 

Interestingly, employees who rarely or never 
teleworked have become so hooked to the idea of 
working from anywhere that they might leave their 
jobs post-COVID-19-pandemic if they do not get 
some form of work flexibility, as per the EY 2021 
Work Reimagined Employee Survey. What looked 
like a concept in its infancy before the pandemic 
has become the New Normal. By using technology 
at scale, enterprises have created round-the-clock 
location-agnostic work platforms for millions of 
employees across the globe.  

However, it is also true that remote working isn't for 
everyone and has its own downsides. For many entry-
level workers, delivering while working from home 
without the necessary training can become a huge 
challenge, if not an obstacle. There are also challenges 
related to adapting to the new culture, lack of training, 
and insufficient bandwidth that many remote workers 
have consistently faced.

The changing work patterns have put technology 
and business leaders like Suresh in a conundrum 
as they plan to open up workplaces, especially the 
traditional office setups. Much rethinking is required 
to integrate modern technology in developing a truly 
collaborative future of work environment.

Based on our interactions with senior IT and 
business leaders, here is a 7-step journey for 
enterprises to navigate the road to a modern, new 
hybrid workplace.

1. IdENtIfy uNIquE 
busINEss NEEds
The widespread health crisis has dramatically 
transformed the way enterprises operate today. Across 
all industries, there have been several experiments, 

"Collaboration, continuous learning and 
innovation, and performance will determine 
the future of new workplaces. It would 
be a huge challenge to keep track of how 
individual workers are performing, innovating, 
and collaborating in the new hybrid work 
environment."

Mahendra K Upadhyay
Chief Information Officer, BARC India
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tools can help businesses identify visible patterns 
and answers to the above questions, enabling them 
to decide on the real estate, IT, and office design 
requirements. 

"A co-existing triumvirate of remote-working, 
physical workplace, and hybrid working models 
will become a reality across industries. This will be 
possible by significant investments of enterprises in 
technologies, process innovation, and reskilling to 
maintain productivity, leading to enhanced customer 
satisfaction levels," says Roop Singh, Chief Business 
Officer, Birlasoft.

The concept of 'new workplace' will continue to 
change/evolve rapidly, presenting businesses with 
novel challenges that technology interventions can 
solve.

2. focus oN hEalthy 
aNd safE rEturN to 
offIcEs
Once enterprises have identified their business needs 
and decided about the population that can work from 
offices, it becomes critical to develop a comprehensive 
and consistent workplace strategy to keep their 
employees safe and alleviate their fears. Enterprises 
need to ensure that people coming to offices are fully 
vaccinated and strictly follow safe work practices.
 Embrace employee health monitoring tools: 

Building a new workplace requires enterprises to 
leverage the latest technology innovations to collect 
and analyze distributed workforce's health data to 
monitor their current anxiety levels and well-being 
requirements. CIOs should ensure the deployment 
of necessary tracking and automation capabilities 

tech integrations, process refinements, and new 
learnings to navigate the uncertainty and build 
capacities to support the distributed workforce model. 

During the pandemic, transitioning to remote 
work, moving to the cloud, and accelerating digital 
transformation at a breakneck speed was a huge 
challenge faced by businesses. However, getting 
their employees back to offices after COVID is a more 
monumental shift that they are dealing with. 

"Collaboration, continuous learning and innovation, 
and performance will determine the future of new 
workplaces. It would be a huge challenge to keep track 
of how individual workers are performing, innovating, 
and collaborating in the new hybrid work environment," 
says Mahendra K Upadhyay, Chief Information Officer 
at BARC India.

While some employees exhausted with work-from-
home would happily resume offices, many others will 
resist, given the uncertainty around the future waves of 
the pandemic. For instance, with vaccines becoming 
available in most places and pandemic slowing, 
several employees, especially the young talent, are 
excited to return to the physical workplace. But that 
may not be the case with caring parents or people 
requiring long travel time to reach offices.

In this light, enterprises must revisit their unique 
business requirements before moving towards the 
new hybrid workplace models. Rational deliberations 
must be put in place by the top function and tech 
leaders around:
 Why are certain people required in offices?
 Who should be called to the offices first, of which 

department, and how frequently?
 What should be the short-term and long-term 

strategy to create an efficient mix of remote and 
on-site working for different roles?
Effective feedback mechanisms and data analytics 

"In the new hybrid workplace, the role of technology 
will continue to be critical in building a functional 
and data-driven future workspace. as a crucial step, 
enterprises should reflect on their technology readiness 
to drive the culture change, upskill people and ensure 
cross-departmental collaboration across its distributed 
workforce seamlessly and securely"
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at various office entry points to identify employees 
who are yet to be vaccinated. While doing so, make 
sure that you follow best practices and compliance 
to use employee information only for their welfare 
and provide proactive support. 

 "Employee safety and wellness will be the key 
priorities as organizations determine the balance 
between remote, hybrid, and office routines. Seat 
visualization and people finder, parking reservation, 
contactless access, smart cafeteria, visitor 
management, wearables, IoT solutions, AQM, and 
digital information walls will play an essential role in 
building confidence among the workforce to return 
to the workforce office," says Aashish Agarwal, 
Managing Director, Workspace, ANSR. 

 Ensure social distancing at the workplace: Make 
sure that layouts of new workspaces should 
be able to provide necessary social distancing 
to employees. The public dealing desks should 
have physical barriers such as acrylic partitions 
to protect employees from catching an infection. 
COVID-19 temperature and oxygen screening 
mechanisms should be at the entry gate to keep 
people rescued from the new virus strains. 

 Communication is critical in holding distributed 
work populations together. The New Workplace 
should provide frequent updates around the overall 

health situation of different geographies the firm 
operates from to its employees.

 Adopt touchless technologies: To reduce the 
chances of virus spread, businesses should deploy 
cloud-based touchless technologies and QR codes 
at various office points at high-risk zones – such 
as elevator buttons, door handles, attendance 
check-in, visitor screening kiosks, disinfecting 
mechanisms at night.

 Make a provision of employee isolation zones: 
By deploying video surveillance in common 
areas, organizations can keep a close watch on 
employee's health and isolate them immediately 
should there be a risk of infection. The potential of 
analytics can be leveraged extensively to study and 
analyze key employee and customer trends.

3. assEss 
your busINEss 
traNsformatIoN 
stratEgy
During the pandemic, technology became a savior 
and played a crucial role in ensuring business-as-
usual scenarios. Organizations sped up technology 
adoption in the race to stay current, improve customer 
experience and keep pace with future-specific 
innovations.

In the new hybrid workplace scenario, the role 
of technology will continue to be critical in building 
a functional and data-driven future workspace. As 
a crucial step, enterprises should reflect on their 
technology readiness to drive the culture change, 
upskill people and ensure cross-departmental 
collaboration across its distributed workforce 
seamlessly and securely. 

Across all industries, there have been several 
experiments, tech integrations, process refinements, 
and new learnings to navigate the uncertainty and 
build capacities to support the distributed workforce 
model. Business leaders have to make subtle shifts in 
managing their teams remotely.
 Evaluate your talent transformation needs: As we 

move toward a post-COVID era, several challenges 
are related to talent transformation that enterprises 
need to address. The pandemic has made many 
erstwhile job profiles redundant and required most 
of the talent pool to be IT savvy to operate and 
thrive in the new digital era. IT leaders will need to 
collaborate with HR leaders to identify the talent 

"Conceptually, the idea of new modern 
workspaces is still very new and bound to fail if 
organizations do not have the right assessment 
capabilities about their employees' unique 
requirements and strengths." 

rajeSh aggarwal
Head of IT, Aamor Inox
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readiness to work in the new hybrid workplace 
environment. Create a plan to identify skill gaps to 
develop necessary learning modules to retain and 
nurture the talent. 

 One must remember that almost two years of an 
abrupt shift in the working model has created a 
large pool of young talent who may need extensive 
training support to work efficiently in the new 
workplace model. In addition, the remote work 
environment has also provided companies the 
scope of expanding their talent pool from the 
farthest of locations. This will increase the need for 
cultural alignment in the era of modern workplaces. 

 "There is a tremendous change in mindset and 
culture. A lot of traditional companies have 
earlier shied away from implementing distributed 
work environments. And now organizations are 
hiring a lot of talent from remote locations. The 
success of the new hybrid workplace model will 
hinge on how effectively organizations leverage 
various technologies to enable working in a 
sustained manner in that model. Adopting unique 
collaboration tools and beefing up IT security will 
play a pivotal role in the success of new workforce 
models," says Neeti Wahi, Group Chief Information 
& Digital Officer at Sterlite Power.

 Do you have a work-from-home policy in 

place yet: The main challenge for companies in 
developing a new workplace foundation is the 
challenge of rapidly forming a WFH policy. "Many 
don't have one and have never needed one. But 
guidelines are imperative. However, the biggest 
challenge facing organizations deploying work-
from-home policies is trust and accountability. 
Many Indian companies are centralized institutions, 
so decentralizing that authority is difficult to 
adapt. The adoption of digital solutions has been 
significantly helpful in enabling collaboration 
amongst decentralized staff or teams instead of a 
single, centralized location", says Sankalp Saxena, 
SVP & MD - Operations, India, Nutanix.

 Automate your business processes intelligently: 
Processes that are dumb and require a lot of 
manual intervention can be automated to increase 
productivity, reduce costs, better accuracy, and 
improve customer experience.  According to 
a Deloitte study, Automation with Intelligence: 
Pursuing Organization-wide Reimagination, the 
number of organizations deploying automation 
at scale has tripled in the space of two years. 
COVID-19 accelerated the need for automation 
solutions – particularly those that offer options for 
scalability and rapid deployment – within enterprise 
organizations. 

Frequency of Remote Work at Your Organization in the Next 2-3 Years

Source: Capgemini Research Institute, Remote Workforce Survey
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 “Building a new workplace must require critical 
thinking of key decisions to enhance trust, 
transparency and teamwork. Developing virtual 
solutions has helped us increase flexibility, 
inclusivity, and accessibility during these trying 
times,” states Rishi Bhatnagar, President, Aeris 
Communications. 

 Ensure experience equality across distributed 
workforce: In the New Normal, workspaces will be 
built for people to collaborate, celebrate and elevate 
their output over remote work. One of the critical 
challenges for organizations will be to provide 
experience parity – ensuring people feel connected 
to the organization regardless of whether they 
are remote-native, frequent work-from-home, 
or frequent work-from-office. Organizations 
will also need to deconstruct synchronous and 
asynchronous work patterns across generational 
and behavioral profiles to overcome hybrid work 
challenges and foster collaboration.

 "While CHROs, CRE and CIOs need to work closely 
on identifying and deploying solutions, there 
is a need to collate and analyze data, monitor 
emerging trends, assess challenges, determine 
ROI of investments and explore more efficient 
and interoperable solutions that align with the 
organization's broader workplace strategy," says 
Aashish Agarwal, Managing Director, Workspace, 
ANSR.

 From a cultural perspective, technology 
interventions will focus on enhancing the 
experience of virtual meetings, online whiteboards, 
document synchronization, learning applications, 
mobile applications, and community development.

4. coNduct dEtaIlEd 
aNalysIs of offIcE 
spacE costs
The unprecedented scenario has put severe 
pressure on many companies to relook at the budget 
allocations, and CIOs and business leaders are not 
oblivious to this. Transforming workspaces comes at a 
cost. Be it implementing new technology areas, buying 
modern work equipment, or getting more retail space. 
There will be an operational cost associated with it. 

For smaller companies, it may not be easy to 
design new ways of working straightaway. McKinsey, 
in its report, Reimagining the Office and Work-Life 
after COVID-19, noted, "Leading organizations will 
boldly question long-held assumptions about how 

work should be done and the role of the office. There 
is no one-size-fits-all solution. The answer, different 
for every organization, will be based on what talent is 
needed, which roles are most important, how much 
collaboration is necessary for excellence, and where 
offices are located today, among other factors.

5. track EmployEE 
pulsE bEforE takINg  
a dEcIsIoN
Among the significant employee trends that the 
pandemic has accelerated due to widespread remote 
work is flexible work arrangements. During the last 
few months, organizations have successfully helped 
their employees become more productive remotely 
by introducing flexible work arrangements – letting 
employees decide the working hours after taking 
account of their personal needs.

What looked like a concept in its infancy before 
the pandemic has become the New Normal. By 
using technology at scale, enterprises have created 
round-the-clock location-agnostic work platforms for 
millions of employees across the globe.  

However, the pandemic has impacted different 
people in different ways. Hence, it is paramount 
to take qualitative and quantitative feedback from 
employees about their preferences, work skills, 
readiness levels, and productivity impact analysis that 
can help organizational leadership prepare an action 
plan around a well-defined structured workspace and 
seating capacity.

"Conceptually, hybrid teams and workspaces are 
still very new and bound to fail if organizations do not 
have the right assessment capabilities about their 

"what looked like a concept in its 
infancy before the pandemic has 
become the new normal. By using 
technology at scale, enterprises have 
created round-the-clock location-
agnostic work platforms for millions of 
employees across the globe"
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employees' unique requirements and strengths," says 
Rajesh Aggarwal, Head of IT at Aamor Inox.

SAP Labs India, for instance, conducted an internal 
poll to check the employee readiness of its people 
to back to offices. The result disclosed that 80% 
of the company's employees were keen to adopt 
a hybrid workspace with limited time in the office. 
The company has been leveraging its technology 
capabilities to design new workplace tools and apps to 
enable its employees to resume offices in the future.  

"Earlier this year, we began a phase-wise reopening 
of our offices to facilitate teams wanting to work 
from office. We leveraged our technology expertise 
to build an app to book office visits and ensure safety 
on the campus through AI-based mask detection 
and contact tracing. We developed an AI-based video 
analytics solution that helped our physical security 
team reassure real-time, social distancing, and proper 
usage of masks in common areas across SAP office 
buildings. An app that allows employees to pre-order 

meals at the cafeteria is also in place. However, our 
campuses were closed once the second wave of 
virus spread quickly across the country," said Sindhu 
Gangadharan, SVP & MD, SAP Labs India.

The company has recently announced a flexible 
working policy for its employees worldwide and 
focuses on a flexible and inclusive work environment 
that is trust-based.

6. prIorItIzE 
INtEllIgENt 
WorkspacE 
ExpErIENcEs
Contactless facilities, AI-powered devices, motion 
sensors will form a part of return-to-work strategies 
as organizations continue to maintain employee well-
being and employee safety as essential parameters of 
the New Normal-based employee experience.

The traditional office environment comprising 
fixed individual office seats and meeting rooms is a 
thing of the past. In the post-COVID future workspace 
environment, even before the pandemic, many global 
enterprises moved away from the concept of fixed 
seating capacities. They introduced various tools and 
apps to find and book personal workspace online 
before coming to the office.  

"The road to building future of work involves 
developing world-class enterprise applications 
across platforms. Everybody is talking about digital 
transformation and the future of work. But in reality, 
nobody knows where to begin. Building proof of 
concept is the first thing that any organization should 
do. There are security concerns, issues related to risk 
compliance which need to be evaluated thoroughly," 
states Sandeep Sudarshan, Head - Business Solutions 
& Consulting, Subex.

Besides applications to support distributed 
workspace, there will be a massive focus on 
developing physical workspaces that ensure a safe 
distance between employees to stop the transmission 
of infections while enabling them to interact with 
their remotely located peers through seamless 
teleconferencing. American technology firm, Google, 
for instance, is extensively focusing on redesigning its 
office spaces. According to a report in The New York 
Times, the internet giant is working on concepts like 
'Team Pods,' comprising blank canvas of chairs, desks, 
whiteboards, and storage units in casters, replacing 
conventional row-based office-desk setups. It has also 

"The success of the new hybrid workplace model 
will hinge on how effectively organizations 
leverage various technologies to enable working 
in a sustained manner. Adopting unique 
collaboration tools and beefing up IT security 
will play a pivotal role in the success of new 
workforce models."

neetI wahI
Group Chief Information & Digital Officer, Sterlite Power
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designed future-focused meeting rooms in its offices 
where employees can be seated in a circle facing 
giant screens to interact with their distributed team 
members or clients.

"We are focused on helping our people succeed 
in their new digital workspace by providing the right 
collaborative tools and capabilities. Our strategy 
includes four guiding principles that make it clear 
that virtual work is important and provides flexibility 
that our workforce appreciates. These principles are: 
fostering connectedness and belonging, sparking 
creativity and innovation, solving for speed, agility, and 
productivity and attracting and retaining top, diverse 
talent," expresses Saurabh Saxena, Intuit India site 
Leader and Vice President - Product Development, 
Small Business & Self-Employed Group (SBSEG).

7. dEvElop aN 
EffEctIvE chaNgE 
maNagEmENt plaN
One should not forget that exceptional employee 
experience is essential to deliver more extraordinary 

business results and customer experiences. Hence, 
businesses should put people at the core while 
developing strategies around hybrid workspace 
models. CIOs, HR leaders, and Operations leaders 
should analyze carefully if their new workplace is well-
equipped to live up to employee safety expectations. 

The pandemic has impacted different people 
in different ways. Hence, it is paramount to take 
qualitative and quantitative feedback from employees 
about their preferences, work skills, readiness levels, 
and productivity impact analysis before preparing an 
action plan around a well-defined new-age workspace.

Last but not least, making an effective change 
management plan encompasses all the details around 
the timelines, advisories, and essential steps around 
the new modern workplace strategy. Ensure that the 
change management plan is accessible to all your 
employees and includes necessary web links, training 
details for employees, updated policies, FAQs, and 
details around execute and control phases in easy-to-
understand language  

Employee disconnect due to remote working

Source: Capgemini Research Institute, Remote Workforce Survey
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insight

Personal Data 
Protection Bill: Did 
the Wait Just get A 
Little Longer?
With the chairperson of the committee joining the ministry, there 
are concerns about the new bill getting delayed
By Shyamanuja Das
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F
Four years after India’s official action began towards 
creating a privacy regulation in India, the nation is 
still waiting for this elusive piece of legislation. The 
latest twist in the tale is that the chairperson and four 
members of the joint parliamentary committee have 
been absorbed as ministers in the Central Cabinet, 
creating five more vacancies in this committee of 30 – 
and raising the total vacancy to seven.

However, what has created the gap is not the num-
ber of vacant positions, but the fact that the chair-
person position has become vacant with Meenakshi 
Lekhi joining the ministry as MoS for Culture and 
External Affairs.

The Journey
The journey for a personal data protection regime or 
privacy regime, as it is often labeled, began in July 
2017, with the constitution of an experts committee 
under the Chairmanship of Justice B N Srikrishna, 
former judge of Supreme Court of India, to identify 
key data protection issues in India and to ‘make 
specific suggestions for consideration of the Central 
Government on principles to be considered for data 
protection in India and suggest a draft data protec-
tion bill.’

Barely a month after that, Supreme Court, on 24 
August 2017, ruled that right to privacy is a funda-
mental right.

“The right to privacy is protected as an intrinsic 
part of the right to life and personal liberty under 
Article 21 and as a part of the freedoms guaranteed 
by Part III of the Constitution,” the bench ruled in its 
order while over-ruling two earlier decisions by the 
apex court. The government had argued against pri-
vacy being a fundamental right.

This decision really accelerated the journey.
The expert committee published a whitepaper  

on data protection issues in December 2017, in  
just four months of it being constituted. The gov-
ernment released the whitepaper, inviting public 
comments on the issues. Based on the consultation, 
the committee submitted its report and a draft data 
protection bill in July 2018—exactly a year after the 
SC judgment—and invited comments on it within 
two months.

The Indian draft data protection bill caught global 
attention because of a few reasons. One, it insisted on 
all organizations dealing with personal data of Indi-
ans to have one copy of that data within the shores of 
India, which created a lot of furore. Two, unlike the 
GDPR and UK Data Protection Act, the Indian draft 
bill was comparatively softer on government agen-
cies when it comes to the rights of data owners, as 
compared to private organizations.

Due to General Elections, tabling of the Bill was 
delayed. After the General Elections in 2019, the Gov-
ernment did some changes in the version submitted 
by Srikrishna Committee, which drew further criti-
cism from many activists.

In the first week of December 2019, the Union 
Cabinet has cleared the bill, and the new bill was 
introduced in Lok Sabha on 11 December 2019. The 
new bill, by that time called Data Protection Bill 2019 
brought about some significant changes.

One, it extended the obligations of significant data 
fiduciaries to what it called social media intermedi-
aries. The Bill defined a social media intermediary 
as ‘an intermediary who primarily or solely enables 
online interaction between two or more users and 
allows them to create, upload, share, disseminate, 
modify or access information using its services’ 
while specifically excluding e-commerce companies, 
ISPs, on-line storage service providers, online ency-
clopedias, and search engine operators. In short, 
while Facebook, Twitter, LinkedIn could come in its 
definition, Wikipedia, Amazon and Google would 
not. It further clarified that such intermediaries are 
entities those ‘whose actions have, or are likely to 
have a significant impact on electoral democracy, 
security of the State, public order or the sovereignty 
and integrity of India.’ It also talked about social 
media verification of accounts (even though volun-
tary), which were criticized by many.

Two, while the earlier draft bill submitted by Sri-
krishna Committee allowed access of personal data to 
the government for security purpose, based on prin-
ciples of necessity and proportionality, the new bill 
made stated that the Central Government may ‘direct 
that all or any of the provisions of this Act shall not 
apply to any agency of the Government in respect of 
processing of such personal data’. The Srikrishna 
Committee draft was seen by many as giving too 
much concessions to government agencies. This took 
it a few steps further.

However, it diluted on data localization require-
ments mandated by the earlier draft bill. While  
the earlier draft required that a copy of all personal 
data to be stored in India, the new bill restricted it 
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only to sensitive and critical personal data. It also 
added right to erasure, a major provision in most  
privacy legislations across the world, which was a 
good change.

While there were many other changes, what  
attracted a lot of criticism was the removal of the 
mandatory inclusion of a judicial member (the  
CJI or another Supreme Court judge) from the selec-
tion committee empowered to give recommendations 
to the Central Government for the appointment of 
members of the Data Protection Authority, reducing 
it to a panel of secretaries – Cabinet Secretary, Sec-
retary Law and Secretary IT – thus handing it over 
to the government. What was questioned was how 
a body appointed solely by the Government would 
ensure enforcement of the provisions by the govern-
ment agencies.

Amidst the discussion, the bill was referred to a 
Parliamentary committee set up for the purpose on 11 
December 2019. The deadline for the committee was 
the first day of the last week of the Budget Session 
in 2020. Since then, the deadline has been extended 
four times.

The Current Impasse
With the Chairperson joining the Central govern-
ment, there has again been question mark on when 
the committee will submit its report.

Between January to December 2020, the Committee 
had had 66 sittings. After the initial briefing by the 
Ministry of Electronics and Information Technology, 
the committee has heard the oral evidence from the 
representatives of ministries and government agen-
cies, regulators, associations, companies, law firms 
and other stakeholder groups.

Ministries of Electronics and Information Technol-
ogy, Law & Justice, Home Affairs are among the min-
istries who have presented. Other government bodies 
and regulators who have presented include Unique 
Identification Authority of India, Reserve Bank of 
India, National Crime Record Bureau. Among asso-
ciations, ASSOCHAM, NASSCOM have given oral 
evidence, while groups such as Dr APJ Abdul Kalam 
Centre, Forum for Integrated Security (FINS) have 
also presented. Among companies, Facebook, Twit-
ter, Amazon, Google, Uber, Ola, Paytm, Jio Platforms, 
Reliance Jio Infocom, Bharti Airtel, and TrueCaller 
have presented oral evidence.

Between November and December last year, the 
committee had had 40 sittings to discuss and exam-
ine the bill clause by clause. This means probably the 
time-taking work is over.

Yet, all these have to be summarized in a report and 
should be presented by the Chairman of the commit-
tee, the position for which is now vacant.

While that has created some disappointment, Lok 
Sabha Speaker Om Birla has said on the record that 
there would be no more extension for the committee, 
which raises some hopes.

Also, while talking about the need to refresh the IT 
Act (amidst the controversy with Twitter and What-
sApp) Meity Secretary Ajay Prakash Sawhney has 
publicly said that the immediate focus (and priority) 
is the Personal Data Protection Bill.

But till we see the bill getting passed, it is just 
another dream. As of now, the bill is caught up in the 
tarikh pe tarikh web, as Bollywood puts it.

Yet, with the provisions being largely clear, it is 
time for the organizations dealing with personal data 
to start taking the next steps  

While there were many other changes, 
what attracted a lot of criticism was 
the removal of the mandatory inclusion 
of a judicial member (the CJI or 
another Supreme Court judge) from 
the selection committee empowered to 
give recommendations 



Insight

23July 2021 | CIO&LEADER

Managing And 
Protecting A Cloud-
native Future
As containers continue to grow in terms of both popularity 
and impact, businesses must ensure that they have the ability 
to protect and backup data across physical, virtual, cloud and 
Kubernetes environments
By Michael Cade
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Cloud-native adoptions and the use 
of Kubernetes are on the rise. 451 
Research notes that nearly three-
quarters of organizations globally are 
currently using or planning to adopt 
Kubernetes within the next two years. 
Many businesses, particularly in 
industries such as financial services 
which produce and consume massive 
amounts of data, were already look-
ing for ways to speed up development 
cycles before the pandemic. With so 
much business going online in 2020 
and organizations looking to build or 
extend their digital offerings, this need 
is accentuated further still.

To understand why Kubernetes is 
experiencing such growth and what 
it means for businesses, we need to 
understand the pets versus cattle anal-
ogy that is so familiar to many in IT. At 
a fairly basic level, the idea is that some 
IT managers view the servers and 
systems within their organization’s 
IT infrastructure as pets. They name 
them, care for them, and devote their 
working lives to keeping them happy, 
healthy, and alive. As organizations’ IT 
provisions scaled up, their menagerie 
of three or four servers became 10-20 
physical servers, perhaps a few virtual 
machines (VMs), and a couple of differ-
ent clouds. What we now have is a herd 
of cattle rather than a few pets. Yes, we 
look after them, but as individual enti-
ties, they’re replaceable. 

If we wanted to continue this anal-
ogy, modern IT teams now manage 
something which is more akin to an 
industrial farming facility. We can’t 
count or see all our animals anymore. 
Vast amounts live on other farms, and 
we pay other people to look after them, 
even though it’s still our responsibility 
if they get lost, stolen, or sick. In fact, 
nowadays it doesn’t matter where they 
are and what they’re being kept in. All 
we care about is what they produce 

C
– or returning to the world of technol-
ogy – what they enable. This of course 
refers to the modern digital infrastruc-
ture, comprised of physical, virtual, 
and cloud workloads.

Containerization 
accelerating DevOps
In recent years, we’ve added contain-
ers. Whereas VMs refer to hardware 
being run on multiple operating sys-
tem (OS) instances, containers enable 
multiple workloads to run on a single 
operating OS instance. This makes 
them lighter, more agile, and faster 
to spin up than VMs, which run on 
their own OS and have larger storage 
footprints. While ITDMs are not as 
engrossed as the speeds and feeds of 
their storage infrastructure, they are 
very focused on the performance of 
their application and their end users 
(internal or external).

This is where Kubernetes as a plat-
form becomes invaluable as they allow 
IT to group together containers that 
make up an application into logical 
units. Running Kubernetes offers IT 
teams the ability to accelerate and 
scale application delivery, reliably and 
with minimal risk. They can also auto-
mate application delivery, reducing 
the risk of change, enabling continu-
ous improvement, refreshment, and 
replacement while removing repeti-
tive, manual processes. Kubernetes 
gives IT teams greater agility and 
flexibility when it comes to balancing 
capacity against demand fluctuations, 
continuously adding value to applica-
tions, and the ability to run several 
applications running on different plat-
forms simultaneously. Finally, Kuber-
netes strengthens the link between 
development, quality assurance and 
operations teams. DevOps is about 
facilitating collaboration and breaking 
down silos within these teams, uniting 
them to achieve a common goal: creat-
ing more value for the organization 
and its customers. Ultimately, this is 
the very essence of what Kubernetes 
can deliver to a business: the ability to 

deliver applications faster, at greater 
scale, and with greater accuracy.

DevOps at its very core describes 
a process of doing things in a cloud-
native manner, so Kubernetes fits like 
a glove into the broader aim of any 
DevOps organization working towards 
a common goal. The potential benefits 
are beyond the imagination of many 
organizations. DevOps tapping into 
the automation and scalability that 
Kubernetes offer means faster develop-
ment cycles. In layman’s terms, busi-
nesses can upgrade, patch and refresh 
applications far more frequently than 
they could before. In financial services, 
for example, this is a key advantage. 
When bank branches across the world 
were forced to close in 2020, the vast 
majority were ready to service their 
customers digitally through online 
and mobile banking. This level of 
digital sophistication is partly due to 
the disruption of challenger banks 
which has taken place over the past 
decade as companies like Monzo and 
Revolut have forced the hands of the 
global powerhouses. A consequence of 
these events is that banking apps and 
services now need to be updated and 
improved on a monthly basis rather 
than a few times a year. 

Moving forward, technologies  
such as AI and machine learning will 
further automate how we bank, mak-
ing managing our personal finance, 
saving money, and keeping track of 
spending easier. This is something that 
cloud-native platforms and DevOps 
will enable fast-paced and extensive 
innovation on, as banks compete to 
have the best apps and personalized 
services available.

Modern data protection
When we talk about the scalability that 
cloud-native and Kubernetes provides, 
we can also refer to the repeatability 
and accuracy with which new con-
tainerized environments can be spun 
up. Staying with the example of finan-
cial services, as we emerge from the 
pandemic, we will see physical retail 
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branches change in their makeup, 
requiring more advanced digital and 
contactless systems. Introducing new 
technologies and devices in-store will 
become part of the new norm as people 
return to the high street but expect a 
digital-first experience. This will likely 
prompt some level of IT refresh across 
multiple branches to ensure customers 
can bank on getting a consistent expe-
rience across every location. 

Approaches such as Infrastructure 
as Code (IaC) will therefore become 
vital to organizations looking to 
provide a consistent and inclusive 
‘in-person’ experience across physical 
sites. IaC refers to the process of man-
aging and provisioning infrastructure 
through machine-readable definition 
files rather than manual configuration, 
which can be hindered by human mis-
takes. IaC provides the ability to take 
a repeatable task and run it the same 
way every single time. Looking back 

to the old days, replicating IT environ-
ments across multiple sites could only 
be done by configuring and setting 
up one site, then using the exact same 
team and process for every single site. 
In reality, this isn’t achievable if you 
have over 100 retail banks on every 
high street in India, let alone glob-
ally. IaC means that the configuration 
method used for the first site is essen-
tially defined in software code which 
can be lifted and used to create an exact 
replica over and over. Furthermore, for 
businesses with Platform Ops teams 
which provide operational services 
to development teams in a way that 
allows them to self-serve, dovetailing 
with Site Reliability Engineers (SRE), 
spinning up workloads is no longer 
a lengthy task. Whether those work-
loads are in the cloud, on-premises, 
virtual or containers, IaC offers greater 
speed and efficiency whilst also mak-
ing the process repeatable. This not 

only speeds up the process of rolling 
out a digital infrastructure across mul-
tiple sites, it also reduces the possibil-
ity of human errors, which may not be 
malicious but can lead to system out-
ages and cybersecurity vulnerabilities.

In financial services, as well as so 
many other industries, data protection 
is undermining digital transforma-
tion efforts, with backup failures and 
incompletions leaving 58% of organi-
zations’ data potentially unprotected 
according to the Veeam Data Protec-
tion Report 2021. Kubernetes and 
cloud-native platforms are fundamen-
tal to organizations’ continuous digital 
transformation, but do not remove 
the requirement around data man-
agement. If anything, there are more 
nuanced challenges to data protection 
posed by using code to deploy and 
version applications as you have state-
ful data being written to them from 
external sources such as databases and 
end users. This data is not contained 
within code but is now stateful. It must 
be protected either as part of the Con-
tinuous Integration (CI) / Continuous 
Delivery (CD) pipelines and a native 
API triggering a backup before any 
code change or a policy defined to take 
a backup using native tools made for 
Kubernetes. Organizations looking to 
leverage Kubernetes are therefore best-
advised to partner with an expert in 
modern data protection with specialist 
capabilities around cloud-native plat-
forms and tools.

As containers continue to grow in 
terms of both popularity and impact, 
businesses must ensure that they have 
the ability to protect and backup data 
across physical, virtual, cloud and 
Kubernetes environments. This is why 
businesses looking to take advantage 
of the agility, scalability, and automat-
ability that Kubernetes offer cannot 
overlook the need to modernize their 
data protection strategies and capabili-
ties in tandem 

—The author is Senior Global Technologist 
at Veeam 

Approaches such as Infrastructure as 
Code (IaC) will therefore become vital to 
organizations looking to provide a consistent 
and inclusive ‘in-person’ experience
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Leveraging the Edge 
in A hybrid, Multi-
Cloud Regime

Centralized, cloud-hosted management coupled with  
a growing portfolio of common cloud and edge capabilities puts 
hyper-scale cloud providers in a good position 
to address a broader range of requirements for  
computing closer to the edge
By Rajesh Dangi
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There is a common saying – Let  
technology open your eyes, not over-
whelm you – this would be very perti-
nent to Edge computing, as it continues 
to expand our perimeter of computing 
from data canters to handheld devices. 
According to the new Worldwide  
Edge Spending Guide from IDC, the 
worldwide edge computing market 
will reach USD 250.6 billion in 2024 
with a compound annual growth rate 
(CAGR) of 12.5% over the 2019–2024 
forecast period.

What is Edge?
In simple terms, Edge computing is 
an approach that processes data at the 
edge of the network or near the con-
sumer. Citing an example in telecom-
munications, a mobile can be consid-
ered to be an edge device. Hence, every 
device that generates data at the edge of 
a network, functions as an edge device. 
Factors such as an increase in load on 
the cloud infrastructure globally and a 
rise in the number of intelligent appli-
cations are the major factors driving 
the growth of the global edge comput-
ing market.

Edge computing reduces the need for 
long-distance back and forth commu-
nications between client and server/
cloud that means improved response 
times. Technically, the concept reduces 
latency and bandwidth usage and 
significantly improves application 
response times. As per Kuba Stolarski, 
research director at IDC, in the ‘World-
wide Edge Infrastructure (Compute 
and Storage) Forecast, 2019-2023’ 
report, she adds: “With enhanced 
interconnectivity enabling improved 
edge access to more core applications, 
and with new IoT and industry-
specific business use cases, edge 
infrastructure is poised to be one of the 
main growth engines in the server and 

t
and orchestration will be imperative. 
This is where hybrid cloud plays a 
key role as one would want to manage 
entire infrastructure in the same way 
as before and create an environment 
where one can regularly develop an 
application once and deploy it any-
where at a single click.

Looking Ahead
According to Gartner, Edge computing 
platforms are software and hardware 
that enable a zero-touch, secure, dis-
tributed computing architecture for 
applications and data processing at 
or near the edge. Centralized, cloud-
hosted management coupled with a 
growing portfolio of common cloud 
and edge capabilities puts hyper-scale 
cloud providers in a good position to 
address a broader range of require-
ments for computing closer to the 
edge. Still, by end of 2023, only 20% 
of installed edge computing plat-
forms will be delivered and managed 
by hyper-scale cloud providers (an 
increase from less than 1% in 2020).

Edge computing tackles a growing 
demand to address lower latency, pro-
cess the growing amount of data on 
the edge, and support resilience to net-
work disconnection. It is broad enough 
to support many submarkets but will 
evolve from supporting thousands 
of custom patterns to merely dozens 
after consolidation and cocreation 
process, with cloud providers playing 
an important role to the edge or com-
plementing edge solutions working 
with telecom providers. Enterprises 
must prioritize a distributed cloud-
based edge solution as the default 
and future-proof option by relying on 
partnerships and ecosystems over a 
single-vendor approach as more open 
infrastructure and upstream open-
source technologies that demonstrate 
large-scale adoption and faster evolu-
tion than the traditional OEM prin-
ciples at play  

—The author is Chief Digital Officer at Nxt-
Gen Infinite Data Center

storage market for the next decade and 
beyond.”  

The cusp of computing 
shift is here
A network of large data centers are 
primary drivers of the present-day 
computing. The synergy is well-tuned 
for current technologies and may 
not be conducive for the foreseeable 
tech-led innovations. For instance, self-
driving car will have to take lightning 
fast and 100% accurate decisions in 
real-time and cues from a data center 
several miles away may not be able to 
do justice to it, the case might be simi-
lar for industries that deal with remote 
surgeries, drone deliveries and so on. 
However, an efficient Edge computing 
mechanism will enable addressing it 
as it is all about processing data on the 
spot, eliminating the need to connect to 
a faraway data center.

With the plethora of advantages, 
Edge computing comes with its own 
set of challenges such as the ability 
to scale. Deployments of Edge range 
from hundreds to thousands of nodes 
and clusters that need to be man-
aged in locations where there may 
be minimal to absolutely no IT staff 
at all. Remember there will be a run-
ning ‘Edge computing stack’ at top of a 
telecom tower itself and demands low 
touch and complete remote manage-
ability.  While companies need to also 
ensure a central way to deploy and 
manage, otherwise, it can become com-
plicated and capex intensive exercise 
the hardware designers and solution 
architects must build the resiliency 
to failure by design. The next consid-
eration is building the entire Edge 
Stack by a single vendor is impossible 
as edge deployments can vary greatly 
depending on use cases. In such cases, 
organizations need to ensure interop-
erability within a multi-vendor hard-
ware and software environment via 
set of standards which too are evolving 
as we speak. Furthermore, to deliver 
consistency sharing of a secure control 
plane via automation, management, 
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Firewalls And their 
Cool Features 

Next-generation firewalls provide insight into the applications 
themselves, providing a critical capability for networking 
professionals
By Debasish Mukherjee 



Insight

29July 2021 | CIO&LEADER

The latest next-generation firewalls 
(NGFWs) utilize deep packet inspec-
tion to scan the entire packet payload 
to provide advanced intrusion preven-
tion, anti-malware, content filtering 
and anti-spam. Many applications are 
delivered over the web, sharing com-
mon ports and HTTP or HTTPS proto-
cols. This effectively leaves traditional 
firewalls blind to these applications 
and unable to prioritize productive  
and secure versus unproductive and 
potentially insecure traffic. Next-gen-
eration firewalls provide insight into 
the applications themselves, providing 
a critical capability for networking 
professionals.

Let us examine some of 
the things firewalls should 
be doing for your network 
security:

Control the applications allowed 
on the network- Application 
visualization lets you see which 
browsers are being used to enable 
policy making accordingly.
As a company you want to make sure 
all of your employees are using the lat-
est version of Internet Explorer. Your 
mission is to ensure all employees 
launching IE9 or IE10 are automati-
cally redirected to the IE11 download 
site and restrict them from all other 
web access.

Your possible solutions may include:
 Physically check every system each 
day for the web browser version

 Write a custom script to automati-
cally check browser versions

Manage the bandwidth for 
critical applications- Application 
priority can be date-based (think 
end of quarter priority for sales 
applications

t
Facebook page, but not allow them to 
play Facebook games like Texas Hold-
Em Poker or Candy Crush Saga.  With 
application intelligence and control, 
you can create a policy to allow access 
to Facebook, but block games.

Create a policy to allow Facebook, 
but block Facebook games:

 Select “All” users
 Select “Facebook games applica-
tions” as a category

 Create a single rule to “Block” all 
users from accessing games within 
Facebook

Visualize your application 
traffic - Visualization provides 
administrators with instant 
feedback on network traffic flows
What’s happening on my network? 
Who’s wasting my bandwidth? Why 
is my network so slow? Have you ever 
asked yourself any of these questions? 
You could use a combination of sepa-
rate tools to try to get answers, but this 
process is time consuming and will 
only provide you with information 
after-the-fact.

View all traffic in real time by logging 
into the Application Flow Monitor:

 View real-time graphs of all applica-
tion traffic

 View real-time graphs of ingress and 
egress bandwidth

 View real-time graphs of websites 
visited and all user activity

 Create your own filtering that gives 
you the most relevant information

Manage bandwidth for a group  
of users
What do you do if your CEO com-
plains that the business news videos 
that he wants to watch every morning 
are choppy and won’t play correctly? 
After investigation, you determine 
that it’s due to a company-wide band-
width management policy that you 
implemented for all streaming video? 
You could ease off on the bandwidth 
restrictions for everyone, but now 
there is a better answer: group-based 
bandwidth management.

Many mission-critical applications, 
such as Live Meeting, Salesforce.com 
and SharePoint, are cloud-based, or 
run across geographically dispersed 
networks. Ensuring that these applica-
tions have priority over unproductive 
web surfing improves business pro-
ductivity.

Create a policy to give bandwidth pri-
ority to the Live Meeting application:

 The Deep Packet Inspection engine 
looks for the application signature or 
application name

 Assign the Live Meeting application 
a higher bandwidth priority

Block peer-to-peer applications
Unproductive peer-to-peer (P2P) appli-
cations such as BitTorrent are often 
used to download unlicensed versions 
of copyrighted media and can quickly 
consume bandwidth or transmit mal-
ware. However, the creation of new 
P2P applications, or simple changes 
(e.g., version numbers) to the existing 
P2P applications happen all the time 
so it is difficult to manually block any 
single P2P application.

Create a policy to block the use of 
P2P applications:

 The Deep Packet Inspection engine 
uses pre-defined P2P application 
signatures from the application sig-
nature list

 Choose the P2P applications from the 
pre-defined signature list

 Apply the policy to all users
 Block P2P applications through 
bandwidth and time-based restric-
tions

Block unproductive components  
of applications
Social networking applications such 
as Facebook, Instagram and YouTube 
have become new channels of commu-
nications for individuals and for com-
panies. While it might be counterpro-
ductive to block all social networking 
applications, you may want to control 
how they can be used in the workplace. 
For example, you may want to let mar-
keting personnel update the company’s 
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Create a policy to exclude the execu-
tive team from streaming video band-
width management:

 Choose the executive group imported 
from your LDAP server

 The Deep Packet Inspection engine 
uses pre-defined streaming video 
application signatures from the 
application signature list

 Apply bandwidth restriction to traf-
fic with that header

Block ransomware attacks and 
breaches- Block malware attacks 
and intrusions before they enter 
your network!
Network security must be at the fore-
front of any IT administrator’s focus. 
The ability to block attacks such as 
ransomware and breaches that are 
delivered through malware and intru-
sion attempts relieves the organization 
from great risk and spares potentially 
wasted resources.

Identify connections by country
Is a connection to an IP in a foreign 
country from your local neighborhood 
office or a branch site just a benign 
connection from somebody browsing 
on the web, or is it botnet activity?  
You can use GeoIP country traffic 
identification to identify and control 
network traffic going to or coming 
from specific countries to either protect 
against attacks from known or sus-
pected origins of threat activity, or to 
investigate suspicious traffic originat-
ing from the network.

View connections by country or cre-

ate country-specific filters:
 Check which applications are con-
necting to IPs in other countries

 See which users and which comput-
ers are connecting to IPs other  
countries

 Create filters to restrict traffic to 
countries specified by you, with 
exclusion lists

Prevent data leaks over email
In some companies, outbound email does 
not pass through their email security 
system, or that system does not check 
the content of email attachments. In 
either case “company confidential” 
attachments can easily leave the organiza-
tion. Since outbound network traffic goes 
through your firewall, you can detect and 
block this “data-in-motion.” Create a poli-
cy to block email attachments that contain 
the “company confidential” watermark

The Deep Packet Inspection engine 
looks for:

 Email content = “Company confiden-
tial” and

 Email content = “Company propri-
etary” and

 Email content = “Private propri-
etary”, etc.

Prevent data leaks over web mail
Now let’s assume your existing anti-
spam protection can detect and block a 
normal outbound email that contains 
“company confidential” information. 
But what if an employee uses a web 
mail service, such as Yahoo or Gmail, 
to send out “Company Confidential” 
information?

Create a policy to block “company 
confidential” attachments in web  
traffic:

 The Deep Packet Inspection engine 
looks for “company confidential” on 
files transferred via http or https

 Block message and notify the sender 
that the message is “company confi-
dential

Bandwidth manage streaming audio 
and video
Access to streaming video from sites 
such as YouTube.com is sometimes 
useful but is often abused. Blocking 
these sites might work, but a prefer-
able approach is to limit the total 
bandwidth given to streaming video, 
regardless of where it comes from. This 
also applies to streaming audio sites 
such as online music radio stations and 
music streaming services like Spotify 
and Apple Music. This traffic doesn’t 
necessarily need to come from well-
known sites but can also be hosted by 
blogs. Thus, the goal is to identify this 
traffic by what it is, rather by its origin.

Create a policy to limit streaming 
audio and streaming video by pre-
defined signature list:

 Select Streaming Video and Stream-
ing Audio as application categories

 Set the amount of bandwidth that 
you want to allocate to these applica-
tion categories (e.g., 10%)

 Create a rule that enforces Streaming 
Video and Streaming Audio to con-
sume a maximum of 10% of band-
width for everyone (perhaps exclud-
ing particular department groups, 
such as those in the training group)

 Optionally, schedule the rule to be 
effective during standard business 
hours, but not during lunch hours or 
after 6 p.m.

 Confirm the effectiveness of your 
new policy with real-time visualiza-
tion by logging into the Application 
Flow Monitor 

—The author is Vice President, Regional 
Sales APAC at SonicWall

Access to streaming video from sites such 
as YouTube.com is sometimes useful 
but is often abused. Blocking these sites 
might work, but a preferable approach 
is to limit the total bandwidth given to 
streaming video
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how technology is 
Enhancing Real-
time supply Chain 
Visibility
Logistics companies in the Asia Pacific are turning to IoT, 
automation, and other location-based solutions to develop 
robust supply chains and elevate the customer experience
By Jatinder Singh
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The past year has thrown severe chal-
lenges for industries of all scales and 
sizes. Amidst the multi-wave pandem-
ic dynamics, the demand for different 
products and services has seen con-
sistent fluctuations around the globe. 
From groceries, merchandise, medical 
supplies to other necessities, buyers 
are now heavily dependent upon digi-
tal channels to meet their day-to-day 
requirements.

The erstwhile on-premises supply 
chain models are consistently failing  
to meet evolving customer require-
ments. To tackle this challenge, firms 
across the globe are making substan-
tial technology investments in emerg-
ing technologies such as AI, IoT, and 
automation to improve processes and 
gain end-to-end visibility around 
inventories.

According to a research report, The 
state of movement: the Asia Pacific by 
Frost and Sullivan and location plat-
form firm HERE Technologies, over 
one-third of logistics firms in the Asia 
Pacific (APAC) region are exploring 
technologies such as IoT (37%), ware-
house automation (33%) and adopting 
electric vehicles (32%) to drive opera-
tional efficiencies.

Due to the COVID-19 and the subse-
quent factory shutdowns and border 
closures, trade tensions, and produc-
tion relocations, there has been a grow-
ing focus on replacing the conventional 
on-premises systems with modern 
cloud and AI-based systems asset 
tracking and shipment monitoring 
among logistics companies. 

Increase push toward IoT 
and map-based solutions
For logistics industry professionals 
and online retailers, who also deal with 
significant staff shortages, there is a 
massive pressure to improve opera-

time and help supply chain managers 
make informed decisions. Due to the 
current uncertain environment, there 
has been a significant acceleration to 
deploy IoT, especially in the shipment 
monitoring of condition-sensitive 
items such as cold chain items and 
dangerous goods, amongst the firms 
across Australia, India, Indonesia, and 
Thailand. 

tional efficiencies, reduce overall costs 
and deliver exceptional customer expe-
riences. Many freight and shipping 
firms in the Asia Pacific are resorting 
to AI-enabled IoT tracking mecha-
nisms to revolutionize their asset 
tracking mechanisms. 

With IoT-enabled data-driven tools, 
organizations can monitor the condi-
tion of goods and inventories in real-

t

Source: The State of Movement: Asia Pacific, Here and Frost and Sullivan

Key Factors Driving Adoption of Fleet Management Solutions

77% 75% 75%
71% 71%

Source: The State of Movement: Asia Pacific, Here and Frost and Sullivan

Key Factors Driving Adoption of Logistics Service Delivery 
Asset Tracking Solution

73% 71% 68% 62% 58%
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IoT-enabled solutions help logistics 
companies locate the misdirected and 
misrouted assets and enable firms to 
improve operational efficiency, better 
customer satisfaction levels, and create 
efficient and agile supply chains. 

While GPS (77%), RFID (31%), and 
QR codes (20%) have high penetration 
rates in fleet management, IoT is gain-
ing considerable popularity, with 21% 
of logistics companies have already 
adopted it, according to the Frost and 
Sullivan report.

"In this complex environment, dis-
ruptions along the supply chain are 
inevitable. IoT sensors can be installed 
in different modes of transportation like 
trucks and containers to offer real-time 
condition and location tracking of ship-
ments. Besides, sensors can also be used 
in warehouses to monitor and manage 
inventories. At the same time, those in 
retail outlets can facilitate more accu-
rate demand forecasting," says the Frost 
and Sullivan-HERE report.

It further revealed that more than 
50% of logistics companies in APAC 
are currently using map-based solu-
tions for shipment monitoring across 
all shipment types. Logistics compa-
nies are moving towards map-based 
solutions with real-time location data, 
primarily for Courier, Express & Parcel 

(CEP), particularly in Australia (90%) 
and Japan (75%).

Leveraging cloud for 
seamless collaboration
Moving to the cloud is the foundational 
step toward achieving seamless col-
laboration across multiple stakehold-
ers, resulting in end-to-end visibility 
for a supply chain organization. Cloud-
based process management tools and 
analytics can offer incredible insights 
into the shipment journey and any 
loopholes impacting the overall cus-
tomer experience. 

Leveraging real-time data, warehous-
ing, inventory, and transporting report-
ing can be accessed in real-time by sup-
ply chain organizations from anywhere. 
This promotes real-time capacity plan-
ning and forecasting. According to the 
Frost and Sullivan report, more than 
50% of logistics companies have stated 
their intention of deploying cloud-based 
solutions shortly.

Akin to other industries, there is 
growing traction toward the hybrid 
cloud in logistics companies to lever-
age the combined advantages of flex-
ibility, innovation, and data security. 

Automating processes for 
better efficiency

Over the last few years, many logistics 
and transportation companies are 
increasingly evaluating the capabilities 
of automation-based solutions such 
as robotic shuttles and intelligent bots 
that help them handle customer que-
ries and transport goods in process-
oriented ways. 

Though the implementation of auto-
mation solutions often comes at a high 
upfront cost, it significantly returns on 
investment in the mid to longer term.

Compared to manual operations, 
these rule-based solutions help firms 
perform time-consuming, repetitive 
tasks such as picking and packing, 
invoicing, PO processing, and order 
fulfillment in a much effective man-
ner. They also ensure that products get 
delivered in a touchless human envi-
ronment for better security in today's 
watchful pandemic situation.

Not without challenges
Despite all the advantages these new-
age tech solutions offer, many tech-
nology leaders find it cumbersome to 
integrate fleet, asset tracking, and ship-
ment solutions with their existing IT 
infrastructure. There is also a challenge 
to get a well-trained workforce for the 
management of fleet, asset tracking, and 
shipment monitoring solutions.

In addition to the above, challenges 
such as data accuracy and reliability, 
lack of features in the fleet, asset track-
ing, and shipment monitoring solutions 
present a colossal testing ground for 
technology leaders of the logistics and 
supply chain firms. 

To overcome the challenge, the tech-
nology leaders in the logistics and 
supply chain sector need to develop 
intelligent strategies and collaborative 
efforts to create effective and robust 
supply chains and elevate the customer 
experience.

After all, in today's fast-moving digi-
tal age, customers expect shorter deliv-
ery cycles and high-quality goods. With 
real-time location awareness, logistic 
companies can be better equipped to 
exceed customer expectations  

Source: The State of Movement: Asia Pacific, Here and Frost and Sullivan

IoT Deployment Plan for Logistics Firms in APAC

45% 43% 39% 37%
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gearing Up For 
Future Of Work 
Using tech-Driven 
innovation

CIOs play an indispensable role in building the organizational 
work culture in the remote working regime brought about by the 
pandemic-led disruption. How the CIO of the analytics company, 
SAS, met the challenge…
By Jatinder Singh
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During the initial phase of the pandemic, few knew 
how to continue with running the business and 
how long the uncertainty would last. Staying con-
nected to business, improving remote work man-
agement, and meeting erratic client expectations 
became challenging in the new work-from-home 
ecosystem..

Things were even more complex for SAS, a busi-
ness analytics software and services firm. The chal-
lenge for SAS was two-fold. The first was to keep 
the business running. In that sense, it was similar 
to the challenge faced by any other business orga-
nization. The second—a challenge and an oppor-
tunity—was to demonstrate leadership—as more 
and more customers accelerated digitization and 
prepared for a data-centric future.

"We had questions about productivity efforts. 
Like everyone else, our initial response to the 
pandemic was to get all our employees home, safe, 
sound, connected, and ultimately enabling them to 
remain productive," says Jay Upchurch - Executive 
Vice President & CIO, SAS.

The focus was on taking innovative measures to 
ensure seamless culture shift and raising aware-
ness about the multifaceted challenges in store for 
an indefinite future. Moving to a fully work-from-
home environment, that too at an unprecedented 
pace, was a paradigm shift for employees. Like 
any other organization, SAS had to ensure that 
the confidence of its customers remains high, and 
this could be possible only by cultivating a robust 
remote 'culture.'

Being a technology company deep into analy- 
tics and AI, there were huge expectations from  
its clients and employees to deliver high-level  
experiences.

Data-centric culture
SAS's key areas of growth are data-led experiences 
and innovation. Hence, there is no wonder that the 
company takes consistent efforts to design its inter-
nal tech strategy around data.

"How many times have you heard stories about 
customer engagement where the context of the call 
or the context of interaction was lost. The exchange 
was purely verbal or was only placed on hiding the 

D
emotion that was already there. If you had context 
for everything else that was going on, again, those 
are data points. So when we see today's organiza-
tional ecosystem, we see it as a collection of data. 
We have to ingest that data and figure out the right 
way to put it together to deliver the right outcome," 
Jay describes.

SAS continues with this culture in the work-
from-home model by kicking off various employee 
experience initiatives. These initiatives, according 
to SAS, include developing a self-service portal 
for its employees to keep everyone connected and 
share challenges, upgrading security and remote 
network monitoring tools to keep people secure 
and productive. By leveraging its cloud-based 
customer intelligence 360 platform, the company 
boasts of helping them stay close to customers and 
understand customer engagement through predic-
tive analytics.

Through its One View platform, SAS can get a 
single view of all its interactions with customers 
and down to the individual customer view. The US-
based firm is also running various transformation 
projects in finance, legal and other areas to drive 
customer success and optimized sales experience. 
It is also leveraging the Viya environment, through 
which it gets reliable, scalable, and secure analytics 
inventory management and governance neces-
sary for agile IT. To support its employees and 
customers, the analytics firm has turned to natural 
language processing-based automated chatbots for 
many of its self-services and as an example to its 
help desk.

"A lot of that has to do with the amenities that 
we have in our office. It is the collaboration and the 
tools that we give our employees to work for hand-
in-hand and shoulder-to-shoulder. And it's proven 
to be wildly successful for us now for 46 years. 
And so when we suddenly send everybody home, 
and some of those benefits weren't at our fingertips, 
we became very concerned about what does that 
means," mentions Jay.

Another challenge for SAS was to ensure that the 
workforce remains connected to the organization. 
While the pandemic resulted in more significant 
job losses and unemployment, it is also true that 
many organizations found it difficult to retain 
exceptional talent due to a lack of job satisfaction 
and engagement in the remote work environment.

"We use our creativity and our curiosity to 
analyze data, let the data tell a story, and let that 
output answer for a customer. And sometimes that 
requires collaboration, and creativity, and involves 
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inquisitiveness. And we cultivate that with our cul-
ture," Jay shares.

A new way of working
There is no doubt that the onslaught also brought 
many innovations and models of the future of 
work. Before the pandemic, the well-being initia-
tives were primarily led by human resources (HR) 
or talent professionals in organizations. However, 
as the culture of hybrid-workplace and always-on 
digital era gains momentum, CIOs play a crucial 
role in enabling businesses to integrate technology 
into their well-being strategies.

Besides stabilizing critical infrastructure, at SAS, 
Jay had to shoulder a responsibility to integrate 
tech to drive the culture change and crisis manage-
ment to enable the new way of working.

He says that deploying touchless technologies 
across all its offices ensures a safer environment for 
its people and creates innovative data-driven apps 
and tools to track employee health and their key 
concerns. Among enterprises, there is also a focus 
on deploying multiple workplace zones for employ-
ees coming back to offices so that people who are 
found unwell can be quickly isolated.

There is also a greater focus on leveraging tech-
nology tools to reskill and upskill people and 
providing more significant training opportunities 
across teams. "We could, as a company, say, okay, 
we are leaning into the journey, the employee jour-
ney, a SAS staff of resources around the world and 
carrying that cost and aspiration of achieving the 
superior employee experience," Jay remarks.

SAS has been planning to re-open many of its 
offices in phases and confident to deliver a health-
ier employee experience. It says that depending 
on the region and employees' role; its people are 
rejoining offices. For instance, in Cary [SAS head-
quarters], in the United States, SAS houses about 
5,000-6,000 employees every day. Currently, the 
company has started office for about 600-700 
people during any day of the week. "The focus is on 
following protocols but starting to enjoy some of 
those benefits again," Jay apprises.

With tough competition from companies like 
AWS, Microsoft, and Google in the corporate soft-
ware, SAS perhaps knows that it has to leverage 
technology to leap forward. Attracting the new-age 
talent, helping them stay connected, understand-
ing, surveying them constantly to get an idea of 
how they are feeling, offering them remote HR 
capabilities for training and wellness will continue 
to be a massive priority for the company.

The takeaway
The pandemic tested the resiliency levels of orga-
nizations like never before. In the new working 
world, CIOs are expected to do more and be more. 
They are trying to contribute to product aspira-
tions. They play a pivotal role in understanding or 
appreciating customers and employees by bring-
ing tools to the business like analytics, data, AI, 
and machine learning to help enable those types of 
interactions that drive the business forward cost-
effectively.

Jay thinks CIOs will continue to assume greater 
responsibilities as technology gets ingrained in 
almost every aspect of an organization's working 
model.

"CIOs and their organizations have now become 
much more present in the business as opposed to 
simply being kind of behind the scenes. Now CIOs 
are at the forefront of leading and driving that 
innovation. So I think for me, as a role when I think 
about every day with the last 18 to 24 months has 
changed that for me. And, of course, it changes the 
organization. CIOs are now expected to deliberate 
and provide answers to the questions such as do we 
have the right skillset? Do we have the right priori-
ties? Are we aligned correctly? And then, you start 
thinking about challenges from the past and how 
disruptive they are to your current agenda" 

The Controlled AI and Non-controlled AI are 
the two variants that we always come across, 
based on the servant and master
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three steps to  
Close the Enterprise 
Cybersecurity  
skills gap

Enterprises need to mitigate the demand-supply gap by 
building long-term and short-term workforce strategies, talent 
transformation, and knowledge-sharing initiatives
By Jatinder Singh
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The growing number of remote work-
ers and increased online activities have 
augmented cybersecurity breaches 
like never before. In the first quarter of 
2020 alone, the country saw 37% more 
data breaches than 2019, as per a study 
by IBM. According to another survey 
by Computer Emergency Response 
Team (CERT-In), India witnessed 1.16 
million cases of cyberattacks in 2020, 
nearly three times that of 2019.

Taking advantage of COVID-19 
driven work from home environment, 
cybercriminals have adopted a range 
of novel tactics to target insecure net-
work endpoints to launch targeted 
campaigns and large-scale distributed 
denial-of-service attacks. Many com-
panies, including Air India, Dominos, 
Facebook, Juspay, Bigbasket, Upstox, 
among several others, have seen data 
breaches in recent times, compromis-
ing the personal information of mil-
lions of customers.

Despite growing investments by 
organizations in deploying real-
time cybersecurity solutions to spot 
and halt incongruities and unsure 
behaviors, it becomes challenging for 
enterprises to predict the new threat 
patterns. The growing drought of 
cybersecurity talent is further making 
the job of enterprise IT teams more 
challenging to create a robust in-house 
security monitoring ecosystem.

The industry findings reveal that 
companies that are understrength 
with cybersecurity professionals are 
more prone to cyberattacks. Much like 
the global phenomenon, India faces a 
massive skill-gap challenge and needs 
about ten lakhs of qualified cybersecu-
rity professionals by 2025, according 
to Data Security Council estimates. 
The country currently has just about 2 

t
stantial efforts should be taken to 
reskill, upskill and retain the existing 
cybersecurity talent. Cybersecurity is 
an evolving and complex field. In the 
age of multi-cloud infrastructure, the 
industry witnesses new and unpre-
dictable attacks every day. Cybersecu-
rity professionals need to be vigilant 
like a military person and keep up 
with the latest trends to defend the net-
works. Regular training, certifications, 
and attractive incentives can go a long 
way in attracting young and experi-
enced talent and retaining them for a 
more extended period.

Knowledge sharing and 
collaboration
It is essential to understand that in the 
cybersecurity space, most of the formal 
educational programs run by universi-
ties do not offer required training to 
the candidates to tackle threats in a 
real-time business environment. More-
over, most enterprises find it hard to 
absorb the essential cybersecurity tal-
ent considering the limited internal IT 
security training tools and resources 
at their disposal. They also can't afford 
to provide them long-term practical 
training. 

"Formal educational programs 
and industry cybersecurity training 
programs will never replicate cyber-
security experience, and employers 
must be willing to embrace their role in 
developing the cybersecurity leaders of 
tomorrow—a proposition that always 
carries the risk that the employee may 
leave. However, employers alone can-
not shoulder this responsibility—espe-
cially when the resounding skills gap 
is not technical, but rather soft skills," 
states the ISACA report on State of 
Cybersecurity 2021.

Enterprises should take aggressive 
steps to tackle this demand-supply 
problem by devising industry-focused 
cybersecurity training and career 
development programs. This will help 
develop future-focused cybersecurity 
talent and bridge the industry-aca-
demia gap in the long run 

lakh cybersecurity professionals.
Here are three steps the businesses 

must take to mitigate this talent short-
age challenge and build secure net-
works for the future.

Short- and long-term 
planning
Most organizations are still at a very 
early stage of implementing security 
automation and response mechanisms 
and hence need quality cybersecurity 
in-house talent to build and monitor 
corporate security intelligence.  
However, having skilled talent 
onboard requires intensive practical 
experience, and due to the mismatch 
in the demand-supply equilibrium, 
all organizations can't hire and retain 
exceptional, experienced cybersec-
urity talent.

In such a scenario, IT leaders should 
focus on short and long-term work-
force planning. For instance, hiring an 
external or foreign consultant to beef 
up cybersecurity ecosystems can be a 
makeshift arrangement, especially for 
big companies that can afford the fees 
of expansive consultants. However, 
enterprises need to train their IT teams 
on necessary skills and emerging 
technologies such as zero-trust to safe-
guard critical infrastructure and data 
for a long-term strategy.

There should be long-term planning 
on the kind of technologies that an 
enterprise wishes to deploy. Accord-
ingly, they can take the services of 
external cybersecurity experts to get 
their people trained extensively on 
securing those technologies. 

Reskilling, upskilling and 
more incentives
Another alternative for enterprises 
is to run-skill gap analysis and lever-
age the transferable skills of existing 
IT employees. Concerns such as poor 
career growth and lack of attractive 
incentives also prohibit many young 
IT professionals from entering the 
cybersecurity profession.

Organizations should take sub-
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