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The ability of any new technological innovation to 
be a game changer, is, in reality, less dependent on 
the technology itself. It is far more dependent on our 
ability to reimagine a future with the capability that 
the technology brings in, fully exploited.

Throughout in the history of technology, we have 
seen the same. When cinema debuted, films were 
made by staging a drama and shooting it and dis-
playing it at another place. It removed the location 
dependence of the audience. The performer and the 
audience did not have to be at one place at one time. 
That was a great leap. But as we have seen, cinema 

could do much more—the 
least of which is to remove 
the location dependence of 
the performance itself. It 
did not have to be restrict-
ed to one place. Since then, 
we have seen so much 
– multiple roles by one 

individual to juxtaposition of animation and real 
characters, and many things in between.  All that 
came because someone thought that it was possible.  

5G, to put it crudely, is nothing but greater speed. 
But the combination of wireless and speed can do 
wonders. And when juxtaposed with the other 
changes happening around us – such as Industry 

The 5G 
expectations

T

EDITORIAL

4.0, electric vehicles, and remote working, to name a 
few – we could do something that would look no less 
than magic. 

That is what the cover story this time gets into in 
detail. But the examples are limited. Imagination is 
unlimited. The application are driven by imagination.

That brings me to my ‘favorite’ topic. That is shift 
from problem solving to use case regime. In the 
earlier regime, you first define a problem, work out 
a solution and do that faster and more accurately by 
automating it. Technology follows the problem and 
solution. In the use case regime, you think of what 
the new technology can do for your business and 
apply it well. It is a far more proactive approach to 
technology. It requires the CIO to move from prob-
lem solving to imagining. 

5G is one such example that enables CIOs to imag-
ine that new future. And since none of the technol-
ogy grows in silos, it cannot achieve its full potential 
if we do not take into account the simultaneous 
developments in technologies like edge computing, 
artificial intelligence, sensor technologies, and cloud. 
Their combination could create new opportunities. 

How much I wish I could say 5G is here to stay. But 
alas! No technology development is here to stay. It 
is time for 5G. Let’s get the best from it, as long as it 
lasts  

5G is beyond speed. 
It enables the CIOs to 

imagine and build a 
new future.
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For 75% APAC 
Orgs Zero Trust 
Very Important

Application Security 
Budgets Rising In 2021

Era Of Born Digital 
Workforce

Controllers 
Must Optimize 
Governance

Increased DX, Data 
Center, IoT Investments 
Drive Growth

30 Metros Top 
Colocation Revenues 

75% of APAC organizations believe 
Zero Trust frameworks are very 
important following COVID-19, 
according to a study by Ivanti and 
Frost & Sullivan, entitled “Embrac-
ing Secure Access in a World of Rap-
idly Expanding Virtual Borders” 
– which investigates the impact of 
the COVID-19 pandemic on cyberse-
curity and compliance attitudes and 
behaviors in Singapore, Australia 
and New Zealand. Most respondents 
experienced a moderate 1-9% reduc-
tion in business demand, 

With most attacks on financial ser-
vices institutions executed at the 
application layer at a time when 
customers demand more digital ser-
vices and customer-facing applica-
tions are developed in-house, appli-
cation security is mission-critical, 
according to Contrast Security’s 
2021 State of Application Security in 
Financial Services Report. The report is 
based on a comprehensive survey of 
development, operations, and secu-
rity professionals and executives of 
financial services institutions. 

Today’s young employees are the 
engines of the knowledge economy 
and tomorrow’s business leaders. 
And according to The Born Digital 
Effect, the latest research from Citrix 
Systems, they’re primed to deliver 
an extra USD 1.9 trillion in corporate 
profits. But they’ll need some help 
to pull it off. Made up of millennials 
(born 1981 to 1996) and Generation Z 
(born after 1997) workers, the Born 
Digital are the first generation to 
grow up in an entirely digital world, 
and now account for most of the 
global workforce. They have only 
known a tech-driven world of work. 

As Robotic Process Automation (RPA) 
moves from the testing phase to full 
adoption in most finance depart-
ments, controllers must optimize their 
governance processes to balance risk 
management processes without stifling 
the productivity that the technology pro-
vides, according to Gartner. It has found 
that enterprise-wide adoption of RPA 
will grow to 90% by 2022. 

Increasing investments in digital 
transformation, data centers and 
Internet of things (IoT) deployment 
were instrumental in the more than 
5% average revenue growth of the top 
20 Asia-Pacific (APAC) technology 
companies in 2020. Such investment 
not only allowed tech companies to 
maintain healthy growth during the 
COVID-19 pandemic-disrupted year, 
but also thrive under very challenging 
conditions, according to GlobalData. 
65%  of top 20 companies reported 
year-on-year (YoY) revenue growth.

Just 30 metro areas account for 68% of 
worldwide retail and wholesale coloca-
tion revenues, according to Synergy 
Research Group. Ranked by revenue 
generated in Q1, 2021, the top five met-
ros are Washington, Tokyo, London, 
Shanghai and New York, which in aggre-
gate account for 26% of the worldwide 
market. In Q1, Shanghai surpassed New 
York for the first time, The next 25 larg-
est metro markets account for another 
42% of the market. The world’s three 
largest colocation providers are Equinix, 
Digital Realty and NTT. 

AI market will be a USD190 
billion industry by 2025; 

spending on cognitive and 
AI systems will be over 

USD57 billion in 2021

kNoW 
TheSe 

ToP Tech 
TReNDS

around
thetech

research reports
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Global IoT Market 
To Surpass USD1 Tn 
By 2024

Network Security 
Incidents Spike Due 
To Pandemic

Digital Payments Fraud 
Worries Consumers

Open Source Tech For 
IoT Adoption

Indian PCS Market To 
Grow At 21.5% CAGR

Data Privacy Mgmt 
Software In Demand

VPN Attacks Surge 
Due To Remote Work

The global Internet of Things (IoT) 
market by revenue will be worth 
USD1.1 Tn by 2024, with much of 
the growth coming from wearables, 
according to GlobalData’s latest 
report, ‘Thematic Research: Internet 
of Things,’ explains how a COVID-
19 driven new digital transformation 
wave will fuel higher growth across 
all IoT markets.  The enterprise IoT 
dominates the overall IoT market, 

Almost half (45%) of business lead-
ers claim that their company has 
experienced more network security 
incidents as a result of the COVID-19 
pandemic, according to Telia Car-
rier’s research, entitled “Enterprise 
Network Security 2021: A Post-Pan-
demic Threat Landscape Report”. 
The research was conducted in the 
US, the UK, Germany and France – 
and provides insights into current 
corporate security concerns at the 
top of business. 55% of US and 49% 
of UK respondents have experienced 
the most severe impact to their net-
work security. 

Consumers in India are increasingly con-
cerned about digital payments fraud and 
are exercising greater caution when using 
digital payments compared to a year ago, 
according to a new study conducted by 
YouGov and AcI Worldwide. While survey 
respondents perceived net banking to be 
the most secure method of payment, UPI 
and e-wallet transactions scored higher 
than card payments — both for online 
and offline usage — suggesting increased 
trust in digital payment methods. 71% 
of consumers said they are more con-
cerned about scams and fraud because 
of coVID-19, rising from 47% last year at 
the onset of the pandemic. 

Enterprises are increasingly relying on 
open source technologies to accelerate 
the adoption of IoT and edge computing 
solutions, according to The eclipse Foun-
dation’s 2021 IoT and Edge Commercial 
Adoption Survey report. The report is 
based on an online survey of more than 
300 IoT and edge professionals conduct-
ed from January 12 to March 15, 2021. 
The survey aims to understand IoT and 
edge computing ecosystems by identify-
ing the requirements, priorities, and chal-
lenges faced by organizations.

The Indian public cloud services (PcS) 
market, including infrastructure-as-a-
service (IaaS), platform-as-a-service 
(PaaS) solutions, and software-as-a-
service (SaaS), revenue totaled USD 
3.6 Billion for 2020, according to IDc’s 
Worldwide Semiannual Public cloud 
Services Tracker. For the second half of 
2020 (Jul-Dec), the Indian public cloud 
services market totaled USD 1.9 billion. 
The overall Indian public cloud services 
market is expected to reach USD 9.5 bil-
lion by 2025.

The data privacy management soft-
ware market saw soaring growth in 
2020 with worldwide revenues up 
46.1% year over year. IDC expects 
this growth to continue over the next 
several years, driven by the further 
expansion of data privacy regula-
tory regimes worldwide. A new 
forecast from IDC estimates that 
data privacy management software 
revenues will nearly double between 
2020 and 2025, reaching nearly 
USD 2.3 billion in 2025.

SDI Software Revenues 
Crossed USD12 Bn In 2020

The worldwide software-defined 
infrastructure (SDI) software 
market reached USD 12.17 billion 
during calendar year 2020, an 
increase of 5% over the previous 
year, according to IDC’s Worldwide 
Semiannual Software-Defined Infra-
structure Tracker. The market grew 
faster than other core technolo-
gies.

There has been a huge surge in attacks 
against VPN due to remote work, 
according to Nuspire’s 2021 Q1 Threat 
Landscape Report. Sourced from its 90 
billion traffic logs, the report outlines 
new cybercriminal activity and tactics, 
techniques and procedures (TTPs) with 
additional insight from its threat intel-
ligence partner, Recorded Future. In 
Q1 2021, Nuspire witnessed a 1,916% 
increase in attacks against Fortinet’s 
SSL-VPN and a 1,527% increase in Pulse 
connect Secure VPN. These vulnerabili-
ties allow a threat actor to gain access 
to a network. once they are in, they can 
exfiltrate information and deploy ran-
somware.
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Women Comprise 
41% Of Supply Chain 
Workforce

Digital Identity 
Verification Spend To 
Exceed USD16.7 Bn

Cyberattacks Boosted 
Security Skills

Cyber Threats Surge 
In Q1 2021

Indian Tech And 
Media Cos Take Lead

Misalignment Between 
Teams Impacts Cloud 
Initiatives

Women comprise 41% of the sup-
ply chain workforce in 2021, up 
from 39% in 2020, according to a 
recent survey by Gartner. Every 
leadership level saw an increase in 
representation, except the executive 
level where there has been a slight 
decline. In 2021, women account for 
15% of executive level roles, down 
from 17% in 2020. The Women in Sup-
ply Chain Survey 2021 by Gartner, and 
AWESOME, surveyed 223 supply 
chain organizations from February 
through March 2021. This is the 
highest percentage of women in the 
supply chain workforce since the 
first survey in 2016.

Spending on digital identity verification 
by businesses will reach USD 16.7 bil-
lion in 2026, from USD 9.4 billion in 2021, 
according to Juniper Research. Digital 
identity verification is where identity is 
checked using digitally verifiable ele-
ments, such as selfie scans, address 
checks and knowledge-based authen-
tication. This 77% growth will be fuelled 
by the rapidly growing need to digitally 
onboard users, which has accelerated 
during the pandemic. The research 
identified that, while the pandemic 
accelerated digital transformation, many 
industries had already been increasing 
digitization; reflecting shifting customer 
appetites and opportunities for opera-
tional efficiency. The research therefore 
recommended that seamless digital 
onboarding is the minimum requirement 
in the post-pandemic environment.

Increased security challenges during 
the pandemic offered IT teams a unique 
opportunity to build their cybersecurity 
expertise, according to Sophos’ sur-
vey. The vast majority of IT teams that 
faced a rise in cyberattacks (82%) and 
a heavier security workload (84%) over 
the course of 2020 strengthened their 
security skills and knowledge. Despite 
the challenges created by the pandemic, 
52% of the IT teams surveyed said team 
morale increased during 2020. The 
increase in cyberattacks during the pan-
demic impacted IT security skills across 
all industry sectors.

The first quarter of 2021 saw cyber adver-
saries shift from low-return, mass-spread 
ransomware campaigns toward fewer, 
customized Ransomware-as-a-Service 
(RaaS) campaigns targeting larger, more 
lucrative organizations, according to 
McAfee’s Threats Reports: June 2021. A 
proliferation in 64-bit coinMiner applica-
tions drove the growth of cryptocurrency-
generating coin mining malware by 117%. 
Additionally, a surge in the growth of new 
Mirai-based malware variants drove 
increases in malware targeting Internet of 
Things (55%) and Linux (38%) systems.

India is becoming a land of digital 
opportunities for home-grown tech 
companies, according to GlobalData. 
The leading data and analytics com-
pany notes that these local players 
are growing stronger and can now 
compete against foreign tech giants, 
which previously reaped the bene-
fits in ecommerce, digital payments, 
social media and video streaming. 

Digital Innovation 
Must To Meet 
Healthcare Consumers’ 
Expectations
Senior healthcare executives 
say that moving to the cloud is 
among their top priorities as 
they reimagine how their orga-
nizations provide healthcare 
services to meet consumers’ 
evolving expectations post-
pandemic, according to Accen-
ture’s Digital Health Technology 
Vision 2021 report. The study 
identifies the emerging technol-
ogy trends that the leaders of 
healthcare organizations will 
need to address over the next 
three to five years. A key find-
ing: 66%)of the nearly 400 
healthcare executives surveyed 
said they expect to move to the 
cloud within the next year.

72% of enterprises struggle to realize the 
full value of their cloud initiatives, accord-
ing to new research by enterprise Man-
agement Associates (eMA) and Bluecat. 
Much of that can be tied to their failure to 
adequately integrate traditional on-prem-
ises network infrastructure teams into 
the cloud journey. The research, based 
on a survey of 212 networking and cloud 
professionals and authored by Shamus 
McGillicuddy, Vice President of Research, 
Network Management at enterprise Man-
agement Associates (EMA), explores the 
state of collaboration.



Around The Tech

7June 2021 | CIO&LEADER

ICAR, MeitY 
sign MoU for 
tele agricultural 
services
Indian Council of Agricultural 
Research (ICAR), Ministry of 
Agriculture and Farmers Welfare 
and Digital India Corporation 
(DIC), Ministry of Electronics & 
Information Technology have 
signed an MoU to facilitate farmers 
by providing location-specific 
demand-based Tele Agriculture 
advisories. The objective of 
the MoU is to integrate the 
existing Interactive Information 
Dissemination System (IIDS) 
platform of DIC with the proposed 
Kisan Sarathi program of ICAR and 
its implementation through ICAR 
network to reach a large number of 
farmers across the country.

ICAR and DIC have agreed to 
collaborate to develop and deploy 
ICT platforms to establish and 
operate a multi-media, multi-way 
advisory and communication 
system for supporting various 
agricultural activities at local 
level. To start with, the Interactive 
Information Dissemination System 
(IIDS) would be deployed at ICAR 
which is a push- and pull-based 
system wherein agriculture-related 
information can be pulled from the 
farmers using mobile phones. IIDS 
gives an option to farmers to receive 
individual needs-based information 
for only those services to which 
they have subscribed. The experts at 
the back end will have access to the 
farmers’ database while responding 
to their queries. In this manner, 
experts would be able to understand 
the problems raised by farmers or 
field problems in a better way (KYF 
– Know Your Farmer) .

IT Dept. launches new 
tax filing portal

The Income Tax department has 
launched a new e-filing portal, 
incometax.gov.in. The portal, sup-
posed to be launched on 7th June 
2021 was delayed because of cer-
tain technical glitches. even now, 
the portal is not fully functional.

Smart app for 
trucks to reduce 
compliance costs
The Department of commerce, Logis-
tics Division has developed a risk-based 
approach on the implementation of 
smart enforcement of rules and regula-
tions related to road-based violations by 
trucks. It has also developed an IT-based 
solution to make enforcement mecha-
nism technology-driven.

The key features of the integrated 
smart solution are: 
• An IT application that would fetch data 

related to goods being carried on the 
truck from the existing Goods and 
Services Tax Network (GSTN) data-
base, and the information related to the 
vehicle from the VAhAN database.

• Make this data available to enforce-
ment officers on the road in advance 
for approaching trucks.

• Based on a risk matrix that uses histori-
cal patterns, the app assigns a risk pro-
file to the truck helping officers decide 
whether to stop it.

• It requires the officer to issue all fines, 
penalties, or any other punitive mea-
sure through the app.

• The app includes features that keep 
records and reduce ad-hoc implemen-
tation of these rules and regulations.

• The application would have the ability 
to integrate with all the sensors, weigh 
in motion, and cameras available with 
the state government or National high-
way Authority for remote enforcement.

• This would significantly reduce the 
need to deploy officers on the ground 
since the app would be able to alert 
about any violation.

Cyber fraud helpline 
launched by Home 
Ministry
The Union home Ministry has launched 
national Helpline, 155260, and Reporting 
Platform for preventing financial loss 
due to cyber fraud. The National helpline 
and Reporting Platform provides a 
mechanism for people cheated in cyber 
frauds to report such cases to prevent 
loss of their hard-earned money.

The helpline and its reporting platform 
have been made operational by the 
Indian cyber crime coordination center 
(I4c) under the Ministry of home Affairs, 
with active support and cooperation 
from the Reserve Bank of India (RBI), 
all major banks, payment banks, wallet 
providers and online merchants. The 
citizen Financial cyber Fraud Report-
ing and Management System has been 
developed in-house by I4c to integrate 
law enforcement agencies and banks 
and financial Intermediaries.

Government reports
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Slice raises USD20 million 
to go after the credit card 
industry in India

Affle Claims Victory In 
Battle Over PhonePe’s 
Indus OS Acquisition

Zetwerk Closes USD30 
Mn In Debt Funding

PharmEasy Acquires 
66.1% Stake In Thyrocare

Slice, an Indian fintech startup that 
has built a “super card” for millenni-
als in India has raised USD20 mil-
lion in a new financing round and is 
adding new features to change how 
people engage with their credit cards. 
Existing investors Gunosy, Blume 
Ventures and others financed the new 
round in the Bangalore-headquar-
tered startup. Though majority of 
Indians today have a bank account, 
only about 30 million have a credit 
card. Most people in the South Asian 
market are not eligible to get a credit 
card, and even those who are don’t 
bother to get one because of the cum-
bersome signing process. Slice has 
made it easier to get a card.

Digital advertising and market-
ing tech platform Affle Global has 
claimed a favourable ruling from the 
Singapore High Court (HC) in its bat-
tle against Flipkart-owned PhonePe 
over the acquisition bid for IndusOS 
maker OSLabs. Affle has claimed a 
favorable ruling from the Singapore 
High Court and SIAC in the matter of 
Indus OS maker OSLabs' acquisition 
In response to Affle, PhonePe refuted 
the claims saying no final ruling has 
come forth yet. 

Mars Growth capital, a division of the Fin-
tech company Liquidity and MUFG Fund 
has announced the closing of a USD30 
million debt revolver financing agreement 
with Zetwork. The Bangalore headquar-
tered startup which helps companies 
turn their digital designs into custom 
manufactured items plans to deploy the 
capital to support growth in regions like 
South-east Asia and marketing in the US 
and aggressively expand in newer areas 
like defense and aerospace. It connects 
global companies with manufacturing 
partners in India and Southeast Asia.

PUBG Creator Krafton 
Invests in Loco

Amazon Acquires 
Encrypted Comms 
Platform Wickr

Homegrown game streaming plat-
form, Loco, announced its seed fund-
ing round of USD9 Mn. The round 
was led by South Korean gaming 
firm, Krafton, as well as Lumikai, 
India’s first gaming and interactive 
media fund. The round also saw par-
ticipation by Hashed, Hiro Capital, 
North Base Media, Axilor Ventures, 
and 3one4 Capital. The company will 
use the new investment for its inno-
vation efforts across game streaming 
technology and gaming content. 

Amazon’s cloud services arm Ama-
zon Web Services (AWS) is getting 
into the encrypted video conferenc-
ing and messaging business with the 
acquisition of secure communica-
tions service Wickr. Wickr claims to 
be the only “collaboration service” 
that meets security criteria set out 
by the US National Security Agency. 
The need for this type of secure com-
munications is accelerating with the 
move to hybrid work environments. 
Wickr is a messaging app that pro-
vides encrypted messaging services 
to government, military and Cos. 

MobiKwik Valued At 
USD700 Mn After USD20 
Mn Round From Abu Dhabi 
Investment Authority

Gurugram-based payments 
and financial services startup 
MobiKwik has raised USD20 
Mn from the United Arab Emir-
ates (UAE) sovereign wealth 
fund Abu Dhabi Investment 
Authority. The ADIA has 
picked up a minority stake in 
the fintech company, which is 
now valued at USD700 Mn.

API holdings Ltd (API), the parent 
company of online pharmacy startup 
PharmEasy, on June 25 announced that 
it has acquired a 66.1% in diagnostics 
chain Thyrocare for INR 4,546 Cr. While 
Pharmacy raised USD350 Mn at a valua-
tion of  1.5 Bn in April this year to become 
a unicorn Thyrocare is a  publicly listed 
company with a market capitalization of 
INR 7,660 cr. Its shares were trading at 
INR 1450.35 at the days’s close. 

GoBOLT Raises USD20 
Mn In Series B Round
Tech logistics startup GoBoLT has raised 
USD20 Mn in primary and secondary 
funding in its Series B funding round led 
by Paragon Partners and existing investor 
Aviskaar capital, according to a com-
pany statement. The current round also 
includes debt funding from undisclosed 
private banks Private equity firm Paragon 
Partners invested via its new fund named 
Paragon Partners Growth Fund II in the 
current round. As a part of the fresh fund-
ing, Sumeet Nindrajog, cofounder and 
senior partner at Paragon Partners, will 
join GoBoLT’s as a board member.

startup news
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DEVEnDEr KUMAR  
has been appointed as CISO 
at ITC Infotech. Immediately 
prior to this, kumar was cISo 
at TMF Group.

PAVIThrAn AYYALA 
has been appointed as 
Chief Information & Digital 
Officer & VP - IT at Neuland 
Laboratories. Immediately 
prior to this, Ayyala was head 
- Digital Strategy & DXP at 
Yokogawa India.

GAGAn SInGlA has joined 
as the Chief Digital Officer 
of HDFC Securities. Singla 
moves from IIFL where he 
was Chief Strategy Officer.

RISHABH GARG  
has been appointed as CTO 
at U GRO Capital. Before 
this, Garg was co-Founder & 
cTo of Gramcover. 

JIJY OOmmEn has joined 
as CTO of Aavas Financiers. 
Oommen moves from kinara 
capital where she served in 
the same capacity. She had 
served as a NeXT100 jury 
member in 2012 and 2013.

SUnIl PAnDEy  
has been appointed CIO at 
HFCL. Pandey joins from 
JWIL Infra where he served 
in the same capacity. he has 
been a NeXT100 winner in 
2017.

MADHU MALHOTRA has 
been appointed CTO at 
Edelweiss General Insurance 
Co. Malhotra joined from 
Spectra where she served as 
Vice President - Technology. 

VEnkATA RAO DAMERA  
has been appointed as CIO 
at Adani Wilmar. Damera 
joins from emami where he 
served as President - IT.

cIo & cIso movements
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Around The Tech

Industry movements

ShAjAn GEORGE 
George has been promoted 
as Senior Director - Sales - 
Private Network at R&M.

Earlier at R&M, George held 
the position of Technical 
Director, India.

mAnISh SHARMA 
has joined Decimal 
Technologies as Chief 
Business Officer for 
Saarathi. 

In his immediate last role, 
Sharma was Senior Director 
- consumer channel Sales 
for South east Asia, korea & 
India at Microsoft.

ChEmA ARAMBURU 
has joined Infor as EVP & GM 
for APJ. 

Most recently, Aramburu 
was VP - Regional enterprise 
Sales for oracle Autonomous 
Database cloud, APJ.

AnShUmAn RAI 
has been appointed as 
AVP - India & South Asia at 
Commvault APJ. 

Previously, Rai was Regional 
Vice President - Sales - India 
Business.

AJIT PILLAI 
has joined Morphisec as 
Regional Director for APAC 
region. 

Prior to joining Morphisec, 
Pillai served as VP - Sales, 
India & SAARc at Seclore 
Technologies.

jASOn jAmESOn 
has been appointed as SVP & 
GM for Asia Pacific at HERE 
Technologies.

Immediately prior to this, 
Jameson was VP, IBM Public 
cloud, APAc.

nICOlAS BETBEDER-
MATIBET 
has been appointed as  
SVP of Sales for APJ at 
Software AG. 

Nicolas joins from TIBco 
where he was RVP Asia - 
SeA & Gch.

rAmAnUjAm POBBISETTY 
has joined App Annie as 
Country Lead - India. 

Previously, Ramanujam was 
Director of enterprise Sales 
at comScore.
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Gaming might have benefits

HAVE THE STARS SEEN uS?

Video games have been long blamed for addiction. 
Some studies say that addiction is not the only 
neurological and psychological side effect of video 
games. So how do video games affect us scientifi-
cally? Game addiction is being studied increas-
ingly studied by psychologists and neuroscien-
tists. However, some experts say it is not an actual 
mental health threat as there  are no major differ-
ences between video game addiction and other 
addictions. Addictions work as a reward system 
of the brain. Once our brain has been exposed to 
something pleasurable, we often want more—and 
video games work with the same principle.

Neurological and psychological research on 
video games is in its infancy because video games 
are a modern invention. However, a look at the 
existing research shows that video games can be 
an effective tool for upgrading our brains and our 
cognitive skill sets in the long run.

Video game research started in real earnest 
in the late 90s and some researchers  explored 
the unconventional idea that video games could 
impact and perhaps even aid with neuroplastici-
ty—a biological process where the brain changes 
and adapts when exposed to new experiences. 
Later, researchers found that action games par-
ticularly where reflexes, reaction time, and hand-
eye coordination are challenged, provided tangible 
cognitive advantages that help in everyday life.

So game on folks!

Humans search for extraterrestrial life might have exposed us to many 
other world’s says a new study. Though researchers say that for billions 
of years, Earth has been playing a cosmic game of hide-and-seek, the new 
research says that roughly 1,700 stars are in the right position to have spot-
ted life on Earth as early as 5,000 years ago. 

These stars, within 100 parsecs (or about 326 light-years) of the sun, were 
found using data from NASA’s Transiting Exoplanet Survey Satellite and 
the European Space Agency’s Gaia mission.

Researchers are wondering if the thousands of exoplanets already found 
orbiting other stars in our universe, could we have already seen life on 
other planets come and go? Might they have seen us? The researchers have 
compiled a list of stars that either will see or already have seen Earth.

AI is most influential in 
a job search, but how 
unbiased is it?
Many of us eagerly look to LinkedIn for job recommendations. 
however, it has been found that the recommendation algo-
rithms it uses to match job candidates with opportunities were 
actually producing biased results.

According to reports, the algorithms were ranking candidates 
partly on the basis of how likely they were to apply for a posi-
tion or respond to a recruiter. This led to the system referring 
more men than women for open roles. Reason: because men 
are often more aggressive at seeking out new opportunities.

Fortunately, LinkedIn discovered the problem and its solution 
was building another AI program to counteract the bias in the 
results of the first. 

however,  some other job search sites—including career-
Builder, ZipRecruiter, and Monster—are adopting different 
approaches to addressing bias on their own platforms. 

The lack of transparency around these platforms however 
means job seekers don’t know how effective any of their mea-
sures are at preventing discrimination.

AI has become the most influential thing in any candidate’s 
job search. It determines what postings one sees on job search 
platforms and decides whether to pass the candidate’s résumé 
on to a company’s recruiters. 

human Interest
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The enTerprise  
game changer

Businesses have to use 5g innovatively to create 
disruptive new opportunities for themselves. it is not 

about speed. it is about imagination.

By Jatinder Singh
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The next generation of wireless 
technology, 5G, is expected 
to open a future of new and 
exciting possibilities for 

enterprises. With a speed that can reach 
up to 10Gbps, theoretically, 5G can be 
100 times faster than its predecessor, 4G 
LTE, and holds great potential to anchor 
enterprise digital transformation. . 

If 4G-Long Term Evolution (LTE) 
revolutionized the business ecosystem 
by enabling high-speed data services 
on mobile, the 5G wireless technology 
was designed for unlocking real-time 
decision-making and revolutionizing the 
customer experience. 

Looking back, 4G has aided internet 
users in making on-the-go crystal clear 
video calls, stream high-quality data, 
and exchange information promptly. 
Still, the wireless standard could not 
evolve as a trusted alternative to a 
dedicated wireline pipe. For example, 
even in a remote work environment, 
most employees rely on fixed-line links 
to attend critical video conferencing 
calls or transfer extensive data.

However, the widespread rollouts 
of the next generation networks 
could remarkably transform how 
enterprises connect and deliver 
services. The unparalleled network 
speeds and enhanced bandwidth will 
enable business users to do superior 
quality HD or 3D calls without lags. 
From augmented reality to artificial 
intelligence-based data-driven 
applications, 5G will accelerate a new 
wave of cutting-edge innovations, 
empowering businesses with much-
needed speed, power, and capacity 
to exchange reliable and real-time 
information. 

Transforming enterprise 
ecosystems
One of the most significant advantages 

5g will enable cloud 
more efficiently, 
improve enterprise 

performance and pave the way 
for a new better-connected 
world. For instance, the low 
latency and exceptional 
bandwidth properties of 5g 
will significantly transform 
augmented and virtual reality 
use cases and raise the bar 
for immersive and engaging 
customer experiences. it will 
enable enterprises to conduct 
high-quality product and 
services virtual tours for their 
customers, especially those 
at remote locations where 
physical reach may be an 
issue.”

Pertisth Mankotia 
CIO, Sheela Foam

that 5G offers is an extremely low 
latency rate, the transmission time 
between sending and receiving 
information. For mainstream adoption 
of autonomous cars, remote delivery 
of critical healthcare, and all-inclusive 
adoption of the Internet of Things (IoT), 
the industry needs exceptional quality 
bandwidth and low latency.

The success of mission-critical 
applications such as connected cars 
depends on reliable and unblemished 
connectivity that supports real-time 
communications and various sensors 
that help them operate with precision. 
Even a split of network instability or 
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to grow considerably in the next couple 
of years. “Currently, 15% of enterprises 
are investing in 5G, with an additional 
54% planning to invest in the next one to 
three years. By the end of 2022, levels of 
5G investment will be on par with IoT,” 
the survey projects.

Let’s look at how 5G could enable 
some sectors to redefine themselves.

Transport and logistics: 5G 
deployments are likely to disrupt the 
transport sector. While it is too early to 
predict all the possible use cases, some 

unexpected network lag can cause 
fatal road accidents. By leveraging 5G 
technology, applications can run at a 
trailblazing speed on a network with an 
extremely low latency rate, as low as 
one millisecond (1ms).

According to a survey 
titled, 'Maximizing the 5G opportunity 
for enterprise', conducted by EY, various 
industries are currently at the different 
trajectory of their 5G investment curves. 
The survey reveals that while the 
journey toward 5G may be in the earlier 
stages, 5G adoption levels are expected 

emerging trends indicate the upsurge 
of connected and autonomous vehicles 
and real-time visibility and control over 
transportation systems. The ubiquitous 
5G networks in metros and cities will 
enable public transport inspectors to  
get real-time intelligence to plan traffic 
movements, track emergency vehicles 
and anticipate transport capacity.

For example, during a medical 
emergency, every single minute is 
critical in securing a patient’s life. 
Hence, the inbuilt 5G-enabled intelligent 
traffic management systems can 
ensure that the emergency vehicle finds 
congestion-free routes to reach the 
hospital in time. And if the ambulance 
is 5G-enabled, doctors would monitor 
the patient’s condition remotely 
through sensors and provide necessary 
guidance for efficient pre-hospital care.

A survey from Moor Insights and 
Strategy reveals that for 90% of logistics 
and shipping providers, lack of supply 
chain visibility is one of the biggest 
challenges impacting their operational 
efficiency.

For logistics companies, 5G will 
drive significant productivities as it will 
enable them to monitor, track and check 

“if 4g-Long Term evolution (LTe) 
revolutionized the business ecosystem 
by enabling high-speed data services 
on mobile, the 5g wireless technology 
was designed for real-time decision-
making and revolutionizing the 
customer experience.”

Supply chain management and orchestration

Critical infrastructure monitoring and control

Systems and process optimization

Customer insights and feedback

Predictive or real-time operations

Virtual and augmented reality (wearables)

Private campus networks (e.g., office, building, factory)

Personalized products and services

Priority application scenarios for 5G-based IoT
(% of respondents currently investing or planning to invest in 5G)

40%

38%

38%

38%

36%

35%

35%

34%

Source: Maximizing the 5G opportunity for enterprise, EY

30 32 34 36 38 40
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inventories consistently, minimizing the 
chances of revenue leakage.

In the future, the 5G technology 
can be beneficial to bring the concept 
of smart highways into reality to 
minimize deadly road accidents 
and congestion. The built-in smart 
sensors of connected vehicles would 
communicate and exchange data for 
giving timely warnings in case of any 
road instabilities, accidents, or traffic 
congestion, helping them reach the 
desired destination efficiently. 

Countries like China, Finland, and 
Hong Kong have already developed 
prototypes in this direction and testing 
the waters before implementing them at 
a broader scale. 

Retail: For the retail sector, 5G can 
provide trusted connectivity for 
enterprises to support peak-time traffic, 
keep a check on demand and supply 
through intelligent analytics, delivering 
real-time shopping experiences to 
consumers through AR/VR, and track 
the goods and services for efficient 
delivery mechanisms. 

While 4G-driven applications enabled 
enterprises and their employees to 
stay connected over the internet during 
the pandemic, they could not create 
compelling use cases to help retailers 
manage the surge in demand for home 
delivery.

For example, since more and more 
people were homebound and following 
social distancing measures during 
the pandemic, the shipment volume 
proliferated. As a result, retailers had 
faced enormous stress to deliver 
the essentials on time using human 
resources.

Imagine, had there been a widespread 
5G network available in India, retail 
enterprises would have been able to 
manage the surge in demand for home 
delivery during lockdowns, with a mini-
mal human touch, by leveraging auton-
omous-delivery robots. The concept is 
not altogether new! It has already been 
tested and implemented in countries, 
such as the US, Sweden, and China. 

For instance, in Stockholm, Sweden, 
European telecommunications operator, 
Tele2, leveraging 5G and IoT, recently 
collaborated with a food delivery 
partner to pilot Doora, a delivery droid to 
transport food delivery services across 
Stockholm during the pandemic.

Similarly, retailers across the 
globe are leveraging AR/VR tools to 
strengthen their sales and providing 
an exceptional customer experience. 
For instance, a couple of years back, 
German-based luxury car manufacturer, 
Audi, introduced a 360-degree Virtual 
Reality solution that lets consumers 
get a realistic view of their chosen car 
on their digital device. Customers can 
customize the car and change its color, 
accessories, using hundreds of possible 
configurations to shortlist the same. 

“5G will enable cloud more efficiently, 
improve enterprise performance 
and pave the way for a new better-
connected world. For instance, the low 

latency and exceptional bandwidth 
properties of 5G will significantly 
transform augmented and virtual 
reality use cases and raise the bar for 
immersive and engaging customer 
experiences. It will enable enterprises 
to conduct high-quality product 
and services virtual tours for their 
customers, especially those at remote 
locations where physical reach may be 
an issue,” says Pertisth Mankotia, CIO, 
Sheela Foam.

However, to achieve that consistently, 
firms in this sector need ultra-fast 
connectivity to improve productivity 
levels further and leverage the full 
potential of advanced technologies 
such as edge computing, cloud, AI, and 
machine learning. 

With 5G, such immersive 
experiences will get much better, 
attract new customers, and improve 
enterprises’ revenues.

Healthcare and public safety: With 
the proper implementation strategies, 
5G can be a big boon for enterprises 
operating in the healthcare and public 
safety domain. For example, 5G could 
enable city-based overloaded hospitals 
to deploy efficient remote patient 
monitoring capabilities and delivering 
quality healthcare through telemedicine. 

The current inequality between 
people with quality broadband and 
those where it is still not available 
makes it difficult for healthcare 
professionals to create effective remote 
patient care mechanisms. To achieve 
with 5G, telecom service providers, 
such as Bharti Airtel, Vodafone-Idea, 
BSNL, and Jio will need to deploy 
the necessary infrastructure, signal 
repeaters, cells, and antennas.

According to PwC, remote care is just 
one area in which 5G can enable cost 
savings and better health outcomes. It 
says that 5G will improve efficiency and 
productivity in hospitals through advanc-
es such as 5G-enabled tracking of medi-
cal devices and patient beds and AI to 5G 
sensor data to trigger actions automati-
cally and accelerate patient handovers. 

“Leveraging 5g 
capabilities, we worked 
with the local town to 

install censors, take real-time 
data as the rain is falling, 
detect and prepare for flood 
response and make sure that 
people understand hey there 
is a large concern. all of that 
is fed through ioT-based 
sensors.”

Jay UPchUrch
Executive Vice President & CIO,  
SAS India
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By leveraging 5G network slicing, 
single network connections of 5G can 
be divided into multiple unique virtual 
links that help network providers 
prioritize specific users or devices 
regarding data connectivity. 

“We have a couple of excellent 
customer stories around the use of 
IoT, and mainstream processing. One 
of the great stories out there is around 
our town here where we are based. We 
do flood plain management. We get 
much rain here, and because of the 
terrain and the surfaces here, it leads 
to flooding. And that is a safety issue, a 
public safety issue. And so we worked 
with the local town to install censors, 
take real-time data as the rain falls, 
detect and prepare for flood response 
and make sure that people understand 
that there is a large concern. All of that 
is fed through IoT-based sensors. The 
sensors are dependent on the cellular 
networks that are out there. So you can 
imagine the capability of 5G and the 
throughput, and I will say the breadth 
of data that we can consume through 
these connections. It is fascinating,” 
says Jay Upchurch, Executive Vice 
President & CIO, SAS India.

Revolutionizing manufacturing: The 

industrial sector is being touted as 
the biggest beneficiary of the fifth 
generation of wireless communications 
rollouts. Most manufacturing industries 
are now gearing toward smart factories 
and automating processes for better 
production and meeting dynamic 
demand-supply scenarios. Currently, 
manufacturers depend upon fixed-line 
networks to meet such requirements.

In the post-pandemic scenario, as 
businesses continue to acclimatize 
to the new ways of working, 5G holds 
immense potential to enable remote 
workers to improve performance by 
connecting and collaborating with their 
stakeholders in real-time. 

Not only does it equip the remote 
workforce with faster data processing 
capability to be more productive, 
but it also enables them to match 
the performance of standard office 
employees.

According to a Capgemini report, 
'5G in the Manufacturing Industry', 
in the near future, the industry will 
witness several other changes such 
as enhanced IoT that will accelerate 
the communication between all the 
connected devices across the spectrum 
of a factory, from the shop floor to the 
warehouse and assembly line, enabling 
real-time control for manufacturers 
to adjust the process in motion. In 
addition, 5G will help businesses exploit 
the massive amount of data collected 
from operations faster to be utilized for 
predictive maintenance and monitoring 
and augmented reality. 

“Latency has been a significant 
deterrent in the way of building a 
truly autonomous enterprise. There 
are many autonomous use cases 
across industries that are ready from 
a technology standpoint but need 
ultrafast connectivity to succeed,” says 
Rajesh Aggarwal, Head of IT, Aamor 
Inox, a leading manufacturer, and 
exporter of Stainless Steel Bright Bars 
in India.

Rajesh further elucidates that the 
ultra-low latency provided by 5G can 
help overcome the obstacles faced by 

For 5g to fully realize 
its potential, we need 
substantial infrastructure 

investments. i am not sure if 
we have been able to leverage 
4g fully yet. even today, we 
are not getting the bandwidth 
that is needed to run the 
business. The technology [5g] 
looks great for all theoretical 
purposes, but on a practical 
note, we [india] are not 
ready from an infrastructure 
standpoint. There is no 
technology or application 
readiness in our country.”

aJitsingh nawale
Head of IT at Mahindra CIE Automotive

 Industry 4.0, including autonomous systems in factories (e.g., robots, AGVs, 
computer vision, and automated or virtual reality tools (VR) for manufactur-
ing)

 Smart cities, with applications such as HD cameras to monitor public safety 
and traffic management

 Advanced sensors for environmental monitoring
 Smart energy, such as smart grid control
 Border security 
 Connected offices, including sensor-based building management
 Video surveillance inside and outside buildings
 Smart security, including the provision of emergency services
 Connected health, such as mobile medical monitoring
 Smart retail (e.g., payments)

Source: The 5G era, New horizons for advanced electronics  
and industrial companies, McKinsey

Promising B2B 5G IoT use cases
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enterprises in deploying mission-critical 
applications. “In the manufacturing 
sector, 5G will empower enterprises to 
implement Industry 4.0 technologies 
effectively. Additionally, it will enable 
them [businesses] to gather timely 
valuable data insights so that they can 
monitor equipment in real-time for 
increased production, compliance, and 
safety,” he adds.

Large organizations, such as Airbus, 
Ford, Whirlpool, and Worcester Bosch 
are some early adopters or testers of 
enterprise 5G networks. Worcester 
Bosch is one of the first organizations 
to launch 5G enabled smart factory. The 
factors comprise advanced sensors for 
preventive maintenance and generate 
real-time analysis using AI-based 
analytics to anticipate any potential 
failures. 

According to a KPMG report, 
titled 'Unlocking the benefits of 5G 
for enterprise customers', in the 
manufacturing sector, the pervasive 
4G thinking typically creates a linear 
process where materials are ordered, 
machines are preset and managed by 

people maintained by lifetime without 
any wear and tear. But, unfortunately, 
this creates a high potential for costly 
breakdowns and waste and a process 
that cannot quickly respond to changes 
in demand. And deploying 5G into 
this kind of environment can support 
a business transformation enabling 
dynamic, self-regulating, and self-
adjusting processes that translate into 
agility, speed, and higher productivity.

Eventually, these benefits get passed 
onto the end customer in the form of 
customization, quality, and speed of 
delivery. “The linear process becomes 
circular and significant value is created,” 
the KPMG report adds.

In addition to the above, 5G is also 
expected to create tremendous new 
opportunities for sectors, such as 
agriculture, media and entertainment, 
and financial services. Automation 
of agricultural systems will enable 
enterprises operating in this domain 
to collect real-time data, counsel 
farmers to increase productivity. In 
financial services, the technology will 
allow enterprises to execute complex 

Latency has been a 
significant deterrent in 
the way of building a 

truly autonomous enterprise. 
There are many autonomous 
use cases across industries 
that are ready from a 
technology standpoint but 
need ultrafast connectivity to 
succeed.”

raJesh aggarwal
Head of IT at Aamor Inox

5G-powered applications projected impact to 
global GDP by 2030 

Source: The global economic 
impact of 5G, PwC

40%
Healthcare 
(USD 530 bn)

6%
Financial-services applications

(USD 85 bn)

10%
Industrial manufacturing

(USD 134 bn)

19%
Consumer and media applications 

(USD 254 bn)

25%
Smart utilities
(USD 330 bn)

Total impact: 
USD 1.3 tn
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time-sensitive automation capabilities 
by powering millions of IoT-connected 
devices, helping them work with their 
stakeholders and users proactively. 

Another area where 5G can be 
instrumental in pushing more and more 
compute and capability to the edge. In 
IoT-enabled devices, if networks cannot 
handle data transmission, it’s a lost 
cause for business. So, it is critical to 
get the data as soon as possible from 
the source device so that AI systems 
can do the analysis and send it to 
designated people or machines to take 
action. 

Over the next, eight to ten years, 
widely accessible 5G networks are  
likely to shape the experiences of 
businesses and consumers and  
provide significant digital momentum 
to all industries. According to PwC, 
5G-driven applications in healthcare, 
smart utilities, consumer and media, 
industrial manufacturing, and financial 
services together are expected to add  
a massive USD 1.3 tn to global GDP  
by 2030.

Key challenges
Despite all the benefits and several 
countries rolling out 5G technology, 
India still lags in infrastructure 
readiness for the next technological 
breakthrough. While the government 
has indicated that the spectrum 
auctions will happen soon, the country 
faces a plethora of concerns: lack of 
use cases/business models, availability 
of network equipment, and immature 
device ecosystem. 

“There is no doubt that 5G 
technology stands out as a real game-
changer, but I am not sure if we have 
been able to leverage 4G fully yet. Even 
today, we are not getting the bandwidth 
that is needed to run the business. 
The technology [5G] looks great for all 
theoretical purposes, but on a practical 
note, we [India] are not ready from an 
infrastructure standpoint. There is no 
technology or application readiness in 
our country,” says Ajitsingh Nawale, 
Head of IT at Mahindra CIE Automotive.

Among enterprises, there are also 
concerns that to sustain 5G and align 

“With more and more 
people using remote 
connectivity to reach 

each other, the high-speed 
fifth-generation network 
is a blessing for everyone. 
however, its success will 
be dependent upon the 
accelerated infrastructure 
development and compelling 
business models. Because 
even though we are using 
4g today, many gaps [such 
as poor infrastructure] are 
still prohibiting us from 
leveraging the full potential of 
this technology. enterprises, 
telcos, and government need 
to collaborate to make 5g 
successful in india.”

Milind khaMkar
Group CIO at Super-Max

processes such as Video KYC for 
obtaining credit at ease. In addition, 
5G will enable them to provide unique 
customer experiences such as video 
and introducing new innovative 
mobile apps that support AR and VR 
experiences. 

Driving innovations
5G will cause a massive boom in the 
use of sensors around us, generating 
a humongous amount of data to 
make connected farms, smart cities, 
and intelligent buildings a reality. 
Through its ubiquitous coverage, the 
5G technology enhances enterprises’ 

5G’s projected economic impact by country by 2030  
(in USD billions)

Source:  The global economic impact of 5G, PwC
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it with legacy infrastructure, massive 
investments might be needed, yet 
considering the country’s present state 
of infrastructure, they might not get the 
desired outcomes or productivity gains. 

Also, since there are no sufficient 
5G use cases in India yet, there 
could be several complexities at the 
backend algorithms that might need 
CIO attention. For example, while an 
algorithm takes x number of seconds 
in the current ecosystem, in a 5G 
environment, it might take x number 
of nanoseconds. This is a complex 
scenario for some CIOs who feel that 
they are unsure if they can run those 
applications for consumers on the fly 

and what kind of business benefits it 
will deliver to the end-user?

Agrees Milind Khamkar, Group CIO 
at Super-Max, “With more and more 
people are using remote connectivity 
to reach each other; the high-speed 
fifth-generation network is a blessing 
for everyone. However, its success will 
be dependent upon how the overall 
infrastructure gets developed. Because 
even though we are using 4G today, 
many gaps [such as poor infrastructure] 
are still prohibiting us from leveraging 
the full potential of this technology. 
Enterprises, telcos, and government 
need to collaborate to make 5G 
successful in India,” he elucidates.

Rajesh Aggarwal advises that 
enterprises should avoid implementing 
5G technology at pan India but instead 
focus on pilot rollouts where there is 
a high density in 5G. “To gauge the 
productivity levels 5G can bring for you; 
enterprises need to test it out in terms 
of application and transaction. There 
could be several complexities in the 
backend using legacy systems.”

High-speed connectivity also comes 
with new security-related threats. 
With 5G networks expected to be the 
mainstay for critical IT applications, 
such as IoT and AI in the future, telecom 
service providers are expected to 
improve the ancillary services for robust 
and secure enterprise connectivity. 

What’s ahead?
In the years ahead, 5G transformation 
will help businesses reinvent 
themselves, improve their productivity 
levels and help unlock new revenue 
streams. 

“5G can simplify the complexities of 
diverse working ecosystems. Because 
of the COVID crisis that we are going 
through, there are various modalities 
of working today. For a distributed 
workforce environment to succeed, 
one needs the availability of robust 
high-speed bandwidth [like of 5G] 
across all locations so that employees 
can seamlessly connect to multiple 
organizational ecosystems securely 

and work becomes business-as-usual,” 
says Nirvan Biswas, CTO, National Bulk 
Handling Corporation & Infinity Fincorp 
(NBHC).

The telecom industry association, 
GSMA, anticipates that by 2025, 5G 
networks are likely to cover one-third of 
the world’s population. “Each industry 
has its own specific set of 5G-based 
IoT use cases in mind, while their 
attitudes to 5G suppliers and supporting 
ecosystems also vary substantially. 
Despite these differences, the crisis 
brought about by the COVID-19 global 
pandemic is placing a new emphasis on 
industry resilience and innovation, now 
and in the future. 5G can play a vital role 
in achieving this, but only if 5G providers 
become more vertical-specific in their 
interactions with enterprises,” notes EY 
report.

In India, 5G’s contribution to economic  
growth may be very minimal for the 
next few years. Still, this timeframe 
will be critical for governments and 
telecom companies to build essential 
infrastructure and allocate the necessary 
spectrum for developing robust and 
industry-wide 5G use cases  

5g can simplify the 
complexities of diverse 
working ecosystems. 

Because of the cOViD 
crisis that we are going 
through, there are various 
modalities of working today. 
For a distributed workforce 
environment to succeed, one 
needs the availability of robust 
high-speed bandwidth [like 
of 5g] across all locations 
so that employees can 
seamlessly connect to multiple 
organizational ecosystems 
securely and work becomes 
business-as-usual.”

nirvan Biswas 
CTO, National Bulk Handling Corpora-
tion & Infinity Fincorp (NBHC)

“One of the 
most significant 
advantages that 
5g offers is an 
extremely low 
latency rate, the 
transmission time 
between sending 
and receiving 
information.”
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This is the fourth in our series examining Data and its idiosyncrasies. 
In the last three instalments we looked at Data Visualization and 
Stories, Thick Data, and Data Confluence. We start this viewpoint 
with three words. Data. Discovery. Disruption. Question: what three 
words start with D and are tightly integrated. Any one of the D can 
start a cycle: and then stay alone, or take along one of the other two 
Ds, or take along both. We of course, gave the answer before we asked 
the question. And the confusing question can be simplified by a rudi-
mentary pictorial. 

 There are three possible scenarios: (1) D;  (2) D  D;  (3) D  D  
D. The contention is that you can take any one of Data, Discovery 
or Disruption and put it anywhere in any of the three possible sce-
narios. Each such permutation can be empirically proven by real-life 
examples. Let’s look at some of such D cycles from real-life.
A) Recent Data shows that the biggest spenders now are the Millen-

nials (20s and 30s age group). It is no longer the patriarch (or Gen-
eration X / Boomers), who used to earlier decide what toothpaste 
to buy for the family. Data analysis led to this Discovery. And it in 
turn Disrupted the whole Marketing paradigm. Sales and Market-
ing teams are now addressing 3-5 different tastes and habits in the 
same family. The target segment has now become plural, and new 
Marketing methods are needed.

B) A few years ago, a high-end holiday planner worked with a Finan-
cial Services organization and discovered that HNI individuals’ 
laundry spend shoots up around October every year. Here, Data led 
to a Discovery that allowed this holiday planner to focus its market-
ing effort.

T

 The author managed large 
IT organizations for global 
players like MasterCard and 
Reliance, as well as lean IT 
organizations for startups, 
with experience in financial 
and retail technologies

By Akash Jain

Silly PoinT

The 3 D 
Dilemma
The time between Discovery to 
Disruption, or from Disruption to 
Discovery, or from Data (Science) to 
Discovery has become truly short. The 
IT Department and indeed the entire 
organization, must learn to spin on a 
dime. Repeatedly.
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C) E-commerce was originally designed for por-
nography, so that the providers can bypass the 
laws and regulations. Retailers Discovered it 
and experimented with it. This one Discovery 
Disrupted Retail and Financial Services sectors, 
among others.

D) Internet, which was meant for defense and aca-
demia, entered the business world and Disrupt-
ed it. And this cycle is still moving. Internet led to 
more Data and more Discovery, each of which in 
turn spawned even more of other D.
We can write a book on these examples, but we 

will refrain here from building up this list. Instead, 
we need to focus on what it means for the IT team. 
To begin with, one might now wonder that we 
have a very robust theoretical framework for Data 
Science, which is increasingly being deployed in 
business. Why is there no Discovery Science or 
Disruption Science? The answer is obvious: Sci-
ence requires some degree of measurability to cre-
ate predictability. If something is measurable and 
has a model for prediction, then it is no longer a 
Discovery or a Disruption.

There is an additional complexity that any of the 
D will change itself once the cycle starts. An exam-
ple is Big Data, which was leaving the outliers out. 
Now there is a focus on adding in Thick Data to 
the schema. So, the D of Data itself has undergone 
a change in this cycle that is meant to lead to Dis-
covery. And even if we were to not worry about a 
D itself changing, we have the issue of increased 
velocity of the cycle. The time between Discovery 
to Disruption, or from Disruption to Discovery, or 
from Data (Science) to Discovery has become truly 
short. The IT Department and indeed the entire 
organization, must learn to spin on a dime. Repeat-
edly. Talk about living in a VUCA world!

So, this begs the question: what is the solution 
to this chaotic scenario? One can respond with a 
counter question: does there need to be a “solu-
tion”, that will take care of all of the above? The real 
question should be, how does IT and the organiza-
tion prepare for this? Two critical things come to 
mind. The first is the ability to reskill the technol-
ogy personnel rapidly and continually. Waiting 
for the outside world to learn and be available as 
a resource, to assist with the changed world, will 
take so much time that the goal post would have 
moved again. 

The second critical call to action is an organi-
zational change leading to a technology team 
structure change. The business (and therefore 
the IT team) has to be broken into independent, 

The business (and therefore the 
IT team) has to be broken into 
independent, yet tightly intercoupled 
units; what Gartner calls 
Composable Business

yet tightly intercoupled units; what Gartner calls 
Composable Business. The technology team must 
also change itself into this new building blocks 
model. This allows any VUCA situation to be han-
dled by the right building blocks with the needed 
intensity; without letting the impact creep into all 
the systems. Essentially, we are looking at being 
prepared and being prepared to change.

One last observation about this D Dilemma. It 
has brought new words from the dictionary into 
the business technology world, for example Trans-
formation, Innovation, Intervention, Intelligence, 
Invention, and so on. And has spawned many new 
sub-industries of the IT world: Analytics, AI / 
Machine Learning / Deep Learning, Thick Data, 
Data Engineering, etc. etc. The IT Department 
needs to not let any of this intimidate them. Take 
whatever is relevant for its own VUCA, learn it, 
use it. Repeat 
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insight

tCs: the new  
CiO Factory?
As businesses need CIOs with natural flair for business thinking, 
global IT services firms could be great hunting grounds. Tata 
Group has already started, and they do not have to look out.

By Shyamanuja Das
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A
A couple of months back, Vinod Bhat joined as the 
CIO of Tata SIA Airlines (Vistara). Before taking 
over as CIO of Vistara, Bhat was the Global Business 
Head - Consumer Packaged Goods (CPG) for the UK, 
Ireland and Europe & Delivery Center Head at Tata 
Consultancy Services (TCS) for the last 28 years, 
based out of Noida.

Bhat had never handled an enterprise IT role 
before. At TCS, he was in a business role, responsible 
for business and delivery. However, being in one of 
the world’s largest IT services companies, all he was 
dealing with was technology, ensuring that it gets 
designed and delivered in the best possible manner 
for the company’s clients.

In other words, Bhat was doing technology but 
thinking business—something that is expected  
from each CIO today, as businesses turn increasingly 
digital.  

Most Indian CIOs come from a technology back-
ground and grow by not just doing technology but 
thinking technology. While there is a sensitization of 
late that CIOs need to think business—almost every 
senior CIO repeats that when advising younger pro-
fessionals—it is still not quite there. While there are 
honorable exceptions, most CIOs think they need 
to solve business problems through technology. 
Implicit in their thinking is that the ‘problem’ would 
be defined for them by someone else.

It is not that they do not understand business. 
Many of today’s CIOs can explain the nuances of 
their business very well. But many of them still 
expect others to define the problem.

That is clearly not adequate when organizations are 
eager to proactively use technology—which explains 

the popularity of the phrase ‘use case’. Even ‘excel-
lent’ problem solving is not enough. They have to 
think how best they can create business value by 
applying technology, even if there is no visible and 
defined problem. That is when CIOs need to think 
business first and proactively.

Business executives with solid understanding  
of technology—as opposed to the reverse, which  
has been the case so far—hence are now good poten-
tial CIOs.

India is home to the world-class IT services indus-
try with plenty of senior executives who satisfy the 
criterion – business executives who have a thorough 
understanding of technology.

Vinod Bhat, the new CIO of Vistara, is just one such 
example, surely not the only one.

It seems Tata Group has consciously been follow-
ing this path for some time—looking for CIOs for 
group companies in its IT services behemoth—Tata 
Consultancy Services.

In the recent years, many CIOs of Tata Group com-
panies have come from TCS.

As many as nine years back, Voltas CIO, Sanjay 
Sinha, joined from TCS ‘on deputation’. That time, 
that was probably an exception.

But four years back, when the group appointed 
Aarthi Subramanian as the Chief Digital Officer of 
Tata Sons, reporting directly to Group Chairman, N 
Chandrasekaran, himself a TCS veteran, it was prob-
ably a conscious decision. In her role, Subramanian 
is responsible for driving digitization in Tata Group 
companies.

More followed. A year later, in 2018, Jayanta Baner-
jee, took over as the Group CIO of Tata Steel. Banerjee 
is a long time TCS veteran.

Again, in 2019, Tata Power hired its Chief Digital 
and Information Officer, Hasit Kaji, from TCS. Kaji, 
at that time, was heading Digital Impact Square, an 
open innovation platform, within TCS.

There have been other CIOs in the past who have 
come from technology services industry. Viraj Desh-
pande, CIO of Reliance Industries’ petrochemical 
business has spent considerable time in IT industry 
– in Accenture and TCS itself.

A few CIOs in the past, like Viral Gandhi of Pira-
mal, have also worked for long in IT industry, specifi-
cally TCS in his case.

But today, there is a clear business case and the 
recent hiring of TCS employees by Tata Group 
companies as CIOs cannot just be looked like co-
incidence.

So, are other companies out there to hire a new age 
‘business-thinking’ CIO, listening?  

India is home to the world-class IT 
services industry with plenty of 
senior executives who satisfy the 
criterion – business executives who 
have a thorough understanding of 
technology
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Five Fundamentals 
For Effective 
security Design
Creating an effective security design as traditional security 
solutions and strategies doesn't work
By Rajesh Maurya
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As organizations continue to acceler-
ate their digital innovation initiatives 
with an effective security design, new 
network edges are also introduced to 
their security infrastructure – from 
data center, LAN, SASE and more. 
The network continues to expand and 
splinter the perimeter, allowing new 
attack vectors to present opportunities 
for cyber criminals. 

Many organizations have accumu-
lated a wide variety of isolated security 
tools designed to monitor a specific 
function or protect one segment of the 
network in isolation. Some of these 
new environments are essential solu-
tions to urgent business needs, others 
are often over-trusted and fly under 
the radar. Given the rate of innovation, 
there is rarely enough time to make 
them part of a cohesive or comprehen-
sive security strategy. Nearly 80% of 
organizations are introducing innova-
tions faster than their ability to secure 
them against cyberattacks. 

Creating an Effective 
Security Design
Cyber criminals are always searching 
for new ways to bypass security con-
trols, infiltrate networks, and achieve 
their objectives. Their attacks have 
grown in sophistication, aiming to 
attack different network edges simul-
taneously to obscure their attack 
methods and identify the most easily 
exploited link in the security chain. 
Distributed networks that rely on tra-
ditionally isolated point products can’t 
see or defend against these threats. 
The clear challenge is that the discon-
nected and isolated security tools put 
in place to secure rapidly expanding 
and multiplying network edges don’t 
work together. This disconnection cre-
ates security and performance gaps 
that make it impossible to see and 
respond with speed and effectiveness 

A
to sophisticated and distributed attack 
sequences.

Five Fundamentals for 
Effective Security Design
The approach to network security 
needs to evolve. Here are five funda-
mental principles and practices that 
every organization needs to consider 
to get in front of and stay ahead of their 
current security challenges:
1. A unified security framework is 

essential to establish and maintain 
control over every edge. It must be 
able to span the distributed and 
evolving network to detect threats, 
correlate data, and seamlessly 
enforce policy. This isn’t about select-
ing a single vendor, rather about 
choosing the right vendors. Priority 
needs to be given to those vendors 
that leverage application program-
ming interfaces (APIs) and common 
standards to support interoperabili-
ty—especially those that allow policy 
decisions to be made outside of their 
solution.

2. Deployed security solutions also 
need to have access to common 
datasets across all network edges, 
endpoints, and clouds, enriched with 
real-time global and community 
threat intelligence shared from every 
area of the organization. This com-
mon intelligence framework enables 
holistic analysis of the state of secu-
rity and performance, identifies 
emerging threats, and enables uni-
fied response across the organization.

3. An integrated security frame-
work needs to support and enable 
advanced data analysis, combined 
with the ability to automatically cre-
ate new protections across the full 
attack cycle when those analytics 
detect previously unknown threats. 
This system should also be able to 
function autonomously within sim-
pler environments and be linked to 
extended detection and response 
(XDR), security information and 
event management (SIEM), and 
security orchestration, automation, 

and response (SOAR) solutions for 
advanced network operations center 
(NOC) and security operations center 
(SOC) environments.

4. This security framework needs to be 
able to rapidly launch a coordinated 
threat response across the entire eco-
system the moment a threat is detect-
ed. This breaks the attack sequence 
before its objectives can be realized. 
Leveraging machine learning (ML) 
and artificial intelligence (AI) tied to 
dynamically generated playbooks 
makes this possible without intro-
ducing slowdowns or human error.

5. Because change is the only constant 
in today’s digital world, a security 
framework needs to be dynamic, 
meaning that it must be designed to 
scale up and out as the network it is 
securing evolves and adapts. This 
requires deep integration between 
security and the network compo-
nents and functions so organizations 
can continually innovate and expand 
networking and operations ecosys-
tems without a lag in protections.

A Fabric-based Security 
Strategy Relies on 
Integration
For organizations to have an effective 
security design in today’s increas-
ingly complex and ever-evolving 
network, security needs to be effective 
in providing broad visibility and con-
trol. Reducing complexity is the first 
step in achieving that. Only then can 
advanced analytics, threat correlation, 
dynamic adaptability, and integrated 
threat response be possible. Those 
functions, combined with the ability 
to be deployed broadly, deep integra-
tion and convergence between security 
tools and between security and the 
network, and dynamic automation 
augmented by AI, are the hallmarks of 
any security system capable of defend-
ing today’s dynamic networks and con-
nected ecosystems 

—The author is Regional Vice President, 
India & SAARC, Fortinet
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the ‘not so Fine’ 
Print Behind 
Competitive Pricing 
Of Enterprise 
Communications 
Platforms
When it comes to pricing an audio or video call between 
two individuals, almost every platform can offer a similar, 
competitive rate card on the surface, but bill a radically different 
cost for the same call
By Pankaj Gupta

i It is a well-established fact that businesses are 
increasingly looking for enterprise communications 
solutions to ensure business continuity, create dis-
tinct consumer experiences, and enable multilateral 
collaborations. As most mid and large-size compa-
nies look at implementing communications plat-
forms according to their specific needs, often budget 
becomes the deciding factor between the plethora of 
options available today. However, the pricing of most 
CPaaS or Communications APIs service providers 
is not as simple, transparent, and comparable as it 
is for, say, telecom providers (think how easy it is to 
choose among the top 3-4 telecom service providers 

based on their tariff plans). Thus, CTOs and IT heads 
need to scratch beneath the surface to compare the 
pricing of shortlisted service providers to avoid any 
shockers at the time of billing.

Here are some filters that they can use:
Video Call Room Size: The first and foremost con-
sideration is the room size for any video call. While 
some platforms charge based on the number of 
participants and the number of minutes that they 
are part of the call, i.e., for a 2 min video call among 
3 participants, the calculation will be 3(participants) 
x 2(minutes) x tariff; others charge based on other 
parameters like “per subscribed minutes”. Using 
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“subscribed minutes” as a metric 
makes the billing more complicated as 
“subscribed minutes” are calculated 
as N(participants) x (N-1) x Duration, 
where N is the number of participants 
and Duration is the total duration of 
the video call. Using the same example 
of 3 participants over a 2-minute video 
call, the resulting charges would be 
3 (participants) x (3-1) x 2(minutes) x 
tariff. So, even if both platforms offer 
the same tariff, the former is half the 
total cost of the latter, who are using 
“subscribed minutes” as their pric-
ing metric. And this example is only 
based on a 3-party call. Imagine if it is a 
larger group call, the cost will be expo-
nentially higher!
Screen sharing: Be it online team 
meetings, a video conference, or a cli-
ent presentation, we cannot imagine 
a collaborative digital world without 
screen sharing. Often, to make the pric-
ing competitive, platforms talk about 
key metrics such as the number of par-
ticipants, call minutes, and recording 
minutes only. However, the fine print is 
that many of them count every screen 
share as one additional (up and down) 
stream of communication, which is 
treated as an additional participant. 
This increases the net cost of every ses-
sion significantly. Thus, it is important 
to consider using a platform that does 
not charge clients for screen sharing to 
make video calls more productive at an 
optimal cost. 
Cumulative Resolution: As business-
es look to create ‘life-like’ digital expe-
riences, high-definition multilateral 
video calls are not a luxury but a need 
of the hour. While some platforms 
explicitly state the price for HD and 
HD+ calls, they attach a unique mean-
ing to these labels. For instance, even if 
all the participants on a call are using 
standard definition, as long as the par-
ticipant’s cumulative video resolution 
remains more than 921,600 pixels, it 
is automatically considered an HD+ 
call. In another case, even if there are 
merely two people on the call, but one 

up and need technology to support 
deeper, more efficient, and seamless 
collaboration. The complex tariff for-
mulae carved out of microscopic terms 
and conditions could lead to billing 
disasters for businesses. The thumb 
rule here is to opt for a platform that 
is upfront about the fine prints and 
uses a simple billing formula based on 
the tariff and number of users. There 
should not be any additional or hid-
den charges for screen sharing, added 
resolution, etc. since these are bread 
and butter for everyone who works 
in an online environment and cannot 
be charged as a luxury. The formula 
also helps businesses project their IT 
expenses and streamline their budgets 
with higher certainty and without 
undue surprises  

—The author is CEO & Founder,  
EnableX.io

When it comes to pricing an audio or video call 
between two individuals, almost every platform 
can offer a similar, competitive rate card on the 
surface, but bill radically different cost

of them is sharing her screen (screen 
sharing mandatorily needs HD+), the 
entire call will be charged as HD+. 
This is a big and deliberate gap in their 
marketing communication to convince 
CTOs to subscribe to a seemingly low-
cost plan, which may eventually charge 
HD+ price while offering an SD experi-
ence. It is advisable to choose a provid-
er that does charge anything extra for 
HD+ experience. This allows clients to 
easily offer an HD+ experience to their 
stakeholders without having to bother 
about the nitty-gritty of individual and 
cumulative resolutions.

The key takeaway from the above is 
that when it comes to pricing an audio 
or video call between two individu-
als, almost every platform can offer 
a similar, competitive rate card on 
the surface, but bill a radically differ-
ent cost for the same call.  The game 
starts changing when businesses scale 
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Using Ai to Keep 
Up With Data 
Protection And BFsi 
Compliance Laws

The use of AI-powered tools will ensure BFSI firms can stem 
security risks in real-time and safeguard both their modern and 
traditional applications, as well as reduce friction in legitimate 
customer interactions
By Mohan Veloo



Insight

29June 2021 | CIO&LEADER

The widespread digitalization of 
economies has attracted increasing 
levels of cyberthreats, accompanied 
by breakneck legislation. Can AI help 
BFSIs keep pace?

With the global shift to digital econo-
mies, banking, financial services, and 
insurance (BFSI) industries in the 
Asia Pacific region (APAC) are seeing 
disruption and digitalization pres-
sures. With the move toward digital 
banking, several banks have begun to 
close their physical locations. However, 
in India larger banks are simplifying 
their branches and partnering with 
‘new gen neo banks' to provide a uni-
fied customer experience for their 
products and services. According 
to a study, the India Digital Banking 
Market is expected to grow at a CAGR 
of more than 22% between 2019 and 
2024, owing to increasing technologi-
cal advancements, increasing internet 
penetration, and a growing number 
of smartphone users in India. The neo 
bank model is expected to raise USD 
394 billion by 2026, according to PWC. 
The number of neo banks in India is 
growing significantly, we have seen 
over USD 90 million funded last year.

By 2025, APAC is projected to see 
100 new financial institutions fueled 
by liberalization in several markets. 
According to a report by IDC and 
Backbase, 63% of consumers were will-
ing to switch to neo banks over the next 
five years. With new digital opportuni-
ties come new digital risks, as systems 
must meet increasingly stringent data 
security and compliance regulations 
being introduced by governments.

The BFSI security 
conundrum
Security, anti-money laundering and 
compliance mandates in the region 
come with tight deadlines and sig-

t
or in on-premises data centers. Poorly 
developed applications present vulner-
abilities for exploitation by attackers 
to gain access to sensitive data and the 
corporate network. This can lead to 
costly business disruptions, damaged 
brand reputation and potentially gov-
ernment fines.

Using AI capabilities to 
fight cyberthreats
As online transactions continue to 
grow, it will become increasingly be 
difficult to monitor and guard against 
malicious traffic. The shortage in 
trained cybersecurity professionals 
globally only exacerbates this situa-
tion. The use of AI tools not only helps 
BFSI companies make better decisions, 
but also enables them to secure their 
apps more effectively without add-
ing layers of security checks that can 
degrade user experience.

AI-enabled solutions can accurately 
determine in real-time whether an 
application request is from a fraudu-
lent source. Such tools can swiftly miti-
gate potential fraud risks and, at the 
same time, allow legitimate customer 
requests to proceed seamlessly. The 
use of AI-powered tools will ensure 
BFSI firms can stem security risks in 
real-time and safeguard both their 
modern and traditional applications, 
as well as reduce friction in legitimate 
customer interactions.

This is a brave new world for banks, 
financial services organizations,  
and insurers. The rules have changed, 
and the competitive landscape is far 
broader. At the same time, the growth 
of the digital banking space offers 
ambitious players  tremendous oppor-
tunity to grow. To build scale, outpace 
their new competitors and thrive, 
traditional BFSI players must embrace 
new technologies like AI, sharpen their 
security posture and plan for a future 
that delivers extraordinary digital 
experiences 

—The author is Vice President - Global Solu-
tions Engineering, F5

nificant penalties for non-compliance. 
These requirements include imple-
menting security measures to mitigate 
the risk of malware infections; ensur-
ing updates are applied in a timely 
fashion; and enhancing user authenti-
cation for critical systems.

Such regulations are deemed neces-
sary as digitalization exposes organi-
zations to more risks, including online 
identity theft and data breaches. Gov-
ernments are also responding to citi-
zen’s own concerns about security and 
data privacy. High-profile breaches in 
the news and popular shows like Net-
flix’s ‘Social Dilemma’ have added to 
this increasing awareness.

Further complicating matters is the 
apparent disconnect between con-
sumer expectations and their behavior. 
Unsurprisingly, security is one of the 
biggest challenges that businesses 
surveyed faced in their DX efforts. In 
fact, the financial services industry is 
a popular target for cybercriminals 
and the volume of malicious attacks 
will only intensify as digitalization and 
transaction volumes increase.

Apps at the center of BFSI 
cybersecurity
The increasing importance of applica-
tions is adding to an already-complex 
landscape that BFSI must navigate. 
In a digital world, applications are the 
front of customer experience and, for 
many consumers, their only interac-
tion point with such firms.

Our research indicates that 74% of 
organizations viewed applications 
as essential to business, while 26% 
of respondents felt that applications 
played a key role in driving competi-
tive advantage and supporting their 
business. In addition, business-critical 
applications increasingly run in the 
cloud, which 60% of BFSI respondents 
described as the most strategically 
important technology for the next two 
to three years.

Security should therefore be top of 
mind regardless of where these appli-
cations are hosted, be it in the cloud 
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Real And Unreal Ai

Nowadays most of the projects and AI systems have started to 
create a Real AI, but due to various reasons, they end into Unreal 
AI system
By Kanu Butani



Insight

31June 2021 | CIO&LEADER

In this world, that is going from real 
to Artificial Intelligence, people are 
becoming relevant to the new concepts 
of AI and AR, where we see so many 
techies, technology experts, and tech-
nology companies and partners talk-
ing about AI and its usefulness in the 
day-to-day life of a person. Everyone is 
striving to look into how a manual task 
can be converted into an automated 
one, and we can be self-reliant on the 
technology and see how AI, ML, and 
its concepts turn into its applied form. 
In such a scenario where in today’s 
busiest IT industry where no one has 
time to look into the nitty grittiest of 
the processes, thus in that purview 
the main crux of the automation is left 
behind and only the first layer of AI is 
worked upon. There are such instances 
and many other reasons due to which 
we come across the two AIs called 
“Real AI” and “Unreal AI”. In this 
article, we will see how these AIs turn 
into Real and Unreal and what are the 
factors responsible for that.

AI in ancient age
What a wonderful season and a great 
time to go through the AI and AR 

i

so real that gives us correct time with 
its magical system going inside it.

When we go through the older times 
and think about any AI at that time, 
we get lot of examples that comes to us 
that give us the glance of AI and AR.

AI is an extension in the world of 
computers and a part of computers 
to play a role of an intelligent system. 
Since the start of this world, we all are 
trying to create whatever machines are 
to make the manual work into auto-
mation. It’s not a new concept. Even 
during the time of stone age, to rub two 
stones together to generate the fire was 
also a type of AI to automate fire from 
the stones.

While I was in The Netherlands, 
I had visited “Zaans Museum” in 
Amsterdam. There I saw how the 
windmills actually worked and with 
the power of wind, the wood was cut, 
and the saw was generated.

Unreal AI
These all things are so innovative 
and yet so simply solves an issue and 
makes this world understand what 
AI actually is. We always think that 
AI is new and wonder what AI will 
do to our lives, but AI when we think 
is existing, since we have come on 
this earth and we need something 
whatever we invent has been AI so 
far, we are then good to go and accept 
the Real AI. This would really help 
humankind in some way or the other. 
The one thing that we are afraid of is 
that Robots and AI will destroy the 
world or will rule the humans, and 
this is what I call as Unreal AI, since 
that is never going to happen. The 
computers or any machine whatso-
ever will always be a machine and it 
is far away from the reach of human 
intelligence. Why? Because humans 
have gone through generations over 
generations to develop such a brain 
and its functions and such a wonderful 
nervous system. If you go through the 
“Evolution Theory of Man”, you will 
come to know that how humans have 
evolved and how much old a human 

When we see a photograph, it is 
a memory worth living. It is this 
photograph that is a real artificial 
intelligence of a camera system that 
has made that real moment so nicely 
captured...

concepts. The rain is created by GOD. 
The rain is one of the biggest AI that 
the nature has made. Don’t you feel so? 
The water from the earth evaporates 
and the clouds formed due to that 
fall back in the form of rain. What a 
beautiful concept, predicting AI in a 
real sense and essence. I would like to 
divide AI into two categories, based on 
how real it looks:

1. Real AI
2. Unreal AI

Real AI: When an artificial intelli-
gence system can be related to a thing 
that is real, it can be termed as ‘Real 
AI’.
Unreal AI: When an AI system cannot 
be related to a thing that is real, or it 
looks unreal in its broader sense, then 
it can be termed as ‘Unreal AI’.

Real AI
The Real AI still exists but Unreal AI 
has vanished because that was either 
not required or it was so unreal that 
no AI was itself there. Hence what 
all we can see, or we have, it is a Real 
AI. There are many examples, few of 
which are listed herewith.

When we see a photograph, it is a 
memory worth living. It is this pho-
tograph that is a real artificial intel-
ligence of a camera system that has 
made that real moment so nicely cap-
tured in itself that when we see it, we 
reach that place and can remember the 
entire scene. This is what we can call as 
a Real AI system. Another example is 
the clock, the oldest AI system that is 
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is. So, for a machine to come to the 
human brain understanding will also 
require so many generations of AI to 
come up to that speed and to overtake 
human brain. The pixels that our eye 
has is, 560 px, that clarity we have and 
in today’s world we have 30 px camera 
and we feel happy with the clarity of 
it. Just imagine the human body intel-
ligence creating the AI system requires 
a fair understanding of the problem 
and the steps necessary to take to make 
it a Real AI system. Nowadays most 
of the projects and AI systems have 
started to create a Real AI, but due to 
various reasons, they end into Unreal 

mitted to work as a perfect servant and 
not the master.

The Controlled AI and Non-con-
trolled AI are the two variants that we 
always come along, based on the ser-
vant and master. The AI must always 
be controlled and most of them are, 
and they are RealAI systems, because 
we can control them, understand them 
and rely on them. Whereas the uncon-
trolled is just a hype mostly if we do or 
create some uncontrolled it would be 
useless, and hence also the unreal AI. 
Thus, it is only to show off in the hyped 
manner or to create a sci-fi movie to 
create a story interesting thereof. But 
that doesn’t mean we can’t create an 
uncontrolled AI system, we can for 
example, if we run a “never ending for 
loop”, we have created an uncontrolled 
system, but just imagine is it useful, it’s 
not. Or if we want to create a robot for 
destruction only, how much destruc-
tion we will need or AI can do, and 
in first place, why we need any AI for 
destruction.

Conclusion
The Real AI and the Unreal AI go 
together when a project begins, and the 
owner of that project needs to check if 
he/she is going more towards creating 
a Real AI or Unreal AI. It depends on 
his/her decisions and his/her experi-
ence, which decides about this. If the 
Unreal AI is created, the project will 
go accordingly and finally fail. There 
will be no advantage to anyone. Thus, 
before beginning with the project, dur-
ing the assessment phase, this aspect 
is to be reviewed and checked and if we 
have complete confidence on the proj-
ect and we know that we will create a 
Real AI system that will be of help to 
many people, doing the manual work 
into automation, then we can proceed 
further. Even a small process that we 
convert into automation, would be 
then extremely helpful for the organi-
zation  

—The author is a software professional, 
based in Mumbai

The Controlled AI and Non-controlled AI 
are the two variants that we always come 
along, based on the servant and master. 
The AI must always be controlled and 
most of them are, and they are RealAI

AI system. Some of the issues can be as 
follows:
1. The unclear problem
2. No issue but just to create
3. AI hype
4. Big Bang approach
5. Threat of AI
6. Treating AI as a normal solution

Earlier we were dealing problems 
of simple things and tried to convert 
them to analog like clock or so on…
but now we are trying to convert them 
into digital. Hence, we arrive to two 
instances of AI that are: Analog AI and 
Digital AI. Be it any AI, it must be com-
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how technology 
is Reshaping 
the Construction 
Landscape in india

Technology is empowering contractors with access to real-time 
information anytime, anywhere from any device
By Ashok Wani
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The global construction spectrum is 
undergoing an extensive transforma-
tion. Though 2020 instilled uncer-
tainty all over the world, businesses 
have started to recover again, paving 
the way for better opportunities in 
the pipeline. This recovery cycle also 
comes with an extraordinary pressure 
on construction players due to com-
petitive bids and lack of skilled labor, 
compelling developers to run projects 
understaffed with tighter deadlines. 
As a proactive approach, Engineering, 
Construction & Infrastructure enter-
prises (EC&O) are trying to unwind 
the pressure by embracing advanced 
construction management technology.

Technology & 
Construction
Technology is a proven enabler of 
growth in the construction industry. 
It's helping infra players improve their 
existing operations and legacy practic-
es. Some of these technological trends, 
like digitization, cloud-based software 
solutions, drones, etc., are widely 
adopted due to their ability to improve 
collaboration between site teams, office 
staff, contractors, and project owners.

Also, they can experience advance-
ments related to productivity, informa-
tion sharing, and sustainability while 
driving secure data capture practices.

However, many construction com-
panies and contractors are not able 
to or not willing to upgrade their 
operational practices. A report shared 
by McKinsey & Company showed a 
drop in productivity during the last 
20 years for the construction sector. 
On the other hand, the manufactur-
ing industry has sustained to leverage 
technology for their business benefits 
through enhanced productivity.

t
easier with these tools. From allocating 
the budget to measuring the backup 
resources, these solutions allow project 
managers to ensure smooth progress.  

Project Management
Project management solutions like ERP 
systems, BIM or Virtual Design sys-
tems, workflow automation tools, etc., 
have empowered contractors to benefit 
from an improved and more intuitive 
experience working toward project 
management goals. These tools have 
helped the industry with time tracking, 
communicating, documenting, etc.

Human Resources
Contractors who were reluctant to 
use construction software to manage 
their labor resources often struggled 
with overpayments and time theft 
issues. On the other hand, deploying a 
construction ERP solution is helping 
project managers monitor productivity 
hours to ensure no cost buildups are 
endured on labor resources.

Productivity
Technology is empowering contractors 
with access to real-time information 
anytime, anywhere from any device. 
This has significantly disrupted and 
improved the tedious chain of com-
mand and related information churn. 
With 93% of contractors using smart-
phones, project owners and managers 
could easily keep in tandem with them 
regarding existing and upcoming proj-
ect progress.

Future
The reality is that the new-age technol-
ogy enables contractors to gauge the 
financial impacts in real-time while 
working on sustainable productivity. 
Hence, we can expect more hyper-
automation software making its way to 
the infrastructure sector, helping them 
recover, regrow and revolutionize the 
industry even more 

—The author is Senior Director - ERP 
Cloud, Oracle India

Construction Technology 
in the Last Decade
The global construction industry 
witnessed growth from USD 7,200 
billion in 2010 to USD 11,217.4 billion 
in 2019 and then taking a drop to USD 
10,566.8 billion in 2020 due to the 
pandemic. Presently, the construction 
industry is one of the fastest-growing 
sectors across the globe. The need for 
advanced infrastructure development 
has opened the way for many oppor-
tunities. While the industry grew 
over the past decade, it also witnessed 
considerable downtime due to some 
unexpected highs and lows.

Whether it is the current pandemic, 
the global recession, demand crisis, 
inflation and more, the construction 
industry has had a huge impact on 
GDP, causing loss of business, jobs, 
and overall position of the construction 
industry in the past decade. However, 
the active efforts of the construction 
companies and technology were major 
contributors that helped the recovery. 
The large-scale adoption of advanced 
construction project management soft-
ware technology helped construction 
firms drive productivity. 

Impact of Technology on 
Construction Functions
Infrastructure and construction tech-
nology has positively impacted many 
functions for on-premises and off-
premises operations of a project:

Accounting & Reporting
In times of recession, most contractors 
lost grip on cash flow due to old-school 
legacy practices and outdated systems. 
However, the advent of advanced con-
struction accounting tools has simpli-
fied operational processes, providing 
real-time checks on data and reporting.

Budgeting & Planning
The modern-day project management 
software allows contractors to take full 
command over all financial data and 
expenses. The entire function of bud-
geting and planning becomes much 
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Are india's new it 
Laws A step in the 
Right Direction?
The government can make the regulations more secure and 
user-friendly by adopting a multi-stakeholder consultative 
approach
By Jatinder Singh
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India's new Intermediary Guidelines and Digital 
Media Ethics Code under IT rules has created many 
wrangles between the top digital platforms and the 
Indian government. In a surprising and unprec-
edented move, Facebook-owned WhatsApp recently 
sued the Indian government over the new internet 
laws, arguing that the new regulations, which also 
give Indian authorities the right to trace individual 
messages, is an attempt to breach the privacy of its 
users.

By far the most popular social channel in India, 
WhatsApp's recent move is sidesplitting and reflects 
the company's arbitrarily and differential-standard 
treatment. In January this year, WhatsApp had intro-
duced separate privacy and data sharing policies 
for Europe and India. As part of its policy, Facebook 
mandated its Indian users to share their data with 
Facebook and other associated platforms while 
relaxing this new diktat for its users in Europe, cit-
ing stringent General Data Protection Regulation 
(GDPR). 

Allegedly, WhatsApp has been sending repetitive 
push notifications to trick users into taking their con-
sent for its updated privacy policy. And now, when 
the Indian government is trying to fill the regulatory 
vacuum and take stringent measures to protect its 
national interests, Facebook is projecting itself as a 
privacy activist. 

"WhatsApp argues against the government's new 
guidelines on the pretext of servicing its users’ privacy 
interest. However, questionably, it also tries to make 
blatant misuse of its dominant position by enforcing a 
policy on its users which they don't approve of," says 
Deepak Kumar, Founder Analyst at B&M Nxt.

However, a section of industry experts feels that 
WhatsApp has not done anything surprising and 
may need more time and deliberations to develop 
suitable solutions to adhere to the new IT laws. 

"These guidelines are a good step and must be 
welcomed, especially from the lens of women and 
child safety. However, given the pandemic, the 
three-month timeline granted is significantly less 
and needs further deliberation," says Kanishk Gaur, 
Founder, India Future Foundation.

Gaur explains that all messaging platforms like 
iMessage, WhatsApp, or Signal use leading end-to-
end encryption protocols. Therefore, finding the right 
set of solutions requires careful deliberation and rig-
orous auditing. 

"These protocols use rigorously audited algorithms 
for reliable exchange of keys. If we have to track the 
first originator of the message, which the guideline 
talks about, we'll have to mark every message with 
a "stamp" as none of these platforms have a way of 
knowing which message may become problematic. 
Experts generally believe that this may undermine 
the security and privacy guaranteed by the underly-
ing algorithms. The current issue needs more exten-
sive deliberation and understanding as currently, no 
proposed cryptographic solution has tested full proof 
from a cybersecurity lens. At the same time, the gov-
ernment is saying that you come up with solutions 
but move forward in our direction. The government 
certainly has a legitimate interest in seeking this 
information, but this may require a longer and more 
collaborative effort to ensure users on platforms like 
iMessage, Signal, and WhatsApp do not feel insecure, 
especially in a very precarious cybersecurity land-
scape," he adds.

Interestingly, the digital platforms had over three 
months to raise their concerns as the government had 
given them the deadline of 25th May 2021 to comply 
with the norms. Yet, none of the social media giants 
took the government notifications seriously initially 
to raise their apprehensions.

Need for more accountability
The new IT rules are a step forward in India's attempt 
to make social and digital media platforms more 
accountable for the content shared on their channels 
and put necessary checks to curb technology abuse. 
The regulations mandate social media and digital 
giants with more than 50 lakh users — such as What-
sApp, Facebook, Twitter, and YouTube — to adopt 
significant compliance and grievance redressal mech-
anisms and be more responsive to user complaints. 

For almost two decades, it appears that there has 

Top Social Media Intermediaries in India
Platform Users (in crores)

WhatsApp 53

YouTube 45

Facebook 41

Instagram 21

Twitter 1.8
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been a lack of political will to implement strong 
Indian Cyber Laws. Now the IT rules 2021 repre-
sent a different paradigm entirely. They have given 
immense power to the central government. These 
rules stand for strengthening the cyber sovereignty 
of India. 

"Service providers have had honeymoon under the 
Indian cyberlaw for over a decade. They have been 
given kid-glove treatment, making them believe that 
they are special and always given preferential treat-
ment. There were no proactive compliances earlier. It 
looks like this has resulted in some of the digital ser-
vice providers to have some form of illusion that they 
[service providers] are special and therefore above 
the law," says Pavan Duggal, India's leading cyber 
law expert.

The government has made clear that non-adher-
ence to the new IT guidelines will revoke the interme-
diary status of digital players, as per Section 79 of the 
Indian IT Act. 

Duggal further elucidates that this [new IT laws] 
is a step in the right direction. Now, the government 
should focus on the speedy implementation of the 

Personal Data Protection Bill in India. "The message 
is clear: If any service provider fails to adhere to the 
new IT guidelines, they will invite deeper legal trou-
ble for themselves," Duggal adds.

Right to the privacy debate
WhatsApp's argument against the latest IT guide-
lines is that the new laws violate the right to privacy 
under Indian law. They [WhatsApp] add that, to 
comply with it and ensure traceability features to 
identify originators of messages, they [WhatsApp] 
need to discontinue their end-to-end encryption 
feature. It would also need them to gather data 
exchanged between its subscribers regularly and 
require enormous resources. 

But is it a valid dispute? Such laws are primarily 
essential to effectively deal with detection, investiga-
tion, and prosecution of cybercrimes and cybersecu-
rity breaches. 

"There is no legal foundation in that argument. No 
service provider can argue that it cannot tweak its 
technology to prevent its misuse. Because of certain 
exclusive features, they will continue to hide the 

 Due diligence to be followed by intermediaries: In case 
due diligence is not followed by the intermediary, safe 
harbor provisions will not apply to them.

 Grievance redressal mechanism: Intermediaries, including 
social media intermediaries, should establish a grievance 
redressal mechanism for receiving and resolving com-
plaints from the users or victims. The Grievance Officer 
shall acknowledge the complaint within twenty-four 
hours and resolve it within fifteen days from its receipt. 

 Ensuring Online Safety and Dignity of Users: Intermedi-
aries shall remove or disable access within 24 hours of 
receipt of complaints of sexually explicit material, images 
or content. Such a complaint can be filed either by the 
individual or by any other person on his/her behalf.

 Additional compliance requirements for significant social 
media intermediaries (those with over 50 lakh users): The 
rules require the significant social media intermediaries 
to follow certain additional due diligence:
• Appoint a Chief Compliance Officer, Nodal Contact Per-

son (for 24*7 coordination with law enforcement agen-
cies), Resident Grievance Officer. These people should 
be residents of India.

• Publish a monthly compliance report mentioning  
the details of complaints received and action taken on 

the complaints. 
• Platforms providing services primarily in the nature 

of messaging shall enable identification of the first 
originator of the information that is required only for 
prevention, detection, investigation, prosecution, or 
punishment of an offense related to sovereignty and 
integrity of India, the security of the State, friendly rela-
tions with foreign States, or public order or of incite-
ment to an offence relating to the above or in relation 
with rape, sexually explicit material or child sexual 
abuse material punishable with imprisonment for a 
term of not less than five years. 

• Significant social media intermediary shall have a 
physical contact address in India published on its web-
site or mobile app, or both.

• Voluntary User Verification Mechanism: Users who 
wish to verify their accounts voluntarily shall be 
provided an appropriate mechanism to verify their 
accounts and supplied with the demonstrable and vis-
ible mark of verification. 

• Users must be provided an adequate and reasonable 
opportunity to dispute the action taken by intermediar-
ies. 

Source: Ministry of Electronics & IT

New Rules that Intermediaries Need to Comply With
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The government has done well by issuing 
the intermediary guidelines and put the 
necessary checks in place to ensure that 
these online tools do not become lawless 
playgrounds for criminals

identity of cybercriminals. This argument is legally 
not permissible to a service provider. If they persist 
with such arguments, governments can put them in 
the same category of co-accused or co-conspirator 
should it [government] find a valid reason that their 
platform has been used to execute nefarious activi-
ties," elucidates Duggal.

In some circles, a perception-based narrative is get-
ting widespread attention, according to which these 
new laws attempt to create a police state and a cen-
sorship-based government. Industry experts discard 
this theory, and this conjecture is far from the truth. 
"The government is not looking at any such direction. 
"If you look at the IT rules 2021, there are only cer-
tain limited circumstances in which the government 
can ask about the information about the originator of 
the message," Duggal states.

Only in specific limited settings, this information 
can be sought by the government. And the data can 
only be passed by the digital media platform pro-
vider once the order is passed by competent jurisdic-

tion or by statutory authority under Section 69 of the 
Indian IT Act.

The section allows the central government to block 
an intermediary's public access "in the interest of 
sovereignty and integrity of India, defense of India, 
state security, cordial relations with foreign states or 
public order or for preventing incitement to the com-
mission of any cognizable offense relating to above." 

"The government has done well by issuing the 
intermediary guidelines and put the necessary 
checks in place to ensure that these online tools do 
not become lawless playgrounds for criminals. There 
are adequate procedural safeguards. However, the 
government must maintain the balance by establish-
ing a multi-stakeholder mechanism (panel) to keep 
a watch on any potential breach and recommend 
necessary corrective measures or punitive actions to 
the concerned government authorities," adds Deepak 
Kumar from B&M Nxt.

The final say
India is not the only nation that has rolled out guide-
lines around traceability requirements for efficient 
law enforcement. Australia, for instance, had intro-
duced its encryption law under the Telecommunica-
tions and Other Legislation Amendment (Assistance 
and Access), better known as TOLA, in 2018. As a 
result, various industry estimates suggest that Aus-
tralia's law enforcement bodies have become several 
times more effective in solving robbery and drug-
related cases by leveraging encryption-breaking 
technologies.

The US has also come up with the lawful access 
to encrypted Data Act Bill in 2020 to strengthen its 
national security and prevent the misuse of encryp-
tion technology by malicious actors. In addition, coun-
tries such as the UK, Canada, New Zealand, and Japan 
are also keenly following the developments and keen 
to roll out legislation to access encrypted messages to 
maintain law and order in their respective countries.

However, it is also a valid argument that making 
traceability compulsory requires herculean efforts 
from service providers. They [service providers] will 
have to invest significantly in building capabilities to 
store and secure users data from hackers and cyber-
criminals. 

With the country looking to approve its Data Protec-
tion Bill soon, engaging with all stakeholders, getting 
critical learnings from the global markets where such 
laws have already been implemented, and including 
technical experts in the core committee to analyze dif-
ferent timelines and technology readiness can pave 
the way for a robust data protection regime 
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