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I do not need to tell you that these are extraordinary 
times. There is just one thought that is dominating 
the minds of all of us—the now global Corona epi-
demic. At the time of writing, India is still sitting at 
the edge. We do not know which way it will go. But 
many see that as hope.

And hope, we must not lose. Yes, extraordinary 
times require extraordinary measures. From world 
bodies to national government, commercial organiza-
tions to village panchayats, all have initiated  
measures at their levels. Most of us (and when I say 
that I mean those in India), in our lifetime, have never 
seen anything comparable. Naturally, there is a lot 

of anxiety. Anxiety about the 
direct impact—in terms of our 
health. Anxiety about how it 
impacts our daily lives with all 
these long lockdowns. Anxi-
ety about how it impacts our 
work; most of us by now have 
been used to work from home. 
And anxiety about how things 
will change from here, call that 
the impact on economy.

All these anxieties, when 
they go through the filter of 
hope and not that of despair, 
should result in innovation. 

Extraordinary 
times...

I

EDITORIAL

Innovations that will have an immediate impact and 
will create a long-term value. 

Two sets of people are especially being looked at 
to help. And they are delivering. The first and most 
important are, of course, our doctors and health 
workers. No word is enough to describe their con-
tribution. The second is technology and the people 
who make technology work. Their work, much less 
recognized by common people, is significant to hold 
everything together—be it health, be it every day 
lives or the economy.

Most of us are now working from home. It is the 
enterprise IT professionals that make it possible—
ensuring that work does not suffer, ensuring that 
enough security is there and ensuring that people 
get the experience they need not just to do the work, 
but to keep themselves in good spirit. That may get 
out to be a huge problem, as the lockdown period 
gets longer and longer.

More than anyone else, you have to keep your spir-
its high. Nothing can help in that better than a real-
ization that on your shoulders lies this great respon-
sibility of making the ecosystem keep running.

The prime minister has acknowledged it already. 
Everyone will, soon. 

All the best. Stay at home. And take care 

Nothing can help you 
better in boosting 

your moral than the 
realization that 

on your shoulders 
lies this great 

responsibility of 
making the ecosystem 

running
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medical and public health experts. 
It is hoped that AI algorithms 
through cross-referencing papers 
and searching for patterns, may 
lead to the discovery of treatments 
or highlight factors that lead to 
worsening of conditions in some 
patients.

More than 29,000 papers on 
COVID-19 and the coronavirus 
family have been collected by 
Microsoft Research, the National 
Library of Medicine, and the Allen 
Institute for AI (AI2), and 13,000 
of them have been processed for 
computers to read the underlying 
data and information about their 
authors. Further, Kaggle, which is 
a platform running data science 
competitions, is developing 
challenges around 10 key questions 
related to the new virus ranging 
from queries on risk factors and 
treatments without drugs, to the 
genetics of the virus and vaccines 
for its treatment. Chan Zuckerberg 
Initiative and the Center for Security 
and Emerging Technology at 

AI Can Help Us Better 
Understand Coronavirus 

The novel coronavirus, since it 
emerged in last December, led to 
a frenzy of research that resulted 
in almost 2,000 research papers 
covering the various aspects of 
COVID-19, from its effect on the 
health to ways of treatment, impact 
on global economy to the future post 
the pandemic.

The quickness and quantity of 
the research points to the response 
speed of science today to huge 
humanitarian crises. But for 
someone who wants to draw insights 
into the pandemic from this surfeit 
of research, it is an impossible task. 

In this scenario, experts are 
looking at artificial intelligence as a 
possible aid. The US has announced 
a project where it is collaborating 
with tech companies and academics 
to use AI to mine the research 
on coronavirus. The coronavirus 
research will be made available to AI 
researchers for this purpose.

AI will be used to mine through 
the plethora of research and find 
answers that could possibly help 

“Disingenuous sales 
pitches and the not-

so-eye-catching sales 
gimmicks”

What 
CIOs are 
tIred Of 

hearIng... 

around
thetech
ArtificiAl intelligence

Georgetown University are also part 
of this project.

The use of AI in this way suggests 
how it can be potentially good 
for humans. Experts agree that 
the effort being made with AI 
in coronavirus is worth it as a 
systematic review of the literature 
can lead to breakthrough insight  
and help identify gaps. Further, 
mining raw data from doctors 
working on Covid-19 cases could 
reveal rich insights. 

aI is being used to mine more than 2,000 research papers published so far on 
coronavirus. Smart algorithms may lead us to mine deeper insights into the pandemic.
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makingheadlines 

gender 
bender 

By the Book 

If you are one of those worried how the 
emerging tech is going to change your 
life and find yourself asking questions 
like: Will I lose my job to robots? How 
will smartphones impact my kids? 
Is my privacy at stake in my online 
world? etc., The Age of AI: Artificial Intel-
ligence and the Future of Humanity is the 
perfect book to get insights on how you 
must function in the changing tech-
driven world order. 

Some of us know it’s not just Alexa 
and Siri that are changing our world. 
Our everyday life is being driven by 
artificial intelligence, or AI in one way 
or the other. From our social network-
ing jaunts to Twitter or Facebook to 
shopping online and smart appli-
ances, AI is everywhere. Author Jason 
Thacker – associate research fellow at 
the Ethics and Religious Liberty Com-
mission – explores the social, moral, 
and ethical challenges of human and 
AI interactions.

The author explores AI's impact on 
our bodies, sexuality, work, economics, 
and privacy. The book has a theological 
depth and the author reminds us that 
though AI is changing most things, 
the foundations of our faith remain 
unchanged.  The author shows how 
fear of AI stems from the lack of under-
standing of humanity.  

A different perspective indeed!

There is an app that tracks your movement from where you have been and 
who you have visited to who you crossed paths with. This data is then shared 
by the app with other users ensuring that your privacy is not violated. It is 
being hoped that this app could help curb the spread of Covid-19. Called Pri-
vate Kit: Safe Paths, the free and open-source app was developed in collabora-
tion by people at MIT and Harvard, as well as software engineers at Facebook, 
Uber and others, who devoted their free time to the development of the app. To 
ensure privacy, the app shares encrypted location data between phones in the 
network and avoids routing it through a central authority. Users can see if they 
have come in contact with a coronavirus carrier if such a person has shared 
that information—without knowing who it might be. In case a person tests 
positive they can share location data with health officials. The drawback: It 
alerts users about where the virus has been but cannot where it’s going. 

Women in tech who have taken a break from their pro-
fession for any number of reasons need not be appre-
hensive about their skills becoming obsolete in the 
fast-developing tech field. The Indian Institute of Tech-
nology Madras has launched a ‘Career Back 2 Women 
(CB2Women)’ initiative through its digital Skills academy 
that addresses just such professionals and aims to skill 
those who wish to return to a technical profession after 
a break in their career. Under the initiative, women will be 
offered 150 hours of training on their journey back to their 
careers. those joining the program can opt for any level 
as the institute will issue certificates for each level. With 
their skills up to date under the program they can better 
utilize their industry experience and knowledge about It 
and can fit into current requirements immediately. The 
institute will also provide job placement assistance to all 
candidates who complete the advance module in select-
ed tracks. the course is being offered with faculty from 
IIt Madras in collaboration with others.
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Autonomous

The coronavirus is being touted as the first real social media “info-
demic”; with information and misinformation being zipped around 
the world at unprecedented speeds. The result has been panic, rac-
ism and yes, also hope. The World Health Organization dubbed 
the new coronavirus “a massive ‘infodemic,” on February 2. It was 
referring to the overabundance of information—some accurate and 
some not which is making it difficult for people to find trustworthy 
sources and reliable guidance when they need it. This informa-
tion glut sets the coronavirus apart from previous viral outbreaks. 
Earlier, the globe faced SARS, MERS, and Zika outbreaks that were 
quite lethal and caused global panic, but fears around the coronavi-
rus have been amplified beyond control by social media. The WHO 
has been taking steps to address this issue and has partnered with 
Twitter, Facebook, Tencent, and TikTok to clamp down on misin-
formation. Social media and health organizations are also doing 
their share bringing in curbs and scrubbing posts. 

VitAl 
stAtistics 

Where 
People Are 
Losing Faith In 
Capitalism

Share agreeing "capitalism as it exists today does more harm than good 
in the world"

74%

69%

63%

57%

55%

55%

53%

47%

47%

35%

n=34,000 respondents in 28 countries. (Oct 19-nov 18, 2019). Selected countries shown. Source: edelman trust Barometer 

India

France

China

Brazil

Germany

Russia

United Kingdom

Canada

United States

Japan
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Don’t tell us that you were not warned. 
In the past couple of years all that we 
have heard about AI, at least a major 
part of it has been about how routine 
work, like cutting and pasting between 
documents, will be automated. Though 
for now there's little artificial intelli-
gence involved in this, more is in store 
in near future.  

Till now, automation was restricted 
to taking away the data entry drudgery 
for most sectors. And the automating 
of grunt work using software robots—
simple programs hand-crafted to 
perform dull tasks – came as relief. It 
eliminates hours of repetitive-stress-
inducing work. But now, AI seems to 
be taking a step forward into taking on 

Say Goodbye To The 
Most Mind-Numbing 
Office Tasks

more complex and challenging tasks, 
such as transcription or sorting imag-
es, across more offices. 

Yes, the time seems to have come 
for artificial intelligence to disrupt 
white-collar work. Experts have found 
that pairing with robotic process 
automation, AI significantly expands 
the number and types of tasks that 
software robots can perform. It can 
be used to summarize long-winded, 
handwritten notes as AI algorithms 
that perform character recognition 
and natural language processing could 
read the cursive and summarize the 
text, before a software robot inputs the 
text into, say, a website. 

AI is currently mostly used by banks, 

telcos, insurers, and other companies 
with legacy systems; and Gartner esti-
mates the industry generated roughly 
USD 1.3 billion in revenue in 2019. 

While supersmart algorithms won't 
take all the jobs; they are learning fast-
er than ever and are now being used to 
do everything from medical diagnos-
tics to serving up ads. With this kind of 
catching up, software robots that use 
AI could displace more jobs, especially 
if we head into a recession, as com-
panies cut costs. Experts say robotic 
process automation will mostly affect 
middle-skilled office workers, meaning 
admin work that requires training.

While all this may not happen over-
night, AI will ultimately arrive inside 
most businesses. The vision that 
believers in AI have is for software 
robots to be a lot more like the AI of 
science fiction, eventually taking over 
how they are programmed from start 
to finish. Pretty cool you may say, but 
we need to have an alternate vision for 
the human workers; unless we want a 
repeat of spinning jenny of the indus-
trial revolution with workers clobber-
ing the robots! 

AI is here to take over these boring tasks you 
hate. But be warned, it may also start taking 
over more complex jobs.
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C
loud has become the primary 
IT delivery model for today’s 
enterprise. While different 
organizations—especially 
the early movers—may have 

started with their own reason—CFOs of 
large organization for turning Capex to 
Opex, entrepreneurs for competing with 
larger ones as equals by getting access to the 
best technologies, and CIOs for simplifying 
their infrastructure management complexi-
ties—today, most seem to have realized that, 
all these—and more—are valid reasons for 
imposing their faith on cloud. 

When it comes to new ideas, people usu-
ally take a path of caution, with a low-risk 
approach, even while knowing fully well 
that higher risk may yield a higher reward.

That is pretty common in enterprise IT—
especially in large organizations where the 
downside of a thing going astray is much 
higher as compared to, say, a start-up. CIOs 
often go for the ‘low-hanging fruit’ not 
because they themselves are risk-averse but 
they know that if things go slightly wrong, 
even without causing much real damage, 
that gives room for naysayers to stall things. 

Very often, this approach means doing 
one thing at a time. As such, cloud was a 
completely new model. It meant, at the very 
basic, letting out physical control of things. 
Most started with small experiments with 
just one public cloud service provider, when 
it came to their infrastructure services 
(IaaS). The reasons were many:

 It was a new model and the SLA metrics 
were new. Not many had a visibility to 
what would happen. Just that the finan-
cials were too inviting for people to jump. 

 It was limited workload and limited set 
of services that were entrusted to public 
cloud. So, there was not really a need to 
look beyond one service provider. 

 Handling one service provider was con-

sidered relatively easier. And since it was 
just an experiment, it was not worth try-
ing so many permutations and combina-
tions.

 Even when they decided to scale up, 
doing that within the same service pro-
vider was much easier than to redo the 
entire process of learning and discover-
ing another platform. 

 Last but not the least, where was the 
choice? For many, it was AWS. And only 
AWS.

From Cloud-exploring to 
Cloud-centric
As cloud becomes one of the major delivery 
models—accounting for anywhere up to 
60-70% of the workload for large organiza-
tions—the focus has shifted from ease of 
doing to getting the best out of it. 

Enter multi-cloud—which is becoming the 
de-facto cloud strategy for many organiza-
tions. According to IDC’s 2019 Multi-cloud 
Management Survey, 93.2% of US IT decision 
makers said that their organizations are 
currently using more than one infrastruc-
ture cloud. Out of these, as much as 81.5% 
said they were using multiple public clouds 
while another 7.5% said they were using 
one public cloud with one or more private 
clouds. 

The reason is not difficult to guess. 
Especially, the top two reasons in the IDC 
survey are not surprising. One is a supply 
side imperative and one is a demand side 
imperative. As many as 61.5% said they 
were using multiple clouds because they 
wanted to leverage cloud-specific capabili-
ties, while 54.5% said the reason behind 
using multiple clouds for infrastructure is 
because specific business units wanted so, 
reflecting the rising trend of users’ choice 
prevailing, even in tech infrastructure—an 
important takeaway. 
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Interestingly, as many (54.5%) pointed to a reduction in 
cloud spending as a reason for choosing multiple cloud 
options. To say the least, this is an interesting find and is 
quite counter-intuitive. Other reasons such as data locality 
are not really technology decisions, so we can ignore them 
for the present discussion. 

While the IDC survey was restricted to the United States, 
by far a more mature market, the Rightscale 2019 State of the 
Cloud report, the latest edition of this annual comprehen-
sive cloud research, that conducts the study among global 
respondents, also found similar trends. 

The Rightscale research found that 84% of the enterprises 
it surveyed have a multi-cloud strategy, as compared to 81% 
a year before, while those planning a hybrid cloud strategy 
grew to 58% from 51% in 2018. 

Challenges of Managing  
Multiple Cloud
IDC research did explore the challenges faced by organi-
zations in managing multi-cloud. But those challenges 
are specific to the United States—a market that is not just 
mature in technology usage, it is an efficiency-driven mar-
ket, as compared to a growth-driven market like India. 

For understanding the challenges of multi-cloud manage-
ment, their reasons and how the organizations are planning 
to tackle those challenges in India, CIO&Leader conducted 
a research among 56 senior and middle level IT profession-
als—mostly CIOs/CTOs/IT Heads and VP/AVP level pro-
fessionals.

The research was targeted at specific senior level IT execu-
tives and was conducted in February-March 2020. 

We present here the findings. The research was broadly 
divided into three parts: 
1. Part I was meant to understand the current IT infrastruc-

ture of organizations and their usage of cloud
2. Part II, which was the core of the research, tried to under-

stand the challenges faced by those using multi-cloud 
and envisaged by those planning to use it in future, the 
reasons behind those challenges as they see it and the 
possible solutions, as seen by them

3.  Part III was a broad outlook for the future: Their cloud 
management strategy in the medium term – in three 
years from 2020 to 2022

State of the Cloud in Indian Enterprises
As many as 88% of the organizations have cloud. With a 
significant number also having on-premise, it seems orga-
nizations are moving their managed hosting and co-located 
infrastructure to public cloud. Only 36% said they have co-
located infra.

Key Findings
 nine out of ten companies are using 
cloud.

 For majority, the workload on public 
cloud is less than 40%.

 Hybrid is becoming the preferred 
model.

 management and not ‘performance 
and seamlessness’ seems to be the chal-
lenge in multi-cloud setups. 

 in general, those already using multi-
cloud see it more challenging than those 
who are not using multi-cloud. 

 lacK oF a single management portal 
to manage multi-cloud is identified as 
the single-most important reason for the 
management challenge.

 organizations are looking at both 
the options—enhancing inhouse skills 
and taking help of a third-party profes-
sional services firm—as a solution to the 
challenge.

 tHe trend is irreversible. Few want to 
go back to on-premise, even though they 
admit to a lot of management challenges. 

 two-tHird of organizations envisage 
a balanced hybrid setup in their organiza-
tions by 2022.

Do you have any of these?

Cloud 88%

75%

48%

36%

On-premise

Managed 
Hosting

Colo

Total respondents: 56
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Hybrid is the default cloud-mix for organizations. As 
many as 84% of the respondents said they have a proper 
hybrid cloud infrastructure. More than one-third of them 
said they have a pretty good mix of public cloud, private 
cloud and legacy.
 

More than half of the respondents said they have multiple 
cloud service providers, with more than one out of three 
saying their organizations use multiple hyperscale service 
providers.
 

However, as expected, for about two-third of the organiza-
tions, their workload on public cloud is 40% or less.

The Challenges
So, what are the big challenges in multi-cloud setups? The 
short answer is: Managing them. It is not the cloud perfor-
mance that is the big challenge. Lack of seamless portabil-
ity is not seen as a big challenge; neither is inconsistent 
application performance. Not, for that matter, is challenge in 
seamless data flow. In short, multi-cloud, if you ask a simple 
question, works, without too much of a challenge. 

But business is not about making things work somehow. It 
is about getting the best out of a resource, and the assurance 
that you are in control. Now, take a look at the top challeng-

Challenges with multi-cloud

End-to-end visibility

Consistency of security 
end-to-end

Complexity of 
management/loss of 

control

Challenge in meeting 
regulatory compliance

Higher costs

Inability to track cost of 
operations accurately

Challenge in seamless 
data flow

Lack of seamless 
portability of 
applications

Inconsistent application 
performance

55%

55%

48%

39%

38%

34%

34%

30%

59%

61%

54%

44%

44%

29%

34%

27%

27%
32%

Total respondents: 56 
Those who have multicloud: 41

All 
respondents

Those 
who have 
multicloud

Cloud, in terms of cost and 
performance, may be comparable, 
even better, than legacy, but the 
management control is still not 
adequate. That is the big message

9%

27%

23%

27%

14%

What best describes your enterprise 
IT infrastructure?

A balanced mix of 
public, Private cloud 
& legacy

A good mix of public/
private cloud and 
some legacy

Hybrid, with 
predominantly public 
cloud

Hybrid, with 
predominantly 
private cloud

Predominantly legacy

Total 
respondents: 

56

For public cloud, what do you use?

Multiple hyperscale 
providers

One hyperscale 
provider and one/
multiple local cloud 
providers

One/multiple local 
cloud providers

One hyperscale 
provider

Total 
respondents: 

56

32%

21%
20%

27%

Roughly, how much of your workload is on 
public cloud?

Total 
respondents: 

56

32%

21%
20%

27%

Less than 20%

Between 21% 
to 40%

Between 41% 
to 60%

More than 80%

Between 61% 
to 80%
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es. The biggest three are end-to-end visibility, end-to-end 
security and complexity of management—all management 
issues.

 It works, but ‘we still do not have the confidence that we 
can do what we want’. Take, for example, challenge in meet-
ing regulatory compliance. It comes as the fourth biggest 
challenge, as seen by CIOs. 

In short, cloud in cost and performance may be compa-
rable, even better, than legacy, but the control—and that is 
very important in this risk-laden business environment—is 
still not adequate. 

That is the big message from the survey.
Another interesting aspect from the survey is the differ-

ence between the ‘songs of experience’ and ‘songs of inno-
cence’ (with apologies to William Blake). See the difference 
between the ‘experience’ of those who use multi-cloud and 
the ‘perception’ of those who have still not started using it.

In some cases, the difference is huge. End-to-end security 
is perceived to be much better in multi-cloud than what the 
experience tells the multi-cloud users. Same with cost—the 
big reason behind cloud getting the buy-in from top man-
agement. The users see it as a much bigger challenge than 

the non-users. Complexity of management, challenge of 
meeting regulatory compliance, inconsistent application 
performance—across parameters, and the story is the same: 
The actual users find them to be bigger challenges than 
what the non-users perceive it to be. 

In general, that is true in case of most challenges. What 
does it say? Marketing is better than the reality. In short, 
multi-cloud is still in the hype cycle. 

What explains the challenges? Again, management issues 
come on top. Lack of a single management portal is over-
whelmingly seen as the top challenge—by almost three out 
of four multi-cloud users. No accountability by one service 
provider and lack of industry standards are the other top 
reasons. Even lack of inhouse skills are identified as a rea-
son by quite a few. Few think improper design has anything 
to do with the challenges. 

When challenges are many and are primarily to do with 
management, what can the solution possibly be? Seek the 
solution in expertise and not in technology. Right? And that 
is what the respondents say. 

A predominant majority prefer both the possible options 
available: Skilling and outsourcing. The existing users of 
multi-cloud are a little more pragmatic and hence want to 
go for external service providers to help them sail through, 
while those who have not yet got into multi-cloud natu-
rally think they have time to build inhouse skills. But the 
difference between users’ and non-users’ solution do not 
vary much. Very few want to do a U-turn, to go back to on-
premise. And very few of the existing users of multi-cloud 
go back to a single cloud provider, though a higher number 
of non-users see that as a solution to the challenge of multi-
cloud. 

The big message: People do not want to run away. They 
want to tackle the challenges head on. 

Reasons behind the challenges

Lack of a single 
management portal

No accountability by 
any one provider

Lack of industry 
standards

Lack of skills inhouse

Improper design

68%

57%

59%

46%

46%

73%

51%

46%

23%

27% Total respondents: 56 
Those who have multicloud: 41

All

Those 
who have 
multicloud

How do you plan to meet the challenge?

By training workforce

By taking help of 
external professional 

service providers

By using only one 
service provider

By taking the workload 
back to own infra/

private cloud

63%

63%57%

59%

41%

20%

66%

68%

34%

20%

Total respondents: 56 
Those who have multicloud: 41

All 
respondents 

Those 
who have 
multicloud

Very few want to do a U-turn, to 
go back to on-premise. And very 
few of the existing users of multi-
cloud go back to a single cloud 
provider. People do not want to 
run away. They want to tackle the 
challenges head on
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From Here…
So, going forward, what can we expect, in terms of their 
cloud management mechanism? Not much surprise here. 
Almost equal number of organizations wants to do it with 
the help of external service providers and by using inhouse 
skills. While 25% believe they have the required skills, 21% 
say they will go and acquire those skills.

  

So, how would the cloud set-up in 2022 look like? Hybrid is 
the way forward, with two-third saying they envisage a bal-
anced hybrid cloud set up.
 

The Topmost Task
As businesses turn more and more towards technology to 
not just solve their business problems but also to explore 
new opportunities, cloud will be the new innovation hotbed. 
A cautious approach will have huge opportunity cost while 
things going wrong will have severe downside. So, most 
organizations will try to get the best out of cloud. And multi-
cloud’s TINA factor will only increase.

In fact, CIO&Leader, in its forecast for 2020—Five areas CIOs 
will spend most of their time on in 2020—had identified Optimizing 
Cloud Portfolio and Performance, as the topmost area on which 
CIOs will spend time in 2020. In fact, it will go beyond 2020.

“A variety of reasons—conscious choice, availability of 
specific applications and mergers & acquisitions—is making 
organizations settle for multiple clouds,” we had written. 

“The CIO’s challenge is to choose the right combination, 
ensure that they work together coherently for the business 
to be run on them smoothly and get the desired business 
benefits—and of course, smoothly keep running it. That is 
what we call optimizing cloud portfolio and performance,” we had 
further said. 

“Since this is the area that will touch most part of the busi-
ness and will account for most of the technology investment, 
we see most of the CIOs’ time will go towards this activity,” 
we had observed. 

Our research had identified this—optimizing cloud portfolio 
and performance—to be the single-most important activity for 
large enterprise CIOs in 2020.

We stand by that observation. In fact, the results of this 
survey, done three months after that article was done, has 
just vindicated our prediction.

Indians love diversity. And are comfortable managing it. 
Why should cloud be an exception?

Respondent Profile

There were many verticals, mostly from Manufacturing and involved 
senior IT leaders

Designations

CIO/CTO//EVP/
SVP/Regional IT 
Head

VP/Director

Head IT

AVP

AGM/DGM

Sr Manager

Others

Total 
respondents: 

56

25%

16%

21%

14%

14%

4% 5%

Industry

Total 
respondents: 

56

Manufacturing

IT/ITES

Healthcare & 
Pharma

BFSI

M&E

Other Services

Others

32%

16%
11%

7%

7%

7%

20%

What is your medium-term cloud 
management mechanism?

Take help of 
professional service 

provider(s)

Do-it-yourself with 
available inhouse 

skills

Do-it-yourself with 
to-be-acquired skills

Big outsourcing with 
cloud management 

as one of the 
components

47%

25%

21%

7%
Total respondents: 56

By 2022, where do you see your 
organization's IT infrastructure? 

Total 
respondents: 

56
64%25%

11%
A balanced 
hybrid

Predominantly 
on public cloud

Predominantly 
on private cloud



Tikona Infinet Hosts ISP Business 
from STT GDC India Data Centres

Tikona Infinet is a Mumbai-based 
Internet Service Provider (ISP) 
with a Class-A licence to provide 

services across the country. Established 
in 2008 by industry veterans and backed 
by reputed investors, the company offers 
secured broadband services in 26 cities. 
Using advanced technologies, such as 
OFDM (Orthogonal Frequency-Divisional 
Multiplexing) and MIMO (Multiple-Input and 
Multiple Output), Tikona Infinet provides 
wireless access to the last mile. To deliver 
secure access, the ISP uses Wi-Fi Protected 
Access 2 (WPA2), a protocol that enables 
higher data protection and network access 
security.

Tikona Infinet’s services include MPLS, 
Virtual Private Network, Wi-Fi solutions, and 
leased line Internet access for enterprises 
and a range of broadband options for homes. 
It has more than 2.5 lakh customers, of which 
one fourth are enterprise customers.

The company envisions building a 
powerful broadband-enabled network 
through technological innovation to facilitate 
the delivery of leading-edge voice, video, IT 
applications, and multimedia content. 

Customer Challenge
As a company focused on innovation and 
customer satisfaction, Tikona Infinet invests 
a lot of time and resources on experimenting 



with technology and strengthening systems 
as well as processes to enhance customer 
satisfaction. 

One of the most important business 
objectives is to ensure high-speed 
connectivity and the second is to 
enable secure internet access with due 
authorization and authentication to protect 
users from vulnerability attacks.

The need for a robust technological 
backbone for an ISP like Tikona Infinet 
cannot be overemphasized as many of its 
customers run mission-critical businesses 
on its network. To achieve its objectives, 
Tikona Infinet needed a world-class data 
centre partner which would provide the 
necessary infrastructure, enabling it to focus 
on achieving its business objectives. 

STT GDC India Solution 
Tikona Infinet uses STT GDC India’s 
colocation facilities in Bengaluru 
and Mumbai, wherein STT GDC India 
provides the best-in-class infrastructure 

provisioning, along with the necessary 

power and cooling to run the data 
centre, allowing Tikona Infinet to focus on 
innovation and top notch internet service to 
customers.

While the Mumbai data centre is 
used for core operations, which includes 
providing authentication to retail customers 
and interconnect services to other 
child cities, the Bengaluru data centre 
facilitates interconnect services for its 
domestic customers using STT GDC India’s 
interconnected services.

Tikona Infinet has used STT GDC India 
since inception and the partnership has 
grown stronger over the years. STT GDC 
India has consistently evolved its offerings to 
meet the expanding needs of Tikona Infinet. 
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“The STT GDC India team worked as 
an extension of Tikona Infinet’s team, 
enabling us to achieve a high level of 

operational excellence.”

Ashwin Suvarna 
General Manager - NOC and ISP Operations, Tikona Infinet

As Tikona Infinet’s base grew year after year, 
requiring more infrastructure, it relies on STT 
GDC India to support its growing business.

The purpose-built data centres enabled 
Tikona Infinet to quickly access resources 
to accommodate growth, while focusing 
on cutting-edge technology to manage 
operations, deliver innovative services 
with low-latency, and enhance customer 
experience.

Security is a key requirement for ISP 
business as its customers host sensitive 
information. STT GDC India provides five 

layers of security—on  the perimeter; 
facility; floor and at the cabinet level with 
tools and process that control access, 
detect intrusions, and identify personnel.

Following global best practices, STT 

GDC India data centre’s physical security 

is certified by global standards and 
frameworks, enabling Tikona Infinet to 
deliver secure connectivity and meet the 
compliance and regulatory requirements  
of clients. 

Customer Benefits
Tikona Infinet is a leader in its market 
segment with the help of STT GDC India’s
colocation solutions. Ashwin Suvarna, 
General Manager - NOC and ISP Operations, 
Tikona Infinet says, “STT GDC India has 

a good understanding of our business 

and has enabled us to deliver high 

performance by working as an extension 

of our team.” 
STT GDC India has delivered a high 

level of security with multiple layers of 
redundancy across physical security, power, 
cooling, and network, which are a business 
imperative for Tikona Infinet.

In addition, the following benefits have 
been accrued to the customer: 

 Enabled Tikona Infinet to meet stringent  
security and compliance requirements, 
thereby meeting its customers’ SLAs.

 Enabled focus on high customer 
satisfaction  with operational excellence 
and high-speed access, instead of 
spending time in undifferentiated heavy 
lifting, such as managing data centre 
power and cooling, racking, and stacking 
of servers.
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Artificial Intelligence (AI) is surrounding us in many ways. We 
will look at some of the uses, with extra focus on ‘Business’. But 
first, let us consider the industry evangelists like Bill Gates, Jeff 
Bezos, Elon Musk who intrigued the world by saying that it poses a 
risk in terms of what it can do in warfare. A 2018 report by AI and 
security technology experts, says that digital, physical and political 
attacks using AI are likely to increase. They all talk about pre-emp-
tive regulatory control and a set of best practices to mitigate these 
risks. We will leave the question of progress made on these for oth-
ers to discuss. They all also talk of the good AI can actually do, like 
in social policy, education, healthcare, etc.; we will not explore here 
as to what this could mean in the hands of authoritarian regimes. 

A significant set of AI applications is in industrial automation 
and warehouse management being a classic example where ship-
ping is almost error-free. Similarly, there is medical work like sur-
gery, where the error rate is close to zero because the robots’ fingers 
are at no risk of shaking. These kinds of applications need one of 
two things. The first is handling inanimate objects; more the stan-
dardization therein, the easier it gets. The second is expert knowl-
edge, so that technology knows how to perform surgery. There has 
been significant success in such automation through AI, and we 
have only just begun.

The next big advantage of AI talked about is for the business 
world. But that is questionable in itself; and here’s why. Firstly, AI 
is (still) based on logical and data-driven decisions. The data prob-
lem has been addressed by this writer in an earlier column, “The 
King Has No Clothes”.

A

 The author managed large 
IT organizations for global 
players like MasterCard and 
Reliance, as well as lean IT 
organizations for startups, 
with experience in financial 
and retail technologies 

By Akash Jain

Silly Point

the Real 
“Promise” 
of Ai
While AI is seen in various arenas, 
its promise has threats, doubts, 
and successes
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The other, real issue is it (still) 
cannot replicate emotions or multi-
generational memory. It cannot tell me 
why I should marry my high school 
sweatheart. It cannot tell me why 
Mona Lisa is what it is to everyone 
who sees it. It cannot tell me whether 
the next streaming serial will be a hit 
with viewers.

It can however tell me what kind of 
children my wife and I will give birth 
to; and what percentage of the next 
million visitors will like Mona Lisa; 
and what kind of content and promo-
tions will attract higher viewership. It 
can also break some traditional beliefs 
(like the best first-5 chess moves). But 
it cannot predict what I will do next; 
and that is one promise AI cannot (yet) 
keep for business. This is important 
because even though the business is a 

The other, real issue is AI (still) cannot replicate emotions or 
multi-generational memory. It cannot tell me why I should marry 
my high school sweatheart.

rational entity, its final consumers are 
predictably irrational. There is noth-
ing to stop a consumer from switch-
ing from white-only shirts to pastel 
shades (maybe because his teenage 
daughter suggested so).

It is this irrationality that will be 
difficult to replicate. And it is this irra-
tionality that makes for bold leaps in 
human progress. We should also not 
forget the contribution of accidents 
to human progress; another thing AI 
cannot replicate. 

So what AI does is play the ‘Vol-
ume’ game, because irrationality and 
accidents are exceptions (this in turn 
implies that AI needs large volumes 
of data inputs). And so AI discounts 
these exceptions. That leaves with 
majority being analyzed on data that 
is many times questionable, and the 

minority irrationality being ignored.
Lastly, there are the applications 

of “discovery”, or of unknown infor-
mation that AI spits out by making 
connections that are not obvious. For 
example, a very high-end vacation 
provider (private jets and islands, etc.) 
would run a marketing campaign at 
the start of the year for the peak sum-
mer season. It produced 1-2% success 
rate. So they worked with a large pro-
cessor, who ran its AI engine and came 
back with an interesting fact. The laun-
dry bill shoots up in October for people 
who go on these vacations the follow-
ing summer. Till now, the reasoning 
is not clear; but the results speak for 
themselves, 10-15% success rate.

So while, AI is seen in various are-
nas, its promise has threats, doubts, 
and successes 
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One of the industries that are in a state of disruption has been the 
travel and hospitality industry. At the core of this disruption are 
themes of mobility, flexibility and easy availability of information 
that help customers make informed choices. Gone are the days 
where travel meant visiting a travel agent for booking tickets or get-
ting a good hotel deal. Aggregators like Airbnb and Skyscanner are 
adding to the disruption by providing customers with price compar-
isons and features that help them take informed decisions around 
their travel preferences and choices. 

At the epicenter of this disruption are a set of digital technologies 
including Big Data Analytics, Mobile Apps, Internet of Things  
(IoT) and Artificial Intelligence (AI) which are helping hospitality 
providers reinvent themselves and provide a rich hospitality experi-
ence to customers.

Transforming the Hospitality Sector with 
Digital Technologies
At the cusp of digital disruption in the hospitality sector is ‘the 
insights from data’ generated at each stage of the value chain, that is 
empowering hotels and their partners to transform their business 
models. Let us examine the value chain and how digital transforma-
tion is a differentiator at each stage of the value chain.
 Procurement and Supplier Management – Hospitality providers 
are dependent on procurement of goods and services to manage  
the properties. Examples of procurement could be furniture,  
soaps, towels, smart devices, security services, etc. Use of IoT 
devices and Big Data Analytics for managing the procurement 

By Saumya Chaki

HOspitality

transforming 
the Hospitality 
sector With 
Digital 
technologies
The disruption that digital technologies 
bring to a hospitality provider can 
be a differentiator in the globally 
competitive business
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etc.), Check-in/Check-out services 
(use of mobile apps as part of check-
in services wherein electronic key 
cards for room access are provided 
to the customer’s mobile device; digi-
tal housekeeping apps can update 
the reception that a room is vacant 
and ready to check-in; check-out can 
trigger notifications to the transport 
desk in case a guest needs to be 
dropped to the airport), On-demand 
services (like doctor, physical train-
ing, room heating controls based on 
IoT sensors. etc.). Hotels like Marri-
ott are leveraging AI-based chat bots 
to help customers make changes to 
reservations or check on status of 
redemption vouchers. 

 Sales and Marketing – Hospitality 
providers are increasingly driven 
by customer demands and prefer-
ences and are going all out to collect 
data around Customer Segmenta-
tion and Marketing Effectiveness 
of campaigns. Customer Segmenta-
tion helps understand customer 
demand based on buying behavior 
(room type, nature of guest services 
used, wish list, etc.) thereby creating 
opportunities for customized mar-
keting campaigns. 

 Customer Servicing – For hospitali-
ty providers to succeed in an increas-
ingly competitive market, they must 
serve customers well through the 
end-to-end life cycle. Customer Loy-

processes efficiently as well as man-
age inventory. Supplier Performance 
analytics help hospitality providers 
gauge the performance of suppli-
ers over time and identity potential 
areas of improvement. 

 Operations – Hospitality indus-
try runs on narrow profit margins 
resulting in a need for streamlined 
and optimized operations. The key 
aspects of operations of a hospital-
ity provider include housekeeping 
services, transportation services 
for guests and in-bound logistics 
around procurement of goods to run 
the operations. Data from operations 
is collected in near real-time through 
IoT sensors, operational systems 
and Big Data Analytics leveraged 
to perform Operations Analytics to 
ascertain the efficiency of end-to-end 
operations. Use of mobile house-
keeping apps helps in keeping the 
staff aware of inventory which can 
be used as a feedback into the sourc-
ing processes. The impact of planned 
events like conferences and disease 
outbreaks like the Coronavirus are 
also factored into the operations 
planning.

 Guest Services – At the core of any 
hospitality business is the customer. 
Guest services are the key differen-
tiator for hospitality providers and 
include Food and Beverages services 
(bars, restaurants, room service, 

alty programs need to integrate  
data from multiple channels to pro-
vide a 360-degree view of customer 
preferences and design loyalty pro-
grams to meet the changing needs. 
The CRM process and systems need 
to provide inputs to the Customer 
Loyalty program to ensure effective-
ness of campaigns and provide rel-
evant offers. 
The key disrupting technologies  

that are reshaping the way hospitality 
providers are making the transition to 
a digitally-savvy enterprise are  
as follows:
 IoT – Use of IoT sensors to help con-
trol room temperature and capture 
customer preferences. IoT data can 
be leveraged to analyze when the 
customer visits a property and inte-
grated with marketing campaigns 
to send out offers during a preferred 
season of travel.

 AI and Big Data – AI and Big Data 
are crucial differentiators for hospi-
tality by ingesting data from across 
the value chain that help optimize 
processes and operational costs. 
Real-time insights about inventory 
help hotels plan their procurement 
cycles better. Use of AI chat bots in 
guest reservation and e-concierge is 
helping make the customer experi-
ence better and providing these ser-
vices 24*7.

 Mobile Apps – Hospitality provid-
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ers are creating a new customer 
experience by providing guests  
with facilities like mobile check-
in, ordering room services though 
mobile apps and electronic key cards 
sent to mobile phones for unlocking 
room doors. Mobile apps could also 
provide services like food and bever-
age bills and making reservations/
cancellations.

 Virtual Reality – Virtual Reality is 
being leveraged by hotels in provid-
ing customers a virtual tour of the 
hotel to help customers understand 
the layout and services on offer. 
Interactive maps are provided in 
rooms to help customers explore the 
hotel layout and surroundings.
As is evident from the transforma-

tional impact of digital technologies 
at each stage of the hospitality value 
chain, companies are increasingly 
looking at leveraging these technolo-
gies not only for optimized operations 
and cost optimization but also as a 
differentiator in enhancing revenues 
through enhanced customer experi-
ence and targeted campaigns. The key 
benefits that digital disruption has 
provided are as follows:
 Cost Optimization – Digital tech-

nologies have helped optimize the 
cost of operations by analyzing  
data integrated across the hospital-
ity chain which can be analyzed to 
generate insights across Procure-
ments, Operations, Guest Services, 
Sales and Marketing and Customer 
Servicing. 

 Customer Retention – Armed  
with digital technologies and 
enhanced customer service capabili-
ties, hospitality providers are better 
placed to handle customer churn as 
well as acquire new customers by 
understanding customer preferenc-
es better. However, customer loyalty 
can be earned by continuous innova-
tion in optimizing the value chain 
as well as enhancing the customer 
experience. 

 Reputation – Success in the hospi-
tality industry is greatly driven by 
customer experience and feedback. 
Customers post reviews in travel 
websites like Trip Advisor and on 
social media sites like Facebook and 
Twitter. Hospitality providers not 
only promote themselves on social 
media by having their own pages/
promotions but also need to learn 
from the feedback provided about 

their properties and guest experi-
ence. Social media data can provide 
unique insights about customer sat-
isfactions and needs. 

 Revenue Models – With customer 
centricity at its focus, hospitality 
providers will look to create custom-
ized offers to meet customer-buying 
behavior. This creates an ability to 
generate new revenue streams as 
well as look at cross-selling opportu-
nities-based on customer segmenta-
tion and competitive intelligence. 
The ability to merge multiple data 
sets and generate insights creates 
new revenue generating models and 
opportunities.
The global hotel industry had rev-

enues of over USD 600 billion in 2018 
and is growing at 6-7% annually. The 
disruption that digital technologies 
bring to a hospitality provider can be 
a differentiator in this globally com-
petitive business. Customers are well 
informed with access to information 
and hospitality providers are leverag-
ing digital technologies to engage bet-
ter with customers. Some hotels like 
Marriott in China are exploring facial 
recognition technology for enhancing 
security and privacy 

With customer 
centricity 
at its focus, 
hospitality 
providers will 
look to create 
customized 
offers to meet 
customer-
buying 
behavior. 
This creates 
an ability 
to generate 
new revenue 
streams





STT GDC India Enables 
ACL Mobile to Deliver High 
Performance  

ACL Mobile is a leading provider 
of communications platform to 
businesses. Its platforms enable 

large and leading enterprises to engage with 
customers over multiple channels including 
SMS, Voice, Email, WhatsApp and Notifications.

A global network of partnerships with 
telecom operators and aggregators, ACL 
Mobile plays a crucial role in its customers’ 
business development by empowering 
organizations to connect and acquire new 
customers and enhance customer loyalty. Its 
platform boasts of the lowest latency enabling 
large enterprises to engage with customers 
over multiple channels with rich and intelligent 
communication. 

As a pioneer in business communications, 
ACL Mobile uses technology as a differentiator 
to stay ahead in the game and help customers 
achieve business objectives. This includes 
providing tools to sharpen marketing 
campaigns and enabling real-time marketing 
automation by using big data and analytics.

Says Ajit Singh, Senior Vice President - 
Engineering, ACL Mobile, “Innovation is key to 
our winning strategy and we are continuously 
leveraging technology to make customer 
engagement more meaningful.”

Customer Challenges
Communicating with customers, partners 
and other stakeholders is business-critical 



and required on an on-going basis to update, 
inform and facilitate transactions. Often 
communication is time-sensitive and must 
be delivered within the specified time for the 
message to be relevant. 

Businesses rely on partners like ACL 
Mobile for the success of marketing 
campaigns, promotional offers, secure 
business transactions, customer convenience 
and a variety of other usage that has a bearing 
on the business and the brand. Sometimes 
entire business campaigns and entertainment 
programmes are built around messaging 
services.   

The need for a robust technology 
backbone for a company like ACL Mobile 
cannot be overemphasized as customers’ 
success ride on the quality of ACL Mobile’s 
services. ACL Mobile also offers its messaging 
platform on a SaaS model which requires a 
highly scalable and secure environment. 

Considering the criticality of technology 
in its business, ACL Mobile needed a highly 
reliable partner for end-to-end data centre 
solutions so that it can focus on innovation 
and high-quality service delivery.

STT GDC India Solution 
ACL Mobile uses STT GDC India co-location 
facilities in Delhi and Mumbai. STT GDC India 
provides infrastructure provisioning along 
with necessary power and cooling to run the 
data centre allowing ACL Mobile to focus on 
innovation. 

An old partnership, ACL Mobile has used 
STT GDC India since inception. Nineteen 
years on, the partnership has grown stronger 

as STT GDC India offerings evolved to meet 
the changing needs of the customer. As ACL 
Mobile expanded its business and needed 
more infrastructure, it did not spend time 
and resources in buying and setting up more 
servers. Instead, it relied on STT GDC India as 
one of its partners to provide the necessary 
infrastructure to power its growing business.

The purpose-built data centres enable 
ACL India to quickly access resources while 
focusing on developing new offerings to 
distinguish its services.  

Following global best practices, STT GDC 
India provides physical security of data centres 
and is certified by global security standards, 
enabling ACL Mobile to meet compliance and 
regulatory requirements of its clients. 

Customer Benefits
ACL Mobile is a leader in its business segment 
with the help of STT GDC India co-location 
solutions. Says Singh, “STT GDC India has 
good understanding of our business and 
enabled us to deliver high performance 
by providing custom solutions and robust 
infrastructure that has kept pace with our 
growth momentum.”    

In addition, following benefits have 
accrued to ACL Mobile:

 Enabled IT to focus on innovation and 
cater to dynamic customer needs instead 
of spending time in undifferentiated heavy 
lifting, such as racking and stacking of 
servers.

 Enabled IT to meet stringent security and 
compliance requirements of ACL Mobile’s 
customers.

Copyright © 2020 STT Global Data Centres India Private Limited

“As ACL Mobile expanded its business and 
needed more infrastructure, it relied on 
STT GDC India as one of the partners to 
provide the necessary infrastructure to 
power its growing business.”

Ajit Singh, Senior Vice President - Engineering, ACL Mobile
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Legal Sector Gets 
An AI Boost
Machine learning spearheads a silent revolution in the 
field of law

By  Karan Kalia

A

InSIGht

Artificial intelligence has infiltrated every 
facet of our life today. Be it smart devices, 
automated vehicles, chatbots, or even AI pow-
ered mental health counselling apps, it is dif-
ficult not to spot intelligent machines around 
you. If you have reached this article through 
a Google search on law sector, you are using 
one of the most powerful manifestations of AI 

in the form of the search engine. According 
to a market research, Artificial intelligence 
is expected to grow into a USD 190.61 billion 
market by 2025.

The legal sector is the latest industry to have 
caught up with the AI revolution which has 
begun to transform the legal profession in 
many ways. By mimicking human actions and 



Insight

25March 2020 | CIO&LEADER

learning critical knowledge functions, 
machine learning works to automate 
a series of manual tasks and legal pro-
cesses—research, document review, 
analyzing case laws or precedents...

This automation of time consuming 
processes is dramatically improving 
efficiency. Besides saving time and 
costs, automation is bringing about a 
major turnaround in the way lawyers 
perform their roles. With exhausting 
routine tasks automated, lawyers have 
more time to focus on more critical 
functions. Experts believe that greater 
adoption of AI based tools by lawyers 
will eventually help reduce costs of 
legal services for common people.

Let’s take a look at some ways in 
which AI is shaking up the legal sector:

Simplifying Legal 
Research
Effective legal research is indispens-
able for legal professionals and is the 
bedrock of sound legal practice. Legal 
research involves multiple facets of 
collecting information that helps law-
yers prepare effective arguments in 
a case. It involves studying laws, leg-
islations, regulations and histories of 
similar cases and their interpretation. 
Before the advent of digitization, legal 
research required lawyers to search 
and scan for physical copies of legal 
records. However, digitization has cre-
ated a major impact on legal research, 
making it much easier for researchers 
to scan and search for files.

Not just efficient…
Artificial Intelligence backed research 
tools have in recent years added 
another new dimension to this story 
by giving lawyers intelligent machines 
that can do much more than throw 
up search results. New age AI backed 
legal research tools have the intel-
ligence to understand your query and 
find out relevant legal records faster. 
A study conducted by the attorneys of 
the US National Legal Research Group 

found that layers using an AI baked 
search tool finished research projects 
on an average 24.5% faster than attor-
neys using traditional legal research. 
In fact switching to an AI backed app 
saved an average lawyer 132-210 hours 
of legal research per year. Similarly, 
the study also concluded that search 
results of lawyers using the AI backed 
research tool were on average 21% 
more relevant than those doing tradi-
tional legal research.

Making case law  
research easier
Case law is a term used to denote  
the sum total of all past legal decisions 
given out by courts through their  
interpretation of existing laws and 
regulations. The knowledge of past 
decisions is as important for lawyers 
and judges as legislations since they 
form legal precedents and help in 
resolving difficult and conflicting cases 
in the present.

Researching cases laws has always 
been an extremely tedious tasks for 
lawyers. It takes a humongous amount 
of time and energy to use the raw infor-
mation, case histories, arguments and 
judgments available and interpret the 
same to make it useful for your case. 
A number of digitized legal databases 

sought to address this research task 
but most of them delivered plethora 
of judgment transcripts verbatim 
in search results without any value 
addition. This is something AI based 
research tools are trying to change by 
offering value additions such as head-
notes or case summaries.

Deep learning and natural language 
processing are now being used to  
help users reduce the time in analy-
zing the case law. They also offer 
options to view the treatment of case 
law condensed in the form of graphics 
and receive an augmented analysis of 
the same.

In the US study cited above, as many 
as 45% of the attorneys said they 
would have missed important or criti-
cal precedents if they had only done 
traditional legal research instead of 
also using an AI based tool.

Boosting  
Document Review
As document reviewers for a court 
or a law firm, lawyers are required 
to examine hundreds of documents 
relevant to a pending litigation or 
investigation and mark them in order 
of relevance or sensitivity vis a vis the 
case. When conducted traditionally, 
this process understandably takes 
enormous amount of time. AI backed 
technology is now offering solutions 
such as predictive coding to speed up 
this mechanism as well. Predictive 
coding is a process through which an 
algorithm is “trained” by a law expert 
in the art of analyzing documents and 
ranking them in order of relevance 
for the purpose of disclosure. Once 
“trained” the algorithm performs the 
document review function on its own. 
In some cases, predictive coding can 
also be used as a tool to assess the mer-
its of a case in its early stages. When 
used appropriately, this can result in 
significant cost and time savings 

—The author is Founder, LegitQuest

Deep learning and 
natural language 
processing are now 
being used to help 
users reduce the time 
in analyzing the case 
law...offer options to 
view the treatment of 
case law condensed in 
the form of graphics 
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how to stay relevant 
in the digital era?
Individuals who can demonstrate their versatility in this 
ever-evolving professional environment, invest in their 
ongoing development and build their networks will have a 
competitive advantage in this digital era
By Konika Chadha
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We all are living in the digital era, 
which is creating shifts in the work-
place and disruption which is chang-
ing the world of work. This change is 
not only reshaping companies’ bottom 
line but also forcing the employers 
to think about their workforce and 
how and what skills do they recruit. 
We hear many discussions on either 
‘digital disruption’ or how to create a 
‘meaningful workplace’, but very few 
bring these two concepts together.

This disruption will continue to 
impact the workplace and that too at 
a rate faster than we anticipate. Busi-
ness professionals, regardless of their 
industry, will have to keep pace, adapt 
and expand their existing skill set 
in order to be considered a valuable 
candidate or employee. The shift of 
the digital era can be seen in the rise 
of numerous new jobs and job titles 
in recent years like the Chief Market-
ing Technologist (CMT), whose job is 
equal in parts to a strategist, creative 
director and technology leader; the 
Digital Storyteller, or Chief Digital 
Officer (CMO), another new role that 
has evolved recently as the need to 
collaborate across marketing, sales, 
and technology teams to foster digital 
thinking through a creative and dis-
tribution context has evolved; and the 
explosive demand for the role of UX/
UI Designers, Campaign Managers, 
Data Scientists, etc.

In this digital era, humans are left 
with a big question: What I should be 
doing to make myself valuable and 
employable? The answer at a high level 
to this question is quite simple: To stay 
relevant in the digital era, profession-
als must demonstrate the capability 
to constantly learn. More powerful 
than the possession of a laundry list 

of skills, what will make one an indis-
pensable employee is the proof that 
you can learn new skills and adapt to 
solve complex and novel problems. 
Agility is going to be the key in adapt-
ing, thinking and implementing in this 
dynamic work environment. Versatil-
ity is king today!

While it’s impossible to identify all 
the skills that are required, some key 
skills which are needed today and 
will be continued to be relevant even 
tomorrow are:

The ability to ride and 
enjoy the wave to change
The need for candidates today is not 
to just be able to do well with sudden 
changes. Organizations are looking for 
candidates who are creative individu-
als who welcome change and, even 
more so, anticipate, drive and relish 
it. In a job interview, it is best for one 
to be able to demonstrate their change 
management skills with relevant 
examples. We all have gone through 
this wave of change in the current or 
prior jobs. It’s important to reflect and 
think through these instances where 
we were required to demonstrate our 
ability to decide in an instant or change 
the course of our project. It will be an 
added advantage if one is able to talk 
about a situation like this, where they 
anticipated change and how were they 
able to influence and drive it.

Your value proposition 
and networking skills
While one must be able to talk about 
their own value proposition depend-
ing on their field of work like working 
alongside AI, understanding of cloud, 
analytical thinking and intuitive abili-
ties to work with data is also critical to 
be able to have the right professional 
and personal network to know what 
skills you may need in the future. A 
strong network, which enables you to 
understand a new challenge that you 
may face at work is invaluable and may 
also be able to support you for learning 
new skills and abilities. Organizations 

today are increasingly looking for can-
didates who bring a strong network 
to work with them. Not only will such 
candidates be able to solve problems 
quicker they may also be able to attract 
the right talent to build teams.

Thus, it is advisable to invest the nec-
essary time in building your network 
and for you too to support your net-
work in turn so that you can leverage it 
when required.

Desire to constantly  
learn and grow
Today, organizations are investing 
heavily in talent. There are some seri-
ous investments being made in talent 
development and developing in-house 
learning programs so that they have 
resources that are future-ready. One 
can ride the wave of digitization by 
taking advantage of these career 
development and educational oppor-
tunities which will help to keep one’s 
skills sharp and relevant. Asking your 
employer about continued education 
opportunities not only shows you’re 
committed to furthering yourself 
professionally, it also reinforces that 
you anticipate your job and industry 
evolving in the future and want to be 
prepared. It is also recommended that 
you enroll for mentorship programs 
and career development seminars. 
Most of the time even though these 
options exist we are just afraid to ask. 
In a situation that your organization 
is still in the process of setting up such 
programs, it’s never too late to make 
that investment yourself.

The world around us is constantly 
changing, thus pushing us to keep 
reinventing ourselves in this dynamic 
environment. Individuals who can 
demonstrate their versatility in this 
ever-evolving professional environ-
ment, invest in their ongoing develop-
ment and build their networks will 
have a competitive advantage in this 
digital era 

—The author is Head - Professional Search, 
India at Korn Ferry
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Your #1 Cloud 
threat - Excessive 
Permissions

Hackers take advantage of unnecessary permissions for 
malicious purposes 
By Nikhil Taneja

M Migrating workloads to public cloud environment 
opens up organizations to a spate of new, cloud-native 
attack vectors which did not exist in the world of 
premise-based data centers. In this new environment, 
workload security is defined by which users have 
access to your cloud environment, and what permis-
sions they have. As a result, protecting against exces-
sive permissions, and quickly responding when those 
permissions are abused, becomes the #1 priority for 
security administrators.

The Old Insider is the New Outsider
Traditionally, computing workloads resided within 

the organization’s data centers, where they were 
protected against insider threats. Application protec-
tion was focused primarily on perimeter protection, 
through mechanisms, such as firewalls, IPS/IDS, 
WAF and DDoS protection, secure gateways, etc. 
However, moving workloads to the cloud has led orga-
nizations (and IT administrators) to lose direct physi-
cal control over their workloads, and relinquish many 
aspects of security through the Shared Responsibility 
Model. As a result, the insider of the old, premise-
based world is suddenly an outsider in the new world 
of publicly hosted cloud workloads and the whole 
world becomes your insider threat. Workload security, 
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therefore, is defined by the people who 
can access those workloads, and the 
permissions they have.

Your Permissions are your 
Attack Surfaces
One of the primary reasons for migrat-
ing to the cloud is speeding up time-to-
market and business processes. Cloud 
environments make it very easy to 
spin up new resources and grant wide-
ranging permissions, and very difficult 
to keep track of who has them, and 
what permissions they actually use. All 
too frequently, there is a gap between 
granted permissions and used permis-
sions. Such permissions are frequently 
exploited by hackers, who take advan-
tage of unnecessary permissions for 
malicious purposes. 

Therefore, protecting against those 
promiscuous permissions becomes 
the #1 priority for protecting publicly-
hosted cloud workloads.

Traditional Protections 
offer Piecemeal Solutions 
The problem, however, is that existing 
solutions provide incomplete protection 
against the threat of excessive 
permissions.

 The built-in mechanisms of public 
clouds usually provide fairly basic 
protection, and mostly focused secu-
rity on the overall computing environ-
ment; they are blind to activity within 
individual workloads. Moreover, 
since many companies run multi-
cloud and hybrid-cloud environment, 
the built-in protections offered by 
cloud vendors will not protect assets 
outside of their network.

 Compliance and governance tools 
usually use static lists of best practices 
to analyze permissions usage. How-
ever, they will not detect (and alert to) 
excessive permissions, and are usu-
ally blind to activity within workloads 
themselves.

 Agent-based solutions require 
deploying (and managing) agents on 
cloud-based servers, and will pro-
tect only servers on which they are 

installed. However, they are blind 
to overall cloud user activity and 
account context, and usually cannot 
protect non-server resources such as 
services, containers, serverless func-
tions, etc.

 Cloud Access Security Brokers 
(CASB) tools focus on protecting Soft-
ware-as-a-Service (SaaS) applications, 
but do not protect Infrastructure-
as-a-Service (IaaS) or Platform-as-a-
Service (PaaS) environments.

New Approach for 
Protection
Modern protection of publicly hosted 
cloud environments requires a new 
approach.

 Assume your credentials are  
compromised: Hackers acquire  
stolen credentials in a plethora of 
ways, and even the largest companies 
are not immune to credential theft, 
phishing, accidental exposure, or 
other threats. Therefore, defense can-
not rely solely on protection of pass-
words and credentials.

 Detect excessive permissions: Since 
excessive permissions are so frequent-
ly exploited for malicious purposes, 
identifying and alerting against such 
permissions becomes paramount. 
This cannot be done just by measur-
ing against static lists of best practices, 
but must be based on analyzing the 

gap between the permissions a user 
has defined, and the permission they 
actually use.

 Harden security posture: The best 
way of stopping a data breach is pre-
venting it before it ever occurs. There-
fore, hardening your cloud security 
posture and eliminating excessive 
permissions and mis-configurations 
guarantees that even if a user’s cre-
dentials become compromised, then 
attackers will not be able to do much 
with those permissions.

 Look for anomalous activities: A 
data breach is not one things going 
wrong, but a whole list of things going 
wrong. Most data breaches follow 
a typical progression, which can be 
detected and stopped in time – if you 
know what you’re looking for. Moni-
toring for suspicious activity in your 
cloud account (for example, such as 
anomalous usage of permissions) will 
help identify malicious activity in 
time and stop it.

 Automate response: Time is money, 
and even more so when it comes to 
preventing exposure of sensitive user 
data. Automated response mecha-
nisms allow you to respond faster 
to security incidents, and block-off 
attacks within seconds of detection 

—The author is Managing Director - India, 
SAARC & Middle East, Radware
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India Leads 
APAC Digital 
transformation Race

82% of organizations in Asia Pacific (global: 80%) are 
executing on digital transformation, with increasing 
emphasis on accelerating speed-to-market
By CIO&Leader

M Many organizations are starting to realize  
the benefits of increased scale and velocity  
of application deployment in their businesses, 
according to F5 Networks’ 2020 State of  
Application Services: Asia Pacific Edition Report. 
This value, however, can bring significant 

complexity as organizations maintain legacy 
infrastructure while increasingly relying on 
multiple public and private clouds, imple-
ment modern application architectures, and 
face an evolving and sophisticated threat 
landscape.
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At the same time, organizations are 
adopting more application services 
designed to accelerate deployment 
in public cloud and container-native 
environments, like service mesh and 
ingress control. Survey data indicates 
this trend will accelerate as organiza-
tions become proficient in harnessing 
the data their application ecosystem 
delivers—creating advanced analytics 
capabilities and better business out-
comes. Yet, most organizations are still 
struggling to implement a robust secu-
rity framework for its applications.

The report reflects input from nearly 
2,600 respondents globally (with 
over 1,300 respondents from Asia 
Pacific) across a range of industries, 
company sizes, and roles. Participants 
were asked about the challenges and 
opportunities presented by the ongo-
ing process of digital transformation. 
Their responses provide a unique view 
of the trends shaping the application 
landscape—and how organizations are 
transforming to meet the ever-chang-
ing demands of the digital economy.

Survey Highlights
The survey shows that as companies 
manage legacy, multi-cloud, hybrid-
cloud, and modern architectures to 
deliver applications, their require-
ments for app services are also evolv-
ing. To address limited skill sets and 
integration challenges, organizations 
are choosing open ecosystems that 
offer standardization. Respondents 
prize application services that are both 
secure and easy to use.  

The overall key findings for Asia 
Pacific reveals that the region is on par 
with their global counterparts in digi-
tal transformation, but a deep dive into 
market findings highlighted nuances 
across organizations in the region.

Respondents from markets, such as 
Australia, New Zealand, ASEAN, and 
India, reported initiating numerous 
digital transformation projects which 
included incorporating emerging tech-
nologies in their operations. However, 
responses shared also highlighted that 

organizations in these markets are fac-
ing the challenge of business applica-
tion sprawl.

On the other hand, markets such as 
China, Hong Kong, Taiwan, Korea, and 
Japan, are still in the early stages of 
implementing digital transformation 
initiatives with fewer organizations 
looking to implement certain emerging 
technologies, such as artificial intelli-
gence, or automating their application 
Infrastructure.

The report offers an in-depth 
examination of five key findings:

82% of organizations in Asia 
Pacific (global: 80%) are executing 
on digital transformation, with 
increasing emphasis on accelerating 
speed-to-market
In fact, 90% of respondents in India 
reported that they have digital trans-
formation projects in place. As orga-
nizations progress through digital 
transformation initiatives, IT and 
business process optimization initia-
tives mature. Many organizations have 
moved beyond the basics of business 
process automation and are now scal-
ing their digital footprint with cloud, 
containers, and orchestration. This 
in turn is driving the creation of new 
ecosystems and massive growth in API 
call volumes. For 60% of organiza-
tions, applications are essential to the 
business; with 38% stating that appli-
cations support their business and 
provide competitive advantage.

86% of organizations in Asia Pacific 
(global: 87%) are multi-cloud and 
most still struggle with security  
Organizations are leveraging the 
public cloud to participate in indus-
try ecosystems, take advantage of 
cloud-native architectures, and deliver 
applications at the speed of the busi-
ness- evidenced by 28% of respondents 
in Asia Pacific who reported that they 
will have more than half of their appli-
cations in the cloud by the end of 2020.

However, organizations are much 
less confident in their ability to with-

stand an application-layer attack in the 
public cloud versus an on-premises 
data center. Across Asia Pacific, 76% 
of organizations reported the highest 
skills gap in security. This discrepancy 
illustrates a growing need for easy-
to-deploy solutions that can ensure 
consistent security across multiple 
environments.

71% of organizations in Asia Pacific 
(global: 73%) are automating the 
network to boost efficiency
Unsurprisingly, given the primary 
drivers of digital transformation—IT 
and business process optimiza-
tion—the majority of organizations 
are automating the network. Despite 
challenges, organizations are gaining 
proficiency and moving toward con-
tinuous deployment with more consis-
tent automation across all key pipeline 
components: app infrastructure, app 
services, network, and security.

68% of organizations in Asia Pacific 
(global: 69%) are using 10 or more 
application services
As newer cloud-native application 
architectures mature and scale, a 
higher percentage of organizations are 
deploying related app services such as 
ingress control and service discovery 
both on premises and in the public 
cloud. A modern application landscape 
requires modern app services to sup-
port scale, security, and availability 
requirements.

63% of organizations in Asia Pacific 
(global: 63%) still place primary 
responsibility for app services with 
IT operations, yet more than half of 
those surveyed are also moving to 
DevOps-inspired teams
Operations and infrastructure teams 
continue to shoulder primary respon-
sibility for selecting and deploying 
application services. However, as orga-
nizations expand their cloud- and con-
tainer-native app portfolios, DevOps 
groups are taking more responsibility 
for app services 
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Data Centralization –  
Real Estates' One-
Stop Solution
Benefits include integration of tenant management, 
maintenance, sustainability, asset performance, etc
By CIO&Leader
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40% of tech investments are being 
directed into Data: centralization, 
IoT-driven predictive analytics and 
portfolio-wide intelligence, according 
to Facilio’s 2020 State of CRE Opera-
tions 3.0. The global study highlights 
the gaps & trends in Commercial Real 
Estate industry (CRE) operations. The 
report cites Tenant experience, Energy 
management & Data-driven operations 
as top priorities for commercial real 
estate owners in 2020. It also provides 
predictions on sustained interest in 
contemporary management models.

The report touches upon the current 
state of operations and the priorities 
of CRE owners across the US, Middle 
East and India markets, and highlights 
the growing demand for data-driven 
operations to drive operational effi-
ciencies and optimization.

Key findings of the report include:

Optimal asset 
management with 
automated predictive 
maintenance 
According to the study, 60% of main-
tenance cost is spent on hard services. 
This can be reduced by 20% by lever-
aging real-time IoT data for predictive 
maintenance. This will also ensure 
unified digital record of inventory, pur-
chase history, renewals, continuously 
analyze the asset conditions, detect the 
faults and diagnose them.

Tenant experience  
is the key
Satisfactory customer experience is 
not just the major concern of online 
shopping, telecom sectors or cor-
porates but also is at the center for 
real estate industry. 77% of building 
owners prioritize tenant experience 
and allocate 39% of their operational 
findings towards the same. This can 

be accomplished through a dedicated 
tenant portal where occupants can 
communicate their grievances and 
workplace apps where employees 
can digitally connect to their physical 
workplace and personalise their expe-
rience within the building.

Driving energy efficiency 
and sustainability through 
predictive maintenance
Buildings account for 70% of the 
world’s electricity consumption and 
according to the report, CREs are will-
ing to allot 65% OpEx of their budget 
towards energy enhancements. Piece-
meal tools that offer building or system-
level energy solutions have lost sheen, 
as they’ve been ineffective in meeting 
the sustainability goals of an enterprise. 
As governments across the world also 
strive to bring climate change into con-
trol, the onus might be placed on the 
shoulders of building managers/own-
ers to ensure their facilities comply with 
government’s policies on this regard.

Centralization of data:  
one stop solution for 
modern CREs
The first step to smart buildings is 
centralizing operational data that 
can be used for tenant engagement, 
maintenance, sustainability, asset per-
formance and so on. The industry was 
sluggish in evolving from paper man-
aged maintenance to a software-driven 
approach. However, the need and 
the urge among owners to centralize 
their data are growing fast. The report 
says that 40% of tech investments are 
directed towards data centralization. 

The maintenance cost of assets has 
seen an increase in US and UAE from 
11.8 to 11.9 and 8.8 to 9.2 respectively. 
However, it has remained the same for 
India at 0.59. 

Benefits of centralization 
of data

 Integrate tenant management, main-
tenance, sustainability, asset perfor-
mance, etc.

 Facilitate customized workflows and 
manage workspace across regions.

 Increase in productivity of the occu-
pants because of the collaborative 
and open-ended workspace.

 Rise in perceived property value due 
to premium occupant experience.
“Buildings are a powerhouse of data. 

The automation-driven upgrade of 
commercial real estate assets, a few 
decades ago, which was labeled as 
CRE 1.0, focused on embedding build-
ings with hardware that delivered 
improved services and enhanced 
performance. The recent adoption of 
appropriate technologies labeled as 
CRE 2.0, consisted of CaFM (Com-
puter assisted Facility Management) 
and other software suites, designed 
to act as point solutions for property 
management, maintenance, energy 
management, occupant applications, 
etc. Now with the rise of CRE 3.0 – an 
innovative new data-driven model 
in commercial real estate operations, 
which is making it possible to opti-
mize asset performance and achieve 
centralized and real-time manage-
ment, at an enterprise scale”, says 
Prabhu Ramachandran, Founder & 
CEO, Facilio.

The CRE 3.0 report also reveals that 
Connected Building portfolios and a 
coherent end-to-end view of workflows 
and processes is set to become the norm 
in 2020, and onwards. In the context of 
the Middle East, a rise in the number 
of properties coming to market, the 
emergence of new segments, regulatory 
reforms, a Smart City vision and dis-
cerning customers are driving a major 
transformation in the industry. “As  
we move into a new decade of change 
and evolution, it is increasingly clear 
that CREs need to focus on leveraging 
technology to boost building perfor-
mance, secure maximum uptime, and 
provide seamless tenant experience 
across portfolios. And this report pro-
vides an eye-opening look at the current 
state as well a vision of the transfor-
mational impact of data-driven opera-
tions”, concludes Prabhu 

4
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It Leads CX 
Initiatives In Most 
Indian Organizations, 
ahead globally

Indian findings are enouraging
By CIO&Leader

O Organizations are twice as likely to turn to IT to lead 
their customer experience (CX) initiatives. In India, 
the practice is even more prevalent, with more than 
three of the four organizations, entrusting their CX 
initiatives to IT teams, according to a new global 
research by Pegasystems, conducted in 12 countries, 
across seven industries.

While 77% of CX projects in India are currently 
led by IT, 9% are led by general management, 2% by 
dedicated CX functions, 2% by marketing, and just 
1% by retention and loyalty specialists.

The research points to this heavy dependence on IT, 

as a possible reason for organizations citing ‘people 
issues’ as the key CX rollout challenge.  

“While IT is critical to supporting these projects, 
problems can arise when they are forced to make 
business decisions that require those in other depart-
ments – many of whom are measured by a different 
set of metrics – to buy in and adopt a new approach, 
or a new technology solution,” it says.

However, despite a greater dominance of IT in leading 
CX initiatives, the people issues are seen as top chal-
lenge by lesser number of Indian respondents—52%—
as compared to 81% respondents globally.
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And the reason may lie in larger C level 
sponsorships in Indian organizations, which 
is a critical success factor for such initiatives. 
In India, 43% of CX projects have C level 
sponsorship, as compared to only 35% of proj-
ects globally which have top level sponsors.

The study uncovers what it calls ‘the four 
false narratives’— Global Customer Experi-
ence Study, spanning 5,000 CX practitioners 
in 12 countries, across 7 different industries.

“To have a successful CX program, it’s not 
enough to have the right technology; compa-
nies have been investing in the “right” tech for 
20 years. It’s a constantly moving target, and 
the half-life of most software is less than 24 
months,” says the report.

“For years, the market talked about  
data management platforms, data warehous-
es, and data lakes, but those just provided 
ways to collect data, not truly action it,” the 
report adds.

“The critical aspects of successful CX – 
painless interactions, speed of service, cus-
tomer empathy, relevant info, consistency 
across channels, etc., require new types of 
technologies that can be used to personalize 
experiences at tremendous speed and scale,” 
says the research report.

According to the survey, among the most 
the most innovative, future- looking solu-
tions companies are investing are Customer 
data platforms (53%) and Real-time decision 
engines (43%).

CDPs pull multiple data sources into a 
single customer profile, unify it, and make it 
accessible directly by CX/marketing practi-
tioners. Real-time decision engines evaluate 
a customer’s profile in real time, while the 
interaction is taking place and recommend a 
course of action for that customer.

While the India press statement builds 
a similar narrative as Pegasystem's global 
report, the differences are significant, if not 
huge, going by the data points it presents, 
such as higher C level sponsorship and lesser 
complaint about people issues. It shows a 
more—if only slightly—mature approach. 
Considering that India is just beginning the 
journey and is a growth market, as com-
pared to an efficiency led market like mature 
regions, Indian organizations’ CX journeys 
could chart a completely different path from 
what we have seen globally. 
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Data Loss 
turning Costly For 
Organizations
The estimated total cost of data loss increased to more 
than USD 1 million per organization over the past 12 
months, on average
By CIO&Leader
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Organizations on average are manag-
ing almost 40% more data than they 
were a year ago, according to Dell 
Technologies’ study, titled Global Data 
Protection Index 2020 Snapshot. With 
this surge in data, come inherent chal-
lenges. The vast majority (81%) of 
respondents reported their current 
data protection solutions will not meet 
all of their future business needs. The 
Snapshot, follow-on to the biennial 
Global Data Protection Index, surveyed 
1,000 IT decision makers across 15 
countries at public and private organi-
zations with 250+ employees about the 
impact these challenges and advanced 
technologies have on data protection 
readiness. The findings also show posi-
tive progress as an increasing number 
of organizations – 80% in 2019, up 
from 74% in 2018 – see their data as 
valuable and are extracting value or 
plan to in the future.

Costly disruptions rise at 
alarming rates
According to the study, organizations 
are now managing 13.53 petabytes 
(PB) of data, nearly a 40% increase 
since the average 9.70PB in 2018, and 
an 831% increase since organizations 
were managing 1.45PB in 2016. The 
largest threat to all this data seems to 
be the growing number of disruptive 
events, from cyber-attacks to data loss 
to systems downtime. The majority of 
organizations (82% in 2019 compared 
to 76% in 2018) suffered a disruptive 
event in the last 12 months. And, an 
additional 68% fear their organization 
will experience a disruptive event in 
the next 12 months.

Even more concerning is the finding 
that organizations using more than 
one data protection vendor are approx-
imately two times more vulnerable to 
a cyber incident that prevents access 

to their data (39% of those using two 
or more vendors versus 20% of those 
using only one vendor). But, the use 
of multiple data protection vendors is 
on the rise with 80% of organizations 
choosing to deploy data protection 
solutions from two or more providers, 
up 20 percentage points since 2016.

The cost of disruption is also increas-
ing at an alarming rate. The average 
cost of downtime surged by 54% from 
2018 to 2019, resulting in an estimated 
total cost of USD 810,018 in 2019, up 
from USD 526,845 in 2018. The esti-
mated cost of data loss also increased 
from USD 995,613 in 2018 to USD 
1,013,075 in 2019. These costs are sig-
nificantly higher for those organiza-
tions using more than one data protec-
tion vendor – nearly two times higher 
downtime-related costs and almost five 
times higher data loss costs, on average.

Emerging technologies 
challenge data protection 
solutions
As emerging technologies continue to 
advance and shape the digital land-
scape, organizations are learning how 
to use these technologies for better 
business outcomes. The study reports 
that almost all organizations are mak-
ing some level of investment in newer 
or emerging technologies, with the top 
five being: Cloud-native applications 
(58%); Artificial Intelligence (AI) and 
Machine Learning (ML) (53%); Soft-
ware-as-a-Service (SaaS) applications 
(51%); 5G and Cloud Edge Infrastruc-
ture (49%); and Internet of Things/End 
Point (36%).

Yet, nearly three-quarters (71%)  
of respondents believe these emerg-
ing technologies create more data 
protection complexity while 61% 
state that emerging technologies pose 
a risk to data protection. More than 
half of those using newer or emerg-
ing technologies are struggling to find 
adequate data protection solutions for 
these technologies, including:

 5G and cloud edge infrastructure 
(67%)

 AI and ML platforms (64%)
 Cloud-native applications (60%)
 IoT and end point (59%)
 Robotic Process Automation  
(RPA) (56%)
The study also found that 81% of 

respondents believe their organiza-
tions’ existing data protection solu-
tions will not be able to meet all future 
business challenges. Respondents 
shared a lack of confidence in the fol-
lowing areas:

 Recovering data from cyber- 
attacks (69%)

 Recovering data from a data loss inci-
dent (64%)

 Meeting compliance with regional 
data governance regulations (62%)

 Meeting backup and recovery service 
level objectives (62%)

Data protection joins 
forces with cloud
Businesses are taking a combination 
of cloud approaches when deploying 
new business applications and protect-
ing workloads such as containers and 
cloud-native and SaaS applications. 
The findings show that organizations 
prefer public cloud/SaaS (43%), hybrid 
cloud (42%) and private cloud (39%) as 
deployment environments for newer 
applications such as these. Also, 85% of 
organizations surveyed say it is man-
datory or extremely important for data 
protection providers to protect cloud-
native applications.

As more data moves to, through  
and around edge environments,  
many respondents say cloud-based 
backups are preferred, with 62% citing 
private cloud and 49% citing public 
cloud as their approach for managing 
and protecting data created in edge 
locations. 

“These findings prove that data 
protection needs to be central to a com-
pany’s business strategy,” said Phalen. 
“As the data landscape grows more 
complex, organizations need nimble, 
sustainable data protection strategies 
that can scale in a multi-platform, 
multi-cloud world.” 

O
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time For A 'Less 
Is More' Work 
Approach?
India is facing an overtime epidemic
By CIO&Leader
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E
Even with abundant opportunity for 
disruption, the five-day work week 
still continues to underpin when office 
work is done. A mandate from the 
early 20th century, this concept has 
persisted for several decades, even 
when major economists, philoso-
phers and sociologists from around 
the world believe that individuals 
should be working less hours, more 
productively. Today, instead of instill-
ing change, businesses are not scaling 
back and are instead, moving toward a 
six-day week creating an overtime epi-
demic in India..

However, the ambitions of businesses 
moving to an expanded work-week 
seems to have hit a roadblock, albeit 
temporarily, due to the current impact 
of novel Coronavirus. The world-wide 
spread the novel COVID-19 has led to 
most organizations closing their office 
premises and driving their employees 
to ‘Work from Home’ mode. Indian 
organizations are also doing the same. 
But will this temporary (although cur-
rently no one knows till when) virus 
problem and new work-mode be able 
to answer the lingering issue of over-
time work or ‘less hours and more pro-
ductive work’? Only time will tell but 
for now, let’s understand the chang-
ing dynamics of the working week 
through a Citrix study, titled The Future 
of the Working Week.

The study surveyed full-time office 
workers in India. This study presents 
a comprehensive overview on the 
premise of a four-day work week while 
also offering insights into how viable 
it would be and the likelihood of it 
becoming commonplace in enterprises 
across the globe.

An Overtime Epidemic
The survey revealed that 60% of office 

workers in India say that they join 
work-related calls, send emails or 
instant messages for work purposes 
outside of their preferred working 
hours, every day.  Among the causes 
were; work culture, desire to set an 
example and desire to do the extra 
work. However, monetary benefits 
emerged as the dominant cause with 
34% respondents reporting that they 
get paid for this overtime and 34% of 
respondents believe that completing 
overtime would improve their chances 
of getting a promotion or a bonus.

75% of respondents feel India is 
facing an “overtime epidemic”.  With 
overtime trending upwards it comes as 
little surprise that around 77% of the 
respondents say their workload feels 
closer to a six-day week.

Almost half (45%) of office workers  
in India still believe that improved  
processes could help reduce the  
extra time overload. Some of the other 
prominent areas chosen by the respon-
dents to help reduce extra time include 
better technology and cloud-based 
technology.

How likely is a four-day 
working week?
Although there have been several suc-
cessful experiments with a four-day 
work week, respondents believe the 
reality could be a long way off with 
over a third (38%) stating that it’ll take 
at least five years for their employer 
to be able offer a four-day work week 
on the same salary as a five-day work 
week. While one-fifth (20%) believe 
that their employer would never be 
able to offer a four-day week.

However, a staggering 97% say they 
would adopt a four-day working week 
given the opportunity. Retaining the 
same pay is crucial for a four-day 
working week to be feasible for most 
individuals, and this is where the con-
versation often falls short of becoming 
reality. 62% of the survey respondents 
would opt for a four-day work week 
option only if they could keep their 
current salary.

Is Culture the Major 
Roadblock?
A notable concern, for businesses is 
the impact of a shorter work week 
on productivity and work culture. 
According to this research, 80% of 
office workers agree that a national 
four-day work week is not achievable 
because it requires a cultural shift in 
how we approach or define work. Hav-
ing said that, organizations in India 
must re-look at the various ways of 
working that they are currently offer-
ing their employees and how this will 
impact productivity and work satisfac-
tion in the future. This is especially so 
since 88% of respondents agree that 
future productivity levels will only 
improve if businesses embrace differ-
ent ways and attitudes towards work; 
while 78% of the respondents agree 
that an outdated approach to the work-
ing week is holding back businesses 
from their potential productivity.

The future of the  
working week
A shorter working week is a matter 
worth pursuing for organizations 
especially since a majority of the sur-
vey respondents would choose that 
option if they had their current salary. 
It seems the steps organizations have 
made toward a more flexible work 
offering has been well received with 
53% of office workers in India report-
ing that they are happy with the flex-
ibility they already have at work. 

Even if the impetus for change is not 
as strong as it needs to be for Indian 
respondents, there is still much that 
businesses based here can do to move 
the debate forward and strive for a 
healthier work-life balance and better 
productivity. Currently, the average 
office worker wastes too much time on 
repetitive administrative jobs, while 
the technology exists to allow for 
smarter working. In the future, mobile 
automation technology could help to 
remove these jobs from an individual’s 
workload, freeing up to a day a week 
for more cognitive or creative work. 
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