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The much-awaited, much-prophesized 2020 
is finally round the corner. As you get ready for 
new predictions and examination of some of the 
old prophesies—you bet there were plenty—we 
do a somewhat dull job of looking at the past. 

That is a customary exercise that media does 
every year. A year is a shorter time period and 
the focus is usually on discreet elements—
events, people, technologies, mergers, quotes…
and all such lists that are easier to glance 
through; in any case, they are fresh in memory. 

We could certainly have done a similar job for 
a decade. But beyond being a reference list and 
bringing in some nostalgia, that would serve 
little purpose. On the other hand, a period of ten 
years is a good time frame to look at how things 

are changing.
What purpose does it serve? 

Life, after all, must be lived for-
ward. Sure, but it can only be 
understood backward.

What is there in writing about 
the past? All of us know that. 

That is precisely why it is 
more challenging to do that. 
Do you remember what people 
predicted about 2010-2019 in 
2010? You do not. So, whatever 
one writes is good, as long as it 
sounds good. No one comes back 
to question you. 

The 
importance 

of looking 
back

T

EDITORIAL

Needless to say, one cannot even think that way 
while writing about the past. 

What we present here in this issue is a short histo-
ry of ten years—written like a historical non-fiction; 
not a school text. That is why the eight trends that 
we present here will not come as any surprise to you. 
If you—the people who contributed to these trends—
get surprised, we have a problem somewhere. We do 
not deserve to be doing what we are doing.

So, those eight trends are just the starting point. 
Please read what happened earlier that contributed 
to the trends in these ten years, how the trends 
impacted various stakeholders, what are the dif-
ferent manifestations of those trends, and why 
they—and they alone—made it to the shortlist and 
not many others. Besides, of course, how they may 
unfold from here onwards. 

Within the texts too, do not expect to make great 
discoveries. Most of you—I say most, because some 
of them impacted some of you a bit more than some 
others—would identify with a lot of these proposi-
tions, reasoning and examples. 

In short, they should act as both a reminder and 
organizer of your own thoughts. If we succeed in 
doing that, we would have succeeded with the story. 

All the best for a new year—and a new decade 

What purpose 
does looking 

back at the past 
serve? Life, after 
all, must be lived 

forward. Sure, 
but it can only 
be understood 

backward
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has been encouraging. The 
company is now working on taking 
it to the proof stage, which will help 
it develop processes for commercial 
extraction of oil from plastics waste.

Plastics are derived from 
petrochemicals and globally many 
researchers are working on the idea 
of converting plastics waste back 
into oil by pyrolyzing. Countries 
like China and Japan are already 
working on plastic-to-oil commercial 
production and its yield levels varies 
from 38-63%, that is to say 38-62 
tons of oil is produced using 100 
tons of plastics as feedstock.

The catch: The price of crude oil is 
critical to the plastics to oil process 
getting wider acceptance. Experts 
say that crude oil below USD 60 a 
barrel would not support the high 
cost of plastics liquefaction and 
negate investment in commercial-
scale plants. The process 
will also have to work to 
reduce carbon emissions.

While IOC is pursuing 
the liquefaction initiative 
aggressively, it is also working on 
other initiatives to find a permanent 
solution for these toxic wastes.

India Could Be Near Plastics-
to-Oil Tech Breakthrough 
Oil from plastics may soon be a 
reality and much nearer home than 
you may have thought possible. 
Indian Oil Corporation (IOC), India’s 
flagship national oil company – a 
Navratna – is working on a system 
that can produce oil from plastics 
waste in its attempt to address 
the growing problem of plastics 
pollution. Plastics is a product 
derived from petrochemicals 

According to reports, IOC, India’s 
largest PSU, refiner and retailer, will 
soon wrap a research that could lead 
to one of the biggest breakthroughs 
and help the government fight 
the menace of plastic to the 
environment. By 2022, this 
breakthrough may allow elimination 
of all single-use plastics from the 
country. The research which has 
been on for the past few years is in 
the final stages and is targeted at 
liquefaction of toxic plastics waste. 
If successful, it would mean IOC 
could put systems at its refineries 
and petrochemical complexes to 
commercially produce oil from 
plastics waste. 

According to company sources, the 
initial research on plastic liquefaction 

“…the term digital 
transformation has been 

overused, misused and 
hijacked...a meaningless 

catch phrase”

WhAT 
CIOs ArE 
TIrED Of 

hEArINg... 

around
thetech
environment

Some of its initiatives include 
attempts at converting used cooking 
oil (UCO) to fatty acid methyl 
esters (fAME), which has fuel 
properties similar to crude-based 
diesel and hence called biodiesel. 
UCO could become a major source 
for production of biodiesel. The 
potential of biodiesel from UCO in 
India is estimated at 3.5 MMTPA.

A 0.85 km of bituminous road 
paved with different concentrations 
of single-use plastics wastes at 
faridabad is another of its pilot 
projects. IOC has also introduced 
CrMB 55P — special grade bitumen 
made with plastics waste — and has 
issued expression of interest (EOI) 
for plastics wastes procurement.

IOC has successfully developed 
soluble polybags made from single-
use waste plastic for bitumen 
packaging, which eliminates the 
need to carry bitumen, used in 
road construction, in steel 

vessels. 
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makingheadlines 

gender 
bender 

By the Book 

This book comes highly recommended 
– by none other by Bill Gates, Daniel 
Kahneman, and Tim Ferriss. If that is 
not sufficient for you to go grab it off 
the bookstore shelf, there’s more. It is a 
Wall Street Journal bestseller and the 
Next Big Idea Club selection—chosen 
by Malcolm Gladwell, Susan Cain, Dan 
Pink, and Adam Grant as one of the 
"two most groundbreaking new non-
fiction reads of the season". 

What makes ‘Loonshots: How to 
Nurture the Crazy Ideas That Win 
Wars, Cure Diseases, and Transform 
Industries’ a must read is perhaps the 
author himself, eminently qualified as 
he is to write on this subject. Physicist 
and entrepreneur Safi Bahcall has a CV 
that is a mix of hard science and harder 
business experience. 

First, let’s understand what ‘loon-
shots’ means. Bahcall describes 
loonshots as “widely dismissed ideas 
whose champions are often written off 
as crazy”. He then goes on to illustrate 
this with examples drawn from his-
tory which he retells engagingly using 
insight and wry humor. Loonshots is 
a testimony to the skills of Bahcall as a 
gifted storyteller. The book is a fasci-
nating parade of characters who have 
pluck, stubbornness, luck, or sheer 
genius – loonshots we must foster to 
thrive. Fascinating!

Have you heard of a sporting event that is symbolic, has cultural significance 
and is the fertile ground for potentially game-changing technology? We are 
sure you have not. But that’s exactly what’s been happening in Milan. It began 
in 2017 with the Next Gen ATP Finals actively looking at disruption and 
innovation with format and rule changes—such as machine line-calling, DIY 
towel-racks, enhanced video review, and NFL-style coaching via headset. 
Agreed that some of the changes are just cosmetic and pure gimmick, but the 
biggest and newest innovation this year is wearable technology. It will provide 
invaluable data that will change the sport forever. The players will wear a GPS 
tracking device, the Catapult Vector S7. The device will measure velocity and 
direction, acceleration and force, rotation, body orientation, and will quan-
tify internal load (through heart rate). The device data will allow players and 
coaches to make key performance decisions backed with objective data. 

This news is sure to gladden the hearts of many. There 
has been a sharp rise in enrollment of women coders 
for the fifth edition of Tech-Gig's Geek Goddess. A clear 
indication that gender diversity is finally improving in the 
tech space. With a stupendous 73,000 registrations, up 
from the about 39,000 in the first edition, the fifth edition 
of the coding challenge for women outdid itself. for the 
organizers, it was a welcome change and an encourag-
ing indication of the rising interest of women in taking to 
coding. In the last edition of the coding challenge event 
there were more than 60,000 enrollments. Of the 73,000 
participants this year, 375 made it to the finals. After the 
final round, 13 participants from multiple themes and a 
generic coding category are selected as winners. Tech-
Gig Geek Goddess is India's leading women-only code 
competition that invites women coders to share their 
ideas and product solutions in different programming 
languages. for many Tech-gig participants, it has been 
their ticket to pay hikes and better jobs.
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Autonomous

AI has now donned a sleuthing role to watch for fraudsters on the 
world’s largest stock exchange. Yes, you read this right. Human 
analysts who monitor Nasdaq have now got a deep-learning system 
to work alongside and assist them in monitoring suspicious be-
havior. The Nasdaq stock market is the largest stock exchange by 
volume and is an attractive target for fraudsters who are looking to 
beat the system. These illicit activities can include manipulations to 
inflate a stock’s closing price; churning which is rapidly buying and 
selling stocks to give the impression of a lot of activity; and spoof-
ing or placing a large buy or sell order with no intention of actually 
executing it to create artificially high demand. As such, the stock 
exchange needs to be constantly monitored to preempt any such 
attempt. This new deep-learning system will work in tandem with 
human analysts to keep watch over roughly 17.5 million trades per 
day, augmenting an existing software surveillance system.

vitAl 
stAtistics 

The Apps 
Taking Up 
The Most Of 
Our Time

matter  
twitter 

of

Share of US smartphone users saying they spend most time on the following app types*

*respondents were able to name up to three app types which they spend the most time on.
Source: AudienceProject

49%Social media/chat

Browsers

Mail

Games

Music/radio

36%

46%

26%

25%
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Move over endoscopy. Researchers 
have come up with pill-sized sensors to 
detect medical molecules and this can 
also help in diagnosis of other gastro-
intestinal ailments. 

The human gut, a 30-foot-long black 
tube, has intrigued the medical fra-
ternity for long. Doctors worldwide 
have been trying to decode the dark 
mysteries of the GI tract with cameras 
and scopes and what not. But they can 
put their antiquated medieval meth-
odologies to rest forever, with the entry 
of ingestible sensors. These electronics 
that are the size of a pill ping the user’s 

Now Swallow The 
Sensors To Get Your 
Guts Monitored

smartphone with data after being 
popped and swallowed. 

Ingestible sensors are already being 
marketed, though as of now, they can-
not do much. They are mostly being 
used to measure pH, temperature, and 
pressure or monitor whether or not 
patients have taken their meds. 

With researchers working to develop 
novel sensing technologies to detect a 
much broader range of medical mol-
ecules, ingestible sensors will soon 
start doing much more. For instance, 
cramming millions of genetically engi-
neered glowing bacteria inside a AAA-

battery-sized capsule to diagnose stom-
ach bleeds. This is what scientists in 
Timothy Lu’s lab at MIT demonstrated 
as per a study published in 'Science'.

Bacteria are microscopic sensing 
machines. For example, Lactococcus 
lactis is a friendly microbe that helps 
turn milk into cheese. The microbe’s 
curdling action works better if there’s 
some heme floating around in the milk. 
But too much heme can be toxic. The 
buggers have a system to sense how 
much heme there is, complete with 
genetic switches to change up their 
metabolism.

The researchers took L. lactis’s on-
switch DNA, coupled it with some code 
for bacterial bioluminescence, and 
stuck the whole genetic circuit inside a 
gut-friendly strain of E. coli commonly 
sold as a probiotic. Those modified 
cells went into a body-safe capsule 
equipped with a semipermeable mem-
brane on one side to let in liquid from 
the gut. Wireless semiconductors pow-
ered by a teeny battery were packed 
in the capsule too, separated from the 
cells by a tiny see-through window.

The scientists tested their bacteria-
on-a-chip prototype in mice with 
induced gastroin-testinal bleeding 
and in pigs that had blood piped into 
their stomachs. When the bacteria hit 
the heme, they lit up. Though not a big 
Eureka, it was enough for a custom 
phototransistor to capture it and relay 
that information to a microprocessor. 
This then sent the signal to an Android 
app. However, before human testing, 
the research team wants to whittle 
the pill down to about a third of its 
current volume. They plan to do that 
by getting all the different electronic 
components—detection, processing, 
transmitting—onto a single chip. That 
would also help them shrink the bat-
tery or even eliminate it. 

With such innovations, the gut-sens-
ing tech may be a reality soon. 

The innovation however will have to 
pass regulatory hurdle and also pass 
muster with insurers to cover the mini 
medical devices.
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We take a 
look back 
at the ten 
years through 
our not-so-
dispassionate 
eyes through 
eight defining 
trends

By Shyamanuja Das
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We—that could refer to as broad as the global econ-
omy to as narrow as the Indian enterprise IT com-
munity—entered 2010 with a lot of doubt, appre-
hension and even fear. The second half of 2008 and 
almost the entire 2009 were filled with disbelief, 
panic, despair, readjustment and finally caution, 
in sequence. Sure, the subprime crisis in the US 
had started well before in 2007 but till October-

November 2008, its impact on India was still being debated. And 
then, it came suddenly. Vendors of consumer technology were still 
planning big for the Diwali sales, and then it hit suddenly. The wide 
variance between shipping data and the purchase data—the two 
data points analysts (this writer included)—track has probably 
never been seen before—and after.  

So, the mood was subdued; the expectations were modest, if not 
minimal. If measured by that account alone, the decade of 2010-
2019 has been impressive. Sure, Indian IT—often identified globally 
by its exporting IT services firms—adjusted to single digit/lower 
double digit growths, as compared to 20% plus growths in the 
previous decade, marked by the spectacular rise of offshoring (read 
India) of both IT and business services, accepting it as the new nor-
mal but the story of Indian domestic technology market—and what 
we discuss here is a component of that, the B2B tech market, has 
surely been significant and defining. 

A clarification before you jump to conclusions about the scope 
of the story. While it does begin by talking about market growth, 
recession and the numbers, it is not about the market per se. It is 
about trends in enterprise IT—technology, deployment, manage-
ment, leadership, and the external trends that impacted it. 

Recalling the mood prevailing at the start of decade was meant to 
provide a perspective on where we started from and where we have 
traveled to. 

As a publication focused on the senior enterprise IT managers 
community, we have seen some of these changes from too close to be 
able to take a very dispassionate—and as some say, objective—view. 
Rather, we can just claim it to be an informed, and more accurately, 
an involved, view. Comprehensiveness is not even attempted.

We tell the story through eight distinct but not always mutually 
exclusive trends. 
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stable industries—have become the poster boy  
of technology-led disruption. Every business— 
B2B businesses included—want to be like an Uber  
or an Airbnb.   

Talking of India, one specific area that has seen 
revolutionary change is payment. What years 
of thrust by the previous government and some 
high-profile plans of this government could not 
achieve—diffusion of technology-leveraged financial 
services—has been achieved today by the concerted 
effort of government policymakers in relevant areas. 
Demonetization, pragmatic regulatory changes by 
RBI and efforts by pioneers such as Payment have 
made common people use electronic modes of pay-
ment. That has resulted in all B2C businesses opti-
mizing their processes to the new paradigm.  

And finally, within enterprises, the ‘consumeriza-
tion’ of technology has moved from mere demand-
ing users to organizations aping popular consumer 
app marketplaces like Apple Store and Google Play 
to make apps available to users on not just of their 
likings but much the same way as they get them on 
these platforms. 

Indian consumer has always been less demand-
ing. Unlike in mature markets, in India, the rise of 
consumer voice happened largely in these ten years 
and was driven by technology to a great extent. That 
is by far the single most big impact that technology 
has had on Indian business in this decade.

#2 Decade of  
the Cloud
As a concept, cloud as ‘Cloud’ made its entry into the 
enterprise space in the previous decade, especially 
after Amazon launched Amazon Web Services. But 
it is in the decade of 2010-2019 that cloud got wider 
recognition and by 2015, it was clear that the move 
towards cloud model is irreversible. 

If one looks at Gartner Hype Cycle, cloud comput-
ing made its first appearance in 2008 and had moved 
to the Peak of Inflated Expectations by the next year. 
At that time, the biggest concern was security and the 
biggest advantage that was being talked about was 
being able to turn Capex to Opex. This is probably 
the only technology that CFOs pushed their CIOs to 
go for. 

Like many new technologies, it took some  
time before people realized the real business advan-
tages of cloud. To startups, it was a great equalizer. 
To CFOs in large enterprises, it was a great capex 

#1 Consumers 
influenced enterprise 
IT heavily—and in 
multiple ways
The decade began with a lot of talk on consumeriza-
tion of enterprise technology. What it meant at that 
time was a very definite—and in hindsight, we can 
say very limited—trend of more demanding users 
within enterprises. It was taken from the word ‘con-
sumerism’ in the marketplace. 

In 2019, when we look back, we can easily say that 
consumers and consumer markets influenced tech-
nology decisions, deployments and management in 
enterprises in many ways. 

First and most visible is the rise of mobile data  
and how it has impacted businesses, B2C businesses 
most definitely but even B2B businesses. Today, 
almost every part of the customer value chain—mar-
keting research, branding and promotion, selling, 
customer service, support—has seen mobile app 
intervention. Today, it is no more an innovation; it is 
the new normal.

The second is application of new technologies to 
customer-facing functions. Chatbots today are the 
most visible applications of Artificial Intelligence. 
And all that has happened in this decade—the second 
half of the decade to be more precise. 

The B2C platform businesses—where aggregators 
came from nowhere to disrupt 100-plus year-old 
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saver. To CIOs, it was a way to concentrate on what 
they were, for long, expected to do—think of provid-
ing business value to IT beyond automation-induced 
efficiency. 

Cloud effectively sealed the way for large scale 
outsourcing, which was beginning to make its pres-
ence felt in India, induced by the halo of the global 
outsourcing wave in the previous decade, led from 
the front by Indian services firms. Cloud erased the 
last existing line in IT—between products and ser-
vices. Microsoft, Oracle, Google turned services com-
panies even as Amazon, a retailer made arguably the 
largest impact in B2B IT in the last 30 years.   

After the hype, by the mid-2010s, pragmatism 
prevailed, as IT managers realized that moving 
everything lock, stock and barrel to a cloud of Ama-
zon or IBM or Microsoft, was not the IT salvation. 
At least, it was not that easy. Hybrid cloud/hybrid IT 
made its debut. Private cloud made its appearance 
in Gartner Hype Cycle in 2012 while Hybrid cloud 
appeared two years later. It continues to rule the 
roost at the turn of the decade—that is today.

Cloud has moved from being a technology  
model to a business model enabler to an innova-
tion catalyst to a philosophy. Nothing has impacted 
enterprise IT the way cloud did in these years 2010 
to 2019. It is surely the technology—oh, wait, it is a 
model—of the decade.

#3 Digital 
Transformation was 
(and still is) the 
business zeitgeist 
Interestingly, much of the decade was spent by pun-
dits differentiating between IT and digital. Except 
that IT is a noun and digital is an adjective, we are yet 
to understand where exactly one ends and the other 
begins—or should one say just the reverse?

Digital was not a new word. It existed as an ant-
onym of analog, owing its origin to binary digits but 
interpreted by the general public as something that 
shows a quantity—time, speed, volume, weight, tem-
perature—in digits, as opposed to through movement 
of a needle. 

Digital probably entered corporates through the 
consumer marketers’ route (as in digital marketing) 
and stayed, for some time, as an adjective of any major 
tech induced change on the consumer side but slowly 

spread in meaning to become the go-to word for any 
major change that involved any big or sharp change, as 
opposed to incremental change; that is when it made 
its now-famous association with transformation. 

As expected, it was overused and abused by ven-
dors, with more than a helping hand from obliging 
members from journalists and analysts. 

But towards the later part of the decade, big trans-
formational change did happen leveraging IT, which 
was very different in its basic nature from what was 
seen hitherto. For one, data slowly but steadily did 
become a decision driver, in all companies. Technol-
ogy started moving beyond operational processes 
and began impacting products and business strategy 
(business models). Certain technological develop-
ments (discussed separately) brought manufacturing 
companies, so far, a little behind, to the forefront of 
technology-leveraged change. Established rules and 
equations of year-old industries got demolished by 
newcomers. Transformation was happening at all 
levels. Many companies started appointing digital 
officers or transformation officers. 

If cloud was the most common on-the-ground 
change that IT organizations were initiating, digital 
transformation (often ‘leveraging’ cloud) became the 
most aspirational change for them. It remains a jour-
ney, even as we enter a new decade.

If cloud was the most common on-the-
ground change that IT organizations were 
initiating, digital transformation (often ‘lever-
aging’ cloud) became the most aspirational 
change for them. It remains a journey, even 
as we enter a new decade 
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#4  Did Tech just 
become a little too 
important to be left 
to the tech 
managers?
If two of the already mentioned trends—consumer-
ization of technology (more demanding users) and an 
overt fascination for big changes induced by technol-
ogy/digital—resulted in non-tech users dreaming of 
carrying out technology-induced change themselves, 
what gave them ammunition to realize those dreams 
are the emergence of cloud, especially Software-
as-a-Service (SaaS) model and the increasing shift 
towards user experience resulting in products that 
are far less intimidating for non-techies. 

With many functions—such as marketing over 
the web and mobile and analysis of data, done by 
many different functional executives—becoming 
tightly interwoven with technology, it was becom-
ing increasingly difficult to break them into tech and 
non-tech pieces and get the centralized IT depart-
ment to do the IT part, for each process and sub-
process. That is when SaaS made its debut. Not only 
did it remove the need to involve the IT team in every 

functional tech-leveraged work, it also removed a 
major organizational barrier by removing the need 
for new IT infrastructure and thus eliminating the 
need for capex approvals. As software became a ser-
vice, the expenditure became another opex spend, 
well within the authority of the functional manager 
to approve those spends. This kicked off the rise of 
breaking away from the centralized IT. Smart ven-
dors introduced freemium models (as in consumer 
services) which allowed these managers to get them 
familiar with the new applications and buy when 
they were absolutely hooked to it. Many companies 
used this strategy along with great UX to hook func-
tional managers. This shift began in the latter half of 
last decade. 

If anything, in the beginning of this decade, con-
cerns started as there were challenges of integration 
later with enterprise IT systems and that is when 
corporate IT was needed. But by then, in the orga-
nizational power equation, the center of gravity had 
shifted substantially. Both the groups met halfway 
and what was considered exception—even rogue in 
some organizations—got legitimacy. 

What made the debate alive again is the 
announcement by Gartner in 2012 that CMOs would 
spend more than CIOs on technology (later corrected 
to business technology). 

While marketing was leading the rebellion, other 
functions too were seeing specialized vendors pitch-
ing to functional managers directly.

With many functions becom-
ing tightly interwoven with 
technology, it was becoming 
increasingly difficult to break 
them into tech and non-tech 
pieces and get the central-
ized IT department to do the 
IT part, for each process and 
sub-process 
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It culminated in the appointment of chief  
digital officers by organizations. though there was  
a tug of war between IT and marketing to be the  
legitimate claimant to the position, most organiza-
tions (especially in India) appointed neither IT nor 
marketing executives to the position but appointed 
senior core business executives to that position, 
whose brief was to drive organizational transforma-
tion. Many later called them simply transformation 
officers. Of late, we see IT managers getting appoint-
ed to that post in some organizations, with blessings 
from CFO who trusts them far more than he trusts 
marketing managers. 

This probably remained the single most fear/wor-
rying factor for the IT managers through the decade. 

#5  Manufacturing 
caught up with the 
rest in embracing IT 
with Industry 4.0
Before this decade, information technology had been 
applied in ‘services’—that is the services businesses 
as well as the services components of manufacturing 
such as HR, finance, supply chain and warehouse 
management. Something called plant automation 
existed which used technology—often proprietary—
to enhance efficiency of the production process, in 
what was essentially a closed loop system. 

The advent of the likes of Internet of Things 
changed that dramatically, by connecting the manu-
facturing system to the enterprise IT, resulting in not 
just efficiency gains, but timely operational decisions 
and more importantly, informed decisions by the 
company management on manufacturing. This led to 
manufacturing companies leapfrogging to make stra-
tegic use of technology, the way services companies 
had done so far. 

So important was the phenomenon that the top 
global think tank, World Economic Forum, coined a 
word for it—the Fourth Industrial Revolution, often 
written as Industry 4.0. Klaus Schwab, the founder 
and executive chairman of the WEF, defined it as 
“a fusion of technologies that is blurring the lines 
between the physical, digital, and biological spheres.” 
The biological part—the increasing application of 
these technologies in health as well as AI as an alter-
native to human thinking—is still not as interwoven, 
but the bridge between physical and digital has deci-

sively been established. In fact, WEF even made it the 
theme of its 2016 annual general meeting at Davos, 
attended by heads of states, heads of businesses and 
top thinkers, so important was the change.

Technologies like IoT, combined with data ana-
lytics technologies, have not just impacted manu-
facturing companies, but have added value to other 
businesses as well but they have truly transformed 
manufacturing’s core value creation process. 

There is a flip side to all great stories. Manufactur-
ing systems—and similar physical systems like  
mining, refineries, transportation and other infra-
structure systems—getting connected to enterprise 
IT and the world at large also means they are now  
no more isolated from the security vulnerability that 
IT systems have battled for decades. That is the  
new challenge. 

While that is a continuous one-upmanship game 
with the evil, the value that accrued to manufactur-
ing industries through technology in this decade is 
unprecedented and it is one of the megatrends that 
the decade will be remembered for. 

#6  Artificial 
Intelligence was the 
buzzword 
Artificial Intelligence (AI) is one of the oldest con-
cepts in IT that attained popularity in terms of real 
application only now. The term itself was coined 
in the 1950s by John McCarthy. AI, in its comeback 
years in the 80s, aimed to replicate human intelli-
gence in machines. 

The new AI, as we see it today, started in the late 
90s, to leverage huge computing power and the 
volume of data available. It essentially was about 
machines learning from data, which essentially 
is collection of real experiences. Not surprisingly, 
machine learning is often hyphenated with artificial 
intelligence today.

General purpose machine intelligence appeared 
in Gartner Hype Cycle in 2016, while virtual assis-
tants, by far the most popular application of AI, 
made the appearance a year later, along with smart 
robots. In 2018, Artificial General Intelligence made 
the appearance while this year, Explainable AI and 
Adaptive Machine Learning were featured in the 
Innovation Trigger phase. If anything, it shows  
how dynamic the nature of and expectations from  
AI have been.  
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In India, enterprises went for low-hanging fruits. 
The virtual assistants, often called chatbots, in sup-
port and customer service lingo, have now become a 
common feature of most large consumer companies 
with complex conversations, such as banks, insur-
ance companies and telcos. Another area where AI 
has got into horizontal applications across industries 
is IT itself—in security as well as in IT infrastructure 
management. Besides this, there have been some 
vertical-specific applications of AI. 

But what gets AI to this list is the fact that today it 
is the most common aspirational tech intervention, 
which top management demands. And this is one 
area where there is scope for incremental investment 
and incremental accrual of business value. 

 It is likely to remain a hot technology for the next 
decade—probably moving from buzzword to a com-
mon tech intervention much like cloud. Ethics, a 
much-discussed aspect of AI, is likely to make it to 
the agenda, especially as the country has announced 
a national AI policy. 

#7  CIOs became 
business savvy, but 
still focused 
primarily on problem 
solving
As technology became core to business—products, 
processes and strategy—it became an imperative for 
a CIO to understand the business and talk the lingo. 
As the supply side involvement of CIO became less 
and less after outsourcing and cloud model set in, the 
demand side—creating value creation opportunities 
for business leveraging technology—expectation 
increased. 

While in the initial years of the decade, the concept 
was limited to discussions on CIO platforms, the lat-
ter half of the decade saw many CIOs taking the busi-
ness role far more effectively. 

Today, many CIOs do understand the nuances of 
their respective businesses and the typical needs of 
their operational processes far better to do IT more 
effectively. But with the ability of digital technologies 
to positively transform business being constantly 
preached to the top management, there is a new 
desire to proactively use emerging technologies for 
creating business value. They call it use case. 

No surprise, the CIOs are expected to not just 
understand the business but are supposed to find 
opportunities for applications of those technolo-
gies—the use cases—and help in creating that value. 
Understanding business thoroughly is just the mini-
mum requirement. They also need two additional 
attributes—the ability to work on blank canvas and 
being constantly updated on the emerging technol-
ogy landscape. This is often called outside-in think-
ing as opposed to the problem-solving orientation 
which is an inside-out approach. The expectation is: 
Someone else exactly defines the problem for them. 
They are excellent problem solvers. 

This, precisely, led to many companies appointing 
business guys as head of digital transformation.

This ability to think proactively—understanding 
the business, identifying opportunities to intervene 
with right tech—is going to be the most important 
attribute of the successful CIO in the next decade. 

#8 Security made it 
to the top of 
corporate agenda
While many buzzwords came and went through the 
decade, two tech areas saw some real action happen-
ing: Cloud and Security. Cloud was a decision; Secu-
rity was an imperative. 

Attacks got more sophisticated and targeted. Data 
breaches became a regular feature as millions of cus-
tomers’ records were compromised. Some 18 of the 
top 20 data breaches of this millennium happened in 
this decade. That was the growth. 

While the depth grew, so did the breadth. As peo-
ple’s lives—from education to health, from commerce 
to entertainment—got more and more vulnerable, the 
potential vulnerability increased exponentially. And 
unlike intra-organization policies, businesses had to 
tread balancing security, privacy and customer con-
venience—thus making it a tricky game. 

Emergence of nation states as threat actors also 
impacted the enterprises. 

But one of the biggest threats came from the  
digitization of manufacturing (refer Industry 4.0 
above) which not only made the infrastructure and 
plants, untouched so far by threats potentially vul-
nerable, the usage of outdated information technol-
ogy by many manufacturing OEMs made them espe-
cially exposed. 

So serious are the risks from cyber threats that 
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from last five years, two security risks—cyberattacks 
and data thefts—have been featuring among the top 
ten most likely global risks, ahead of all geopolitical, 
economical and societal risks and along with envi-
ronmental risks. 

It is not surprising that cyber security has become 
a top management agenda item. The increasing pro-
file of cyber risks and the need for newer regulatory 
compliance have made the job of those in charge of 
security—the chief information security officers—
more important. Many of them, who earlier reported 
to the IT head, have started reporting to Head of Risk. 
In some regulated industries like banking and insur-
ance, it is a mandate from regulators. 

Security may not make fancy headlines but will 
become even more important, as privacy legislation 
sets in, in India. 

The Misses & The Next-in-line
Why these 8? If you have glanced through it, without 
reading, you would have created a list, would have 
wondered why so many technologies are missing. 

Hopefully, that question would have been 
answered after reading through the entire piece. To 
summarize: we were not looking for technologies or 
buzzwords, we were looking for trends that signifi-
cantly impacted the way enterprise IT thinks and 
works in organizations. 

That is why a big buzzword like Blockchain is 
nowhere. True, it was discussed a lot. It held a lot of 
promise. And we still believe it has potential to bring 

about revolutionary changes, in some areas. Yes, a 
few pioneering pilots were done, both by govern-
ment/regulators as well as by private enterprises. 
But did it impact larger enterprise IT as a whole? Let 
alone impacting, it did not even touch.

You can think of many other such examples. 
That brings us to what could we expect in the next 

decade. Difficult for sure (who knew that WEF would 
make one of these trends its theme for its annual 
meeting?) but let us try. 

One that is comparatively easier is privacy.  
India has already heard the footsteps; a legislation is 
in the making. Despite Indians not being bothered 
about individual privacy too much, we expect a big 
impact of personal data protection laws in every-
thing, including security, business models, cam-
paigns and so on. 

A long shot is ethics. India is not particularly 
known for ethics in practice, despite rich literature 
that preaches and showcases its value. But with tech-
nologies getting into our personal lives, there is no 
way organizations can overlook this aspect. A trend 
in tech usually starts with the technology compa-
nies—there are not too much of new tech creators in 
India—and then percolates down to users. The eager-
ness to do something about ethics is already visible in 
the tech circle, with groups focusing on AI, IoT, usage 
of data, automated vehicles and many other areas. It 
is a matter of time that we see that in India.

Goodbye to this momentous decade and all the 
best to all of you for the next!

Digitization of manu-
facturing not only made 

the infrastructure and 
plants, untouched so far 

by threats, potentially 
vulnerable, but the usage 

of outdated informa-
tion technology by many 

manufacturing OEMs 
made them especially 

exposed 
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A Case For Simplicity
Startups and small companies value ease of use over 
everything else while choosing their cloud service provider
By CIO&Leader

M

CASe Study

Marax.ai is a three-year old startup that helps its 
customers—online service providers and app-pro-
viders—to retain their customers and make the latter 
use their services continuously. It does so by creating 
personalized offers for the app-users, using Artificial 
Intelligence (AI).

Marax’s integrated Software-as-a-Service (SaaS) 
solution, MARS, short for Marax Action Recommen-
dation System, uses AI to optimize marketing spend 
of the app providers.

That sounds deceptively simple.

In reality, what it means is that every user’s journey 
has to be analyzed and based on the learning, proper 
action has to be recommended. It can involve a three-
stage process:
1 Identify: Finding out which users are going to leave 

your platform or become inactive
2 Diagnose: Finding what has made the user looking 

at leaving (the reason for possible churn)
3 Prevent: Prevent the user from leaving by taking 

appropriate action
The action could involve creating customized 
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offers and sending out personalized 
marketing messages via relevant chan-
nels— push notifications, e-mails, and 
messages to each customer until the 
desired outcome is reached.

Marax started with offering identify-
ing potential churn and built up the 
entire stack in last three years. It was 
one of the first to do that at individual 
level. Since churn in app usage is very 
high—what with costly mobile phone 
real estate—it was received very well 
by the market.

The Challenge
While in a traditional in-premise offer-
ing, it is the solution to the core prob-
lem, support and pricing decide the 
winner, a critical element—availability 
and reliability—become very critical 
in a cloud-based offering. That means 
the cloud backbone for a SaaS-based 
provider becomes very vital to its basic 
business model.

It is no different for Marax.
There are four distinct expectations, 

especially for a start-up working in a 
cutting-edge technology area.

First, common for any cloud-based 
services, is availability (and reliability) 
of the platform.

Second, for a startup working in a 
new area like AI, there is a strong need 
for flexibility and functionality, which 
can support experimentation.

Third, for a small company, the entire 
proposition has to make sense, not just 
in pricing but also in terms of support. 
A small company cannot afford a large 
in-house cloud team to support the 
users.

Finally, the platform must be easy 
to use. A niche start-up focuses on its 
core problem area. The developers and 
engineers are people with functional 
expertise in that area and not necessar-
ily cloud experts. It  must be easy for 
them to use.

Marax used two hyperscale service 
providers who are very good in the 
first two parameters—reliability and 
functionality—but they are not neces-

sarily well-suited for start-ups. But the 
biggest challenge is ease of use.

That is what prompted Marax to 
choose DigitalOcean. DigitalOcean—
the Developer Cloud for building 
modern apps —not just offered the 
best price-to-performance ratio among 
the cloud providers in the market, it 
requires very little training.

“The community content and tuto-
rials are just too good,” says Prateek 
Gupta, Co-founder and CEO of Marax.

“For research and experimentation, 
we allow our engineers to start their 
virtual machines. It is very easy,” says 
Gupta.

Of course, Marax.ai has one platform 
for experimentation and development 
and another for customers. Needless 
to say, permission levels are different 
for both. But what about functionality? 
“Yes, not everything is available, but 
they are getting there,” says Gupta.

The Genesis of the 
Relationship
Gupta’s association with DigitalOcean 
started when he was still in college. 
That is when he got a USD 100 referral 
from his friend to use DigitalOcean.

“I did not even know what a virtual 
machine means. That was my level of 
familiarity with the technology,” he 
quips.

But DigitalOcean’s tutorials helped 

him to understand the cloud infra-
structure in depth. This is one advan-
tage of DigitalOcean that he swears by. 
During the conversation, he refers to 
this aspect multiple times.

When he became VP of Marax.ai, he 
turned to DigitalOcean and got a credit 
in December 2018. In January this year, 
Marax started moving to DigitalOcean. 
By that time, he had already used two 
hyperscale cloud providers.

Today, after migrating most of 
Marax’s software to DigitalOcean, he 
says that the following compelling 
differentiators make DigitalOcean a 
trusted cloud partner:

New memory-optimized droplets 
(“cloud servers”) offer more RAM per 
CPU. As Marax’s approach to process-
ing data needs more RAM power, Digi-
talOcean’s RAM-optimized instances 
address Marax’s needs and help the 
company to reduce costs

Managed Kubernetes is a new offer-
ing from DigitalOcean, which will help 
Marax drive greater application avail-
ability and scale. Support from Digital-
Ocean helps developers and startups to 
scale and perform efficiently. It enables 
startups to focus more on the product 
and less on the cloud infrastructure

A separate DevOps team is not 
required—every engineer on the team 
can be added to the cloud and can man-
age infrastructure independently

Security is not a concern as managed 
DNS and Load Balancer allow devel-
opers to keep the ‘Let’s Encrypt’ TLS 
certificates updated, which encrypts all 
connections to servers.

“A friendly and well-structured user 
interface makes it easy for develop-
ers to start using the cloud. Digital-
Ocean’s Hatch community is extremely 
responsive and helpful. They address 
queries and resolve issues quickly. The 
company also nurtures a big commu-
nity of developers, who continuously 
share tips and trends to enhance cloud 
usage,” says Gupta. Marax has been 
able to reduce monthly cloud costs by 
approximately 30% 

Prateek Gupta, Co-founder & CEO, Marax
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Every new technology labels itself as “disruptive”, and the next  
claimant to business “transformation”. Before we address whether 
this is true or not, let us see what transformation means. It is a radical 
shift in paradigms that creates value. This value may be whatever  
the organization’s priority is: Economic, social, cultural, etc. The 
assertion here is that transformation is not always dependent on 
technology. 

Many transformations had nothing to do with technology at all. 
One example is that of one of the world’s largest package delivery ser-
vice removing door handles from door trucks, making them simple 
sliding doors. This saved the delivery driver a few seconds at each 
delivery point. The savings are millions of dollars per annum. The 
second example is a major airline removing one grape from each meal 
served onboard. No one noticed and they saved millions per annum.

So, transformation is driven by innovation; an idea in any business 
area, be it sales, finance, manufacturing, logistics, technology, and 
so on. Oxford Dictionary defines innovation as “the introduction of 
new things, ideas or ways of doing something”. So technology is not 
a necessary component of innovation and thus of transformation. 
However, of late, technology is taking on a much larger role; let us 
examine this assertion.

Let us start with fundamental attributes of innovation. Firstly,  
it is usually a zero-one game. Secondly, correct cost benefit analysis 
is the key. Thirdly, it has to be able to have SOPs. Technology by its 
very nature enforces the third attribute; it makes the second attribute 

E
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By Akash Jain

Silly Point

Does 
technology 
Really 
transform 
Business?
Innovation drives transformation; and 
increasingly technology is making that 
easier, or even possible
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duction capabilities. And now robotics 
is in almost every industry including 
space exploration; it has enabled inno-
vations like lights-out warehouses 
that can operate 24X7 without a hier-
archy of personnel, customer service 
that can handle agitated customers 
graciously, and micro-surgery without 
the risk of a surgeon’s hand shaking, 
amongst other things. 

The takeaway is that technology may 
be created for some purpose, and an 
innovation may lead it to be used else-
where (also). However, some still argue 
that it is technology that drives innova-
tion (and not the other way around), 
and therefore transformation. Let us 
examine why, with another example.

A classic example of “let us build 
it and they will come”, is the ATM 
machine. Its original creator was con-

easier and faster; and therefore moves 
the needle more towards the first attri-
bute. Let us look at some interesting 
examples.

“NO STORE” followed by “NEW 
CUSTOMER OUTSIDE THE STORE” 
was a pipedream for retail industry 
for many years. And then e-commerce 
and logistics technologies made it pos-
sible overnight. What is really inter-
esting is that e-commerce was first 
used by the pornography industry, 
and logistics by the manufacturing 
industry. Neither was created for retail 
industry per se.

Let’s look at a second example from 
the reverse direction: The need to 
move humans out of dangerous jobs 
like moving hot metal led to adoption 
of the first robotics. This then grew 
into error-free and exact replica pro-

The takeaway is that technology may be created for some 
purpose, and an innovation may lead it to be used elsewhere

vinced that it was a great idea. It failed. 
Two generations later, an inventor 
missed the bank closing hours two 
days in a row, and was thus unable 
to withdraw cash. So he invented the 
24-hour cash machine and sold it to 
the bank as an innovation. As the 
cliché goes, the rest is history. Let us 
not forget that the ATM has now been 
repeatedly used in many innovative 
ideas like cash anytime-anywhere, less 
tellers/cost savings, full-fledged bank 
branch, insurance agents, etc.

In all the examples above, and many 
such more, the idea came first. Then 
technology enabled it; in many cases 
many years after the idea itself origi-
nated. So, the bottom line is that inno-
vation drives transformation; and that 
increasingly technology is making 
that easier, or even possible 
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Data is the new ‘oil’ and the Oil & Gas industry is at 
the cusp of an ongoing digital transformation deal-
ing with its key differentiator ‘Data’. While it can be 
argued that the Oil & Gas industry has always been 
about data, recent advancements in Cloud Comput-
ing, IoT, Analytics and Automation has brought 
numerous opportunities for transformation and 
created business value that was not possible even 
5-6 years back. 

The rise of digital disruption is not new to the 
industry, however what is truly transformative is 
the ability to weave data from multiple sources in 
near real-time that provides a 360-degree view of 
operations from Exploration, Production to Refin-
ing, Supply Chain and Marketing. This creates 
numerous opportunities around enhancing pro-
ductivity, reducing equipment downtime, extend-
ing life of oil wells to optimized transportation 
models to name a few. With the increasing impact 
of oil prices on the sustainability of the industry, 
there is a push towards use of Machine learning 
and Artificial Intelligence (AI) in Oil Exploration. 
Recently, ExxonMobil has tied up with the Mas-
sachusetts Institute of Technology (MIT) for design 
of AI robots for hydrocarbon seep detection, a tech-
nique used to identify and confirm hydrocarbon 
presence in ocean basins.

Transforming Oil with the Data Deluge
Oil & Gas companies are truly disrupting the 

industry by building digital ecosystems with ven-
dors and suppliers. Let us review the value chain of 
an integrated Oil & Gas enterprise to visualize the 
disruptions that digital technologies are bringing. 

 The industry can be broken into 3 segments – 
Upstream (companies dealing with exploration, 
development of oil fields and production opera-
tions, for example ONGC), Mid-Stream (companies 
involved in transportation of crude oil, storage and 
distribution to downstream industry, for example 
Transneft) and Downstream (companies that have 
refining operations or produce Petro-chemicals 
and distribute and market petroleum products or 
Petro-chemicals to wholesalers and retailers, for 
example HMEL)
 Automation in Exploration - One of the chal-
lenges that the oil industry faces are the risks 
associated with exploration and the safety issues 
in the exploration environment while drilling. 
Automation is transforming drilling by eliminat-
ing manual intervention in pipe handling and 
pressure drilling. Weather monitoring can also 
be automated by use of sensors which can help 
understand potential outages due to events like 
earthquakes or hurricanes.

By Saumya Chaki

Oil & Gas

Disrupting Oil 
& Gas - With 
the Big Data 
Tsunami
Digital disruption in Oil & Gas is about 
understanding how to harness the 
changes brought about by digital 
technologies and incorporating them 
into the business strategy 

TransformaTion ExEmplar
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ules and reduce equipment down-
time, this results in more optimized 
operations. 

 Pipeline Risk Assessment - One 
of the key risks around transporta-
tion of crude oil from production 
wells to depots and refining plants 
is leakage/spills. The other areas of 
risk include seismic risks if the pipe-
line passes through a seismic zone 
and internal/external corrosion of 
pipes over time. With sensors used 
in leakage and measuring pressure, 
real time analytics can be performed 
helping companies plan mainte-
nance and optimize costs. 

 Transportation Optimization - 
With crude prices constantly in flux, 
managing transportation of crude 
through pipelines, ships or railways 
becomes crucial. Complex analytical 
models help derive route planning 
and mode of transport for optimiza-
tion of transportation costs. 

 Storage Optimization - Storage 
optimization is crucial both for 
crude oil storage in terminals and 
for storage of refined products 
before distribution. Storage models 
need to factor the throughput from 
oil fields as well as transportation 
rates to avoid capacity issues. For 
finished product storage in storage 
tanks, mixed products can be stored 
provided there are no impacts, for 
example petrol cannot be stored in 

 Exploration Operations Optimiza-
tion - To reduce the risks associated 
with the high cost of exploration, 
companies are continuously look-
ing at ways to optimize exploration 
operations. Use of Big Data Analyt-
ics tools help identify and map new 
oil reservoirs as well as identify 
potential drilling locations. 

 Drilling Optimization - Use of IoT 
sensors enable the drilling equip-
ment to provide real time data of 
drill operations that can enable 
supervisors to monitor drill perfor-
mance and optimize drill operations 
through real-time Dashboards. 

 Risk Assessment - One of the key 
risks faced in the Upstream business 
is the viability of oil fields and life of 
oil fields. Increasing use of Big Data 
Analytics and Machine Learning is 
helping Upstream companies man-
age the exploration better, based on 
drilling data combined with data 
from other sources like seismic 
surveys, geological mapping to man-
age the exploration within budgets. 
Even for operational oil wells, tech-
niques for enhancing oil recovery 
using digital technologies are being 
leveraged to extend life of wells.

 Asset Maintenance - IoT and Big 
Data Analytics help in collecting  
and analyzing data from equipment 
sensors in near real-time which  
help in planning maintenance sched-

a tank where residual oil is kept due 
to the high sulfur content in residual 
oils. IoT and Big Data Analytics can 
help mid-stream companies manage 
their storage effectively.

 Demand Modeling - For Down-
stream companies demand modeling 
is crucial to ensure they produce the 
right product mix in the refineries 
and store products with the desired 
demand levels. Analytical models 
based on demand planning and pro-
duction planning is crucial.  

 Price Optimization - Price Opti-
mization and planning is crucial 
for downstream companies as their 
profitability is impacted by crude 
oil prices. With lower crude prices, 
feedstock costs go down and demand 
for petroleum products rises, hence 
pricing models need to factor in both 
feedstock costs as well a demand for 
petroleum products. Use of Machine 
Learning that looks at the end-to-
end data can help companies price 
products optimally. 

 Market Analytics - A strategy that 
works in a given market, may not 
work in another market. Hence mar-
ket analytics tools are required by 
large companies that have a global 
presence, which factor in the dynam-
ic factors like economic demand, 
product demand and price trends in 
a given market. 

 Marketing Efficiency - Down-

oil industry Value Chain

Digital 
Disruptions

Upstream – Exploration, field 
Development, production 

operations

mid stream – 
Transportation, processing, 

storage and Distribution

Downstream –
Refining, Petro-Chemicals, 

Wholesale & marketing

• Automation in Exploration Operations
• Exploration Operations Optimization
• Drilling Optimization
• Risk Assessment
• Asset Maintenance

• Pipeline Risk Assessment 
• Transportation Optimization
• Storage Optimization

• Demand Modeling
• Price Optimization
• Market Analytics
• Marketing Efficiency

External Data & Corporate Data (Hosted on Cloud platforms)

supporting suppliers/Vendors (logistics, Equipment, Digital Transformation providers etc.)
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stream companies use Advanced 
Analytics to analyze the marketing 
efficiency of distribution chan-
nels and ability to create new seg-
ments based on understanding of 
new areas of economic growth and 
changes in product demand. 
As is evident from the transforma-

tional impact of digital technologies at 
each stage of the Oil & gas value chain, 
companies are increasingly looking 
at leveraging these technologies not 
only for productivity enhancements, 
cost optimization but also as a differ-
entiator in enhancing revenues and 
meeting compliance needs. The key 
benefits that digital disruption has 
provided the Oil & Gas industry can 
be summarized as:

 Automation - Automation in explo-
ration and production has brought 
about cost optimization and low-
ered risks. Underwater drones and 
unmanned submersibles can help 
monitor equipment under water 
aiding in the inspection process and 
help manage equipment mainte-
nance schedules.

 Cost Optimization - Digital technol-
ogies have helped optimize the cost 
of exploration, operations and trans-

portation and storage of petroleum 
products. The end to end visibility 
across the value chain has been truly 
disruptive. Cloud computing models 
have enabled enterprises to offload 
data sets to service providers and 
handle large volumes of data at lower 
costs as well as can use historical data 
sets in exploration and production.

 Decision Making - With Self  
Service dashboards that provide 
end-to-end value chain visibility 
to enterprises, decision-making is 
based on near real-time data. This 
provides enterprises to take actions 
before serious events like weather 
events, changes in geopolitics or 
crude oil prices.

 Productivity - As we have seen 
right across the value chain digital 
technologies have brought sig-
nificant productivity gains through 
Automation, Big Data Analytics and 
IoT. Ability to handle and process 
unstructured data in form of main-
tenance reports, weather reports has 
also enhanced productivity of enter-
prises which would spend many 
man hours analyzing such data sets.

 Health and Safety - Digital technol-
ogies have ensured better health and 

safety environment during explora-
tion and production. Ability to mea-
sure emissions, perform automated 
inspections, sensor data on equip-
ment performance and has helped 
manage health and safety indictors 
and meet compliance needs. AI 
robots are being used to detect faults 
in equipment and send alerts in case 
of gas leakage. 

  Financial Management - Predic-
tive financial management systems 
have access to cross functional data 
sets that help analyze KPIs across 
multiple dimensions and provide 
enterprises a better picture of how to 
remain profitable.
According to Accenture’s Upstream 

Oil and Gas Survey, 80% of companies 
are looking to invest the same amount 
or more in the next 3-5 years. Digi-
tal disruption in Oil & Gas is about 
understanding how to harness the 
changes brought about by digital tech-
nologies and incorporating them into 
the business strategy of the enterprise. 
Digital technologies are also creating a 
need for a digitally enabled workforce 
and companies need to train manpow-
er to meet the needs of the changing 
enterprise 

Artificial 
Intelligence 
robots are 
being used to 
detect faults 
in equipment 
and send alerts 
in case of gas 
leakage
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Special RepoRt

Npcil 
Malware: is 
the Big Worry 
Justified?
The isolation of business 
systems and control 
systems are just assumed; 
not known. So, the worry is 
very, very real.
By Shyamanuja Das



Special Report

25November 2019 | CIO&LEADER



Special Report

26 CIO&LEADER | November 2019

l
Last month, the incident of a malware 
hitting Nuclear Power Corporation of 
Indian Ltd (NPCIL)’s Kudankulam 
Nuclear Power Plant (KNPP) was all 
across media and social media.

The matter was politicized after Con-
gress’ Shashi Tharoor—incidentally, 
quite active on Twitter—appealed to 
the government to come clean on the 
matter and DMK’s M K Stalin asked 
for a probe. As usual, social media 
was divided across ideological/politi-
cal lines. Almost nine out of ten who 
joined the debate did not understand 
anything. From the rest, most were 
playing on others’ ignorance. A few 
sane voices were not getting heard. 

One of those voices was Pukhraj 
Singh, a cyber intelligence analyst,  
earlier involved with the setting up of 
the cyber defence operations center 
of the Indian government, who first 
spoke about it on Twitter and whose 
tweet was quoted by Shashi Tharoor to 
demand that the government ‘owes us 
an explanation’.

“I just witnessed a casus belli in the 
Indian cyberspace and it sucks at every 
level,” Singh tweeted, in a somewhat 
cryptic manner, way back on 7 Septem-
ber 2019. 

Once other users started discussing 
it on Twitter, he tweeted again on 28 
October, quoting his original tweet: 
“So, it's public now. Domain controller-
level access at Kudankulam Nuclear 
Power Plant. The government was 
notified way back. Extremely mission-
critical targets were hit.”

What is significant is that Singh 
claimed that there were ‘other targets’, 
‘scarier than KNPP’. The government 
is largely silent on this and so is the 
media. 

Next day he clarified that he did not 
discover the intrusion but a third party 
did that. He also claimed that he noti-
fied National Cyber Security Coordina-
tor about this on 4 September 2019, 
a good three days before he tweeted 
about it. Later, in another tweet, he cor-
rected the data: It was 3 September and 
not 4 September. That is a day earlier.

That is when Twitter went abuzz, 
Shashi Tharoor quoted him, asking the 
government to come clean and Twit-
ter went abuzz. The first reaction that 
came from the authorities was a denial. 

In an official statement, signed by R 
Ramadoss, Training Superintendent & 
Information Officer, KNPP said, “Some 
false information is being propagated 
on the social-media platform, elec-
tronic and print media with reference 
to the cyber-attack on Kudankulam 
Nuclear Power Plant.”  

“This is to clarify KNPP and other 
Indian Nuclear Power Plants Control 
are standalone and not connected to 
outside cyber network and Internet. 
Any cyber-attack on the Nuclear 
Power Plant Control System is not pos-
sible. Presently, KNPP Unit-1 and 2 are 
operating at 1000 MWe and 600 MWe 
respectively without any operational 
or safety concerns,” it added. 

That was the beginning of all confu-
sion. While KNPP was (most probably) 
right in ascertaining that ‘KNPP Unit-1 
and 2 are operating at 1000 MWe and 
600 MWe respectively without any 
operational or safety concerns,’ it went 
a little overboard by claiming that ‘any 
cyber-attack on the Nuclear Power 
Plant Control System is not possible.’

But that is not what made things 
confusing. Confusion started when 
KNPP, a government agency, decided 
to play on words—the way some politi-
cians and some businesses do—to take 
advantage of the ignorance of the pub-
lic and the journalists.

So, the next day when Nuclear Power 
Corporation of India Limited (NPCIL), 
admitted that identification of malware 
in NPCIL system is correct, media 
called it a U-turn.

In the war of words that followed, the 
slightly more-aware supporters of the 
government pointed out that there is 
nothing in the NPCIL statement that 
contradicts the earlier statement by 
KNPP. While the malware information 
is correct, it ‘did not’ affect the plant 
operational system and only the office/
business system. 

“The matter was immediately inves-
tigated by the Department of Atomic 
Energy (DAE) specialists. The inves-
tigation revealed that the infected PC 
belonged to a user who was connected 
in the internet connected network used 
for administrative purposes. This is 
isolated from the critical internal net-
work. The networks are being continu-
ously monitored,” the NPCIL state-
ment clarified. 

“Investigation also confirms that  
the plant systems are not affected,” it 
reaffirmed. 

This gives rise to multiple questions 
and doubts:
1 Why did the KNPP statement remain 

silent on the office PC that was affect-
ed, when social media was abuzz  
and instead called everything false 
information?

2 What changed between 28 October 
and 29 October 2019 for NPCIL to 
admit that indeed it was impacted, 
even though the same statement 
admitted that ‘the matter was con-
veyed by the Indian Computer Emer-
gency Response Team (CERT-In) 
when it was noticed by them on Sep-
tember 4, 2019.”

3 How much can we rely on this assur-
ance that the plant is not affected?

4 Why should a government agency 
try to play on the ignorance of 
the common man? It could have 
explained the difference between an 
office PC and the operational system. 
The Industrial Control Systems (ICS) 
and the business systems are usu-
ally isolated and the ICS in critical 
strategic infrastructure are rarely 
connected to public internet.
An ICS expert, Joe Slowik (@jfslowik) 

raised some pertinent points on Twit-
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ter. He questioned if assumption about 
the isolation of these two systems 
in India is there. In the US, the UK, 
Canada, Germany and France, “there's 
general confidence about network 
isolation between business and opera-
tional networks as both best practice 
and regulatory requirement – but does 
anyone know about India?” he asked. 
And if it is there in principle, he asked 
if its followed and enforced? India, 
anyway is known for great rules, with 
minimal enforcement.

And he sums up perfectly. 
“On its face this looks 'bad', but lack 

of details and operational understand-
ing means no one on the socials can 
accurately assess possible impacts and 
implications given very little info right 
now,” he tweeted. 

It comes back to where it started—
whether you want to believe the con-
trol systems are completely isolated 
or they are not. If it is the latter, while 
NPCIL may still be right in saying that 
they are not affected right now, but the 
possibility of their getting affected is 
very real. 

What is really worrying is that  
the type of malware and where it  
was found. 

Dtrack Remote Administration  
Tool (RAT) is a known cyber-espio-
nage malware from Lazarus Group, 
an infamous advanced persistence 
threat actor responsible for multiple 
cyber-espionage and cyber-sabotage 
operations. And it was found inside 
what should be the paragon of safety 
and security – a large nuclear plant of 
one of the few nuclear power nations in 
the world. 

It is difficult to believe it was there to 
steal data from the employee payroll or 
office accounting system!

The Endnote
However, the incident will go down as 
one of the best things to happen if this 
sensitizes the government and that 
results in some real action. 

Let’s hope for the best…And I do not 
have the heart to complete the saying 

Kaspersky Global Research and 
Analysis Team have discovered a 
previously unknown spy tool, which 
had been spotted in Indian financial 
institutions and research centers. 
Called Dtrack, this spyware reported-
ly was created by the Lazarus group 
and is being used to upload and 
download files to victims’ systems, 
record key strokes and conduct 
other actions typical of a malicious 
Remote Administration Tool (RAT).

In 2018, Kaspersky researchers 
discovered ATMDtrack – malware 
created to infiltrate Indian ATMs 
and steal customer card data. Fol-
lowing further investigation using 
the Kaspersky Attribution Engine 
and other tools, the researchers 
found more than 180 new malware 
samples that had code sequence 
similarities with the ATMDtrack, but 
at the same time were not aimed at 
ATMs. Instead, its list of functions 
defined it as spy tools, now known 
as Dtrack. Moreover, not only did the 
two strains share similarities with 
each other, but also with the 2013 
DarkSeoul campaign, which was 
attributed to Lazarus – an infamous 
advanced persistence threat actor 
responsible for multiple cyberespio-
nage and cyber sabotage operations.

Dtrack can be used as a RAT, giving 
threat actors complete control over 
infected devices. Criminals can then 
perform different operations, such as 
uploading and downloading files and 
executing key processes.

Entities targeted by threat actors 
using Dtrack RAT often have weak 
network security policies and pass-
word standards, while also failing to 
track traffic across the organization. 

If successfully implemented, the 
spyware is able to list all available 
files and running processes, key 
logging, browser history and host 
IP addresses, including information 
about available networks and active 
connections.

The newly discovered malware 
is active and based on Kaspersky 
telemetry, and is still used in  
cyberattacks.

“Lazarus is a rather unusual nation 
state sponsored group. On one hand, 
as many other similar groups do, it 
focuses on conducting cyberespio-
nage or sabotage operations. Yet 
on the other hand, it has also been 
found to influence attacks that are 
clearly aimed at stealing money. 
The latter is quite unique for such 
a high profile threat actor because 
generally, other actors do not have 
financial motivations in their opera-
tions,” said Konstantin Zykov secu-
rity researcher, Kaspersky Global 
Research and Analysis Team. “The 
vast amount of Dtrack samples we 
found demonstrate how Lazarus is 
one of the most active APT groups, 
constantly developing and evolving 
threats in a bid to affect large-scale 
industries. Their successful execu-
tion of Dtrack RAT proves that even 
when a threat seems to disappear, 
it can be resurrected in a different 
guise to attack new targets. Even 
if you are a research center, or a 
financial organization that operates 
solely in commercial sector with no 
government affiliates, you should 
still consider the possibility of being 
attacked by a sophisticated threat 
actor in your threat model and pre-
pare respectively.”

Dtrack: previously unknown spy-tool by 
Lazarus hits financial institutions and 
research centers

Published by Kaspersky on 23 September 2019
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Agile security – A 
Reality in today's 
World
Security professionals can maximize security for containerized 
applications with a unique combination of positive and negative 
security models for application protection in service mesh
By  Nikhil Taneja
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Businesses are looking to optimize 
and accelerate their Software Devel-
opment Lifecycle (SDLC), in order to 
improve their operational efficiency 
and gain a competitive edge.

Service mesh is the popular archi-
tecture where monolithic applications 
are broken down into microservices, 
becoming the common delivery model 
providing for better agility, elastic-
ity and scale. Companies that deploy 
service mesh architecture require 
advanced automation and orchestra-
tion tools to help them achieve these 
business goals (agility, elasticity, and 
scale) and assemble an ecosystem that 
supports continuous deployment.

Such orchestration tools offer auto-
mated container deployment, scaling 
and management, time code scanning, 
provisioning, testing and even security 
in the CI/CD pipeline. The most popu-
lar orchestration tool is Kubernetes. 
It is so broadly used, that each public 
cloud vendor has introduced a special 
Kubernetes edition.

Naturally, these benefits drive the 
rapid adoption of the above model, 
with the ultimate goal of continuous 
deployment. Even if an application 
is changed multiple times a day, each 
version must go through the full 
SDLC phases before being pushed into 
production – with no delays and no 
human intervention, at all. If security 
doesn’t run at the same speed, it is usu-
ally left behind.

Normally, enterprises are forced to 
choose between agility and security. 
Most put agility first and try to retrofit 
security solutions into their deploy-
ments. But it’s worth noting that digital 
transformation doesn’t just come with 
new technologies; it also forces struc-
tural changes and adjustments of busi-
ness processes.

Naturally, because it gives more 

decision-making power to those who 
understand, choose and implement 
the emerging solutions, DevOps have 
a growing influence on information 
security related decisions and eventu-
ally, the overall application security 
posture of their company.

As everything is moving 
fast, how can businesses 
be both agile and secure?
Unfortunately, emerging technologies 
are just that—emerging—and they do 
not come with best practices. Compa-
nies still look for the proverbial yellow 
brick road to secure microservices 
and containerized applications. What 
might that look like? Market leading 
application security that also provides 
advanced automation, auto-scale and 
elasticity required by today’s DevOps 
and Security teams. But often, the first 
line of defense is a WAF.

Can a WAF be agile?
WAFs are long known as showstop-
pers – they are slow, inaccurate, 
require a lot of tuning, exception han-
dling and manual labor to maintain. 
Generating false positives and hurt-
ing the user experience, WAFs are 
by far the least favorite solution for 
information security teams. Can such 
an ancient animal adjust to the new 
ecosystem?

Yes, it can!
If organizations require agility first 
and foremost, then security must fit 
into that automated SDLC without dis-
rupting continuous deployment.  How-
ever, organizations need more than 
just a “good enough” security solution. 

Their data is at stake. They require 
comprehensive protection.  Radware 
invested significant R&D efforts to 
solve this problem. The emphasis 
focused on finding the required level of 
automation, flexibility and elasticity.

Kubernetes WAF features many inte-
gration options into the CI/CD pipe-
line. For example, it is fully controlled 
by Kubernetes, so application security 
grows and scales with Kubernetes 
pods, including learned policies and 
configuration settings.

What’s more, visibility to both 
DevSecOps + Security teams via 
integration with common tools and 
platforms (like Grafana, Prometheus, 
etc.) is critical, as is a light footprint 
(an enforcement point in front of each 
pod while management, analytics and 
learning engine are run separately 
within the environment).

Lastly, and perhaps most import-
antly, security policies should be  
automatically generated and tuned. 
This can be accomplished by using 
machine learning with a unique auto 
policy-generation engine that studies 
the application/ microservice struc-
ture, analyzes potential threats and 
builds a security policy that is later 
adjusted whenever a change is intro-
duced to the application.

And there you have it: Agile security!
As for security folks – you can  

maximize security for containerized 
applications with a unique combina-
tion of positive and negative security 
models for application protection in 
service mesh 

— The author is Managing Director, India, 
SAARC & Middle East, Radware 

B
...digital transformation doesn’t 
just come with new technologies; 
it also forces structural changes 
and adjustments of business
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Emerging Role Of 
Artificial intelligence 
in social sector
From improving crisis response to improving crop 
yields: Artificial Intelligence is set to play an increasingly 
impactful role in the social sector
By Tuhin Banik
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A
Artificial Intelligence is already 
impacting our lives in a major way. 
Be it getting driving instructions 
through our smartphone or getting 
daily reminders by our fitness device 
to increase our workouts, all these are 
manifestations of how Artificial Intelli-
gence is changing the way we function. 
What is often less understood is the 
significant role Artificial Intelligence 
can play in the social sector.

Artificial Intelligence can potentially 
help solve some of the country’s most 
pressing problems. As a matter of fact, 
it can contribute in some way or anoth-
er to tackling all of the United Nation’s 
Sustainable Development Goals. AI is 
already being applied in a number of 
real life situations, from helping blind 
people navigate and diagnosing cancer 
to identifying sexual harassment vic-
tims and helping with disaster relief.

Let us take a look at critical social 
domains where AI can be implemented 
effectively:
 Crisis response – Rainier Mallol, a 
scientist from the Dominican Repub-
lic, was successfully able to predict 
dengue outbreaks three months in 
advance with up to 81% accuracy 
after feeding statistics of previous 
outbreaks to an AI algorithm. This 
successful harnessing of big data to 
predict deadly diseases can remark-
ably change the way we address epi-
demics. AI can be applied on satellite 
data to predict wildfire progressions 
and optimize the control reponse. 
AI can be used in conjunction with 
drones to look for missing persons in 
the wilderness.

 Precision agriculture – AI can help 
farmers analyze a variety of factors, 
such as temperature, weather con-
ditions, soil conditions and water 
usage, in real time. It can be used to 
optimize planning and generate a 

more bountiful yield by determining 
the best crop choices and the most 
optimal way to utilize resources. 
AI has been effectively deployed to 
detect crop damage with the help of 
low-attitude sensors, from drones 
to smartphones, to improve the crop 
yield of small farms.

 Educational challenges – AI can be 
used to maximize the achievement 
of students and the productivity of 
teachers. Adaptive teaching technol-
ogies can be used to recommend con-
tent and courses to students based on 
their engagement and success with 
past courses and material.

 Environmental challenges – To sus-
tain biodiversity and combat climate 
change, pollution and the degrada-
tion of natural resources. Rainforest 
Connection, a non-profit organiza-
tion located in the Bay Area, uses AI 
tools like TensorFlow to conserve 
fragile rainforest ecosystems around 
the globe. By analyzing the audio-
sensor data in vulnerable areas, we 
can successfully detect and prevent 
illegal logging activity.

 Inclusiveness and equality – This 
would seem like a far-fetched con-
nection but AI based technology also 
has the potential to improve social 
inclusiveness and fight discrimina-
tory tendencies by using and analyz-
ing big data. A good case study is 
Affectiva, a combined effort by the 
media lab at MIT and the Autism 
Glass Project that makes use of AI 
to automate emotion recognition 
and provide helpful social cues to 
help people at different stages of the 
autism spectrum to interact better in 
social settings. Addressing challeng-
es related to inclusiveness, equality, 
and self-determination are some 
of the most pertinent issues in this 
domain. These include reducing bias 
based on religion, race, sexual orien-
tation, disabilities and citizenship.

 Healthcare – Early diagnosis of dis-
eases is another area where AI can 
help for the better. Researchers at 
Stanford University and the Univer-

sity of Heidelberg have created an AI 
based system for detecting diseases. 
They found that AI based image 
processing software were able to 
scan images of lesions and determine 
whether they were cancerous more 
effectively than professional derma-
tologists. By interpreting the heart 
rate sensor data, wearable devices 
with AI powered software can detect 
people prone to diabetes with up to 
85 percent accuracy. If they are made 
more affordable, they can help over 
400 million people globally.

 Information validation – With  
the fake news epidemic growing 
direr by the day, we need systems 
to facilitate provision and valida-
tion of reliable, helpful and valuable 
information to the masses. We need 
to focus on counteracting or filtering 
distorted and misleading content, 
including false information peddled 
on social media, internet and messag-
ing applications. AI can contribute 
to this domain by presenting coun-
teractive views to the ideologically 
insulated pockets across social media 
platforms.

 Infrastructure management –  
AI can also help with infrastructure 
challenges and promote public good 
in the power sector, waste and water 
management, real estate, urban 
planning and transportation. For 
instance, traffic light control systems 
can be optimized with the help of real 
time footage and Internet of Things 
sensors to maximize the passage 
of vehicles through crowded areas. 
AI systems can be used to schedule 
maintenance of public transport 
systems and identify malfunctioning 
components. 
These are just a few areas in which 

AI can help address important chal-
lenges. While the potential for its use is 
immense, scaling it up will need focus, 
funding and concerted efforts from the 
different stakeholders to work for the 
benefit of mankind.

— The author is Founder, Thatware LLP 
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how to Create 
A Cyber-Aware 
Workforce Using 
non-traditional 
training techniques
There are many scientific benefits to some non-traditional 
training techniques such as reduction of cognitive load leaving 
learners feeling more engaged and increasing the levels of 
information retention
By Rajesh Maurya
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Much has been made about the 
cybersecurity skills gap, and for good 
reason. There is a scarcity of cyber-
security professionals worldwide, 
which makes networks and those who 
depend on them—which is almost 
everyone—less safe. This is compound-
ed by the fact that humans continue to 
be the weakest link in an organization’s 
cybersecurity posture. There is an 
insufficient number of professionals 
to keep networks secure, and there is 
a general lack of cybersecurity aware-
ness by employees making basic mis-
takes that create greater cyber risk.

Clearly, employees need consistent, 
high-quality training on basic cyberse-
curity and cyber-awareness. One bar-
rier, though, is that in today’s machine-
speed business environment, it is 
difficult to break away from daily tasks 
to take part in traditional live or online 
training initiatives that require long 
blocks of time. Organizations need a 
new training paradigm that delivers 
appropriate content without disrupt-
ing business.

The Benefits of Non-
Traditional Training
The traditional view of training is of 
people sitting in a classroom for sev-
eral hours or days with an instructor 
or facilitator at the front of the room. 
Or of sitting in front of a computer 
working through many modules of a 
self-pace training course. While these 
methods of training can be quite effec-
tive, the field of training and education 
has evolved considerably over the last 
several years.

There are many forms of less tra-
ditional training methods that have 
proven to be very effective and can 
address challenges CISOs are facing 

in building a truly cyber aware work-
force. Implementing many of these 
non-traditional techniques means that 
employees are away from their work-
place far less (in some cases not at all) 
and transforms the learning experi-
ence from an isolated event where the 
learner “consumes training content” to 
a culture of continuous learning where 
employees are “active participants” in 
a more informal, social, interest-driven 
learning process.

There are many scientific benefits to 
some non-traditional training tech-
niques such as reduction of cognitive 
load leaving learners feeling more 
engaged and increasing the levels of 
information retention. The scientific 
benefits are beyond the scope of this 
post, but there is no shortage of scien-
tific data available to anyone online. 
Examples of non-traditional training 
techniques include:

 Job Aids: As stated above, training 
doesn’t always need to be employees 
sitting in a classroom. There are 
many times when employees need to 
perform tasks that are exceptions to 
their day-to-day routine and that can 
be quite complicated and unfamiliar. 
Often these tasks can be learned far 
more effectively through the use of 
job aids. A good example of this is 
when an employee receives an email 
that could be malicious. Rather than 
wading through a large training 
manual or trying to remember the 
specific characteristics of malicious 
emails that were discussed in a previ-

ous class, an employee can reach for 
a job aid. This type of job aid could be 
as simple as a two-sided laminated 
sheet with one side describing the 
characteristics of various malicious 
emails and the other side with simple 
flow charts of what to do. This is 
essentially ‘Just-in-Time’ learning 
that will soon become second nature 
to the employee.

 Microlearning: Microlearning is a 
general concept of providing rela-
tively small chunks of learning to 
participants where and when it is 
appropriate. Microlearning content 
can be delivered in a variety of ways 
ranging from modern learning man-
agement systems (LMS) that push 
microlearning content to users. Or 
it can be through less formal means 
such as quizzes integrated into regu-
lar news letters or informal activities. 
Microlearning is an ongoing trend 
that meets the particular needs of 
today’s fast-moving organizations 
and their employees.  While it is 
a general concept that applies to a 
number of techniques, Microlearn-
ing is best suited for skills-based 
learning which is quite applicable to 
cybersecurity skills and awareness. 
With the landscape changing so 
often, microlearning can be delivered 
regularly to reinforce security topics 
and required skills, increasing the 
odds of retention and compliance.

 Gamification: Gamification is a tech-
nique using elements comprised of 
video game design in learning envi-
ronments. The goal of gamification is 
to engage learners through familiar 
fun activities and in some cases 
create a competitive and or social 
environment. By gaining points, 
elevating their status level, getting 
to the top of a leaderboard or one 
of many other gaming techniques, 
users are inspired to continue learn-
ing. Gamification of learning can be 
implemented in a number of ways 
and to a number of degrees. It can 
be as simple as awarding points as 
people participate in ongoing micro-

M

There are many forms 
of less traditional 
training methods 
that can address 
challenges CISOs 
are facing in building 
a truly cyber aware 
workforce
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learning activities, or more complex 
live in-person “capture-the-flag” 
competitions. From a cybersecurity 
awareness perspective, gamification 
of learning could be implemented in 
conjunction with MIS teams sending 
out simulated phishing attacks and 
awarding points to employees who 
avoid the attacks and can identify 
various characteristics. The Forti-
net XPerts Academy event in Latin 
America is a good example of gami-
fication being used in a much more 
extensive manner to create excite-
ment and engagement before a train-
ing event even starts. Take a look at 
the challenge video sent to registered 
participants.   

 Digital Badging: Digital badges 
are defined as “a validated symbol 
or indicator of an accomplishment, 
skill, quality or interest”. While not 
a training technique itself, digital 
badging can be a great tool to moti-
vate behavior and engage learners 
by recognizing achievement. Digital 
badging can also be used as a mecha-
nism to communicate a person’s 
status or membership within a com-
munity. In fact, digital badging is 
quickly becoming an alternative to 
traditional technical certification des-
ignations that often require signifi-

cant time and financial investment by 
individuals. In 2011 the whitepaper 
“An Open Badge System Framework” 
by Peer 2 Peer University and The 
Mozilla Foundation became the cata-
lyst for what has become an effective 
network of open digital badging sys-
tems that allow individuals to share 
their badges broadly across the inter-
net with peers, credentialing bodies, 
potential employers and others. This 
can be a great enabler for CISOs and 
HR departments wanting to assess 
skills and knowledge of potential 
new hires into an organization. It 
can also be a great tool for internal 
compliance teams to easily measure 
and report on critical cybersecurity 
awareness of the general employee 
population. 

 Awareness Campaigns: While not 
as technological as gamification or 
digital badging, an often overlooked 
method of training is leveraging 
existing awareness campaigns. These 
campaigns can be focused specifi-
cally on a training initiative such as 
cybersecurity awareness, or could 
be larger campaigns that are well 
aligned with your learning objec-
tives – such as Cybersecurity Aware-
ness Month. They can be internal 
campaigns or external campaigns 

that typically provide a significant 
number of resources and support. 
The Association for Talent Devel-
opment for example promotes an 
Employee Learning Week each year, 
citing a growing skills gap and the 
need to remain competitive in today’s 
global economy. An industry aware-
ness campaign like this can be a great 
vehicle to launch or expand a cyber-
security awareness campaign.
Cybersecurity remains a primary 

concern for all organizations, and 
cybersecurity awareness training 
needs to be part of any successful strat-
egy to keep networks and data safe. 
The BYOD, work-anywhere culture 
increases risk, but it also provides 
greater opportunity to train employees 
on good cybersecurity practices using 
a variety of non-traditional training 
techniques. By evolving your organi-
zation’s training strategy to include a 
variety of non-traditional techniques 
for your cybersecurity needs, you have 
the potential to do more than build a 
Cyber-Aware Workforce, you have the 
potential to change the overall learn-
ing culture of your organization and 
become a true Learning Organization  

—The author is Regional Vice President - 
India & SAARC, Fortinet 

The BYOD culture 
increases risk, but 
it also provides 
greater opportunity 
to train employees on 
good cybersecurity 
practices using 
a variety of non-
traditional training
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5g to help Customer 
Acquisition And 
generate new 
Revenue streams: 
study
90% of enterprises are actively investigating business 
cases, defining use cases with ecosystem partners or 
defining service portfolios using 5G technology
By CIO&Leader
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Over 50% enterprises believe 5G will 
help customer acquisition and gener-
ate new revenue streams, according to 
Infosys Knowledge Institute’s market 
research titled, ‘State of 5G – The Road 
Ahead’. The research was aimed at 
gathering insights around the current 
state of 5G adoption and identifying 
current and future initiatives that can 
serve as a guide for business and tech-
nology leaders across enterprises in 
their 5G digital transformation journey.

For this research, Infosys surveyed 
850 senior executives representing 
firms from 12 industries, with annual 
revenues over USD 1 billion across 
US, Europe, UK, Australia and New 
Zealand. The study gathered empirical 
evidence to show how mass machine 
communication is expected to be the 
most transformed application with 5G 
and why data security emerges as the 
most critical barrier to its adoption.

Key findings of the survey include:
 A staggering 90% of the respondents 
are either actively investigating 5G 
business cases or defining various 
use cases and service portfolios with 
ecosystem partners.

 Nearly 60% of respondents men-
tioned cost and effectiveness as 
the primary criteria for use case 
adoption, while 57% of surveyed 
enterprises are looking at 5G for new 
revenue streams.

 Over 50% of enterprises are looking 
for 5G use cases that can help them 
disrupt the market or drive their 
brand forward

 Data security (59%), finding the right 
talent (57%), and device readiness 
(57%) were identified as key barriers 
in 5G adoption.

O
 Industry wise, Energy and Utilities 
call out Integration while Manufac-
turing mentions virtualized 5G core 
deployment as key challenges

 Maintenance of the new technology 
(47%) and defining a roadmap for AI 
and ML technology advancements 
(33%) emerged as key challenges post 
implementation

 Nearly 50% enterprises firmly 
believe that system integrators play a 
vital role in 5G deployment.

 50% respondents cited that mass 
machine communication is expected 
to undergo a major transformation, 
followed by ultra-reliable and low 
latency services (48%) and enhanced 
cellular broadband (43%).

State of 5G across industries:
 Consumer Retail and Logistics (CRL) 
and Energy and Utilities (E&U) 
industries are leaders in 5G strategy 
with experiments around In-Store 
Experience and Smart Grids respec-
tively. There is also traction in inter-

active experiences around media 
delivery, smart spaces, and remote 
healthcare.

 Telecom industry is driving more use 
case experimentation (57%) that can 
help them disrupt the market.

 Supply side industries have migrated 
beyond the business case stage, 
focusing more on prototyping. On 
the other hand, industries on the 
demand side are driven by the cau-
tious nature of users while contem-
plating business cases.

 While standards organizations are 
seen as the preferred partners in 
5G evolution among nearly 50% 
respondents, understanding of 5G 
and seamless transitioning capabil-
ity were called out as the key partner 
selection criteria.
Nitesh Bansal, Senior Vice President 

and Global Head, Engineering Ser-
vices, Infosys said, “5G holds signifi-
cant transformation potential for both 
network providers and enterprises 
that will consume it. For network 
providers there are significant oppor-
tunities for network virtualization, 
AI and automation, while consider-
ably lowering associated costs and 
enhancing delivery of network-based 
services. For enterprises, on the other 
hand it unlocks significant value with 
the addition of use cases that were not 
possible without low latency and high 
bandwidth network coverage. Through 
our research, ‘State of 5G – The Road 
Ahead’, we are looking to present a 
comprehensive view of the adoption 
and barriers in implementing 5G. The 
research also highlights relevant use 
cases that will serve as a ready reck-
oner for businesses looking to explore 
new opportunities in the 5G space.” 

A staggering 
90% of the 
respondents are 
either actively 
investigating 5G 
business cases or 
defining various 
use cases
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the top strategic 
Predictions For 2020 
And Beyond From 
gartner that Will 
Change the World 

50% of people with a smartphone but without a bank account 
will use a mobile-accessible cryptocurrency account, according 
to Gartner
By CIO&Leader
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50% of people with a smartphone  
but without a bank account will  
use a mobile-accessible cryptocur-
rency account, according to Gartner. 
This is among the top strategic pre-
dictions for 2020 and beyond, which 
examine how the human condition is 
being challenged as technology creates 
varied and ever-changing expectations 
of humans.

By 2023, the number of people 
with disabilities employed will 
triple due to AI and emerging 
technologies.
“People with disabilities constitute 
an untapped pool of critically skilled 
talent,” said Daryl Plummer, distin-
guished vice president and Gartner 
Fellow. “Artificial intelligence (AI), aug-
mented reality (AR), virtual reality (VR) 
and other emerging technologies have 
made work more accessible for employ-
ees with disabilities. Organizations that 
actively employ people with disabilities 
will not only cultivate goodwill from 
their communities, but also see 89% 
higher retention rates, a 72% increase 
in employee productivity, and a 29% 
increase in profitability.”

By 2024, AI identification of 
emotions will influence more than 
half of the online advertisements.
Artificial emotional intelligence (AEI) 
is the next frontier for AI development, 
especially for companies hoping to 
detect emotions in order to influence 
buying decisions. 28% of marketers 

5

Major online marketplaces and social 
media platforms will start supporting 
cryptocurrency payments by the end of 
next year. At least half the globe’s citi-
zens who do not use a bank account will 
instead use these new mobile-enabled 
cryptocurrency account services 
offered by global digital platforms by 
2025. This will open trading opportuni-
ties for buyers and sellers in growing 
economies like sub-Saharan Africa and 
Asia/Pacific.

By 2023, a self-regulating 
association for oversight of AI 
and machine learning designers 
will be established in at least four 
of the G7 countries.
Public demand for protection from  
the consequences of malfunctioning 
algorithms will in turn produce pres-
sure to assign legal liability for the 
harmful consequences of algorithm 
failure. The immediate impact of regu-
lation of process will be to increase  
cycle times for AI and ML algorithm 
development and deployment. Enter-
prises can also expect to spend more for 
training and certification for practitio-
ners and documentation of processes, 
as well as higher salaries for certified 
personnel. 

By 2023, 40% of professional 
workers will orchestrate their 
business application experiences 
and capabilities like they do their 
music streaming experience.
The human desire to have a work envi-
ronment that is similar to their personal 
environment continues to rise — one 
where they can assemble their own 
applications to meet job and personal 
requirements in a self-service fashion. 
The consumerization of technology and 
introduction of new applications have 
elevated the expectations of employees 
as to what is possible from their busi-
ness applications.

By 2023, up to 30% of world 
news and video content will 
be authenticated as real by 

ranked AI and machine learning (ML) 
among the top three technologies that 
will drive future marketing impact, 
and 87% of marketing organizations 
are currently pursuing some level of 
personalization, according to Gartner. 
Computer vision, which allows AI to 
identify and interpret physical environ-
ments has been ranked by Gartner as 
one of the most important technologies 
in the next three to five years.

Through 2023, 30% of IT 
organizations will extend  
BYOD policies with “bring your 
own enhancement” (BYOE) to 
address augmented humans in 
the workforce.
The concept of augmented workers has 
gained traction in social media conver-
sations in 2019 due to advancements 
in wearable technology. Wearables are 
driving workplace productivity and 
safety across most verticals, includ-
ing automotive, oil and gas, retail and 
healthcare. Although wearables are 
only one example of physical augmen-
tations available today, humans will 
look to additional physical augmenta-
tions that will enhance their personal 
lives and help do their jobs.

By 2025, 50% of people with 
a smartphone but without a 
bank account will use a mobile-
accessible cryptocurrency 
account.

AI, AR, virtual 
reality and 
other emerging 
technologies have 
made work more 
accessible for 
employees with 
disabilities
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blockchain countering deep fake 
technology.
Fake news represents deliberate disin-
formation, such as propaganda that is 
presented to viewers as real news. Its 
rapid proliferation in recent years can 
be attributed to bot-controlled accounts 
on social media, attracting more view-
ers than authentic news and manipulat-
ing human intake of information. 

By 2023, individual activities will 
be tracked digitally by an “Internet 
of Behavior” to influence benefit 
and service eligibility for 40% of 
people worldwide.
Through facial recognition, location 
tracking and big data, organizations are 
starting to monitor individual behavior 
and link that behavior to other digital 
actions, like buying a train ticket. The 
Internet of Things (IoT) is now being 
extended to people, known as the Inter-
net of Behavior (IoB).

Through 2021, digital transformation 
initiatives will take large traditional 

The ease 
of online 
shopping 
will cause 
financial 
stress... The 
resulting debt 
and personal 
bankruptcies 
will cause 
depression

enterprises on average twice as long and 
cost twice as much as anticipated.

Business leaders’ expectations for  
revenue growth are unlikely to be 
realized from digital optimization 
strategies, due to the cost of technology 
modernization and the unanticipated 
costs of simplifying operational inter-
dependencies. Such operational com-
plexity also impedes the pace of change 
along with the degree of innovation and 
adaptability required to operate as a 
digital business.

By 2023, individual activities will 
be tracked digitally by an “Internet 
of Behavior” to influence benefit 
and service eligibility for 40% of 
people worldwide.
Through facial recognition, location 
tracking and big data, organizations are 
starting to monitor individual behavior 
and link that behavior to other digital 
actions, like buying a train ticket. The 
Internet of Things (IoT) – where physi-
cal things are directed to do a certain 

thing based on a set of observed operat-
ing parameters relative to a desired set 
of operating parameters — is now being 
extended to people, known as the Inter-
net of Behavior (IoB).

By 2024, the World Health 
Organization will identify 
online shopping as an addictive 
disorder, as millions abuse 
digital commerce and encounter 
financial stress.
Consumer spending via digital  
commerce platforms will continue to 
grow over 10% year over year through 
2022. The ease of online shopping will 
cause financial stress for millions of 
people, as online retailers increasingly 
use AI and personalization to effec-
tively target consumers and prompt 
them to spend discretionary income 
that they do not have. The resulting debt 
and personal bankruptcies will cause 
depression and other health concerns 
caused by stress, which is capturing the 
attention of the WHO 





www.digit.in/hi
www.facebook.com/digithindi

ns'k dk lcls yksdfiz; vkSj fo‚luh; VsDuksykWth osclkbV 
fMftV vc fganh esa miyC/k gSaA u;h fganh osclkbV vkidks 

VsDuksykWth ls tqMs+ gj NksVh cM+h ?kVukvks ls voxr j[ksxhA lkFk 
esa u, fganh osclkbV ij vkidks fMftV VsLV ySc ls foLr`r xStsV 
fjO;q ls ysdj Vsd lq>ko feysaxsA fMftV tYn gh vkSj Hkh vU; 

Hkkjrh; Hkk"kkvks esa miyC/k gksxkA



Here is your chance to become a 
Digit certified tech influencer

LAUNCHING

S   UAD

Benefits of Digit Squad Member

Launch your own tech channel on 
Digit.in

Become a Digit Certified tech 
influencer

Engage with digit editorial team

Make money

Apply now by 
scanning the QR code

www.digit.in/digit-squad/apply.html


	00_C&L_November_2019-FINAL
	IFC - Digit Squad
	01_Editorial
	02-03_CONTENT
	04-07_AROUND THE TECH
	08-15_COVER STORY
	16-17_Case Study
	18-19_Silly Point
	20-22_Transformation Exemplar - Oil&Gas
	23 - Digit_Hindi
	24-27_Special Report
	28-39_INSIGHTS
	40 - Digit Facebook Advt
	IBC - Digit_Hindi
	BC - Digit Squad

