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There is this story that many of you have listened to. 
A tiger started charging at two men who ran. One 
of them asked the other if the latter really thought 
he could really run faster than the tiger. The other 
replied, “I do not have to run faster than the tiger. I 
must run faster than you.”

With more than three dozen start-ups turning 
unicorns (valued at more than USD 1 billion) in 2021 
alone, there has never been a better time for startups 
in India. But the fact remains is that 

not all of them will survive. Not because market 
does not exist to accommodate them all, but because 
it is like the two-men-and-the-tiger story cited above. 
They must burn money and attract more funding. 
Yes, they must attract customers; they must have 
revenue. But that is not enough. Because they have 

to do big spending, to be valued more 
and more so that their investors can exit 
sooner. Of course, B2B businesses may 
not have to do that all the time, but their 
share of the pie is much smaller.

However, while the good ones will 
survive, the great ones will successfully 
establish themselves as sustainable busi-
nesses, where listing is the first step, not 
the goal. And that means they have to 
continuously balance these two contrast-
ing needs – grow for their investors and 
grow for their customers.

What brought 
you here 

won’t take 
you there

T

EDITORIAL

Technology helps them in both. 
While the first objective is very clear and compara-

tively easier, the second one is much tougher. Compa-
nies who want to be in the game for long, realize that 
they must not just attract customers, make money, 
and be in the news, they must sustain the growth, the 
profitability, and the goodwill of their customers. 

That requires a different approach. They must 
realize that what brought them here may not take 
them there. And that is easier said than done. Tech-
nology at a start-up is seen as a tool to play with to 
create differentiation. A larger company – I will not 
go by valuation but revenue run rate – must ensure 
that technology is also managed well. The business 
runs smoothly, customer is happy. What is the point 
of creating great products if you cannot serve the 
customers properly who want to buy and use those 
products? 

Some of it is similar to what large companies do – 
minus the legacy. They must be humble enough to 
understand that. Innovation at scale is a different 
beast than innovation when you start. 

But as shown by a few leaders, some companies are 
willing to learn fast, try fast and fail fast, if required. 
Technology will have to be used accordingly – not 
just to create things that excite you, but also to deliver 
the way customer loves it  

What is the 
point of creating 
great products if 
you cannot serve 

the customers 
properly who 

want to buy 
and use those 

products? 
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AI-ML, Cloud, 5G, 
most top techs

Cloud will be 
centerpiece

70% of Indian Cos for 
hybrid workplace

Cyberattacks aimed  
at everything 

Indian IT, business 
services mkt grows 

Most are comfortable 
working remotely

Artificial Intelligence (AI), Machine 
Learning (ML), Cloud Computing 
and 5G will be the most important 
technologies in 2022, according to 
"The Impact of Technology in 2022 
and Beyond: an IEEE Global Study," 
a new survey of global technology 
leaders from the U.S., U.K., China, 
India and Brazil. The study, which 
included 350 chief technology offi-
cers, chief information officers and 
IT directors, covers the most impor-
tant technologies in 2022, industries 
most impacted by technology in the 
year ahead, and technology trends 
through the next decade.

The ongoing pandemic and the 
surge in digital services are making 
cloud the centerpiece of new digital 
experiences, said Gartner. “There is 
no business strategy without a cloud 
strategy,” said Milind Govekar, dis-
tinguished vice president at Gart-
ner. In 2022, global cloud revenue is 
estimated to total USD 474 billion, 
up from USD 408 billion in 2021. 
Over the next few years, Gartner 
analysts estimate cloud revenue will 
surpass non-cloud revenue for rel-
evant enterprise IT markets.

Most enterprises in India are 
exploring a right-fit hybrid work 
strategy for their employees 
instead of shifting their operations 
back to pre-pandemic levels rap-
idly. According to a NASSCOM and 
Indeed Return to Workplace Survey, 
about 70% of organizations are 
exploring hybrid operating mod-
els. Amongst these, IT services and 
global capability centers (GCCs) are 
likely to be early adopters of a long-
term hybrid model. About 60% of 
organizations will likely reach readi-
ness to re-open office spaces by Jan 
'22, in a hybrid format.

Cyber adversaries are evolving and 
expanding their attack methods to target 
new areas for exploit spanning the entire 
attack surface especially as work-from-
anywhere continues, according to Forti 
Guard Labs’ Threat Predictions. They 
are looking to maximize opportunity 
from the 5G-enabled edge, to the core 
network, home, and even satellite inter-
net in space. The forward-looking trends 
reveal strategies FortiGuard Labs antici-
pates cyber adversaries will leverage.

The Indian IT & Business Services 
market recorded a 6.4% year-over-
year (YoY) growth In 1H2021 (Jan-
Jun) compared to 5.1% in 1H2020, 
according to the International Data 
Corporation's (IDC) Worldwide Semi-
annual Services Tracker. According 
to the research major, the market was 
valued at USD 6.96 Billion, and the 
increase in growth rate was primarily 
due to the continued focus on digital 
transformation initiatives by enter-
prises in the country. Of the IT & Busi-
ness Services market, the IT Services 
market contributed 78% and grew by 
7.3% in 1H2021 compared to the 5.7% 
growth in 1H2020.

78% of employees have reported an 
increased workload since switching to 
remote working, with 33% describing 
the increase as significant. 16% did not 
notice a change in volume, and only 9% 
noted a decrease in the scope of work 
due to new working conditions. This 
is according to Kaspersky’s survey of 
4,303 workers. In 2020, the digitalization 
of employee interactions was one of the 
most accelerated changes. However, at 
the beginning of lockdown, 82% of man-
agers were concerned telework would 
lead to a decrease in productivity.

Capitalize on emerging 
technologies through 

well-planned and 
executed digital 

transformation strategies

KNOW 
THESE 

TOP TECH 
TRENDS

around
thetech
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80% pressured to 
offer flexibility

4 trends driving near-
term AI innovation

Hyperscale data center 
count grows 

Talent shortages 
biggest barrier

CPaaS revenue to 
exceed USD 10Bn

Ransomware attacks 
at'stratospheric' levels 

Demand for cloud 
professionals

While 80% of business leaders in 
India feel pressured to offer greater 
flexibility since COVID-19, with 
employees (58%), managers (41%), 
and the government (37%), the top 
three contributors of this pressure, 
leaders are confident of the benefits 
that happier employees, and hir-
ing from a more diverse talent pool 
will bring, according to LinkedIn’s 
Future of Work study. The study 
focuses on 736 leaders in India.

Four trends on the Gartner Hype 
Cycle for Artificial Intelligence, 
2021 are driving near-term Arti-
ficial Intelligence (AI) innovation. 
These trends include responsible 
AI; small and wide data approaches; 
operationalization of AI platforms; 
and efficient use of data, model 
and compute resources. The AI 
market remains in an evolution-
ary state, with a high percentage 
of AI innovations appearing on the 
upward-sloping Innovation Trigger. 
This indicates a market trend of end 
users seeking specific technology 
capabilities that are often beyond 
the capabilities of current AI tools.

The total number of large data cen-
ters operated by hyperscale providers 
increased to 659 at the end of the sec-
ond quarter, having more than doubled 
since mid-2016, according to Synergy 
Research Group. In terms of location, the 
US and China continue to account for 
over half of the major cloud and internet 
data center sites. The next most popu-
lar locations are Japan, Germany, the 
UK, Australia, Canada, Ireland and India, 
which collectively account for another 
25% of the total. Among the hyperscale 
operators, Amazon, Microsoft and Google 
collectively account for over half of the 
data center footprint.

IT executives see the talent shortage as 
the most significant adoption barrier to 
64% of emerging technologies, compared 
with just 4% in 2020, according to a new 
survey from Gartner.  A lack of talent 
availability was cited far more often than 
other barriers this year, such as imple-
mentation cost (29%) or security risk (7%). 
Talent availability is cited as a leading fac-
tor inhibiting adoption among all six tech-
nology domains included in the survey. IT 
executives cited talent availability as the 
main adoption risk factor. 

The global value of the CPaaS market 
will exceed USD 10 billion for the first 
time next year; rising from USD 8.6 
billion in 2021, according to Juniper 
Research’s study, tilted CPaaS: Future 
Market Outlook & Emerging Opportuni-
ties 2021-2026. This represents growth 
of 17% year-on-year. To capitalize on 
this remarkable growth, the research 
predicts CPaaS vendors will seek to fur-
ther differentiate their services by inte-
grating novel solutions directly into their 
service platforms. 

Ransomware attacks have reached 
‘stratospheric’ levels, now account-
ing for 69% of all attacks involving 
malware, according to Positive 
Technologies’ Cybersecurity Threat-
scape: Q2, 2021. The research also 
reveals that the volume of attacks on 
governmental institutions in par-
ticular soared from 12% in Q1 2021 
to 20% in Q2. The company’s Expert 
Security Center discovered the 
emergence of B-JDUN, a new RAT 
used in attacks on energy Cos.

Cloud use to reach next 
maturity level
Organizations' use of cloud is 
moving to the next level of matu-
rity. These foundational cloud 
services (FCS) for compute, data, 
and app frameworks will drive 
competitive development across 
the whole cloud market. Accord-
ing to IDC, annual recurring rev-
enue (ARR) derived from FCS will 
increase from just under USD 100 
billion in 2020 to more than USD 
300 billion in 2025.

The need for businesses to migrate criti-
cal workloads to the Cloud and modern-
ize legacy on-premises IT infrastructure, 
especially post the pandemic, has been 
accelerating growth in cloud adoption. 
According to Gartner, worldwide end-
user spending on Public Cloud Services 
is projected to grow at 20% YoY by 2022 
to USD 398 bn. India’s cloud market is 
estimated to reach USD 5.6 bn by 2022, 
a 26% YoY growth. As enterprises look 
to increasingly capitalize on Cloud infra-
structure, the corresponding need to 
natively procure and build Cloud work-
loads and skill stacks becomes inevita-
bly significant.
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Use of collaboration 
tools rise

New emphasis on 
upskilling

Global government IT 
spending to grow

AI-related jobs increased 
due to digitization

40% of SaaS data 
access is unmanaged

Tech key to Smart 
City infrastructure

Investment in AI 
solutions to accelerate

Nearly 80% of workers are using 
collaboration tools for work in 2021, 
up from just over half of workers in 
2019, according to the Gartner’s Dig-
ital Worker Experience Survey. This 
is an increase of 44% since the pan-
demic began. “Collaboration tools 
found renewed importance during 
COVID-19 for their role in ensuring 
the productivity of suddenly remote 
teams,” said Christopher Trueman, 
principal research analyst at Gart-
ner. In the long-term hybrid work-
force model, cloud-based, personal 
and team productivity technologies, 
along with collaboration tools, will 
form the core. 

Technology challenges intro-
duced by the COVID-19 pandemic 
and the emerging trend of remote 
work uncovered technology skills 
gaps at many organizations, which 
in turn required new approaches 
to upskilling efforts, according to 
Pluralsight’s 2021 State of Upskill-
ing study. "Closing the technology 
skills gap continues to be one of the 
biggest challenges facing enter-
prises. As organizations around the 
world responded to the pandemic 
the need for effective and scalable 
upskilling tools became even more 
important. It's clear that organiza-
tions that close the skills gap better 
position themselves to retain top 
employees and win in these new 
and unpredictable times," said Gary 
Eimerman, General Manager of Plu-
ralsight Skills.

Worldwide government IT spending 
will total USD 557.3 billion in 2022, an 
increase of 6.5% from 2021, according 
to Gartner. “Governments will continue 
to accelerate investments in digital 
technologies to respond and recover 
from the continuing evolution of public 
health uncertainties due to the COVID-19 
pandemic,” said Irma Fabular, research 
vice president at Gartner. “The disrup-
tions caused by the pandemic have 
also reinforced a key digital government 
tenet, which is public policy and technol-
ogy are inseparable.” In 2022, increased 
investments in digital technologies will 
see governments spend 64% of total IT 
spending on IT services and software.

It is often worried that the rise of Arti-
ficial Intelligence (AI) will negatively 
impact employment, but GlobalData 
notes that the rush for digitization and 
Industry 4.0 have actually provided a 
boost to available job opportunities 
and will continue to do so. The data 
and analytics company points out that 
there has been a 165% increase in active 
AI-related jobs since July 2020. This 
impressive increase shows the technol-
ogy is unlikely to replace jobs but the 
world of work will turn to one where man 
and machine work in tandem.

There is a magnitude of SaaS data 
exposure, with 40% of all SaaS assets 
unmanaged, providing internal, external 
and public data access, according to 
DoControl’s report, titled Quantifying 
the Immense Risk of Unmanaged SaaS 
Data Access. The study provides data-
driven insights into the growing number 
of insider and external threats due to 
vast amounts of unmanageable data in 
today’s enterprises. 

Building on its commitment 
towards a sustainable and inclusive 
future, NASSCOM recently at the 
Smart City event shed light on the 
top industry priorities in imple-
menting the right tech architectural 
framework in creating a sustain-
able model under the aegis of the 
Smart Cities Mission in the country. 
Eminent sector experts and lead-
ers deliberated the top priorities for 
urban tech in the year ahead. 

CPaaS market grows 
over 40% globally
The CPaaS market continues 
to demonstrate strong market 
growth, according to Synergy 
Research Group’s data. This 
momentum provides a solid 
foundation for increased 
development of communica-
tion and software technolo-
gies.

Businesses and organizations across 
all industries are increasing their invest-
ment in Artificial Intelligence (AI) to create 
competitive advantage through improved 
customer insight, greater employee effi-
ciency, and accelerated innovation. IDC’s 
Worldwide Artificial Intelligence Spending 
Guide forecasts global spending on AI 
systems will jump from USD 85.3 billion 
in 2021 to more than USD 204 billion in 
2025. The compound annual growth rate 
(CAGR) for the 2021-2025 period will be 
24.5%.
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Digital wallet for 
property records 
soon in Karnataka 

Kerala to launch 
mobile app for waste 
management

Karnataka government 
is planning to introduce a 
smartcard-based digital wallet 
system for property owners to 
store their property records. 
Named Kaveri Blockchain, the 
project will be executed by the 
Centre for Smart Governance 
(CSG), a Karnataka Government 
subsidiary. Each property owner 
will have a smartcard that stores 
the land records in their name 
and a security key. More than 60 
types of land transactions will be 
recorded in the smartcard. CSG 
has already done a similar pilot in 
the Tumkur district.

Odisha launches 
mobile app for 
fishermen
Odisha government has launched a 
mobile app to help conserve the endan-
gered Olive Ridley turtles. The app will 
send alerts to fishermen nearby, telling 
them not to venture into the no-fishing 
zones. Specified areas of the Bay of 
Bengal, such as the Gahirmatha Marine 
Sanctuary, have placed a ban on fishing 
from November 1, 2021, to May 2022, 
in a bid to save the reptiles from going 
extinct. The app will also help fishermen 
on potential fishing zones and alert them. 

Kerala government will launch a 
mobile application for improving 
and tracking the collection of 
inorganic waste in local self-
governing bodies. The smart 
garbage mobile app would 
initially be launched in all six 
municipal corporations, 70-odd 
municipalities and 300 village 
bodies.

Recommendations of 
RBI Working Group on 
digital lending 

The Reserve Bank of India had 
constituted a Working Group 
(WG) on digital lending including 
lending through online platforms 
and mobile apps on January 13, 
2021, with RBI ED Jayant Kumar 
Dash as the Chairman. The WG 
has since submitted its report. 
Some major recommendations 
include:
  subjecting the digital lending 
apps to a verification process by a 
nodal agency.

 setting up of a Self-Regulatory 
Organisation (SRO).

 a separate legislation to pre-
vent illegal digital lending.

 development of certain base-
line technology standards and 
compliance with those standards 
as a pre-condition for offering 
digital lending solutions.

 disbursement of loans directly 
into the bank accounts of bor-
rowers; disbursement and ser-
vicing of loans only through bank 
accounts of the digital lenders.

 data collection with prior and 
explicit consent of borrowers 
with verifiable audit trails.

 all data to be stored in servers 
located in India.

 algorithmic features used in 
digital lending to be documented.

 each digital lender to provide 
a key fact statement in a stan-
dardised format.

 use of unsolicited commer-
cial communications for digital 
loans to be governed by a Code of 
Conduct to be put in place by the 
proposed SRO.

 maintenance of a ‘negative list’ 
of Lending Service Providers by 
the proposed SRO.

 standardised code of conduct 
for recovery to be framed. 

Digital repository 
of tribal culture 
developed
The Ministry of Tribal Affairs has devel-
oped a searchable digital repository 
that will help preserve and promote rich 
tribal cultural heritage and also to create 
awareness. The tribal digital repository 
(https://tribal.nic.in/repository/) has vid-
eos, pictures, audio recordings, books, 
research papers and reports. It currently 
has more than 10,000 photographs, vid-
eos and publications which are mostly 
done by TRIs.

Govt to use face 
recognition tech to 
help pensioners
The union government has launched 
a face recognition technology-based 
system for the annual life certificate of 
pensioners. Pensioners today physically 
verify with their bank once a year, usu-
ally every November, for their existence 
certificate for pension purpose. National 
Infomatics Center (NIC), the Ministry of 
Electronics & Information Technology 
as well as UIDAI (Unique Identification 
Authority of India) have developed the 
technology.

GOVERNMENT NEWS
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Capital A invests in 
RoaDo

Infra.Market posts 3.5-
fold jump in FY21

ApplicateAI seeks to 
raise USD30 million

Good Glamm Group 
enters unicorn club

Edtech unicorn Byju's 
raises USD1.2 billion via 
term loan

Capital A, a venture fund for seed to 
early-stage startups has invested in 
Bengaluru-based B2B logistics-Tech 
startup RoaDo. This is its maiden 
investment from its proprietary 
corpus of USD25 million (about 
INR 186.2 crore). It, however, did 
not disclose the amount invested. 
Every year, Capital A plans to invest 
in 8-10 companies with a ticket size 
of USD50,000 to USD500,000 and 
will participate in follow-on rounds 
as well.

Business-to-business construction 
materials startup Infra.Market has 
posted a 3.5x jump in its revenues 
for the year ended March at INR 
1,242.9 crore on the back of height-
ened demand from tier I and II cities 
across the country, a senior official 
said. Infra.Market, which became a 
unicorn early this year, had reported 
revenues of INR 350.8 crore for 
2019-20, as per reports.

Sales enablement and B2B platform 
ApplicateAI is in talks with venture capital 
funds to raise USD30 million in its Series 
A round, after having raised USD2 mil-
lion in a pre-Series A round from angel 
investors led by Sandeep Singhal, senior 
advisor at Nexus Venture Partners, said 
reports. The company will use the capital 
to strengthen its technology and business 
development team to fast-track growth 
and scale-up in international markets.

Good Glamm Group, which owns direct-
to-consumer beauty brand MyGlamm, has 
scooped up USD150 million in its Series D 
round led by Prosus Ventures ( previously 
Naspers), Warburg Pincus along with the 
participation from Alteria Capital and exist-
ing investors L’Occitane, Bessemer Ven-
ture Partners, Amazon, Ascent Capital and 
the Mankekar Family Office, per reports. 
The company claims to be India’s first 
direct to consumer beauty and personal 
care company to reach unicorn  status 
with a valuation of USD1.2 billion and is 
overall 35th startup unicorn.

Xponents raises USD1.56 
mn in seed funding

Pidge raises USD1 mn from 
Indian Angel Network

Xponents has recently raised 
USD1.56 million seed funding from 
UAE based venture capitalist. The 
company plans to allocate the funds 
to create and enhance its upcoming 
AI-based platform that creates syn-
ergy between the ecosystem across 
multiple industries and build teams 
for each growth industry.  It has 
access to more than 4000 business 
families and plans to create landing 
pads for global startups.

B2B logistics startup Pidge has 
raised USD 1 million from the Indian 
Angel Network for its recent expan-
sion to Chandigarh and building on 
the product pipeline, per reports. 
The fresh capital would also help 
the firm invest in building its tech-
capabilities to deliver routing and 
assignment efficiencies. The com-
pany recently launched its services 
in the Chandigarh Tricity area. The 
platform also has a presence in 
Delhi-NCR.

CredAble bags USD30 
million in Series B funding
CredAble, a fintech startup 
focused on supply chain 
financing, has raised USD30 
million in its Series B fund-
ing round co-led by Plutus 
Management LLP and existing 
investor Oaks Asset Manage-
ment. The funding comes 
amid growing investor inter-
est in fintech companies, with 
the sector attracting the most 
capital in the year to date, aid 
reports. The company is based 
in Mumbai and plans to use 
the funds to launch its new 
product and strengthen its 
tech platform.

India’s most valuable privately held 
startup, Byju’s, has raised USD1.2 billion 
via a term loan from the overseas market. 
The edtech firm, valued at USD18 billion, 
had earlier planned to raise USD700 mil-
lion, however, the round was upsized, as 
per people familiar with the matter, said 
reports. The company has taken advan-
tage of the interest rate arbitrage available 
in the global markets, with record low 
rates. Byju’s has raised capital at Libor plus 
550 basis points, which is much lower than 
what is available in the domestic markets.

TCS sets sights on B2B 
ecommerce
Tata Consultancy Services Ltd has turned 
its sights on the USD300 billion business-
to-business ecommerce and the direct-
to-consumer side of retail as an area for 
new business growth and to help global 
clients tap customer insights. During its 
fiscal second-quarter earnings call, TCS 
Chief Executive Officer Rajesh Gopinathan 
said the company is looking at new oppor-
tunities in B2B ecommerce and the D2C 
market for companies in the consumer 
packaged goods (CPG) segment, and has 
already bagged a number of such deals.

STARTUP NEWS
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ANIL GOEL has joined as 
President - Technology at 
BYJU'S.  
Goel moves from OYO where 
he served as the Group 
Chief Technology & Product 
Officer.

PREET PARAMJIT SINGH 
has joined as Group Chief 
Information Security & 
Privacy Officer at Avenue 
Supermarts.  
Singh moves from TCS 
where he served as the 
Global Head - Managed 
Detection & Response and 
Platform Services.

ANIRUDDHA MEHTA has 
been appointed CIO of 
Prince Pipes and Fittings. 
Mehta joins from Alembic 
Pharmaceuticals where 
he served as AGM QA - IT, 
Quality Informatics. He has 
been a NEXT100 winner in 
2017.

RAHUL SHANDILYA has 
been appointed as Group 
Chief Information & Digital 
Officer at GMR Group. 
Previously, Shandilya was 
President & Group CIO/
CISO at Welspun Group. He 
has been a NEXT100 jury 
member in 2019.

ARAVAMUTHAN BALAJI  
has joined as President 
- IT & Digital at Emcure 
Pharmaceuticals. 
Balaji moves from UPL 
where he served as the 
Global CIO. He is currently 
a NEXT100 jury member, 
having been on the jury panel 
since 2017.

SUBHAKAR RUDRA has 
joined as CIO at WPIL.  
Previously, Rudra served 
in the same capacity at 
Titagarh.

DARSHAN CHAVAN 
has been appointed 
CISO at Canara Robeco 
Asset Management Co. 
Immediately prior to this, 
Chavan was Information 
Security Officer at SBI Mutual 
Fund.

VIPIN KUMAR  
has joined UFLEX Group as 
its CIO - Global. 
Immediately prior to this, 
Kumar was Group CIO at 
Isgec Heavy Engineering.

CIO & CISO MOVEMENTS
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Around The Tech

INDUSTRY MOVEMENTS

FAIZ SHAKIR 
has been appointed as the 
Managing Director for India, 
Nutanix.  

Shakir has held various 
positions in Nutanix, such 
as Enterprise & Commercial 
Sales Director for India and the 
Sales Director, for Southern 
India and Sri Lanka. Before 
joining Nutanix in 2016, he 
worked in sales leadership 
roles at Dell EMC and 
NewWave Computing in India.

CHANDRA SHEKAR NETI 
has been appointed as Head 
& Vice President of Software 
Engineering, APAC of 
headless commerce platform, 
Fabric. 

The position has been newly 
created. Neti was with 
Amazon.

BHAVIN PATEL 
has been appointed 
Vice President of Global 
Operations at Aarav 
Solutions.

Patel was previously the Chief 
Data Analytics Officer & Head 
of Data Management at AXA 
Insurance.

BHARAT PANCHAL 
has joined Discover Financial 
Services as its Chief Industry 
Relations & Regulatory 
Officer - India.

Previously, Panchal was 
Chief Risk Officer - India, 
Middle East & Africa at FIS.

DOMINIC DEL GIUDICE 
has been appointed SVP & 
Chief Business Officer - APAC 
& Japan at Mindtree.

Before joining Mindtree, Del 
Giudice was Vice President & 
Senior Partner - Asia Pacific 
at IBM.

KHUSHAL BHANSALI 
has joined as India Country 
Manager at TigerGraph.  

Immediately prior to this, 
Bhansali was Director - Sales 
at Jiffy.ai.

SUBRAM NATARAJAN 
has been appointed as 
Director - Customer 
Engineering at Google Cloud.  

Natarajan joins from IBM 
where he served as the CTO.

RAJU WADALKAR 
has joined MissCallPay as 
their Advisor for Technology. 

After his stints at Tech 
Mahindra as a powerful 
influencer in the telecom 
industry, Raju now advises 
select path breaking 
startups like Hygge Energy, 
FortyTwo42 Labs and 
MissCallPay.
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Thanks to AI, researchers 
stumble upon superbug-
killing potential in human 
proteins

SUN COULD POWER FUTURE DEEP SPACE MISSIONS OF NASA

AI has its uses in scientific research and discov-
ery, and how! A team of researchers looking for 
peptides naturally produced by humans and that 
can fight microbes, used an AI to scrutinized the 
chemical makeup of each and every one in the 
human proteome—the complete set of proteins 
our bodies can produce. Peptides are small pro-
teins, or fragments of them and may not resemble 
classical antibiotics like penicillin. Also, they don't 
all originate in our immune system. However, 
peptides can contain the right chemistry to be 
lethal to pathogens, as they can dismantle bacte-
rial cell membranes.

 The research team reported in Nature Bio-
medical Engineering that their search turned 
up 2,603 antibiotic candidates. And this feat 
was possible only because of AI’s strength in 
digesting huge data sets. In fact, it is the first 
time that human body has been so thoroughly 
explored for antibiotic candidates, all thanks to 
AI that guided the search.

Fuel efficient space odysseys could become the order of the day if NASA is 
successful in its latest mission. As per reports, on August 2022, Psyche, a 
NASA probe, will set out to explore a giant metallic asteroid called Psyche 
16. The purpose is to help scientists learn more about how planets form. 
What is more noteworthy is how Psyche reaches its target. It will be dif-
ferent from typical NASA missions. Solar power will help propel Psyche 
into deep space. NASA is building on technology used in its previous mis-
sions to experiment with solar power. If this proves successful, it promises 
a new era of  more fuel-efficient probes for both space exploration and 
commercial missions.

Spacecraft traditionally rely on chemical reactions between a combi-
nation of liquid fuels rather than electricity. However, Psyche will rely 
on two giant solar arrays to convert solar energy into electricity which 
will power four ion thrusters. This electricity will turn tanks of xenon 
gas into xenon ions. Psyche’s four thrusters will eject these to gently 
propel the spacecraft on its mission. 

Believing other people’s pain 
can be hard!
And you are not alone if you find it difficult to empathize with 
other’s pain or in fact are downright hostile and suspicious.

COVID has only made it worse for us to believe in other’s 
suffering. We have been hostilely unsympathetic of everything 
from how one wears a mask, their opinion on mandates, to 
their claims of post-COVID symptoms. Long COVID is some-
thing that is hard for most to believe despite the plethora of 
researches claiming the physically debilitating impact of it on 
the sufferers, from immune system going crazy, to shortness 
of breath, extreme fatigue, and brain fog. In her forthcoming 
book about chronic illness, Meghan O'Rourke reports that even 
doctors more often than not reject these symptoms as a fig-
ment of imagination. Western science is evidence based and 
when medical tests for such patients come up negative, doc-
tors are won’t to dismiss the disease.

This should not come as a surprise. Skepticism about dis-
eases that are not manifest including post-polio syndrome and 
fibromyalgia, is common. The result is that often sufferers do 
not suffer silently for the fear of ridicule. 

Hence, in the case of long COVID, researchers must find the 
biomarkers to certify it as a “real” disease. Till then let’s all lend 
the sufferers our ears.

HUMAN INTEREST



Artificial Intelligence, machine learning, 
augmentative reality, and the cloud enable 
digital-first companies to connect with 
customers uniquely and accomplish 
competitive advantage

By Jatinder Singh
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W
hat makes startups intriguing? Business idea, tech-savvy 
approach, commitment to excellence, amount of risk involved, 
agile work culture, new revenue opportunities, the challenge 
they try to solve, or perhaps a combination of all that help them 
drive business innovations. .

The last 24 months have demonstrated that when conventional 
businesses face substantial instability and high volatility, the startups 
emerge as a guiding force to develop unique solutions to disrupt the  
status quo.

By leveraging the most modern and innovative tools and platforms 
based on data-centric innovation, artificial intelligence (AI), machine 
learning (ML), augmentative and virtual reality (AR/VR), blockchain, and the 
cloud, many of these digital-enabled enterprises are empowering Indian 
economy to change and adapt to the new normal at a ground-breaking and 
awe-inspiring way. 

No wonder India is the world's third-largest startup ecosystem after  
the US and China today. According to NASSCOM, India added a record 
number of 1,600+ tech startups during 2020, the highest figure in the 
three years preceding 2020. To date, 77 startups have entered the country's 
unicorn club, a term used for private companies with a valuation of one 
billion US dollars or more. 38 of them joined the coveted club in 2021 alone. 
That's close to 50%. And yet, this spurt in unicorns in India looks like just 
the beginning.

Ranging from fintech, e-commerce, crypto, OTT-based entertainment, 
SaaS, social media, gaming, healthcare, EdTech, and mobility, tech- 
enabled startups are strengthening their roots, making deeper 
engagement with their employees, and building transformative solutions 
to win in the New Normal. 

Financial sector at the forefront of 
data-led innovations 
The pandemic-led social protocols enabled tech-driven startups to  
develop innovations that help them stand out from their conventional 
peers. One of the areas primarily affected by the pandemic was the banking 
and finance sector. 

According to a KPMG report, titled COVID-19: Impact on the Banking 
Sector, the arrival of the pandemic compelled banks, even the most 
territorial and branch-centric ones, to use channels that have never been 
their strategic priority. "A digital revolution in the financial crisis was 
the need of the hour. The financial services users and employees were 
not ready for the pandemic-triggered change. Most of the due diligence 
and meeting used to happen physically in a traditional scenario. But 
the outbreak has changed everything, and you needed tech-enabled 
innovations to solve the existing challenges," says Harsh Mittal, CTO, 
CredAvenue, a debt platform for enterprises, lenders, and investors.

CredAvenue currently services over 1,000 issuers and 200 investors, and 
its analytics and API-powered platform facilitate various loan transactions 
and investment avenues.

The Startup Ecosystem  
(2018-2021)
 120% rise in number of 

unicorns added 
 100% rise in active incubators 

and accelerators 
 70% rise in number of deep-

tech startups 
 50% rise in number of funding 

start-ups 
 33% growth in startup 

addition
Source: Zinnov, NASSCOM

Cover Story

13November 2021 | CIO&LEADER



So, how is technology transforming 
and pushing innovations in the 
banking and finance sector in India? 

"Technology has not only 
enhanced organizations' ability to 
handle COVID related crises more 
efficiently, but it has also driven 
organizations to focus more on 
providing a seamless customer 
experience with minimum contact. 
Platforms powered by AI and 
analytics are helping organizations 
to make data-driven decisions, 
provide personalized customer 
experience and better servicing," 
spots Jyothirlatha B, CTO, Godrej 
Housing Finance. Founded in 2020, 
the company digitized its operations 
since the launch and introduced 
prompt sanctions of zero-touch  
loans and financial solutions during 
the pandemic. 

"During the outbreak, the gaps in 
traditional banking methodologies 
became more visible as consumers 
abruptly transitioned to online 
and digital channels. The country's 
FinTech ecosystem was seen as an 
enabler to disrupt the sector and 
deliver banking services seamlessly 
even to the underserved and 
unbanked," says Mahesh Shukla, 
Founder & CEO, PayMe India.

“We have the seamless KYC 
process that can be instantly 
completed through our app. We 
follow stringent tech, assessment 
and governance procedures to secure 
the data on our platform. We have 
implemented strong AI and ML based 

lending and payment solutions in 
efficient manner. 

" We leverage intelligent data 
patterns and algorithms to verify 
individuals' and organizations' 
creditworthiness who need credit. 
These AI-ML-based tools enable 
us to analyze their current cash-
flows, credit history, social media 
reputation, and future growth 
patterns. The small merchants 
learned the art of using digital tech 
platforms to continue their business 
even when the market is facing 
lockdown. There was an overall surge 
in consumer credit demand in the 
economy during the pandemic." 
states Vikas Garg, Co-Founder, Paytail. 

The platform provides instant 
document-less credit up to INR 
2 lakhs to consumers for buying 
products and services across millions 
of offline merchants.

Echoing similar sentiments, Rachit 
Chawla, CEO & Founder, Finway FSC, 
comments, "We are using AI/ML/VR 
at every single stage of processing 
that takes place in our enterprise. 
Ultimately, a massive amount of data 
is being accumulated to our central 
system, which helps us analyze which 
financial institutions are likely to 
approve a particular loan."

"For example, if an organization 
has lent a loan to a particular 
category of a customer in the past, 
the likelihood of lending to the same 
kind of customers in the future 
gets increases. So, that's how we 
have automated everything and 
simplified the entire process using 
the digital medium to reap benefits 
in the quickest and fastest real-time 
possible," explains Varun Aggarwal, 
CTO, Finway. 

According to the industry experts, 
in a post-COVID world, digital 
banking or neo- banking will gain 
prominence. Banking as a service 
(BaaS) wherein the country is seeing 
unbundling of banking infrastructure, 
APIs specifically, for use by fintechs 
will also be  popular. 

"Technology has not only 
enhanced organizations' 
ability to handle COVID 
related crises more 
efficiently but has also 
driven them to focus more 
on providing a seamless 
customer experience with 
minimum contact."

Jyothirlatha 
B  
CTO, Godrej 
Housing Finance

“We are using AI/ML/VR at every single 
stage of processing that takes place 
in our enterprise. Ultimately, a massive 
amount of data is being accumulated 
to our central system, which helps us 
analyze which financial institutions are 
likely to approve a particular loan.”

Rachit Chawla 
CEO & Founder, 
Finway FSC

monitoring systems to keep a strong 
check on cyber attacks in real time 
and protect customer information,” 
says Karthikeyan K, Co-Founder 
& CTO, KreditBee, a personal loan 
platform that extend credit to self-
employed and salaried individuals

Karthikeyan further adds that 
the company has zero servers to 
handle and all of its customer facing 
platforms have 100% surveillance.

Over the last few years, these 
innovative financial platforms have 
been instrumental in replacing the 
cumbersome and paper-intensive 
processes with digitalized real-time 
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book-keeping startup for micro and 
small businesses that handles credit 
account management.

Transforming 
business models
A sector that was hit badly during 
the outbreak was the restaurants, 
meat, and poultry processing 
industry. The restaurant industry 
was caught unaware and shut 
down almost overnight during the 
lockdown, leaving all its workforce 
and owners in distress. Together 
they witnessed more job losses and 
sales decline than other sectors 
during the last 24 months. Many 
traditional establishments could not 
recover from the unprecedented 
strains on their food supply chain 
models and go out of business. This is 
where tech-enabled dining and food 
delivery apps came to the forefront, 
helping food suppliers manage the 
erratic demand-supply gap and 
steer through such taxing times by 
unleashing the power of the cloud, 
data, and predictive analytics.

Until a few years back, restaurants 
and food suppliers would get directly 
involved in food delivery, making 
advanced table reservations and 
recommending as per customers 
preferences which was a painstaking 
process as many of them lacked 
quality staff in these areas and 

tracking and monitoring ability. The 
specialized food and table reservation 
apps have transformed the ecosystem 
aligning with the evolving consumer 
expectations and regulations.

"During the unlock phase 1, we 
were instrumental in digitizing the 
menu of over 5,000 restaurants to 
enable demand-supply-led dynamic 
pricing and contactless dining 
experience," says Ankit Mehrotra, 
Co-Founder & CEO of Dineout.

Mehrotra informs that by 
leveraging its in-house data-science 
capabilities, the company helps 
restaurant owners to understand 
their customers' food preferences, 
create discount strategies and 
manage supply chains to make  
their operations intelligent and get 
repeat customers.

Tech-enabled enterprises such 
as Zomato, Swiggy, FreshToHome, 
Licious, TenderCuts, Uber Eats, 
EazyDiner, and others came up with 
unique tech-focused strategies to 
help restaurants, street food vendors, 
and livestock producers survive, mov-
ing them into organized food space 
while ensuring safety and hygiene 
in contactless food delivery to con-
sumers. Leveraging intelligent IoT 
asset tracking systems and analytics 
engines, they provide robust monitor-
ing mechanisms to keep an eye on 
their fill rates and delivery effective-
ness to transport fresh and contami-
nation-free food to customers.

"We are one of the few companies 
who have leveraged technology to 
create gold supply chains in the 
sector we operate. We have been 
using statistical modeling for a 
very long time and now extensively 
testing and deploying the demand 
planning algorithms to drive more 
personalized experiences to the meat 
lovers," says Himanshu Verma, Chief 
Product & Technology Officer, Licious.

The food-tech company is 
leveraging specialized AI/ML 
models to identify individual meat 
consumption patterns and trends 

"In our industry, we can't collate 
data for a few months and ensure a 
meaningful reference. I may get it 
completely wrong. We need to see 
an extensive set of data to get any 
significant interference around future 
behaviors, and less than a year's data 
is not useful."

Himanshu 
Verma  
Chief Product & 
Technology Officer, 
Licious

"During the unlock phase 
1, we were instrumental 
in digitizing the menu of 
over 5,000 restaurants 
to enable demand-supply-
led dynamic pricing 
and contactless dining 
experience."

Ankit 
Mehrotra 
Co-Founder & 
CEO, Dineout

“Digital lending and within that 
deferred payment financing will be 
a huge driver of growth for fintechs. 
In addition to all of these, we see 
increased usage of cloud and big 
data analytics by companies as they 
chase speed and agility.  Innovations 
in vernacular and voice will play a 
key role in penetrating deeper in 
this market. While bookkeeping 
has been a great entry point for us, 
we see this evolving into a network 
fintech by connecting retailers, their 
suppliers and customers on a single 
platform,” says Harsh Pokharna, 
CEO & Co-Founder of OkCredit, a 
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to deliver a more personalized 
experience. 

"Indians have a unique 
relationship with meat. Some people 
don't eat on Monday, and some 
don't eat on Thursdays, for instance. 
And then, there is intervallic ritual 
abstinence among meat-eaters 
that vary from region to region, 
community to community, and 
household to household. So, with this 
pattern, I can't collate data for a few 
months and ensure a meaningful 
reference. I may get it completely 
wrong. We need to see an extensive 
set of data to get any significant 
interference around future behaviors, 
and less than a year's data is not 
useful," Verma explains.

Another fresh meat and seafood 
delivery startup, TenderCuts, uses 
algorithms and machine learning 
to predict the demand cycles. The 
Chennai-based omnichannel meat 
retailer uses machine learning to 
split the orders when demand is 
exceptionally high, according to the 
optimal drift of each rider, and plan 
their trips to make sure the order 
reaches the customers on time.

"Once the lockdown was relaxed, 
customers wanted to come into 
the store and pick their orders. We 
immediately introduced 'contactless 
retail' services to help maintain social 
distancing. The service lets customers 
book their orders on the app, which 
gets allotted to the nearest shop. The 
shop then reserved a slot when the 
customer could come in and pick 
up the slot without any hassle and 
overcrowding," says Varun Prasad 
Chandran, CTO, TenderCuts.

The industry is witnessing 
several innovators disrupting India's 
unorganized transport logistics 
business, projected at around 
USD 200 billion. The country's 
logistics sector faces two significant 
challenges. First is the lack of a 
proper communication channel, and 
second is the trust gap among various 
stakeholders in the market. Startups 

such as Porter, BlackBuck, Vahak, and 
Let's transport are leveraging freight 
and fleet management tech platforms 
to allow businesses and consumers to 
hire trucks and tempos in real-time 
while eradicating inefficiencies. 

"Given the number of untapped 
opportunities in the logistics market, 
it becomes essential to understand 
the industry dynamics and identify 
possible demand hotspots thoroughly. 
This is where data analytics tech 
comes into play. It helps us make 
informed decisions by sharing 
insights, like new patterns, market 
trends, and client preferences," 
says Shruti Ranjan Satapathy, Chief 
Technology Officer, Porter.

By digitizing the overall ecosystem, 
startups like Porter provide 
on-demand logistics support 
while dramatically reducing the 
friction between users and vendors 
by delivering cashless payment 
provision on their platform – making 
the entire experience much more 
seamless than the traditional 
operating models.

"While the problems faced by 
the industry are not changing, the 
huge leap in smartphone and data 
penetration has made it easier than 
ever to solve the problem through 
technology. We at Vahak are using our 

"Once the lockdown was relaxed, 
we introduced 'contactless retail' 
services to help maintain social 
distancing. The service lets customers 
book their orders on the app, which 
gets allotted to the nearest shop. 
The shop then reserved a slot when 
the customer could come in and pick 
up the slot without any hassle and 
overcrowding." 

Varun Prasad 
Chandran  
CTO, TenderCuts

"As the pandemic started, 
people became more 
and more reliant on 
the delivery segment. 
We saw the opportunity 
in the goods mobility 
market and started 
forging partnerships 
with different e-delivery 
commerce companies to 
push them to use our IoT 
enabled EV's."

Naveen 
Dachuri 
Co-Founder & 
CTO, YULU Bikes

tech platform to provide a common 
communication platform for the 
industry and leveraging ML and AL 
technologies to improve market 
efficiency," says Karan Shaha, CEO 
& Co-Founder, Vahak, an online 
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transport marketplace & networking 
community of truck owners, 
transporters and consignors.

The company uses advanced 
algorithms and ML technology to 
match the loads and lorries on the 
platform. "The algorithm takes into 
account an array of factors and uses 
the data collected by the marketplace 
to improve matchmaking efficiency. 
In routes with good market liquidity, 
some lorry owners can increase 
the lorry utilization up to 85%-90%, 
which is usually around 55% for an 
average player in the offline market," 
adds Shaha.

If ride-hailing cabs such as Uber 
and Ola transformed the inter-city 
commuting and mobility landscape, 
bike-sharing platforms such as 
Yulu bikes, Vogo and Rapido are 
harnessing the power of tech to offer 
real-time clean alternative solutions 
like electric vehicles (EVs) to lessen 
traffic jams and pollution in metros.   

"Mobility is extremely critical for 
the success of any economy and at 
Yulu EV shared mobility platform, 
we are trying to solve the challenges 
faced by commuters of urban India 
in a tech-driven environment-
friendly way," says Naveen Dachuri, 
Co-Founder & CTO, YULU Bikes.

Its EV bikes are IoT-enabled 
and leverage ML-driven network 
intelligence. The company is 
expanding its charging infrastructure 
across cities such as Bangalore, 
Delhi, and Mumbai. "There was much 

by tech disruption. The company 
offers a gamut of legal solutions to 
enterprises to manage their legal 
work efficiently through its digital 
ERP platform. "A few years back, we 
realized the massive demand-supply 
gap that exists between lawyers who 
are there to provide services and 
consultation and individuals and 
larger enterprises who seamlessly 
want these services. And that's how 
Legistify was born. Over the last two 
years, we have been extensively 
leveraging tech to enable enterprise 
legal teams to get their work sorted, 
to help them with the right set of 
technology for excelling their core 
functioning through our SaaS-based 
platform," says Akshat Singhal, 
Founder & CEO, Legistify.

Legistify is building a market 
network for legal, leveraging cloud 
and AI/ML-driven analytics to prompt 
new case alerts, auto-tracking quickly, 
defined workflows, and providing 
verified hyperlocal lawyers support 
across India. 

There has also been a slew of 
unique startups that have emerged 
to meet the rising demand of digital 
as a medium to deliver skill-based 
training and school and university 
education. The continuous threat 
of the pandemic has compelled 
schools, colleges, and universities 
across the country to close or operate 
intermittently with blended models 
to break the spread of the virus. 
Ed-tech companies such as Byju, 
Vedantu, Unacademy, UpGrad, Toppr, 
and Cuemath have been innovating 
to disrupt the Indian learning and 
education sector. By leveraging 3D 
animation, gamification, AR, and VR, 
they are helping kids and students 
transition from face-to-face teaching 
to digital learning seamlessly.

 "The role of online learning is 
not just to replicate offline classes 
in digital space but to make it 
more interactive, engaging, and 
personalized. By combining the 
ability of computing, technology, 

" We win half the battle if 
we understand our users' 
psychological purchasing 
behavior and show those 
results they like. The 
second half of the battle 
is to present the data 
correctly and intuitively 
possible, which we provide 
through Augmented 
Reality."

Devvrat 
Arya 
 Vice President 
- Technology, 
Pepperfry

"Providing stellar user experience is 
a key priority for us. We have a strong 
team of product managers, analysts, 
and tech specialists who interact with 
customers to find how to best design 
user interfaces, how to create trust 
with users, how to create ease of use."

Enbasekar D 
Co-Founder & CTO, 
MediBuddy 

demand for the last-mile delivery 
segment during the COVID. People 
became more and more reliant 
upon the delivery segment. We 
saw the opportunity in the goods 
mobility market and started forging 
partnerships with different e-delivery 
commerce companies to push them 
to use EVs," Dachuri adds. 

Another young startup, Legistify, 
is rejuvenating the ecosystem that 
has long remained unaffected 
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and data, we want to create a more 
personalized, enhanced, and 
democratized learning," says Dev 
Roy, Chief Innovation and Learning 
Officer, BYJU'S, in a recent press 
statement while announcing the 
launch of its Innovation Hub in the 
UK, the US, and India.

Through its Byju's Lab, the 
company aims to hire the brightest  
AI and ML talent to strengthen its  
tech capabilities in delivering 
adaptive, engaging, and effective 
learning programs. 

The case of 
intuition versus 
insights – 
excelling user 
experiences
In today's consumer-centric world, 
consistently delivering an exceptional 
customer experience at every 
touchpoint is critical for long-term 
success. It's the customer ultimately 
who makes or breaks a brand's 
success. And who would know it 
better than the new-age startups?

There are two parts to the 
personalized experience problem 
statement. The first is to understand 
the psychological behavior of the 
individual, and the second is to 

says  Devvrat Arya, Vice President - 
Technology, Pepperfry.

During the pandemic, Pepperfry 
was one of the first digital service 
providers to take cognizance of the 
transition in consumer behavior 
from offline to online and deployed 
simplified UI/UX to ensure a seamless 
experience for consumers, especially 
first-time buyers (FTB). The company 
started offering a 3D model viewing 
feature where users can view a 
product in a 3D model and interact 
with the product on their mobile 
phones and website. 

From a business perspective, 
Pepperfry's tech-integrated logistics 
infrastructure aided in clearing the 
delivery backlog, which was caused 
due to the lockdown in a brief period. 
"We have been exploiting an in-house 
analytics solution called 'Athena,' 
named after the Greek goddess of 
wisdom and strategy, to help our team 
stay updated on important metrics 
and trends. This has enabled us to 
craft powerful strategies to continue 
championing the online furniture and 
home space," Arya added.

Businesses today have multiple 
touchpoints to connect with the 
customer – be it social media, online, 
website, conversational chatbots, 
email, or phone. It becomes critical 
to continuously meet customers' 
expectations digitally by deploying 
action-oriented strategy and 
leveraging new-age technology. 
“Disruptive startups are leveraging 
AI-powered chatbots and deep-
learning-based algorithms to 
accurately understand natural 
language, improve operational 
efficiencies and handle customer 
queries with higher precision,” says 
Saumil Shah, VP - Engineering, 
Haptik.ai.

As new channels of engagement 
open, any customer experience 
platform needs to make sure they can 
seamlessly integrate with minimal 
downtime and faster time to value. 
The healthcare industry, for instance, 

"We use client-facing AI 
tools to make the photo 
creation process far
simpler and easier for 
customers, both on 
the Zoomin App and the 
website, and leverage 
our cloud infrastructure 
to store and transform 
images to create the 
perfect print-ready files."

Sachin 
Katira  
CEO & Director, 
Zoomin

"We make sure that our people are 
continuously learning. Because if they 
don't learn, they can't innovate. When 
they learn and grow, the company 
grows with them. So, that's a big 
philosophy for our people, especially in 
the technology teams."

Ajay Poddar 
VP - Engineering, 
Shaadi.com

present it in the most intuitive 
way possible. "We win half the 
battle if we understand our users' 
psychological purchasing behavior 
and show those results they like. The 
second half of the battle is to present 
the data correctly and intuitively 
possible, which we provide through 
Augmented Reality. AR-VR-MR 
are the only ways where we can 
provide an excellent experience and 
purchasing assistance to the user," 
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designs and products, as per their 
choice.  Founded in 2008, it witnessed 
a massive dip in its users during the 
lockdown but was able to recover 
from it quickly by harnessing the 
power of new-age technologies.

"We use client-facing AI tools to 
make the photo creation process far 
simpler and easier for customers, 
both on the Zoomin App and the 
website, and leverage our cloud 
infrastructure to store and transform 
images to create the perfect print-
ready files. By employing the latest 
web and app technologies, we provide 
access to the customers and help 
them create the photo album. In 
addition, we have an end-to-end 
production workflow to make sure 
that orders placed are printed fast  
and ship at the fastest possible time," 
says Sachin Katira, CEO & Director  
at Zoomin.

Continuous  
learning is key
The secret recipe for many startups 
across the globe lies in their 
dynamic culture of continuous 
learning and innovation. Triggered 
by constant competitive necessity, 
the last two years have seen 
startups quickly deploying new 
strategies such as investing in tech 
and talent up-gradation to build 
contactless processes needed to 
create transformative products and 
solutions.

"We make sure that our people are 
continuously learning. Because if they 
don't learn, they can't innovate. When 
they learn and grow, the company 
grows with them. So, that's a big 
philosophy for our people, especially 
in the technology teams," says Ajay 
Poddar, VP -Engineering, Shaadi.com, 
the world's leading matchmaking 
platform.

Poddar credits the success of their 
matchmaking platform on their solid 
data strategy, relentless focus on 

"We introduced digital gifting as 
a possible substitute mechanism 
to fulfill the gifting needs of our 
customers and innovate our business 
model. This included a spectrum of 
innovative ideas enabled by technology, 
such as musicians on the call, 
celebrity media messages, fitness on 
the call, digital caricatures."

Vasanth 
Kamatgi 
CTO, Ferns N Petals

"By leveraging the best 
of the productivity tools 
and state-of-the-art 
technology such as Google 
Jamboard, we enable 
our hybrid workforce 
to collaborate and 
brainstorm in a seamless. 
We are building a culture 
in which that no-one feels 
left out. Even if one person 
is attending remotely, we 
ensure that everyone has 
kept their video on and 
continuously engaged." 

Harsh Mittal 
CTO, 
CredAvenue

has been long waiting for such 
innovations at scale. 

"During the peak wave period, 
we built several tools to identify 
available COVID beds in hospitals, 
conduct lab tests at home, and enable 
people to register themselves for the 
vaccination program," says Enbasekar 
D, Co-Founder & CTO, MediBuddy. 

By leveraging AI, data science, 
natural language processing (NLP), 
the company has been analyzing 
millions of data records to track its 
initiatives, understand healthcare 
requirements, and monitor the 
quality of medical services that 
doctors provide on its platform.

"Providing stellar user experience 
is a key priority for us. We have a 
strong team of product managers, 
analysts, and tech specialists who 
interact with customers to find how 
to best design user interfaces, create 
trust with users, and deliver ease of 
use," Enbasekar adds.

Zoomin, one of the country's 
leading digital photo printing and 
gifting apps, has been leveraging 
specialized software and algorithms 
at every part of its operations to 
deliver innovative gifting solutions 
and smartly connect with customers. 
It uses cloud infrastructure 
and analytics to ensure that the 
customers are served with relevant 
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innovation, and leveraging tech for 
continued experimentation, such 
as deploying efficient algorithms 
and deep-learning-based image 
analysis tools to create stellar user 
experiences unforgettable first 
impressions on their platform. 

For Ferns N Petals, one of the 
country's most prominent digital 
flower and gifts retailers, the calm 
in business during the outbreak was 
an opportunity to rapidly innovate 
in product personalization, digital 
gifting space, and get a window 
to take efforts to modernize its IT 
infrastructure.

"We saw a massive dip [almost 
98%] in our revenues during the first 
wave of the pandemic because of the 
outbreak-triggered restrictions on 
real-world socializing. We introduced 
digital gifting as a possible substitute 
mechanism to fulfill the gifting needs 
of our customers and innovate our 
business model. This included a 
spectrum of innovative ideas enabled 
by technology, such as musicians on 
the call, celebrity media messages, 
fitness on the call, digital caricatures," 
says Vasanth Kamatgi, CTO, Ferns N 
Petals.

Another critical aspect of the 
startup culture is leveraging tech to 
enable internal teams and people 
to drive continuous innovations 

ideas. We are entirely on the cloud 
and building a culture in which that 
no-one feels left out. Even if one 
person is attending remotely, we 
ensure that everyone has kept their 
video on and continuously engaged," 
says Harsh Mittal of CredAvenue.

The pandemic saw many startups 
taking giant steps to improve their 
algorithms, develop deeper data-
infrastructure solutions, and develop 
talent up-gradation efforts to create 
future-proof models further – 
something that has to be followed 
consistently. 

Conclusion
Despite the tremendous potential, the 
surge in venture capital investments, 
and the tech advantage at their 
disposal, few startups succeed 
beyond their early stages and become 
prominent players. 

Many of the next-gen startups 
founders come from a technology 
background, giving them an early 
edge over conventional businesses. 
However, it is also true that there is  
no standalone strategy that can 
provide an advantage all the time in 
any industry. 

Faulty customer insights, poor 
planning for long-term growth, 
lack of agility, leadership lacuna, 
imitation without understanding 
unique market needs are some of 
the key reasons why a majority of the 
promising startups stumbled in due 
course of time. The road to becoming 
a great startup from a promising 
startup is a daunting process. In the 
next few years, startups with robust 
tech integrations and learning 
models at all levels – from customer 
experience, product diversification, 
data governance and security, 
talent management, competition 
monitoring, and customer retention 
– will have a greater potential to 
leapfrog business challenges and 
excel in innovation quotient, albeit 
with a consistent effort 

"Given the number of untapped 
opportunities in the logistics market, 
it becomes essential to understand 
the industry dynamics and identify 
possible demand hotspots thoroughly. 
Data analytics help us make informed 
decisions and get robust insights 
around new patterns, market trends, 
and client preferences."

Shruti Ranjan 
Satapathy  
CTO, Porter

“We have implemented 
strong AI and ML based 
monitoring systems to 
keep a strong check on 
cyber attacks in real time 
and protect customer 
information. All of 
our customer facing 
platforms are equipped 
with software that offer 
100% surveillance.”

Karthikeyan 
K 
Co-Founder & 
CTO, KreditBee

with speed and impact. "We enable 
our people to leverage best of the 
productivity tools and state of the art 
technology such as Google Jamboard 
to collaborate and brainstorm in 
a seamless way across our hybrid 
workforce to come up with new 
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SPECIAL FEATURE

Supercomputing: 
Has The NSM 
Delivered?
Even after seven years of launching the national 
supercomputing mission, India’s position remains low, in terms 
of both computing performance and number of supercomputers 
By Shyamanuja Das
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B
Before getting into any detailed analy-
sis of India’s performance in super-
computing, we should start with two 
basic factoids about India’s position 
in the global supercomputing arena, 
that will put the entire discussion in 
perspective.

One, in the latest (November 2021) 
list of top 500 supercomputers in the 
world, the fastest Indian supercom-
puter stands at 102nd position in the 
world.  

Two, in the same list, India ranks 
13th among all nations in terms of 
number of supercomputers in the top 
500 list. 

The top 500 list is a bi-annual list 
published since 1993 by top500.org, 
which ranks computers globally by 
their performance, with other rel-
evant information. 

India’s slide
It was not always so bad. In the 
November 2007 list published by 
top500.org, India’s fastest super-
computer was the 4th fastest in the 
world. EKA – a cluster platform-based 
supercomputer at the Computational 
Research Laboratories at Tata Sons, 
Pune—ranked behind just three faster 
supercomputers in the world—two 
in the United States and one in Ger-
many. At a maximum speed of 117.9 
TFlops, EKA was just a little behind 
the 2nd and 3rd fastest, even though 
the fastest supercomputer at IBM was 
four times faster than EKA. 

India’s best was certainly among the 
world’s best. 

And it was not about just about one 

EKA, as an outlier. India had nine 
supercomputers in the Top 500 list, 
with another in Indian Institute of 
Science, at the 58th position. China, 
the current list topper with more than 
one-third fastest 500 supercomput-
ers in the current (November 2021) 
list, had just one more. It had ten in 
the list. And the dragon’s fastest was 
slower than the second fastest of the 
tiger! 

Since then, with every ranking, 
China has increased its presence in 
Top 500. India had remained in that 
bracket—between two to eleven.

In the latest edition of the rank-
ing, China has 173—the highest in the 
world; yes, well ahead of the United 
States’ 149. India has three—none of 
them in the top 100. That comparison 
with China is increasingly becom-
ing one-sided, even though it does 
remain relevant for telling we what 
can be achieved with a clear goal and 
consistent effort, if not for anything 
else. 

The Policy Push
The rise of China in supercomput-
ing is not difficult to understand. It 
has been driven by a result-oriented 
national strategy. And the growth 

has been, by and large, gradual, even 
though there have been ups and 
downs in between, as in any resilient 
growth. 

On the other hand, India’s show in 
supercomputing had largely been 
driven by individual organizational 
thrust. That is before 2015. 

Even though in September 2012, 
Kapil Sibal, the then minister for 
information technology in the UPA 
government, started talking about 
‘building the fastest supercomputer 
in the world’ and wrote a letter to then 
Prime Minister Dr Manmohan Singh, 
detailing a plan prepared by the 
state-owned research & development 
outfit, Centre for Advanced Comput-
ing (C-DAC) to build the fastest super-
computer by 2017, at a cost of some 
INR 4,700 crores, that is all we heard 
of his plan. The UPA government was 
beginning to get into the now infa-
mous ‘policy paralysis’ mode after 
that, followed by the General Election 
mode and subsequently lost to the 
NDA, led by BJP in May 2014. 

Soon after assuming power, prime 
minister Narendra Modi announced 
the Digital India initiative. Though 
much of it was bringing together of 
the already planned initiatives, a big 

Top Rank obtained by an Indian Supercomputer

Data: Top500.org
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No of supercomputers in Top 500: India v China

push such as this, directly from the 
prime minister, gave it a lot of promi-
nence. A lot of technology-leveraged 
new plans (and some old plans, 
relabeled and often redesigned with 
added layers of digital technologies) 
were launched. 

It was natural to expect that high 
performance computing would get 
a major push. Aadhaar had been 
launched during UPA regime only, 
bringing millions of citizens of the 
country to a digital platform. Though 
UPA launched it as a social inclusion 
enabler, the NDA government made it 
the primary platform for all initiatives 
digital – from national security to tax 
collection to financial transactions.  

Getting them to do things digitally 
requires massive computing power. 
And that itself is huge use case for 
High-Performance Computing (HPC) 
in countries like China and India. But 
as we have seen it, whatever progress 
has been achieved in supercomput-
ing, has been done by applying it in 
the scientific research and develop-
ment and not really in citizen services 
or business applications. 

However, with the nature of this 
holistic Digital India plan – however 
rehashed plan it is – there was hope 
that we, as a nation, would think 
about high performance comput-

ing from a national priority point of 
view, in contrast with Sibal’s plans (or 
dreams, if you would like), which was 
a siloed research plan, isolated from 
applications. 

This writer, in his personal blog, 
pointed it out then. “The focus is pure-
ly on speed. It is a petaflops speed 
supercomputer that the minister 
wants CDAC to build. The application 
is secondary,” the blog said.

In fact, continuing with that thrust, 
CDAC launched a supercomputer in 
December 2014, that was dubbed the 
world’s ‘most compacting supercom-
puter’ at that time by the government. 
This HPC initiative, called PARAM 
Shavak aimed to provide computa-
tions on a larger scale for the sci-
entific, engineering and academic 
programs.

As an organization goal for a 
research organization, there was 
nothing wrong with this approach. 
But India needed an all-round, inte-
grated, holistic plan, to realize its digi-
tization dreams. 

National Supercomputing 
Mission
A few months before the Digital India 
plan was announced by the prime 
minister, India committed itself to a 
program called National Supercom-

puting Mission (NSM) in March 2015. 
Though it did not receive the kind 
of wide publicity that Digital India 
announced by the prime minister a 
couple of months later received, the 
government had marked INR 4,500 
crores over the next seven years for 
the mission. The aim was to connect 
national academic and R&D institu-
tions with a grid of over 70 high-per-
formance computing facilities over 
these seven years.

"We are going to install 73 super-
computers in different parts of the 
country, and all will be linked by a 
computer grid. This is about INR 
4,500 crores scheme in which INR 
2,800 crores will come from the Min-
istry of Science and Technology and 
the rest, about INR 1,700 crores, from 
my department, IT," the then Commu-
nications and IT Minister Ravi Shan-
kar Prasad said, while launching it.

The stated objectives of NSM are:
 To make India one of the world 
leaders in supercomputing and to 
enhance India’s capability in solv-
ing grand challenge problems of 
national and global relevance

 To empower Indian scientists and 
researchers with state-of-the-art 
supercomputing facilities and 
enable them to carry out cutting-
edge research in their respective 
domains

 To minimize redundancies and 
duplication of efforts, and optimize 
investments in supercomputing

 To attain global competitiveness 
and ensure self-reliance in the stra-
tegic area of supercomputing tech-
nology
The mission statement said the 

supercomputers would also be net-
worked on the National Supercom-
puting grid over the National Knowl-
edge Network (NKN), a high-speed 
network that connects academic 
institutions and R&D labs.

“Academic and R&D institutions as 
well as key user departments/minis-
tries would participate by using these 
facilities and develop applications of 
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national relevance. The Mission also 
includes development of highly pro-
fessional High-Performance Comput-
ing (HPC) aware human resource for 
meeting challenges of development 
of these applications. The Mission 
implementation would bring super-
computing within the reach of the 
large Scientific & Technology com-
munity in the country and enable 
the country with a capacity of solving 
multi-disciplinary grand challenge 
problems,” the statement said.

That was a fairly coherent plan and 
it gained credibility after the prime 
minister endorsed it publicly. “Super-
computer will do super-computing 
and will be the reason for super com-
mitment,” PM Modi tweeted in July 
that year, around the same time that 
Digital India was launched.

Has it delivered?
The time period of NSM, announced 
in March 2015, will come to an end 
in March 2022. It is probably time to 
examine if the mission has succeeded 
in what it set out to achieve—if yes, to 
what extent. 

But before that, a quick look at how 

it has unfolded. 
In February 2019, a supercomputer, 

Param Shivay, with a speed of 833 
teraflop built at the cost of INR 32.5 
crores was established at IIT-BHU, 
which was inaugurated by the prime 
minister. This was followed by instal-
lation of two indigenously ‘assembled’ 
supercomputers Param Shakti and 
Param Brahma at IIM Kharagpur and 
IISER Pune respectively. 

By the mid-2020, three more - a 
1.3 petaflops supercomputer at IIT-
Kanpur, a 838 terraflops supercom-
puter at Jawaharlal Nehru Centre for 
Advanced Scientific Research, and a 
650 teraflops supercomputer at IIT 
Hyderabad were installed by mid-
2020.

But the high point came in the 
form of Param Siddhi AI, which was 
announced by C-DAC in October 
2020. This HPC-AI supercomputer, 
a machine with 210 AI Petaflops (6.5 
Petaflops Peak DP), based on the 
NVIDIA DGX SuperPOD reference 
architecture comprising 42 NVIDIA 
DGX A100 systems, connected with 
NVIDIA Mellanox HDR InfiniBand 
networking along with indigenously 

developed HPC-AI engine, and soft-
ware frameworks and cloud platform 
by C-DAC, went to top India’s chal-
lenge in the November 2020 Top500 
ranking. With 4.6 petaflops max 
speed, it debuted on the list with a 
global rank of 62, and pipped Praty-
ush, the Cray XC40-based Cray/HPE 
supercomputer at Indian Institute 
of Tropical Meteorology from the top 
position. Pratyush was leading the 
Indian challenge since June 2018.  
Param Siddhi AI is still the fastest 
Indian supercomputer, even though 
its global rank has dropped to 102 in 
the latest ranking of Top500.

The newest one to join the game, as 
part of the NSM initiatives, is a 650 
teraflops system at the National Agri-
food Biotechnology Institute (NABI) at 
Mohali. 

As part of the Indian HPC imitative, 
an Indigenous server (Rudra), which 
can meet the HPC requirements of 
all governments and PSUs, has been 
developed in India. This is the first 
time that a server system was made 
in India, along with the full software 
stack developed by C-DAC.

According to an announcement in 
April this year by Department of Sci-
ence & Technology, which is leading 
the mission, while in Phase-I, 30% 
value addition was done in India, that 
has been scaled up to 40% in Phase-II.

But is that enough?
That is surely a lot of movement. But 
that is nowhere near ‘building the 
fastest supercomputer in the world’ 
as Kapil Sibal dreamt. But in any case, 
Kapil Sibal’s personal big ideas were 
not taken seriously by many, as it was 
in the future with no concrete plans 
and timelines. 

But in as late as in April 2021, a press 
release from Department of Science & 
Technology claimed - ‘India emerging 
a leader in supercomputing’, which 
just listed the achievements and 
referred to Param Siddhi’s global rank 
in November 2020. Since then, two 
more rankings have been released 

How fast is India's fastest?
In Nov 2007, world's fastest supercomputer was just four 

times faster than India's fastest; today, it is 96 times faster

All figures in TFLOPS
Data: Top500.org

FASTEST IN TOP 500 (Rmax) (TFLOPS) FASTEST IN INDIA (Rmax) (TFLOPS)
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and its position has slipped by 40 
positions. 

While one can take the DST claim 
with a pinch of salt, it is certainly 
apt to ask, is it enough to call India a 
supercomputing power, let alone a 
‘leader’. 

There are two broader ways to 
answer this question. 

One is by comparing India’s super-
computing performance with the rest 
of the world. The answers are very 
clear and tangible there. 

 India does not have a single super-
computer among the 100 fastest 
ones in the world

 India has less than 1% of the world’s 
500 fastest supercomputers

 India ranks 13 among the countries 
listed in the Top500, along with Ire-
land and Australia 

 The speed of India’s fastest comput-
er is 1% of the speed of the fastest 
supercomputer in the world
The answers are very clear there.
The second way to ask the question 

is sidelining the detailed com-
parison with other countries for a 
moment and just stick to examin-
ing of whether the NSM objectives 
have been achieved. 

We take here four parameters, 
explicitly stated in the objectives of 
the National Supercomputing Mis-
sion. 

Performance
The Top500 comparison and where 
the world stands are good ways to 
measure that, especially since we 
love calling ourselves a ‘leader’, 
‘an IT superpower’ and the like. In 
terms of performance, the score is 
at best below average.

Number of deployments
The minister had announced – 
which has been repeated by various 
announcements later – that India 
would have 70-plus supercomput-
ers in various institutes by the end 
of the seven-year period. That looks 

highly doubtful, with only less than 
a dozen having been installed. It is 
difficult to expect that five times that 
number would be operational by the 
next three months. 

Applications
In the NSM statement, various areas 
were identified as potential applica-
tion areas including government 
information systems, finance, big 
data analytics for businesses, national 
security, disaster simulations and 
management. But most so far have 
been deployed in scientific research 
areas. And the list of announced but 
not yet deployed sites also do not 
include any of the above-mentioned 
areas. 

Self-reliance
Another objective that the NSM 
explicitly mentioned is that of devel-
oping indigenous capabilities. While 
the supercomputers are now being 
‘assembled’ in India, according to a 
statement in April 2021, more than 
50% of the technology is not indig-
enous. In November 2018, C-DAC had 
awarded a three-year contract to Atos 
to supply the latter’s BullSequana 
supercomputers. Most initiatives for 
educational institutes were based on 
that. If you do the China comparison, 
it is very different out there. 

So, whether it is performance, or 
array of applications, or number or 
self-reliance, India has to go a long 
way, as far as supercomputing is con-
cerned. China, apparently, has already 
deployed exascale supercomput-
ers in its defence, which it does not 
announce publicly and hence they are 
not part of Top500, according to some 
speculations. 

While the achievements by the 
scientific community cannot be 
overlooked, as a broad national level 
strategy, the advances do not seem 
to be enough to take India to a lead-
ership position. It requires not just 
more work, it probably needs some 
rethinking  

Share of Countries 2015 vs 2021
(No of Supercomputers in Top 500)

Data: Top500.org
Inner Pie: November 2015
Outer Pie: November 2021

China

United States

Japan

Germany

France

United Kingdom

Netherlands

Canada

Korea, South

Russia

Saudi Arabia

Brazil

Poland

India

Switzerland

Australia

Others



27November 2021 | CIO&LEADER

INSIGHT

The Urgency Of 
Securing Evolving 
Workplaces
In the post-COVID era, the success of the new hybrid workplace 
model will be hugely dependent upon an organization's efforts in 
combining its digital transformation goals with robust IT security
By Ashok Kumar
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T
The acceleration of digital transfor-
mation and increased cloud adoption 
has connected people, businesses, 
and culture like never before in recent 
times. In the pandemic-induced 
work-from-home scenario, com-
panies have invested in data-driven 
technologies to stabilize their busi-
nesses and make their IT environ-
ments smarter..

The modified state of business 
priorities has been well-supported 
through analytics, automation, and 
artificial intelligence for enterprises. 
By embracing these technologies, 
enterprises have been able to mitigate 
unforeseen challenges and ensure 
business continuity remotely. How-
ever, this tectonic shift of traffic and 
rise in the remote working scenario 
has also compounded the network 
vulnerabilities, providing new oppor-
tunities for cybercriminals to expand 
their attack patterns.

By leveraging intelligence tools 
and exploiting the innumerable less-
secure end-points, cybercriminals 
have consistently launched novel 
attacks that are hard to trace. 

Cybersecurity Ventures estimates 
that global cybercrime costs could 
grow by 15% per year over the next 
five years, reaching USD 10.5 tril-
lion annually by 2025, up from USD 
3 trillion in 2015. According to Purp-

lesec, there has been a 600% growth 
in cybercrime-related activities in 
the last year. A survey conducted 
amongst 582 information security 
professionals found that 50% of the 
executives do not believe their orga-
nization is ready to repel a ransom-
ware attack.

Massive surge in 
cyberattacks
Since the beginning of the pan-
demic, the industry has witnessed a 
significant rise in cyberattacks and 
data theft. According to a study by 
IBM, during the first three months of 
2020 alone, India saw 37% more data 
breaches than in 2019. In addition, the 
country witnessed 16 million cases of 
cyberattacks, nearly three times that 
of 2019.

Driven by the exponential growth 
of data and the growing distrib-
uted workforce, cybercriminals are 
launching numerous malicious cyber 
campaigns loaded with pandemic-
driven themes to trick the vulner-
able distributed workforce. Various 
industry reports are testimony to 
that. According to Trend Micro, more 
than 60% of COVID-19-related threat 
detections came from the US, Germa-
ny, and France. The security firm also 
adds that despite being relatively new, 
the VPN vulnerability CVE-2019-11510 
accounted for nearly 800,000 detec-
tions in 2020 alone.

RAH is seeing a huge uptake in 
demand of cybersecurity solutions by 
enterprises as well as organizations 
of all sizes in last few quarters, to be 
precise, since the beginning of the 
pandemic. WFH, increase in shifting 
to cloud, and other digital transfor-
mation initiatives have opened up 
plethora of avenues for cyber attack-
ers. While these are timely and futur-
istic steps being taken by enterprises, 
cybersecurity remains at the core of 
all such initiatives.

In India, companies such as Air 
India, Dominos, Facebook, Juspay, 

Bigbasket, Upstox, among several 
other, have seen the critical data of 
their customers being stolen, caus-
ing a massive dent in their market 
goodwill.  

Indian Computer Emergency 
Response Team (CERT-In) observed 
about 140 phishing incidents dur-
ing the first half of 2021. According 
to CERT-In, fraudulent emails, SMS 
messages, and phishing websites pre-
tending to be from legitimate services 
are reported luring users to divulge 
credentials to conduct frauds.

As more and more users are now 
using the internet for buying goods 
and services, hackers are also tar-
geting the vulnerable population 
by sending unauthorized payment 
links and showcasing fake shopping 
websites. RBI has repeatedly issued 
a warning to banking customers that 
using these new tricks of uncon-
firmed SMSes and UPI notifications 
and unscrupulous hackers can wipe 
out the entire balance of banking cus-
tomers.

Growing complexities
Among the biggest shocks in the 
cybersecurity space, SolarWinds 
supply-chain hacks of 2020 stood 
number one.

Fraudsters launched the attack by 
hacking the infrastructure of Ameri-
can IT Software firm, SolarWinds, and 
spreading malicious code to its over 
30,000 clients through the software 
updates route. The worst part was 
that the list also included several US 
government departments, making 
their critical data open to cybercrimi-
nals. The attack reflected that most 
organizations are vulnerable to highly 
sophisticated mechanisms being 
adopted by the cybercriminals of the 
modern era.

It was also a cruel reminder cyber-
criminals are way ahead to create new 
channels to gain a foothold in enter-
prise networks. And even with robust 
IT security practices, organizations 
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may not have enough ammunition to 
secure their networks.

According to the Infoblox Q1, 2021 
Intelligence Report, in the instance 
of SolarWinds, the threat actor used 
a highly sophisticated attack chain 
to deliver malicious code through a 
backdoor injected into a dynamic-link 
library that was a part of a legitimate 
update to some versions of Solar-
Winds' Orion software. The report 
adds that the threat actor remained 
undetected for an extended time by 
employing sophisticated obfuscation 
methods such as imitating the legiti-
mate SolarWinds coding style and 
naming standards. It did the damage 
by using Virtual Private Servers (VPSs) 
with IPs native to the victim's home 
country and leveraging compromised 
security tokens for lateral movement.

From a Domain Name System 
(DNS) perspective, Infoblox has been 
able to verify that once a victim has 
been infected with SUNBURST, the 
malware beacons to avsvmcloud[.]
com with a hostname designed by a 
Domain Generation Algorithm (DGA) 
to exfiltrate data about the victim, as 
described above. The threat actor can 
return one of several responses in the 
form of an IP.

Due to the rapid uptake of remote 

work, organizations and employees 
have increased usage of collaboration 
tools, such as Meet, Zoom, and Slack. 
According to a Trend Micro report, 
the high use of these tools has led to 
the amplification of attacks such as 
Zoombombing, spam emails, and 
new ransomware variants that exploit 
these applications.

Many phishing attacks with COV-
ID-19 themes are also getting noticed 
by the industry users where cyber-
criminals sent emails to users pre-
tending to be senior executives from 
World Health Organization (WHO), 
tricking them to click on malicious 
links and documents.

Challenges aplenty
The majority of the security leaders 
still focus on reactive strategies when 
it comes to IT security investments. 
While the current crisis has trans-
formed that orientation a bit, most 
of the IT security initiatives revolve 
around traditional compliance and 
risk patterns. Another challenge that 
the industry has been battling for 
many years is the lack of cybersecu-
rity talent. Due to the understaffed 
security staff, many organizations 
cannot leverage the capabilities of 
artificial intelligence, analytics, and 

automation when it comes to secur-
ing their workforce.

Going by Cybersecurity 2021 Part 
1 survey report commissioned by 
ISACA and HCL Technologies, the last 
few years have seen massive demand 
for cybersecurity talent. However, due 
to low entry-level positions for the 
cybersecurity workforce, the industry 
has not created enough experienced 
talent pipelines in this space. 

According to the report, 68% of the 
companies who experience more 
cyberattacks face a talent drought in 
cybersecurity, and 63% who experi-
ences more cyberattacks historically 
are unable to hold qualified cyber-
security talent. In the age where AI, 
robotics, and IoT are taking center 
stage and making everything con-
nected, lack of cybersecurity talent 
and poor governance practices can 
lead to more sophisticated attacks on 
enterprise networks.

In the next few years, the stakehold-
ers in cybersecurity should come 
together to build a talent transfor-
mation consortium that can make a 
strong talent pool of cybersecurity 
talent.

With an extensive focus on remote 
working, organizations need to pro-
vide a secure IT environment to their 
people proactively. Factors such as 
upskilling and reskilling the IT talent 
pool, reviewing cybersecurity strate-
gies, and build effective resilience 
programs will go a long way in devel-
oping a trusted environment. There 
have to be effective data security 
interventions, and they need to be 
well-supported by an in-house cyber-
security team and a strong technol-
ogy partner.

In the absence of a well-carved IT 
security strategy, enterprises will find 
it really challenging to drive profit-
ability and innovations in their busi-
ness ecosystems  

—The author is MD, RAH Infotech
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How Can Green 
Data Centers Play 
A Pivotal Role In 
Future Business 
Models?
Green data centers are the only option to ensure a safe path for 
the environment and our digital needs
By Ankit Saraiya
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Data center as an infrastructure platform has come 
a long way in the past few years. Today, India is 
seen as the hub of several data center projects, with 
IT giants such as Microsoft, Google, and Amazon 
announcing substantial investment projects in the 
space.

Similarly, Indian real-estate companies and infra-
structure groups too are leveraging this opportunity 
to invest in the data center space. Key geographical 
markets, such as Mumbai, Chennai, Hyderabad, 
Noida, Bangalore, Pune, and Kolkata are attracting 
huge investments. This, coupled with the govern-
ment's vision of making India a data center hub 
with a targeted investment of INR 3 lakh crore in 
the next five years, will only make the data center 
industry that lucrative for foreign and domestic 
investors.

While the potential and promise of the data center 
market are huge, a majority of its running cost is 
electro-mechanical in nature. Power and energy 
contribute almost 40% of the total cost of running 
a data center. This is where the green data center's 
focus emerges, and companies prioritize carbon-
neutral data centers over others.

Energy efficiency with environmental awareness 
approach

A green data center is helpful for storage and data 
management in which the electrical and mechani-
cal systems are designed and built to offer energy 
efficiency with little environmental impact.

A green data center offers identical features and 
abilities as a traditional data center that still con-
sumes energy with environmental consciousness; 
because of this, green data centers are regarded 
as eco-friendlier. To put things in perspective, the 
global green data center market size is expected to 
reach USD 142.8 billion by 2026, rising at a market 
growth of 19.7% CAGR during the forecast period, 
the highest growth amongst all other data center 
formats.

While the energy-efficiency attributes are huge 
today, there is a huge significance to being carbon-
neutral, sustainable, and contributing to the envi-
ronment. By 2025, it is estimated that about 463 
exabytes of data will be created daily globally. To 
put things in perspective, 1 exabyte of data if to be 
made from a video call, the call would need to last 

D
for 2,37,832 years. With data creation getting more 
prominent, companies are searching for ways to 
store and process data with minimal environmental 
impact. The need to ensure that all servers are up 
and running to prevent any downtime is critical. 
Data center components require cooling systems 
in place for the servers to prevent them from over-
heating and overall maintenance, electricity charg-
es, water supply, and other utility requirements. 
These tasks consume a large amount of energy, and 
therefore it's necessary to ensure sustainable prac-
tices are in place.

Positive brand image  
From a brand perspective, going green is talked 
about across numerous industries, and by convert-
ing energy-consuming data centers into green 
data centers, a company can enforce a positive 
brand image for itself and its data center services. 
From an ESG compliance and policies perspective, 
several countries, such as Germany, the UK, and 
South Korea today require companies to keep their 
carbon- footprint below a certain level. There is sig-
nificant regulatory pressure on firms to go green. 
Such policies are broken down into technology and 
pollution standards, market instruments (green 
taxes, trade permits, and ecosystem services), infor-
mation disclosure, and voluntary policies. Some of 
the best green data center operators formally docu-
ment initiatives under their annual reports' envi-
ronmental, sustainability, and governance (ESG) 
reports.

An interesting case study to emphasize that the 
enterprises are serious about their responsibili-
ties while going green is the Microsoft Data Center. 
Microsoft shared a breakthrough announcement 
that underwater data centers are reliable, practi-
cal, and support sustainable energy usage. In the 
summer of 2020, the firm reeled up a container-
ized data center submerged 117 feet underwater 
back in spring 2018. Consistently cool subsurface 
of the sea allowed for efficient data center design 
and increased resistance to corrosion compared to 
data centers on land. These data centers use heat 
exchange plumbing that is usually found in sub-
marines. This could change how data centers talk 
about going green by having small, containerized 



Insight

32 CIO&LEADER | November 2021

data centers closer to customer locations to reduce 
latency and maintain energy efficiency since they 
are stored deep in the ocean. This would eliminate 
the need to construct large data centers on land, 
translating to a minimum or no requirement for 
multiple cooling systems, air conditioning, and office 
complexes traditionally installed in a data center.

Critical strategic points to go green   
So, the quintessential question here is - how does 
one go green, or what's the most efficient way of 
going about a green data center?

 Start with the basics, opt for renewable power and 
energy such as solar or wind to fuel your data cen-
ter energy needs

 Design and build data centers around energy-
efficient cooling solutions.

 Use sustainable building materials for the con-
struction of data centers. One may go one step 
ahead and leave at least 25% of the land for green 
space

 Design and build flexible and innovative electro-
mechanical solutions for data centers so that an 
operator can incorporate environmentally friend-
ly solutions

 Perform thorough server virtualization, whereby 
the means of integrated software the work of sev-
eral machines can be done by a single computer 
and processor

 Organizations can deploy several operating sys-

tems and applications on a lesser number of 
servers via virtualization, which reduces overall 
energy consumption in the data center

 Disruptive technologies such as AI, ML, and data 
analytics can automate data center processes to 
save energy, forecast power consumption, analyze 
data output, monitor various features such as 
temperature, data center humidity, and cooling 
process. Although software integration could be 
an expensive and time-consuming process, there 
are benefits such as improved efficiency, reduced 
costs, and reduced power consumption
To conclude, data centers are here to stay. The 

increase in digital content consumption, develop-
ment in AI, ML, 5G, edge computing, cloud storage, 
and the internet of things will amount to data being 
generated at huge volumes, fuel the need for data 
centers.

The need of the hour is for companies to marry 
the thought of ensuring the highest ROI and being 
a leader in developing a safer and sustainable 
environment. With several IT companies ensur-
ing to become carbon-neutral in the next couple of 
decades, going green is the only way to sustain data 
center infrastructure. Green data centers are the 
only option to ensure a safe path for the environ-
ment and our digital needs 

—The author is Director at Techno Electric & Engineer-
ing Co

Disruptive technologies 
such as AI, ML, and 
data analytics can 
automate data center 
processes to save 
energy, forecast power 
consumption, analyze 
data output, monitor 
various features
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Addressing WFA IT 
Pain Points With SD-
WAN And ZTNA

Work From Anywhere model requires seamless access to 
business-critical applications and data both on-premises and in 
the cloud, regardless of where the user accesses them from and 
this must all happen without compromising network security
By Rajesh Maurya
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During the pandemic, transition-
ing to a work-from-home model 
required organizations to move 
critical resources to the cloud, ensure 
employees had access to essential 
business applications, and secure 
communications between the home 
office and corporate network. And 
now, instead of moving everyone back 
into the corporate office, many orga-
nizations are transitioning to a work-
from-anywhere (WFA) approach.

This new approach provides much-
desired flexibility and improved work-
life balance for workers, increasing 
productivity and work satisfaction. 

Quality of Experience and 
WFA
Quality of Experience (QoE) measures 
how satisfied workers are with their 
entire work experience. It includes 
ease and speed of access to essential 
resources, consistent availability of 
business-critical applications, and 
quality of service for things like voice 
and video conferencing.

But maintaining QoE for a WFA 
workforce is a challenge. It requires 
seamless access to business-critical 
applications and data both on-prem-
ises and in the cloud, regardless of 
where the user accesses them from. 
Further, this must all happen with-
out compromising network security, 
which is particularly challenging 
considering that home networks 
and remote devices are notoriously 
under-secured.

Three Key IT Pain Points in 
WFA Models

Ideally, accessing corporate applica-
tions and data from anywhere should 
be seamless, but remote connectivity 
often impacts the user experience 
and security posture. Resolving these 
issues requires addressing three key 
IT pain points.

D 3. Implicit Trust
Many organizations use an  
implicit trust model when providing 
access to applications. Those using  
a VPN connection are usually  
authenticated with a generic process 
that provides access to the entire 
network, with the assumption being 
that any device connecting through 
a secure VPN tunnel is to be trusted. 
But all it takes is for a remote user’s 
machine, identity, or credentials  
to become compromised for an 
attacker to ride that trusted VPN  
connection to gain access to the 
entire network.

Meeting WFA Challenges 
with SD-WAN and ZTNA
When implementing a WFA model, 
organizations must adapt their exist-
ing infrastructures and security 
models –traditional security and con-
nectivity solutions are simply not up 
to the task. The good news is that the 
challenges described above can be 
met with the deployment of Secure 
SD-WAN and Zero Trust Network 
Access (ZTNA) solutions.

While SD-WAN is great at providing 
reliable connections to cloud-based 
applications, most SD-WAN solutions 
lack integrated security. In contrast, 
Secure SD-WAN on a purpose-built 
security platform blends advanced 
connectivity with enterprise-grade 
security and allows for single-console 
management, enabling consistent 
policy creation, deployment, and 
enforcement. Further, ZTNA provides 
per-user access to specific applica-
tions, far surpassing implicit trust 
when it comes to security. Every 
device, user, and application can 
be seen and controlled regardless 
of where they are connecting from. 
Together, solutions like Secure SD-
WAN and ZTNA help businesses meet 
the challenges and realize the oppor-
tunities that WFA provides  

— The author is Regional Vice President, 
India & SAARC, Fortinet

1. Unpredictable Experience
A common approach to maintaining 
security while handling remote traf-
fic is to backhaul all application and 
internet traffic through the corporate 
data center for verification before 
reaching its destination. However, 
this increases latency and wastes 
bandwidth compared to a direct con-
nection. Such architectures can also 
be complex and expensive to operate 
because IT must individually config-
ure and manage branch routers and 
stitch firewall policies. QoE becomes 
inconsistent for branch end-users 
because backhauling application traf-
fic can impact application reliability. 
Home users are forced to access 
applications through a VPN tunnel 
to the corporate network, leading to 
more unpredictability due to varia-
tions in bandwidth capabilities.

Challenges remain even when 
organizations allow direct access to 
cloud applications because improved 
application experience comes at the 
cost of security. Home users must 
also still use a VPN to access internal 
resources, making their experience 
inconsistent.

2. Inconsistent Policies
IT teams find it challenging to ensure 
consistent policy enforcement across 
the network when different sets of 
security are deployed on-site, at the 
branch office, in the cloud, and at 
home locations. This is because an 
overall lack of visibility and control 
creates a landscape ripe for threats to 
leak through. In fact, threat research-
ers have recently detected a shift 
in threat actor behaviour aimed at 
exploiting policy inconsistencies by 
targeting home or smaller branch 
offices rather than attacking tradi-
tional network devices. These bad 
actors can access a device deployed 
in an under-secured network and use 
it to hijack a VPN connection back to 
corporate resources, rather than hav-
ing to force their way past commer-
cial-grade security.
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5G: Catalyzing A 
Turnaround
From an enterprise perspective, 5G can leverage high-speed 
networks for various use cases, enabling them to accelerate 
their digital transformation efforts
By Rajesh Pathak
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The fifth-generation wireless technol-
ogy is a quantum leap in connectivity 
and brings three exciting elements for 
enterprises: high bandwidth, colossal 
Internet of Things (IoT) connectivity, 
and ultra-low latency. If you look at 
the 5G landscape, you will find that it 
will transform every aspect of our life.

From an enterprise perspective, 5G 
can leverage high-speed networks for 
various use cases, enabling them to 
accelerate their digital transforma-
tion efforts. From delivering excep-
tional quality video – 4K resolution 
and beyond to the use cases driven 
by augmented reality, virtual reality, 
artificial learning, and automation, 
the opportunities that 5G brings to 
the table are vast for every sector.

By moving the data nearer to the 
users, which is intrinsic to the 5G 
business opportunity, organizations 
will create unique customer experi-
ences and drive real-time innovation. 
Some sectors are likely to adopt next-
gen wireless early than others. For 
instance, the manufacturing, health, 
and energy sectors are likely to gener-
ate tremendous value from 5G, devel-
op new capabilities, and reimagine 
their products and services at a much 
faster rate.

Use cases such as remote monitor-
ing and maintenance of infrastruc-
ture, cloud robotics, process automa-
tion, remote healthcare, and energy 

T
sensors and pieces of equipment, 
enterprises can identify ambigui-
ties and anomalies at any stage of 
production or delivery. This can be 
well-supported by integrating intel-
ligent analytics and machine learning 
capabilities to identify historical pat-
terns and take pre-emptive measures 
to control downtime.

Transforming network 
performance will be critical
Industrial 4.0 is creating millions of 
new endpoints that need to be uni-
fied. The challenge for organizations 
will be to consistently monitor all 
these endpoints and systems at a 
granular level and ensure high per-
formance to support real-time con-
nectivity.

While 5G can strengthen the cus-
tomer centric-ecosystem to help 
businesses understand their custom-
ers better in real-time and provide 
personalized, on-demand services, 
if they lack insights, providing con-
sistent network and service perfor-
mance can impact the experience big 
time.

It will be pertinent for enterprises 
and service providers to manage var-
ied 5G environments, data sets, and 
next-gen apps intelligently at each 
level to ensure dynamic performance 
monitoring.

To summarize, 5G will enable busi-
nesses to deliver new applications 
and digital experiences to customers 
and transform the way they manage 
their operations and supply chains. 
However, organizations need to take 
a deep dive into their unique business 
requirements to accomplish their 
specific goals.

An extensive collaboration 
approach with technology partners 
and service providers will ensure 
quality network performance secure-
ly and seamlessly, driving immaculate 
low latency 5G digital experiences 

—The author is Country Director - India 
& SAARC, Accedian

distribution with the smart grid are 
some of the use cases that will drive 
the adoption of 5G in these sectors.

With 5G, enterprises could also 
build their private networks with 
an unlicensed spectrum. It will help 
them support their unique business 
needs with greater control, security 
and flexibility by deploying various 
network and coverage configurations 
on different operational sites.

Massive impact on the IoT
With speed at least ten times faster 
than the current 4G networks, 5G 
deployments are a natural choice to 
support the expansion of IoT devices 
that will communicate and share data 
at a must faster rate. Concepts such 
as community parking, drone surveil-
lance, reliable robotic control, smart 
grid, factory automation, intelligent 
surveillance, and facial recognition 
will become mainstream.

5G’s network slicing capability 
will be a huge opportunity to reduce 
downtime for the highest priority 
applications in the Industrial IoT. It 
will empower enterprises to provide 
dedicated, uninterrupted high-speed 
bandwidth to specific applications 
and areas needed. Enterprises will 
have the opportunity to customize 
their bandwidth need, and Quality 
of Service (QoS) mandates as per the 
different types of 5G service or appli-
cation. For Industrial IoT, which is 
business-critical, this will be of enor-
mous importance.

5G’s ability to support a very high 
density of devices will power enter-
prises to keep and connect up to a 
million devices per square kilometer. 
By processing data from millions of 

5G’s network slicing capability will be a huge 
opportunity to reduce downtime for the highest 
priority applications in the Industrial IoT. It will 
empower enterprises to provide dedicated, 
uninterrupted high-speed bandwidth...
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India: A Strategic 
Location For The 
Data Center Industry 
In APAC

Global data centers are now entering the Indian markets to 
enhance their business. Data sovereignty laws have also 
brought large cloud providers to expand their Indian presence
By Nikhil Rathi
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Technological transformations across 
the globe have resulted in the prolif-
eration of gigantic amounts of data, 
and APAC is set to be a key market 
driver. Exponential demands from 
global cloud providers and media 
content, e-commerce, logistics, and 
banking, also supported by the adop-
tion of Big Data and IoT, have created 
an opportunity for the APAC region as 
the fastest-growing data center mar-
ket. No wonder that a recent report 
from Frost and Sullivan suggests that 
the APAC data center market will be 
the largest by 2025.

Digitalization spurs 
demand for data centers
The enormous amounts of data 
open the field to other markets, and 
India is set to bag this trillion-dollar 
opportunity. Reports by international 
property consultants, Knight Frank, 
have indicated that Mumbai, the 
financial capital of India, added 56 
MW in the first quarter of 2021, clock-
ing the sharpest increase in APAC. 
The total supply in the city now stands 
at 753MW.

It would be interesting to analyze 
what puts it at the heart of the data 
center market in APAC?

Let's begin with the robust growth in 
demand, particularly the spurt of data 
experienced in the pandemic. Home 
to the second-largest digitally hungry 
population base in the world, need is 
naturally fed with data arising from 
intelligent devices, the effect of social 
media, the highest number of mobile 
phones amongst every other nation 
on the globe.

The COVID-19 chapter adding to 
the data story, acted as a massive 
catalyst for enterprise and individual 
demands. Everything shifted from 
banking to education, shopping to 
entertainment to digital tools and 
platforms almost instantaneously, 

T scalers, availability of skilled labor. 
Geographically India is diverse. Mum-
bai has six cable landline stations, 
and Chennai has three. Chennai has 
the most potential to come second to 
Mumbai due to cable landing stations 
and domestic consumption. Chen-
nai's connectivity to Asian countries 
through the seven submarine cables 
is a considerable factor attracting 
data center investments, making it a 
preferred disaster recovery location 
among customers. Other cities expo-
nentially experiencing data center 
growth are Delhi NCR, Bangalore, and 
Hyderabad.

The road ahead
The data center market in India is 
likely to grow at a CAGR of 21% and 
by 2025 reach a capacity of 1078 MW, 
of which Mumbai and Chennai will 
be the most significant contributors. 
Tier-II and Tier III cities like Pune, 
Patna, Ahmedabad, Kochi, and Nag-
pur will see the development of Edge 
data centers. 

While India has come a long way, 
it is still underserved compared to 
the demands and needs of its data-
hungry population. A report by JLL 
India has projected that over the next 
three years, the Indian data center 
sector would need USD 3.7 billion to 
meet the industry requirement for six 
million sq. ft. of development. India 
is currently at a capacity of 400 MW 
which is low supply to the demands of 
the second-largest digital population 
across the globe.

Global data centers are now enter-
ing the Indian markets to enhance 
their business. Data sovereignty laws 
have also brought large cloud provid-
ers to expand their Indian presence. 
As India develops into a significant 
digital ecosystem, it has pulled the 
world's attention, who, without a blink 
of an eye, can admit India is a strate-
gic location for data center growth!  

—The author is Founder & CEO, Web 
Werks

creating an unprecedented demand 
for secure and scalable data center 
capacities. India has also discovered 
the immense potential in terms of 
edge data centers. The rollout of 5G 
and the adoption of AI, IoT, and big-
data-based platforms have fueled the 
rise of Edge data centers.  

Favorable policy initiatives
The government of India not very 
long ago introduced data localization 
under the Data Protection Act, and in 
more ways than one, this has estab-
lished itself as a boon to the nation, 
particularly to its digital ecosystem. 
These norms increased the presence 
of cloud service providers within the 
country while increasing revenues for 
the growth of the data center industry 
in India. The Digital India scheme and 
the Data Center policy (2020) and the 
start-up India, Aatmanirbhar Bharat, 
and innovative city initiatives have 
introduced policy intervention and 
incentive mechanisms that boost 
the country's development of data 
center infrastructures. State govern-
ments have announced incentives in 
the land, technology, special single-
window clearances under the ease 
of doing business plans while also 
attracting Foreign Direct Investments 
through tax benefits.

With demands for data center space 
set to increase to 15-18 million sq. 
feet across major cities, McKinsey 
estimates that the sector will double 
in size by 2025 to contribute US USD 
355-435 billion to GDP. Reports by 
NASSCOM also suggest that while 
cloud spending in India is estimated 
to grow at a CAGR of 30% to reach 
USD 7.1 billion, the Indian data center 
market investments are expected 
to grow at a CAGR of 5% (~2x of the 
global market) to reach about USD 5 
billion per annum by 2025.

India is blessed with an unmatched 
diverse geographic location, favor-
able climate, proximity to other APAC 
financial hubs, availability of water, 
fiber connectivity, presence of hyper-
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Why AI-
Driven Digital 
Transformation Is 
The Future Of The 
Collections Industry?
With the ability to integrate different systems and automate 
daily workflows, it’s no wonder AI has become part of many 
organizations’ business objectives
By  Sreenivas Gudavalli
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In today’s fast-paced and consumer-
oriented environment, digital trans-
formation is one of the most criti-
cal initiatives for firms to continue 
growing and delivering value to their 
customers. With a 30% increase in 
digital transformation deals since 
the outbreak of COVID-19, the impor-
tance of fostering a digitally enabled 
business model can’t be understated. 
However, the credit and collections 
industry lags behind digital first-
movers, despite their long-standing 
business models. Even though 73% of 
customers took action when contact-
ed through digital channels compared 
to traditional ways, as reported by 
McKinsey, many collection firms are 
still working on paper-based systems, 
even Excel trackers, to communicate 
with consumers and collections part-
ners.

Digital transformation  
and AI
Considered the 4th Industrial Revolu-
tion, digital transformation has helped 
collections and call centers reimagine 
their business models, discover new 
ways to engage with customers, and 
meet fast-changing regulatory com-
pliance standards while leveraging 
technology. And Artificial Intelligence 
(AI) has been recognized as one of the 
central enablers of digital transforma-
tion in several industries, particularly 
in the collection industry. With the 
ability to integrate different systems 
and automate daily workflows, it’s no 
wonder AI has become part of many 
organizations’ business objectives.

For instance, a large collections firm 
that has grown throughout the past 
ten years through acquisition is more 

I
interacting with a human.

2.	Tracking/confirmation	that	regu-
latory best practices are followed 
for compliance guarantee: Failing 
to comply with rules and regula-
tions may lead to the businesses 
being subject to financial penaliza-
tion, disrepute, and in extreme cas-
es, criminal litigation and imprison-
ment. As firms deal with growing 
amounts of data and reporting, 
AI-based tools can significantly 
help monitor risks, identify conflicts 
of interest, and fulfill obligations, 
making the company compliant, 
processes more effective, benefiting 
the entire organization.

3. It opens the door for ML / intelligent 
recommendations to engage with 
consumers to increase the pro-
pensity to pay: AI and ML have the 
potential to transform how lenders 
view their borrowers. it helps them:

  To determine which medium is 
most effective for each consumer 
segment

  Send customized communication 
to various consumer segments at 
the appropriate moment

  Provide additional personal infor-
mation about clients to help guide 
conversations

AI may work miracles when com-
bined with a comprehensive trans-
formation strategy. Both lenders 
and debtors can profit from AI and 
machine intelligence as debt collec-
tion becomes modernized. By lever-
aging AI to understand the customer 
better through predictive analytics 
and insights, it has already become a 
strategic factor to generate sustained 
growth and provide a competitive 
advantage to organizations. Lenders 
must improve their collection capa-
bilities ahead of time to address and 
avoid delinquencies, and intelligent 
use of AI will substantially increase 
their collection efficiency today and in 
the future 

—The author is Senior Vice President & 
Chief Technology Officer at Provana

likely to have dozens of systems that 
operate independently of one another. 
These systems could include legal back 
office and call center management 
to scoring systems like propensity to 
pay. To streamline productivity and 
profit, firms need to unify all this data 
into a single location on a digital plat-
form with the help of technologies like 
AI and Machine Learning (ML). The 
increasing use of AI and ML in lending 
is ushering in a new era in debt col-
lection, including early delinquency 
warnings, enhanced techniques of 
categorizing borrowers, and optimal 
customer interaction efforts to reduce 
defaults.

Three ways AI can 
automate and aid digital 
transformation
1. Customer data collection and con-

solidation: These tools can analyze 
massive amounts of data from vari-
ous sources, exposing new informa-
tion regarding delinquency risk and 
how to handle at-risk accounts. The 
call center sector is moving towards 
automation technology to improve 
and raise their client experience 
by examining, preserving an enor-
mous volume of data, and giving 
customer-centric solutions. Gartner 
predicts that by 2020, customers 
will manage 85% of their relation-
ship with the enterprise without 

AI may work miracles 
when combined with 
a comprehensive 
transformation 
strategy. Both lenders 
and debtors can profit 
from AI and machine 
intelligence as debt 
collection becomes 
modernized
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