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This month in our cover story, we examine the  
rise of Unified Payment Interface (UPI) that has 
revolutionized digital payment. Monthly UPI trans-
actions have grown 20 times in the past three years. 
Unlike wallets, which democratized digital pay-
ments but did not push up transaction value much, 
UPI has grown in terms of value too. Overall, it is a 
great story.

But this growth in volumes and lack of corre-
sponding modernization in technology has led to 
errors or technical declines. That has been covered 
in media extensively. 

UPI was built as the world’s first truly open and 
decentralized platform during Raghuram Rajan’s 
stint as the RBI governor. Rajan, who was passionate 
about bringing down the cost of financial transac-
tions in India and creating a level playing field for 
both the new players and existing players in the 
financial sector, envisaged UPI as an open interface 
that would bring in fair competition and thus usher 
in innovation. 

But while UPI has most certainly delivered on 
its initial expectations by becoming the interface 
of choice, its potential has not been leveraged fully. 

Handling a great idea requires 
as much vision as thinking of a 
new one. 

Our story, while celebrat-
ing the success of UPI and the 
impact that it has created, also 
gets into the not-so-positive 
sides (of swelling errors or 
technical declines), which, 
if not addressed immedi-
ately, can impact its popularity 
severely. 

As a publication devoted 

Too much of a 
good thing…...

T

EDITORIAL

to business technology, we could have got into the 
technical details. But dissecting syndromes further 
and further do not help you treat the disease. The 
problem is bigger. Modernizing technology in banks, 
especially public sector banks, is a must to get the 
full benefit of these new innovations. 

The rising technical errors in UPI transactions is 
a good case study of how a gap between newer ser-
vices and underlying digital infrastructure could 
lead to issues. UPI is great for users and even mer-
chants who accept the payments. But it has nothing 
for banks. The government forced the banks to have 
zero merchant discount rate (MDR) on UPI trans-
actions. So, banks do not gain anything other than 
more and more requests hitting their servers. A 
good business proposition (or any idea for that mat-
ter) should have benefits for all stakeholders. Here, 
the biggest players—the banks—have no benefits. It 
just chokes their infrastructure.

It is early days yet. And it can be tackled before it 
spirals into a big problem. Allowing banks to charge 
will be an unpopular decision but it will make the 
proposition sustainable. Also, bringing back the 
carrots and sticks for the PSU banks to upgrade 
technology—as done in the Rajan regime—would be 
both in their interest and the public’s 

While UPI has 
most certainly 

delivered on its 
initial expectations 

by becoming the 
interface of choice, 

its potential has not 
been leveraged fully
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On 22nd October, the Reserve Bank of India (RBI) mandated 
that only two existing and interoperable payment QR codes, 
UPI QR and Bharat QR - both developed by National Pay-
ment Corporation of India – will be continued and all other QR 
codes in existence have to be phased out by March 2022. This 

decision was based on recommendations by a committee chaired by Prof 
Deepak Phatak. The committee was set up specifically for suggesting 
measures for moving towards interoperable QR codes. 

“The above measures are expected to reinforce the acceptance infra-
structure, provide

better user convenience due to interoperability and enhance system effi-
ciency,” said the 

RBI circular issued for the purpose. 
To be sure, the committee had recommended ‘multiple’ interoperable 

QR codes. “Considering the scale of the country, multiple interoperable  
QR codes should drive the acceptance infrastructure in coming years,” it 
had said.

RBI chose the recommendation by letter, rather than spirit, when it man-
dated two codes to go by, because of the recommendation of ‘multiple’. 

If anything, the committee had cautioned against a single QR code. “A 
common QR code or single QR across all payment instruments will cre-
ate greater concentration risk. RBI should encourage multiple interoper-
able QR codes like Bharat QR and UPI QR to enable faster on-boarding of 
all types of merchants for digital payments,” the committee had clearly 
mentioned. The recommendation was for QR codes like Bharat QR and 
UPI QR, not necessarily only Bharat QR and UPI QRcodes. These two have 
been developed by a ‘single’ entity—NPCI. 

In the past, there has been intense debate about whether NPCI is con-
trolled or significantly influenced by the government and/or the RBI—be 
it in its operational decisions  or appointment of key executives. NPCI is 
owned by multiple banks, with public sector banks—still heavily controlled 
by the government—holding a majority stake. 

What, however, helped RBI take this decision, is the immense popular-
ity that UPI (Unified Payment Interface) has enjoyed since its launch. UPI, 
which has often been described as the brainchild of former RBI governor, 
Raghuram Rajan, and his ‘parting gift’ to India because it was launched 
a few months before his tenure ended, has since then, been aggressively 
promoted by the government. 

Sensing the government was moving towards interoperability and a 
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government backed interface was readily available, 
many payment service providers promoted UPI 
aggressively. Especially for the challengers to Paytm, 
which benefitted immensely from its being ‘at the 
right place at the right time’ during demonetization 
and was clearing zooming ahead, it was a good ral-
lying point. 

Google Pay built an early lead in the UPI-based 
payment market, while PhonePe was a distinct 
and somewhat distant second. Paytm too moved 
aggressively and has now picked up market share 
but Amazon Pay has also emerged as a major chal-
lenger. Latest market share figures are not available, 
but according to a Bernstein estimate, as reported 
by Business Insider, in May 2020, Google Pay held 
38.4% share, while PhonePe had 19.8% share. Ama-
zon Pay and Paytm had 16% and 15.5% shares 
respectively. Another report by TechCrunch, based on 
NPCI data, suggested that Google Pay had 540 mil-
lion UPI transactions, PhonePe had 460 million while 
Paytm saw 120 million in the same period. Since 
then, Amazon Pay has clearly increased its share.

While almost all payment service providers have 
already moved to UPI, many, especially Paytm are 
still offering their proprietary QR codes for their wal-
let transactions, which also sees significant trans-
actions. The government has also promoted NPCI-
developed BHIM UPI app, which has taken off among 
certain kind of user base. 

In July, leading financial newspapers, The Econom-
ic Times and HT Mint, reported that NPCI was con-
sidering capping share of transactions of any single 
payment company in order to decrease dependence 
on any single third-party application, to avoid a sys-
tem failure in case of one system going down. 

Rise of UPI
What makes RBI bet big on UPI is its immense 
popularity among users—because of some inherent 
features. First and foremost: the user does not have 
to block her money, as in case of wallets which pop-
ularized digital payments. Money is directly trans-
ferred from the bank account. UPI is also interoper-
able. A merchant can accept money from any of the 
payment apps used by the payer. However, a major 
constraint for many users is that the wallet transac-
tion value is capped at INR 10,000 per user if KYC 
is not done. KYC is a major inconvenience for the 
user and is costly and time consuming for the wallet 
service provider. In UPI, there is no need for any KYC, 
as the bank has already done the KYC. So, that is a 
major hurdle removed for both the parties—users 
and payment apps. 

When it comes to P2P money transfers, unlike 
direct IMPS, a UPI-based transfer can be done 
immediately without waiting for the payee to be  
activated by the system. While for friends and  
family, it is still a good option, few would like to add 
a Kirana store or a petrol station to their payees in 
their bank account. Finally, you need not know/share 
the bank account number, and IFSC code of the bank 
branch which does not just make it more convenient 
to use, but makes it safer in the eyes of the user, 
as not many are comfortable in sharing one’s bank 
account number. 

In addition to that, UPI has been aggressively pro-
moted and incentivized by the government. From 
prime minister to IT minister and all senior govern-
ment officials have promoted UPI directly on social 
media. In addition, MDR (merchant discount rate) 
for UPI transactions was mandated to be zero by the 
government. What it means is that UPI transactions 
now do not cost anything to the payee (including the 
merchant) or the payer. That is another huge reason 
for the popularity of UPI. 

All this had made UPI grow immensely in the 
last three years. In October 2020, UPI transaction 
volumes topped two billion. That is a 20-fold rise 
in monthly transactions over the last three years. 
In terms of value, last month saw a total of INR 
3,86,107 crores being transacted, which is a 40-fold 
increase in monthly values being transacted in the 
same period. They translate to a whopping 170% 
average annual growth (CAGR) in terms of number of 
transactions and 242% CAGR in terms of value being 
transacted on UPI every month. That is impressive 
by any standard. 

The fact that values have grown at a significantly 

UPI has been 
aggressively promoted 
and incentivized by 
the government. From 
prime minister to IT 
minister and all senior 
government officials 
have promoted UPI
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higher rate than number of transactions shows that 
the popularity of the system has not just resulted in 
its widening UPI’s base but also its depth of usage. 

A comparison with a similar system will put the 
growth in context. In FY 2016-17, IMPS transac-
tions totalled 507 millions with a total value of INR 
4,11,624 crores. UPI, on the other hand, totalled 
17.86 million transactions with a total value of less 
than INR 7,000 crores. The corresponding figures for 
the last year (2019-20) for IMPS were 2,579 million 
(more than five times) and the value transacted was 
INR 23,37,541 crores (close to four times). UPI, by the 
way, had grown to 12,519 million (about 70 times) 
while value transacted on UPI rose to INR 21,31,330 
(more than 300 times). In the first six months of this 
year (FY 20-21), UPI had already done 8,487 million 
transactions with a value of INR 15,49,240 crores 
while IMPS had done about one-seventh in terms of 
transactions and about 20% less in terms of trans-
acted value, UPI having overtaken IMPS in February 
this year, in terms of value—and thus establishing 
itself as the prime mode of retail transaction. 

Wallets, which actually kickstarted digital payments 
in a major way, accounted for 397 million transac-
tions as compared to UPI’s 1,619 million transac-
tions. Value of transactions would not be a fair basis 
for comparison as wallets have restrictions of INR 
10,000 per month without KYC and INR 1,00,000 per 
month with KYC. UPI, on the other hand, does not 

require any KYC, as that responsibility is with banks, 
anyway. So, higher valued transactions can be done. 
In fact, UPI transaction limit of INR 1 lakh per day is 
not an issue for most of the ordinary users. 

Three reasons have contributed to UPI emerging 
as the most popular retail payment mechanism – a 
number of inherent features, almost no cost to the 
user & the merchants, and very aggressive promo-
tion by the government. 

What needs to be examined is how important are 
the three reasons in comparative terms. For some-
thing to sustain in the market, it has to compete on 
natural market parameters, not artificial parameters 
like the first two, though their role in giving an initial 
impetus cannot be underestimated. 

Is it sustainable?
It may be too dramatic to ask if UPI is a sustainable 
architecture, considering the threshold volume that 
it has already reached. Nevertheless, it is important 
to examine whether everything is right with UPI and 
if the growth can be sustained over a period—espe-
cially if the above-mentioned push is withdrawn.

Users have been complaining about false success 
notifications; i.e. while the app said the transaction 
was successful, the money was not credited to the 
receiver’s account. Despite several follow-ups with 
their banks and NPCI, the issue took a long time, 
paper trail and exchange of several messages to 
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transactions. For banks with larger transaction vol-
umes, it was even higher at 2.9%. As many as eight 
of the top 30 banks whose data is available, had 
more than 3% technical decline rates, with some 
touching almost 6% (Canara Bank, 5.93%). State 
Bank of India, which accounts for 27% of all transac-
tions executed by these 30 banks, had 5.31% techni-
cal declines. 

But what is revealing is the sharp contrast that 
exists between public sector and private banks. 
While the 11 private sector banks saw a technical 
decline rate of only 1%, the public sector banks’ TD 
rate was almost four times higher at 3.8%. Within pri-
vate sector banks, both the payment banks – Paytm 
Payments Bank and Airtel Payments Bank - saw 
technical decline rates of less than 0.4%.

The reason for this contrast is not too difficult to 
guess. Many of the public sector banks have aging 
digital infrastructure, which are probably equipped to 
handle these high volumes. UPI transactions require 
almost real-time communication involving five serv-
ers—payer payment service provider (PSP), remitter 
bank, UPI system, payee PSP and the receiver bank. 
Any latency or break in communication can result in 
transaction failure. In times of high volumes of trans-
actions, server may choke. Since the UPI request hits 
a bank’s core banking system, unlike the wallets, it 
puts pressure on the bank’s infrastructure. 

So, even though Paytm Payments Bank and ICICI 
Bank have high volumes, their technical decline rates 
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resolve. In a report in March 2018, business daily, 
Business Standard, wrote about the problem, citing 
several aggrieved users of UPI. 

But with very tangible convenience and cost 
advantages, these ‘exceptions’ did not adversely 
impact the popularity of UPI as a payment  
mechanism. 

After all, such exceptions were few and far 
between. These errors happen when the transac-
tion is declined due to technical reasons, such as 
unavailability of systems and network issues on 
bank or UPI side and are hence called technical 
declines (TD) to distinguish them from declines 
due to user side issues, such as wrong PIN, wrong 
account number, violating per transaction or per day 
limits, etc., which are called business declines (BD). 
While the business declines are not due to the UPI 
system, technical declines are clearly due to issues 
on the system side. 

Till as late as in March this year, these techni-
cal declines ranged between 0.1% of transactions 
to 1.91% of transactions for different banks. From 
the eight banks that saw high transaction volumes 
(more than 30 million per month), seven had less 
than 1% technical decline rates. That was not some-
thing to be too concerned about, even though the 
largest of them, State Bank of India, had seen 1.84% 
technical declines. 

Things have deteriorated sharply. In September, 
the technical decline rate had reached 2.7% of total 
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past performance cannot be guaranteed. Especially, 
if the government decides to stop intervening. 

For the banks, which have to keep their custom-
ers, there is no option but to modernize their digital 
infrastructure to handle high volumes of real-time 
transactions, as volumes will only go up.

Beyond UPI too, banks need to assess their readi-
ness for an increasingly 24/7 transactions world with 
high volumes of transaction. That is the next chal-
lenge for Indian banks, especially the public sector 
and old private sector banks 

are quite low. Most older banks need to upgrade/
modernize their infrastructure to ensure that techni-
cal declines are minimized. Private sector banks and 
the new payment banks have state-of-the-art digital 
infrastructure that handle the transactions better.

But thanks to the zero MDR rule mandated by the 
government last year, banks are not supposed to 
charge any fees which means they do not earn any-
thing from the UPI transactions. So, they have little 
incentive to upgrade the infrastructure. 

Banks and NPCI have been voicing these concerns 
and have been demanding zero MDR rule to be 
changed. But even if the government listens to that, it 
is highly unlikely that things will immediately change 
for better. 

Another potential threat in the future is the vulner-
ability of NPCI system. If the media reports are true, 
NPCI is planning to cap share of transactions of 
any single payment company in order to decrease 
dependence on any single third-party application, 
to avoid a system failure. The same could be asked 
about NPCI system too. While UPI system uptime 
has been maintained above 99.8% every month 
since January, that could be vulnerable too. And even 
99.83% (April) or 99.85% (September) are low by a 
real-time transaction system standard. 

In short, while UPI has had a successful run so far, 
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The Rise Of 
Location-Based 
Intelligence 
In Pandemic 
Times
The powerful use of geospatial 
intelligence will continue to empower 
governments and citizens as countries 
and regions grapple with the pandemic 
and slowly emerge out of it

W

By Saumya Chaki

COLUMN

 The author is 
Data Platform 
Solutions Lead 
at the Services 
Integration Hub 
in IBM and has 
written three books 

We are in the midst of a global pan-
demic (COVID-19), unprecedented 
in scale as compared to any previous 
pandemics in last 50 years. COVID-19 
was declared a pandemic by World 
Health Organization (WHO) on 11th 
March 2020, about 3 months after 
the first cases were reported in China. 
Going back in history, the Spanish 
Flu in 1918 was the last global pan-
demic that impacted over 500 million 
citizens and resulted in close to 50 
million deaths. The key difference 
today, however, lies in the fact that we 
live in an era of data, where there are 
numerous technologies that leverage 
the multitude of data available that 
provides citizens, governments and 
corporations with actionable insights. 
We shall explore how these new tech-

nologies are not helping fight the pan-
demic but also helping us take wiser 
decisions around where we can travel, 
whether we should travel and the pre-
cautions we need to take. At the core 
of this newfound intelligence are the 
complimentary technologies of Geo-
spatial Analytics, Big Data, Predictive 
Analytics and IoT.

Use Cases of Digital 
Technologies in Pandemic
In this section, the common use cases 
that help monitor and manage the 
COVID-19 pandemic are covered: 

 Contact Tracing – One of the prin-
cipal ways to control COVID-19 
pandemic rests on detection and 
containment of clusters of infection 
and prevention of community trans-
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 Data Visualization – While govern-
ments worldwide are making pan-
demic data sets available, the data 
may often not be in a form that’s easi-
ly comprehended. The differentiator 
is to use data visualization tools to 
build easy-to-use dashboards. Data 
dashboards have been used exten-
sively during the pandemic, collat-
ing real-time public health data such 
as confirmed cases, number of recov-
ered, deaths and testing figures. The 
regional government in Catalonia, 
Spain has built such dashboards to 
help visualize COVID-19 testing data 
almost instantly. In times of uncer-
tainty, information is power. Dash-
boards could also be used on vacci-
nation clinical trials data to show the 
current progress and trends across 
geographies. Some powerful visual-
izations and statistics are provided 
by the site, worldometers.info, which 

provides a global view of active 
cases, recovered cases, deaths, ratios 
such as total cases per million, total 
deaths per million, total tests as well 
as a country-specific view if the user 
intends to drill down into a specific 
country. Both tabular and graphical 
representation of data sets makes for 
a rich user experience.

 Predictive Analytics – The numer-
ous data sets including geospatial 
data, current active cases, recovered 
cases as well as testing data can 
be used by machine learning algo-
rithms to predict the peak periods 
of the pandemic as well as points at 
which the new cases would be over-
shadowed by the number of recov-
ered cases. Predictive Analytics can 
help health departments manage 
their communications more effec-
tively as well as provide relief based 
on the analysis of multiple data sets.  

mission to mitigate the impact on cit-
izen health. Mobile applications like 
Aarogya Setu, developed in India, 
are helping trace contacts and help 
citizens take actions around which 
parts of the city are best to avoid due 
to higher number of cases.

 Rapid Testing and Clinical Care – 
One of the key drivers in handling 
the pandemic is rapid testing in 
hot spot areas to isolate impacted 
individuals and prevent community 
spread of infection. Geospatial data 
of the hot spots in conjunction with 
testing data can provide unique 
insights to government depart-
ments as well as citizens. To enable 
social distancing in many instances, 
patients are home quarantined in 
case of mild symptoms and tele-
conferencing or video conferencing 
facilities are provided for remote 
consultation. 

At the core of this intelligence are the complimentary technologies of 
Geospatial Analytics, Big Data, Predictive Analytics and IoT
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 National Risk Management – 
Systems integrator, Space Sur, has 
helped build an integrated system 
that collates data from multiple 
agencies in Argentina called Nation-
al System for Comprehensive Risk 
Management, which provides a one-
stop shop for visualizing the spread 
of the virus. Government agencies 
can contact and send alerts to citi-
zens using social media and mes-
sages in areas which are hot spots for 
the infection. The system also pro-
vides a view of resources available 
like hospital beds, ambulances and 
doctors on call.

The Way Ahead
COVID-19 has changed the way the 
world thinks and operates. The power-
ful use of geospatial intelligence will 
continue to empower governments 
and citizens as countries and regions 

grapple with the pandemic and slowly 
emerge out of it. The economic impact 
of the pandemic has been staggering 
both in terms of small business clo-
sures, job losses and falling demand 
for products and services. With lower 
tax collections, government revenues 
are falling and most economies are in 
a downward spiral. 

 Policy and Economic Interven-
tions – The rich data sets collated as 
response to the pandemic provide 
governments with actionable data 
that can be used to take key deci-
sions. These decisions could range 
from when to open public transport 
services to customers as well as open 
museums, restaurants and bars. Use 
of geospatial analytics and dash-
boards can help decide on a variable 
approach with regions with higher 
percentage of cases taking more time 
to get back to normalcy. The geospa-

tial data would also enable govern-
ments take decisions around budget-
ing and economic interventions is 
more affected areas. 

 Digital Technologies – The pletho-
ra of technologies in use during the 
pandemic would continue during 
the recovery phase to enable govern-
ments to monitor the progress of 
recovery as well as measure effec-
tiveness of policy interventions. 

 With 67% of the world’s population 
using mobile phones, and about  
3.8 billion people actively using 
social media, the power of digital 
technologies in handling epidemics 
as well as the recovery phase will 
change for good. Learnings from  
rich data sets captured would enable 
governments to factor the effective-
ness of responses to pandemics and 
fine tune their national risk manage-
ment plans 

The geospatial 
data would 
also enable 
governments 
take decisions 
around 
budgeting 
and economic 
interventions 
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Is It A New 
VMware?
Not yet, but VMworld 2020 saw many 
important strategic announcements 
that would help position VMware 
as a far more critical player in the 
enterprise technology landscape

A

By Shyamanuja Das

COLUMN

 The author is 
Editorial Director 
at 9.9 Group

Are we likely to see a new VMware soon,  
post the plethora of announcements at VM-
world 2020 and the directions that they  
demonstrated? 

If you are a confirmed VMware supporter, this 
question would look out of place to you—was 
there even a need for that? It has been treading 
on the hybrid, multi-cloud path, with promises 
of security and manageability loud and clear. 
In its new messaging of late—revolving largely 
around its VMware Cloud Foundation (VCF)—
explicit reference to traditional virtualization 
offerings is very subdued. So, it was on a new 
path, anyway.

But if you a cynic, you will point out that there 
is still a long way to go before CEO Pat Gels-
inger’s claim of VMware delivering “the digital 
foundation for an unpredictable world” can be 
considered a legitimate claim.

Both the opinions are right, in their own ways. 
The direction is most definitely there, which 
confirms the opinion of the supporter camp and 
it is still some way from that destination, which 
is what the cynics would say.

That is why the time to examine the question 
is now.

For that, let’s break up the big question into 

two sets of specific questions:
 Technology capability and addressing the 
market needs

 Positioning before the customer

Technology capability and 
addressing the market needs
This is all about offerings, their completeness, 
the future path and tapping new unexplored 
opportunities. Let’s address one question at  
a time.

Is the portfolio more comprehensive now?
For any company worth its name, an annual 
event like this is a great opportunity to announce 
a series of new products, solutions and invest-
ments. VMworld saw a whole lot of that. And 
many of them are continuations of its existing 
strategy.

This is what CEO Gelsinger said at VMworld 
2020, “We deliver five critical building blocks. 
First, app modernization with Tanzu. Second, 
our multi-cloud portfolio with VMware Cloud. 
Together, app modernization and multi-cloud 
form the core stack. They go together like fish 
and chips. Then, there’s digital workspace, the 
key to driving employee engagement. Under-
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ture, separating applications and 
hypervisors from the security controls 
on the SmartNIC. VMware is also 
announcing VMware NSX Advanced 
Threat Prevention, which combines 
NSX Distributed IDS/IPS with 
advanced malware detection (sand-
boxing) and AI-powered Network 
Traffic Analysis (NTA) acquired from 
Lastline, Inc,” the company said. 

“Legacy security systems are no 
longer sufficient for organizations that 
are using the cloud as part of their 
computing infrastructure. It’s time to 
rethink security for the cloud, organi-
zations need protection at the work-
load level, not just at the endpoint. The 
future of cloud must be met with a 
better way to secure data and applica-
tions,” said Sanjay Poonen, chief oper-
ating officer, Customer Operations, 
VMware, while unveiling “VMware 
Carbon Black Cloud Workload”, lever-
aging the expertise of Carbon Black, 
which it acquired a year back.

Undoubtedly, VMware’s five build-
ing blocks are getting more and com-
plete. The question about their leading 
to the “digital foundation of the unpre-
dictable world,” remains though.

Is it addressing market gaps?
While VMware did a number of 
announcements that are market-
leading, one announcement stands 
out. That of Project Monterey—a tech-

Pat Gelsinger, CEO, VMware

nology preview focused on evolving 
the “architecture for the data center, 
cloud and edge to address the chang-
ing requirements of next-generation 
applications including AI, machine 
learning and 5G applications.”

Yes, it is still a technology preview 
and availability time frame is still 
not clear. But it has gone full stream 
by announcing ecosystem partners, 
such as Intel, NVIDIA and Pensando 
Systems and system companies, such 
as Dell Technologies, Hewlett Packard 
Enterprise (HPE) and Lenovo.

As organizations move to more  
distributed, data-intensive apps in  
the data-centric business models,  
by leveraging newer technologies like 
IoT and machine learning, this, if it 
manages to fulfil the promise it has 
started with, may effectively address 
the new needs.

As part of Project Monterey, 
VMware announced evolving VCF to 
support SmartNIC technology (also 
referred to as Data Processing Units 
or DPUs), which will help VCF to 
maintain compute virtualization on 
the server CPU while offloading net-
working and storage I/O functions to 
the SmartNIC CPU and rearchitecting 
VCF to enable disaggregation of the 
server including extending support 
for bare metal servers, which will 
enable an application running on one 
physical server to consume hardware 
accelerator resources such as FPGAs 
from other physical servers. Each 
SmartNIC would run a fully-featured 
stateful firewall and advanced security 
suite, reiterating VMware’s promise of 
‘intrinsic security’.

Is it addressing the newer 
opportunities? 
Most technology companies have tai-
lored their messaging around not just 
rebound, reimagine, New Normal—
the phrases that have become popular 
post the pandemic but have reposi-
tioned their solution keeping an eye on 
the changes. So, ‘contactless’, ‘remote 
working’, ‘distributed workforce’, 

lining it all is our Virtual Cloud Net-
working portfolio. And perhaps most 
importantly, intrinsic security is archi-
tected into everything that we do. Put-
ting it all together, it is the digital foun-
dation of an unpredictable world.”

Till you come to the last line, it all 
adds up nicely. Traditionally, VMware 
has been an infrastructure company. 
Since it has been active on the public 
cloud front, it has been strengthening 
its application side offering. Intro-
duced at the last edition of VMworld 
in 2019, VMware Tanzu, a portfolio of 
products and services for modernizing 
applications and infrastructure, has 
been the mainstay of its messaging of 
late. Over the last year, VMware has 
rapidly added to the Tanzu portfolio, 
expanded its partner ecosystem, and 
added new customers even while 
continuously adding to the capabil-
ity through acquisitions like Bitnami, 
Heptio, Pivotal, and Wavefront—not 
to say that it has not done organic 
innovations. The company has also 
embedded Kubernetes in the VMware 
vSphere control plane, as vSphere 
with Tanzu, providing customers with 
a single platform for all applications.

Same goes for the ‘intrinsic security’. 
It has been a major component in its 
multi-cloud story—especially around 
the marketing of its NSX-T, now called 
NSX-T Data Center. In VMworld 2020, 
almost all new announcements—from 
applications to networking—empha-
sized on the intrinsic security part. In 
what it called the Next Wave of Virtual 
Cloud Network Innovation, VMware 
identified three areas of innova-
tion, one of them being re-imagining 
‘what’s possible in network security.’

“VMware will deliver unmatched 
levels of firewall performance and pro-
grammable intelligence to the Virtual 
Cloud Network by enabling VMware 
NSX to run on leading SmartNICs. 
This includes advanced security for 
bare metal and highly sensitive work-
loads such as databases which are 
hard to protect today. Additionally, it 
enables “air gapping” of infrastruc-
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The new messaging 
for VCF—not to talk 
of the builder of a 
digital foundation 
for the enterprise—
should be clearly 
targeted to the CIOs, 
who themselves 
have gone through a 
mindset change...

‘secure access’ and ‘threats in the 
WFH,’ etc have become new themes to 
not just change the messaging but also 
realign the solutions.

VMworld 2020 saw VMware join-
ing the bandwagon. It announced the 
Future Ready Workforce solutions 
leveraging VMware Secure Access 
Service Edge (SASE), its digital  
workspace and endpoint security 
capabilities, for a safer user experience 
for the distributed workforce leverag-
ing cloud.

“The VMware SASE Platform  
converges cloud networking, cloud 
security and zero trust network access 
with best-in-class web security to 
deliver flexibility, agility, and scal-
ability for enterprises of all sizes,” the 
company said.

It remains to be seen if customers see 
unique value in this offering.

But all these surely mean that 
VMware is now well suited to provide 
the five building blocks that Gelsinger 
promises.

But whether that would be enough 
for VMware to be consider a ‘digital 
foundation’ provider by the custom-
ers is still open for debate. Even bigger 
question is—even if it is—is VMware’s 
messaging good enough to capture the 
CIO mindshare?

That precisely is our next bucket of 
questions: VMware’s ‘new’ position-
ing before the customers.

Positioning before  
the customer
The positioning is mostly about  
being able to build a clear and con-
vincing narrative. We take three spe-
cific questions.

Is the whole better than sum  
of parts? 
Though it still has a long way to go, 
VMware’s tying together of solu-
tions is much better as compared to 
what it used to be. VMware got into 
people’s mindshare as a virtualization 
company. In fact, many junior techies 
would use vSphere as a synonym for 

VMware. So, when it expanded to pub-
lic cloud, multi-cloud, it had to do a 
lot of convincing. One of the first steps 
was to integrate its vSphere, vSAN 
and NSX and package it as VMware 
Cloud Foundation (VCF) for the 
hybrid cloud era.

As illustrated above, it has since kept 
adding and integrating different com-
ponents to provide better and bigger 
value to its customers. All it’s mes-
saging in the last few years has been 
around VCF.

And the existing users of VMware 
have seen some enhanced value.

Is the messaging clear, rightly 
targeted and convincing? Can its 
traditional customer base  
be leveraged? 
These are two different questions but 
are dependent on each other. And this 
is where VMware has to do a lot of 
catch-up.

The new messaging of VMware 
around VCF has been targeted at the 
CIOs, pitching the strategic impor-
tance of VMware solutions for a new 
hybrid, multi-cloud era. In the last 
five years, most enterprise technology 
players—not just the application play-
ers like SAP, Oracle and Salesforce 
but also the likes of IBM, HPE, not 
to talk of Microsoft and Cisco—have 
retuned their marketing messages to 

position their solutions as business 
solutions. That is visibly missing from 
VMware’s messaging still.

While one can only guess why it is 
so, a plausible reason could be discon-
nect between the actual users of its 
traditional virtualization software and 
the target of the new messaging. The 
new messaging for VCF—not to talk 
of the builder of a digital foundation 
for the enterprise—should be clearly 
targeted to the CIOs, who themselves 
have gone through a mindset change, 
focusing more on business metrics.

There are two gaps.
One, the message is overtly techni-

cal. And while that is understandable, 
considering it comes from an infra-
structure background, a bigger chal-
lenge is its assumption of selling to its 
‘existing’ customers. That is where a 
bigger disconnect exists.

Take India. It is a country where 
VMware has a solid base, as India 
went for virtualization quite vigor-
ously, thanks to the cost savings it pro-
vided. But much of the actual users of 
these solutions are junior techies, who, 
while understanding the improve-
ments and newer capabilities of the 
solutions, are not exactly capable of 
appreciating the big message. That is 
not a problem as such. They do not 
have to take all decisions.

But then, the large ‘installed  
base’, for all practical purpose, 
becomes a myth. It can still sell its 
story but the installed base is not nec-
essarily a big strategic advantage. It 
can at best be a small technical advan-
tage and at best, can be leveraged for 
some commercial deals.

In short, the technical capabili-
ties that VMware has built, and has 
announced in VMworld 2000,  
makes it much more competent to 
stake a serious claim as a critical and 
frontline enterprise technology player 
for the cloud era—but only if it gets 
its messaging right. By message, one 
means both the target and the narra-
tive. Needless to say, the two should be 
in sync 
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COVID-19: Winners 
And Losers In 
Payment
The consumer is increasingly comfortable with formless, 
tokenized, contactless transactions, as bricks and mortar and 
travel have lost out to online and stay at home
By Ian Hooper

InsIght
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The coronavirus pandemic has dem-
onstrated just how vulnerable our 
business and financial services land-
scape is, with the world now preparing 
for its first recession triggered solely 
by a pandemic since 1870. We know 
that business recovery will be slow 
and could continue to be painful for 
many, and so financial institutions 
must make payments as seamless as 
possible to facilitate circulation – and 
remain relevant. This will be a war, 
and in every war, there is always some-
thing to gain and something to lose.

As banks give consideration to seg-
ment propositions and product fea-
tures, they should take into account the 
winners and losers in payments. The 
consumer is increasingly comfortable 
with formless, tokenized, contactless 
transactions, as bricks and mortar and 
travel have lost out to online and stay 
at home. Speed remains important 
as does the current account, so faster 
payment systems (FPS) and BACS 
are still strong. We believe that cash 
has become less popular as a result of 
COVID-friendlier alternatives. Credit 
cards and facilities should also be con-
cerned about the adoption and pene-
tration of point of sale credit and BNPL 
into the mainstream financial behavior 
of the online shopper. Ultimately, any 
sharp customer proposition should 
bear in mind that the consumer and 
merchant have changed, or at the very 
least have adopted new ways of paying 
tactically and quickly.

Losers

1. Bad news might travel fast, 

but FX, leisure, hospitality 
and travel-related card 
businesses won’t
The impact of lockdown has had a det-
rimental effect on personal and busi-
ness travel, with the airlines and tour-
ism industry particularly bearing the 
brunt. The outlook for recovery doesn’t 
look positive; with many airlines now 
fighting bankruptcy and the Inter-
national Air Transport Association 
having forecasted that 2019 passenger 
demand levels will not be exceeded 
until 2023.

It is no surprise that COVID-19  
pressures have had severe repercus-
sions for foreign exchange (FX) trans-
actions, and revenues and profits for 
card and payments providers, and 
those that focus on the travel industry 
therein. Back in March, WEX Inc. 
announced it had cut its Q1 revenue 
outlook and then in May backed  
out of a USD 1.7 billion acquisition  
of two UK-based travel payment  
businesses.

So, what should these companies do? 
Just as we’ve seen airlines such as Ryan 
Air providing credit vouchers rather 
refunds (a move we’re also seeing by 
London restaurants), perhaps strug-
gling financial providers in this space 
can look to similar incentives.

2. Cash comes with a health 
warning….literally!
The cash supply chain has slowed 
down dramatically since the corona-
virus crisis took hold, with reports of 
cash going without the green for an 
average of 44 days.

While cash is not proven to carry 
coronavirus, financial and retail 
industry bodies certainly encouraged 
contactless use by increasing the limit 
on contactless spending from GBP 
30 to GBP 45, just in case. It certainly 
helped, because at the end of April 
cash use had reportedly declined by 
60% in the UK. Last month, Barclays 
then reported that 90% of face-to-face 
transactions were now made using 
contactless payments.

3. Businesses aren’t so cash 
friendly either
Businesses heavily reliant on cash 
such as the food, hospitality and trade 
industries are likely to be getting their 
revenue through a higher propor-
tion of card transactions as a result of 
COVID-19 cash phobia. Indeed, at the 
start of the UK lockdown, ATM trans-
action volumes fell as much as 62% 
year on year, according to data from 
Link, the UK’s cash machine network. 
As a knock-on effect of contactless 
payments, these businesses are prob-
ably incurring fees and some delay in 
accessing funds.

Meanwhile, for those businesses 
already reliant on card and contactless 
payments, such as online businesses, 
the increased credit risk may push up 
capital and collateral requirements 
from acquirers.

Also, not so cash friendly, are fraud-
sters. With new security checks such 
as strong customer authentication 
(SCA) being delayed until March 2021, 
and Confirmation of Payee (CoP) until 
the 30th June 2020, fraud is being 
touted as the ‘hidden cost of corona-
virus.’ From the end of February to 
the end of March, financial crime rose 
by 667% and in the past two months, 
more than 2,200 people have fallen 
victim to coronavirus-related scams.

4. Plastic is not fantastic
There was already a perception that 
credit cards were not as popular with 
younger generations as they used to 
be. For millennials and Gen Z, debit, 
digital wallets and buy now pay later 
(BNPL) schemes like Klarna are gain-
ing prominence. Since the COVID-19 
lockdown took hold, almost a quarter 
of 18 to 24-year-olds (23%) has been 
using BNPL to fund purchases.

For those who do hold a credit card 
however, April’s lockdown was an 
opportune time to pay off debts and 
loans, with the news that consumers 
collectively reduced UK credit card debt 
by GBP 5 billion, more than double the 
previous record net repayment of GBP 
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2.4 billion set a month earlier. It seems 
that ‘transactors’ will form a larger per-
centage total of credit spend in 2020 as 
a result of these consumers refocusing 
and reducing their spending habits.

Although it is fair to expect less 
credit card use for the remainder of 
2020 given the long-term impacts of 
COVID-19 and payment holidays on 
loans and mortgages, we might see a 
higher number of account holders with 
revolving balances, persistent debt and 
eventual defaults. Banks, loan provid-
ers and credit card companies may 
have to devise more flexible and afford-
able repayment plans to get customers 
back on track.

Winners

1. E-commerce is booming 
(unsurprisingly)
For card networks, acquirers and 
banks, there has been a significant 
increase in online spending which 
has helped to offset the impact of the 
decline in lucrative FX. However, there 
have been sharp falls in point of sale 
transactions and therefore a net reduc-
tion in payment volumes.

A report by Visa has found that  
nine in ten consumers (89%) have  
used online shopping since the  
UK’s lockdown restrictions came  
into force, that 31% have used e-com-
merce to purchase something for the 
first time, and a whopping 74% will 
make it a permanent habit after lock-
down lifts.19 Further bad news for UK 
high streets.

2. As is contactless 
(obviously)
Like online transactions, contactless 
payments have also had a good spell, 
with a 44% increase in tap-and- pay 
transactions since the week of 23 
March. 62% of consumers over the age 
of 65 are now using contactless meth-
ods (as well as record numbers moving 
to online banking).This will have been 
partly driven by contactless spending 
limits being increased on 1st April, and 

aforementioned fears of virus spread-
ing from banknotes.

The tokenized ‘Pays’ have also been 
positioned to do well. The customer 
experience is straightforward, the 
qualities of contactless are augmented 
by additional features, and the position 
of the phone as man’s new best friend 
is unchallenged.

We expect the strength of contactless 
to continue as lockdown eases, tak-
ing transactions away from cash and 
traditional chip and pin payments. As 
time goes on, it will be harder for busi-
nesses to justify not accepting card 
payments or upholding a minimum 
payment threshold. 7.4 million people 
are already living cashless in the UK 
already, just another 59.2 million to go.

3. Digital wallets, in-app 
purchases and tokenized 
payment services could be in 
their heyday
In a health crisis where convenience, 
safety and speed are of utmost impor-
tance, is it any surprise that digital 
payments providers and services such 
as ‘click to pay’ and tokenized card 
payments are having a successful time 
of it? Food delivery businesses with 
in-app purchase systems such as Uber 
Eats and Deliveroo have not only been 
able to continue through lockdown 
but thrived off their commissions. 
Meanwhile, Visa Token has been gain-
ing significant traction in the US, and 
reduced fraud rates by 26%.

Crypto payment providers are also 
having their moment. Wirex, a UK 
crypto-mobile payments platform, 
reportedly gained 60,000 new cus-
tomers at the start of the COVID-19 
outbreak; and down under, Centrapay, 
a digital asset integrator, signed agree-
ments with Coca-Cola Amatil to help 
facilitate cryptocurrency payments 
from vending machines using QR-
scanning.

Although not crypto-friendly yet, 
Paypal is similarly going down the 
QR-route to drive transactions during 
COVID-19. In April, the fintech report-

edly saw a 22% increase in processed 
payments year-over-year and then on 
May 1st alone broke Black Friday and 
Cyber Monday records. It’s clear that it 
pays to have good UX!

4. A rise in point-of-sale 
credit and BNPL
What’s not to like about a card-free, 
‘interest-free’, smooth point-of-sale 
credit purchase? Well, 7.85 million US 
Klarna users seem to agree with the 
principle; and retailer signups have 
risen by 20% in the UK over the last 
two months. BNPL schemes like Klar-
na and ClearPay are reportedly grow-
ing at 39% a year and are set to double 
their market share by 2023; growing 
twice as quickly as bank transfers and 
more than three times the rate of annu-
al growth of digital wallets.

5. Faster payments and BACS
As speed of payment has become more 
important, the volume of government 
disbursements increased, and more 
consumers and businesses chose to 
settle bills online, the average daily 
value of Faster Payments transac-
tions in the UK rose by over 10% from 
Q4, 2019 to the end of Q1, 2020. With 
BACS, which is slower and often less 
expensive than FPS, daily transaction 
values have marginally increased in 
the same period.

6. Cheques are not dead yet
While cheques are considered an 
old-fashioned payment method (well, 
over 361 years, to be exact) some banks 
have seen a resurgence in the number 
of cheques being digitally deposited 
during lockdown. Back in April, HSBC 
UK reported an increase of 30%. Their 
days might still be numbered (the Bank 
of England reported a steady decline in 
cheque daily transaction values from 
2019 to the end of Q1 2020), consumers 
appear to still appreciate a variety of 
payment methods 

—The author is Partner and Head of Bank-
ing & Payments, CAPCO
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Cities Lose Charm 
As Digital Citizens 
Want to Live In 
smart Cities

Cities might lose its citizens unless governments expedite Smart 
City implementation
By Sangita Thakur

If we needed more proof of why India must turbo-
charge its Smart City project, here comes a study 
from Capgemini Research Institute that explored 
responses from 10,000 citizens and over 300 
city officials across 10 countries and 58 cities to 
find today’s city living is falling short of citizens’ 

increased expectations in the digital age. India and its 
major metros were a part of this study.

We the metro dwellers of India already know 
it – overcrowding, high levels of pollution, traffic 
chaos, inadequate public transportation, thinning 
green cover, polluted and vanishing water bodies, 

I
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monsoon mayhem – are just some of 
the problems that city dwellers have 
to live with. It is not surprising hence 
that the report found many citizens are 
frustrated with the current set up of 
the city in which they live; and are pre-
pared to show their opinion by leaving 
for a more digitally advanced city.

The report “Street Smart: Putting 
the Citizen at the Center of Smart City 
Initiatives” reveals that on an average, 
40% of residents may leave their city 
in the future due to a variety of pain 
points including digital frustrations. 
But ideally, they would like to move to 
a Smart City as more than half of citi-
zens surveyed (58%) perceive smart 
cities as sustainable and that they 
provide a better quality of urban ser-
vices (57%). More than a third of them 
(36%) hence are willing to pay more 
for this enriched urban existence.

The report identifies key pain points 
that could compel people to leave 
the city. Overall 38% would leave the 
city over transportation and mobil-
ity issues as commuting consumes 
a large amount of time. Further, 41% 
would leave over lack of good job 
opportunities and low economic 
growth while 52% would consider 
quitting the city life over high cost of 
living. A bane of city life is the isola-
tion and feeling of loneliness and 
this figures among cultural and per-
sonal issues that may drive citizens 
out of the city. Lack of community 
life would drive 35% to leave, while 
the lack of belongingness would be 
reason enough for 34% to pack up. 
Sustainability is another big desir-
able attribute of city life and lack of 
it may drive many to head out to the 
countryside perhaps – as the survey 
found 42% may want to leave because 
of high levels of pollution and 36% 
would quit city life over lack of sus-
tainability initiatives. City life has its 
own security challenges and overall 
40% may consider leaving the city for 
lack of public security.      

A key impetus for citizens wanting 
to shift out to a Smart City could have 

been provided by COVID-19 pandem-
ic. Smart Cities can help to address 
pandemics, as Capgemini found. As 
the world tackles COVID-19, city offi-
cials are using technology to address 
some of the challenges faced. The 
report says 68% of city officials have 
found that digital initiatives like apps 
which connect people to healthcare 
facilities or provide remote patient 
monitoring are helping them to man-
age the crisis. For example, the city of 
Bengaluru repurposed its command 
center into a ‘war room’ to follow 
patients and draw up containment 
plans using heat mapping technolo-
gies and in Rome, airport staff are 
using smart helmets with augmented 
reality and thermal scanners to screen 
multiple visitors simultaneously 
while maintaining a safe distance.

Smart Cities – The Smart 
Way of Living
Smart cities hold the key to improv-
ing urban life as is apparent with  
58% of citizens surveyed wanting 
to live in smart cities because they 
believe that the city will be more sus-
tainable and 57% of citizens wanting 
to live in smart cities because they 
believe that the quality of urban ser-
vices will improve. A whopping 73% 
of citizens who have used smart city 
initiatives are happier with their qual-
ity of life in terms of health factors 
which drops sharply to 56% among 
those who have not used a smart city 
initiative. Further, close to three-
quarters of city officials (74%) believe 
a smart city will attract a highly quali-
fied workforce and provide an attrac-
tive destination for start-ups and 
established businesses.

A surprising finding is that while 
overall over a third (36%) of citizens 
are willing to pay more for using smart 
city initiatives, India has the highest 
percentage of such citizens at 69%! The 
closest to it are Italy, US and Spain at 
40%, 41% and 42% respectively.

This overall figure is higher for Mil-
lennials (44%), Gen Z (41%).

But what is a Smart City?
The Smart Cities Mission, Ministry  
of Housing and Urban Affairs,  
Government of India, provides an 
answer. It says there is no universally 
accepted definition of a smart city and 
as a result it means different things to 
different people.

This means that how each govern-
ment has conceptualized a Smart City 
varies from country to country, state 
to state and city to city depending on 
the level of development, willingness 
to change and reform, resources and 
aspirations of the city residents. There-
fore, a smart city in Europe would defi-
nitely be different from one in India, 
and even within Europe and India, it 
would differ.

To bring about some level of stan-
dardization, the Mission has intro-
duced some definitional boundaries. 
Going by the ideal wish list of infra-
structure and services of a city dweller 
for a smart city, urban planners aim at 
developing the entire urban ecosystem, 
which is represented by the four pillars 
of comprehensive development – insti-
tutional, physical, social and economic 
infrastructure. This entire ecosystem 
represents the aspirations of a city 
dweller of an ideal smart city.

The Mission envisages the develop-
ment of this smart city as a long-term 
goal where cities can work towards 
developing such comprehensive  
infrastructure incrementally,  
adding on layers of ‘smartness’. The 
Smart Cities Mission hence aims to 
promote cities that provide core infra-
structure and give a decent quality of 
life to its citizens, a clean and sustain-
able environment and application of 
‘Smart’ Solutions. 

Hence, the National Smart Cities 
Mission is an urban renewal and  
retrofitting program that focuses on 
sustainable and inclusive development 
to create a replicable model which  
will act like a lighthouse to other aspir-
ing cities. The deadline for completion 
of the initial projects is between 2019 
and 2023.
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Smart Challenges
Although smart cities can solve some 
of the traditional pain points experi-
enced in cities such as public trans-
port and security, serious challenges 
to implementation exist. The report 
reveals that only one in ten city offi-
cials say they are in the advanced stag-
es of implementing a smart city vision, 
and less than a quarter (only 22%) 
have begun implementing smart city 
initiatives – a particular challenge as 
two-thirds of the world’s population is 
expected to live in a city by 2050, with 
the number of mega cities set to rise 
from 33 today to 43 by 2030. Moreover, 
there is a considerable global desire  
for smart cities among citizens, mean-
ing an accelerated approach would be 
well received.
 Data and Funding: The report 
identifies data and funding as criti-
cal implementation challenges. 69% 
say lack of funding for smart city 
initiatives in the city’s budget from 
government is a major impediment. 
Data is central to smart city optimiza-
tion, yet 63% of global citizens say the 
privacy of their personal data is more 
important than superior urban ser-
vices. Meanwhile, almost 70% of city 

officials say that funding their budget 
is a major challenge, and 68% of offi-
cials say they struggle to access and 
build the digital platforms needed to 
develop smart city initiatives. From 
a citizens’ perspective, 54% think 
BigTech firms would provide better 
urban services than those currently 
in place.

 Other Challenges: Among the chal-
lenges, 68% identify lack of technol-
ogy expertise to provide digital plat-
forms for urban services as a major 
challenge. For 69%, it is the lack of 
clear vision and planning of future 
blueprint for city that is stalling the 
progress and for 62%, it is lack of col-
laboration with technology partners 
during design and implementation 
that must be urgently tackled.

 India’s Challenges: Various experts 
have identified several challenges 
in implementation of smart cities 
specific to India. Retrofitting existing 
legacy city infrastructure of scat-
tered and isolated legacy systems 
poses integration challenges. This is, 
however, a prerequisite to achieving 
city-wide infrastructural efficiencies. 
Financing smart cities is another 
major challenge as the cost keeps 

escalating and most cities do not gen-
erate sufficient revenue to even pay 
their municipal staff. The projects 
are also hamstrung by lack of private 
participation and capacity building. 
Technical constraints are another big 
challenge as most urban level bod-
ies lack the technical capacity and 
personnel to ensure timely and cost-
efficient implementation.

Way Forward
To accelerate implementation of Smart 
Cities, the report suggests developing 
close collaboration between key stake-
holders. Innovative technology – and 
the funds to innovate and deliver – will 
not in themselves create a smart city, 
says the report. Rather, collaboration 
between stakeholders like local gov-
ernment officials, citizens, and third 
parties including start-ups, academic 
institutes or venture capital funds is 
the key. Capgemini recommends a 
three-phased approach for city officials 
to achieve this:

 Create a smart city vision with  
sustainability and resilience as  
cornerstones

 Empower city officials to act as entre-
preneurs and at the same time ensure 
data protection and trust

 Build a culture of innovation and  
collaboration with citizens and exter-
nal entities

Conclusion
To recapitulate, our cities are becom-
ing inhabitable with rising congestion, 
pollution and lack of civic amenities. 
The crowded cities also present pub-
lic security challenges. City dwellers 
are increasingly becoming conscious 
of their unsustainable current life-
styles and how they are hastening the 
destruction of the planet. The grow-
ing disenchantment with city life may 
push majority of city inhabitants to 
abandon the cities unless we provide 
them sustainable alternatives in the 
shape of smart cities.  It is time for 
India to put its Smart Cities 2.0 project 
in high gear 

Figure: Smart City ecosystem as envisaged by Smart Cities Mission, Ministry of Housing and 
Urban Affairs, Government of India
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Rise Of the Citizen 
Data scientist

New tools give end-users the ability to develop their own use-
cases of AI-driven analytics
By Rick Rider And Ranga Pothula

I Innovative technology is transforming the way we 
consume data and creating a new type of user within 
organizations: the citizen data scientist. This capa-
bility emerges from a new breed of Artificial Intel-
ligence (AI) that puts powerful predictive analytics in 
the hands of front-line users, helping them address 
day-to-day needs with greater insight. It’s no longer 
necessary to turn to code-writing developers to create 

use-case-specific applications. Now, with functional-
ity assured through solid back-end code and APIs, 
users can delve into the data they care about with 
an unprecedented array of automated analytic tools. 
The toolset — easy to use on the front-end, powered 
by sophisticated technology on the back-end -- makes 
it easy for users to gather, deploy, integrate and 
consume information at a level scarcely imagined a 
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decade ago. For government agencies 
struggling to contain costs and hire 
skilled data technicians, this software 
innovation is game-changing.

First, Some Background
It’s been nearly a decade since analysts 
and technology providers began point-
ing to a convergence between corporate 
IT departments and their internal 
clients. By mid-decade, the technology 
community was beginning to refer to 
low-code platforms for citizen develop-
ers as a fundamental paradigm shift, 
supporting and empowering non-IT 
staff who lacked traditional coding 
skills but still had the ability and moti-
vation to solve day-to-day business 
challenges by doing their own app 
development.

Now, that trend has escalated and 
moved beyond citizen developers, to 
create a new role for the citizen data 
scientist. The fundamental advantages 
that distinguish citizen data scientists 
from citizen developers are the mas-
sive amount of data at their disposal, 
and the sophisticated new tools avail-
able to help them deploy and draw 
insights from it.

An Added Dimension  
for AI
AI can be used for more than automat-
ing some simple processes. The true 
potential of AI technology comes from 
applying machine leaning and predic-
tive analytics to a variety of practical 
and personalized use cases. AI has the 
potential to prove advice, discover per-
formance patterns, analyze multiple 
influencing factors, and draw complex 
conclusions about a specific question 
— including questions that require a 
window into the future.

The maximum potential is reached 
when AI can emulate and enhance 
human performance, offering advice 
that is reliable and intelligent. This 
predictive insight helps organizations 
anticipate, understand and prepare for 
future trends and outcomes. The solu-
tion reaches this level over time, ana-

lyzing patterns and tracking a variety 
of scenarios, learning which responses 
humans judge as appropriate and 
which are rejected.

For such practical applications, the 
hands-on users need to be engaged 
in defining the objectives, assigning 
priorities, and setting parameters 
and conditions. For everyday users to 
engage with the software, user tools 
need to be easy to use, requiring com-
mon sense, not IT expertise.

That’s where citizen data scientists 
enter the picture, drawing on their own 
application knowledge and using tai-
lored IT tools to create AI and machine 
learning models at scale.

It’s a new development approach that 
is just beginning to gain traction. But 
it’s emerging as an exciting new way to 
bring a wider development force into 
synergy with AI.

Connecting AI to  
Non-Specialists
For citizen data scientists to make good 
use of AI, the technology has to offer 
a high degree of intuitive, automated 
functionality, with a user experience 
that would be familiar to a manager or 
executive with no experience in a cod-
ing environment.

That means algorithmic functions 
inside the box must work seamlessly, 
in a way that requires only occasional 
input or support from the in-house 
IT team. It should also be completely 
invisible to a user who can define the 
desired outcome, but not the technical 
path to achieving it.

The most accessible, user-friendly AI 

systems have automated the process of 
hyper parameter optimization or tun-
ing, so that the business user never has 
to think about the 20 or 30 different 
policies or factors that might go into 
the algorithm. At the level of the user 
interface, the citizen data scientist can 
just open the system, drag and drop 
the data, and count on receiving an 
optimized result.

Behind the curtain, the AI is autono-
mously running multiple options and 
permutations to come up with the best 
answer to the user’s question, drawing 
on underlying data patterns to spot 
issues, opportunities or unknowns 
that simply would never be visible 
through non-automated analytics. By 
freeing employees up to focus on the 
tasks they’re good at, and that deliver 
the greatest value to the end user, the 
technology provides the heightened 
functionality and performance the 
enterprise needs to stay competitive, 
innovative and profitable.

Final Advice
The data your organization has gener-
ated is likely immense. Rather than be 
overwhelmed by it, invest in AI-driven 
analytics that enable you to consume 
the data insights and formulate mean-
ingful, practical applications. Turn to 
automated solutions that enable users 
-- with no data science experience 
needed -- to slice, dice and combine the 
data with other sources of internal and 
external knowledge, organizing it to 
meet the needs of different levels and 
functions across the organization.

A well-thought-out AI strategy  
can enhance and accelerate the flow  
of mission-critical information across 
the enterprise. With the right solution 
in place, you can turn everyday users 
into citizen data scientists, enhancing 
their ability to work smarter, empow-
ered by data 

—Rick Rider is Senior Director - Product 
Management, Infor and Ranga Pothula is 
MD - India Sub-continent & SVP - Global 
Delivery Services, Infor

The true potential 
of AI comes from 
applying ML and 
predictive analytics  
to a variety of 
practical and 
personalized use cases
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AI Is the Business 
Differentiator 
For E-Commerce 
Industry

E-commerce giants are resorting to Artificial Intelligence (AI) 
to offset challenges in a variety of applications from adhering 
to social distancing measures, boosting sales and optimizing 
routes for fulfilment of delivery
By Balaka Baruah Aggarwal
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As global economies wake up to new 
realities of the COVID-19 pandemic, 
e-commerce giants are resorting to 
Artificial Intelligence (AI) to offset 
challenges in a variety of applications 
from adhering to social distancing 
measures, boosting sales and optimiz-
ing routes for fulfilment of delivery.

Amidst concerns about the safety of 
workers in Amazon offices and ware-
houses, the company responded by 
using AI to determine safe distances 
and ensure adherence to prescribed 
standards. The Amazon AI system 
called Digital Assistant uses camera 
footages which highlight workers 
keeping safe distances in green and 
those not adhering in red. The system 
also identifies high-traffic areas to 
avoid route congestion for delivery.

Predictably Amazon’s bottomline 
has shored up during the first quar-
ter of 2020—bumped up demand for 
essential items during the lockdown 
period—at USD 75.5 billion compared 
to USD 59. 7 billion in the first quarter, 
previous year.   

BigBasket has been extensively  
using AI to manage operations effi-
ciently and procure inventory of per-
ishable goods such as fruits and veg-
etables. Based on predictive analytics, 
the company can accurately forecast 
demand and plan inventory to reduce 
storage period and eliminate  
waste which in turn help reduce 
expenditure significantly.

According to E-commerce Trends 
2020, a report by Unicommerce, the 
overall e-commerce market in India 
has not just recovered but has wit-
nessed an order volume growth of 17% 
as of June2020. This is in tandem with 
global trends where online purchases 
of clothing are up by 76.7% and online 
revenue up by 22.2% with online gro-

ual preferences, preferences of similar 
people, within groups in departments, 
industry, etc. 

Another common and increasingly 
leveraged AI tool is chatbots which are 
highly effective to scale the ‘personal-
ized shopping assistant’ experience. 
Based on questions of prospects, the 
underlying intelligent system immedi-
ately recognizes keywords, identifies 
the message and responds appropri-
ately to the prospect. While personal-
izing the experience, chatbots also help 
save a lot on manpower to address first 
line of query.

E-commerce presents an exciting 
opportunity for entrepreneurs in that 
it leaves the digital footprint of buy-
ers throughout the time spent on the 
website. This is in contrast with physi-
cal retailing where understanding the 
customer needs becomes a challenge 
and requires much effort. The key then 
is to capture customer information, 
mine it effectively, and map it with 
internal operations to impact business 
outcomes.

Going forward, deploying intelli-
gent systems for online activities will 
no longer be an option but become a 
mainstream feature without which 
business competitiveness will be 
seriously undermined. In the Google 
report on Machine Learning, Fausto 
Ibarra, Director of Global Product 
Management for Google Cloud Plat-
form, says “What is keeping business 
leaders awake at night is how to har-
vest and make sense of their data for 
competitive advantage. Machine learn-
ing is allowing companies to surface 
the untapped value in their data.” 

A
cery seeing a 9% increase from May 
to June as people become comfortable 
buying online.

These trends are likely to continue 
post-COVID as many first-time buyers 
become comfortable using online and 
regularly shop essential items online. 
The Ecommerce Trends report indicate 
there is an increasing trend of consum-
ers buying directly from brands' web-
sites and therefore retail brands are 
now strengthening the online capabili-
ties and opting for different approach-
es to connect with consumers. Also 
66% of total online consumer demand 
in India come from tier II and beyond 
cities and this share is expected to rise 
in coming years.

So what can e-commerce sellers do 
to optimize the shopping experience 
while boosting the bottomline?

For long, even though we have not 
paid attention, shopping experience 
on large online platforms, such as 
Amazon, Grofers, Big Basket, Myntra 
have been influenced by recommen-
dation engines which are based on 
intelligent algorithms. According to a 
McKinsey report 35% of what consum-
ers purchase on Amazon and 75% of 
what they watch on Netflix come from 
product recommendations based on 
such algorithms. While we may not 
be aware as Amazon never specifi-
cally talks about its recommendation 
engines but they clearly play a critical 
role in Amazon’s digital strategy and 
the product recommendations that 
appear on the browser’s page is the 
outcome of an intelligent collaborative-
filtering process which takes into 
account a complex interplay of individ-

There is an increasing trend of consumers 
buying directly from brands' websites 
and therefore retail brands are now 
strengthening the online capabilities and 
opting for different approaches...
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Are Big Data-
Based AI Initiatives 
Environmentally 
sustainable?

While we embrace the bright sparks AI has brought into our 
lives, we also need to consider the environmental impact of 
using high-powered machines which are constantly capturing 
and processing information to make the algorithm intelligent
By Balaka Baruah Aggarwal
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t
The excitement around Artificial Intelligence (AI) is 
palpable as intelligent systems take over increasing 
number of business and personal activities. From 
facial recognition, recommendation engines, custom-
er care, managing critical infrastructure to intelligent 
refrigerators and entertainment systems, AI has per-
meated every aspect of our lives.

While we embrace the bright sparks AI has 
brought into our lives, we also need to consider 
the environmental impact of using high-powered 
machines which are constantly capturing and pro-
cessing information to make the algorithm intel-
ligent. A research paper published in the Journal of 
Parallel and Distributed Computing analyzed differ-
ent approaches to energy consumption and Machine 
Learning (ML) in particular and found that sophisti-
cated algorithms that deliver higher level of accuracy 
consumed more energy.

AI honed by ML and fed by Big Data requires mas-
sive storage and computational power. Given the vol-
ume and velocity of Big Data, there is a need for huge 
storage and powerful, scalable IT systems making 
it an ideal use case for Cloud computing as it allows 
customers to take advantage of distributed machines 
and provision resources on demand. 

Cloud service providers are continuously expand-
ing data centers to meet with the demand for data 
intensive applications, such as AI, social media, 
streaming video and financial analysis. Not surpris-
ingly data centers are consuming massive amounts of 
electricity accounting for 1% of the world’s electricity 
in 2010.

According to the study published in Science, the 
amount of computing done in data centers increased 
six-fold between 2010 and 2018, yet the amount of 
energy consumed by the world’s data centers grew 
only 6% during that period, thanks to improvements 
in energy efficiency. This is reflected in the ongoing 
efforts by Cloud service providers, such as Amazon 
Web Services (AWS), Microsoft Azure, and Google 
Cloud in building energy-efficient data centers.

The report however warned that there is no guar-
antee the efficiency drive will continue in the face of 
data-hungry new technologies, such as AI and 5G.

So how are Cloud services faring in the quest for 
green goals? A quick look at the big three:

 Microsoft: Microsoft’s Director of Energy 
Research, Sean James, explains in a company blog 
that companies looking to deploy Cloud technology 
in an environmentally-friendly way is better off 
collaborating with cloud providers as data centers 
are up to 93% more energy efficient and up to 98% 
more carbon efficient than traditional on premise 
operations.

 Such efficiencies are possible due to policies that 
place sustainability at the forefront and continuous 
research in energy-efficient technologies. The blog 
states Microsoft is on track to achieve its ambition 
of powering its data centers with 100% renewable 
energy and by the end of this year, the company will 
meet its 2020 target of 60% energy via renewable 
energy and 70% by 2023.

 AWS: AWS has a goal of meeting 100% of the ener-
gy needs of its global infrastructure by 2030 with 
its investments in renewable energy projects across 
the world. AWS has 86 renewable energy projects 
in solar and wind farms around Eurpoe, Australia, 
and the US with a capacity to generate 2,300 MW 
investments, which are connected to the grids pow-
ering AWS data centers. In a press release, Kara 
Hurst, Vice President of Sustainability, Amazon, 
said during the launch of new projects, “These new 
renewable energy projects are part of our road-
map to 80% renewable energy by 2024 and 100% 
renewable energy by 2030.”

 Google: Google has designed highly efficient Ten-
sor Processing Units—which is the AI chips behind 
Google’s advances in ML—and outfitted all its data 
centers with high-performance servers. Starting 
in 2014, Google began using ML to automatically 
optimize data center cooling and deployed smart 
temperature, lighting, and cooling controls to fur-
ther reduce the energy used at its data centers. 
By controlling data center cooling with AI-powered 

recommendation system, Google has achieved con-
sistent energy savings of around 30% on average. The 
average annual power usage effectiveness for  
the company’s global fleet of data centers in 2019  
was 1.10 compared with the industry average of 
1.67—meaning that Google data centers use about six 
times less overhead energy for every unit of IT equip-
ment energy. 
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Operationalizing AI/
Advanced Analytics 
to Improve Online 
Retail Businesses

The implementation of data analytics and AI has enabled online 
retailers to recommend a product by understanding the what, 
how, and why of customer requirements rather than just product 
compatibility and sales history
By Savitha Chinnappareddy
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A recent report, titled COVID-19 Impact on Global 
E-Commerce & Online Payments - 2020 revealed 
that a double-digit share of online shoppers was 
buying more digitally due to COVID-19, and some of 
them adopted the practice for the first time during 
the outbreak. The share of global retail sales gener-
ated via e-commerce was rising and projected to 
reach one-third by 2024. There has been a sudden 
change in how people are approaching this period of 
isolation, and it has changed their shopping behavior. 
From bulk-buying to online shopping, people are 
changing what they’re buying, when, and how. This 
has also pushed a lot of rather traditional brick and 
mortar operations, finding ways to sell online. New 
data from e-commerce platform provider, Shopify, 
suggests the number of new online stores across the 
globe on its platform increased 20% week-over-week 
for each of the last two weeks of March 2020. As we 
move into a new normal in the coming days, it is safe 
to say that people would be looking forward to shop-
ping online rather than visit crowded markets which 
will act as a catalyst to the growth of online retail.

The Changing Technological 
Landscape in Retail

In an ever-changing retail landscape, retailers who 
have successfully embraced digital transformation 
are gaining a significant competitive advantage in an 
atmosphere where customer experience rules. While 
traditional retailers are adopting digital technolo-
gies, such as the Internet of Things (IoT), mobile, 
Augmented Reality (AR) and Virtual Reality (VR), 
Artificial Intelligence (AI) and Machine Learning 
(ML) to connect with customers, digital players have 

recognized the advantages of establishing brick-and-
mortar locations to round out the experience they 
can offer their customers. Here are a few of the most 
disruptive developments in retail today:

VR and AR – Simulation technology allow cus-
tomers to arrange furniture in a virtual rendition of 
their home, check the fit of clothes without trying 
anything on, and even test drive a car.

Customer adoption of emerging platforms – 
Shoppers increasingly use technology to research 
products and services, making it essential for retail-
ers to address customer concerns in real-time.

New class of retailers – Retailers are inventing 
new business models such as brick-and-click that 
integrate online and offline sales portals.

New metrics to measure success – Customer 
experience per square foot is supplanting sales per 
square foot as the primary measure of retail perfor-
mance.

Rising digital adoption – Retailers are engaging 
in AI technology to supplement human customer 
support. Chat-based shopping and voice commerce 
increasingly being adopted.

Data Analytics and AI Changing 
Online Retail Operations
We live in a world where consumers expect and 
demand instant gratification when shopping online. 
It is becoming increasingly difficult to satisfy con-
sumers at the pace they expect without compro-
mising on the quality they demand. To add to that, 
competition across markets are at an all-time high. 
Even during these times, two solutions stand out and 
show long-term promise – Data Analytics & Artificial 
Intelligence (AI). Let’s delve deeper into a few sectors 
which are being disrupted with the introduction of 
data analytics and AI into online retail.

Customer Segmentation and 
Interaction
While traditionally, segmentation is generally done 
based on mass and demography-based data sets, 
with AI capabilities in place, online retailers can 
now adopt micro-segmentation by building a strong 
opinion-based individual customer persona. This 
leads to more personalized offers being generated 
for prospective customers. On the other hand, cus-
tomer interaction has moved from being one-sided to 
interactive, where responding to customer questions 
is done through voice and chatbox-based AI bots. 
Through AI, online retailers can also predict custom-
er attrition based on the customer’s persona, buying 
behavior, and other external factors.

A

In an ever-changing retail landscape, 
retailers who have successfully 
embraced digital transformation are 
gaining a significant competitive 
advantage in an atmosphere where 
customer experience rules
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Another area where AI is revolutionizing the retail 
sector is through wait time prediction. Rather than 
merely providing a pre-determined estimate to a cus-
tomer for any tech support or servicing stores, look-
ing at previous data and using ML, online retailers 
can set better wait time expectations leading to better 
customer satisfaction.

Intelligent Product 
Recommendation and Pricing
The implementation of data analytics and AI has 
enabled online retailers to recommend a product by 
understanding the what, how, and why of customer 
requirements rather than just product compatibil-
ity and sales history. Pricing strategies have also 
changed with the introduction of AI. While tradition-
ally pricing would be based on pre-defined factors 
like sales history, promotion and holiday calendar, 
etc., AI can now monitor competitor price changes 
and market fluctuations in real-time and recom-
mend pricing at product and store level. In case the 
system requires providing estimated pricing, with 
data analytics and ML, it can offer such approximate 
estimations more accurately. Additionally, based on 
feedback regarding the performance of the products 
and upgradation journey, online retailers can predict 
or decide the warranty of the products in a much bet-
ter way.

Forecasting, Inventory Management 
and Logistics
With traditional tools, it was difficult to predict 
demand and manage inventory based on internal and 
external events. At the same time, tracking orders 
and predicting delays was also a cumbersome task 
leading to dissatisfied customers. However, with 
newer AI tools being introduced, online retailers are 
now able to predict demand better by monitoring 
events, manage inventory by monitoring real-time 
stock situations and predict out of stock or stock 
at-risk situations by analyzing customer behavior, 
fashion trends, and weather patterns. Based on the 
analysis of delay in delivery or delay in response in 
case of the online segment, decisions can be taken 
for locating the new inventory or stores accordingly. 
The logistics team can enable real-time data shar-
ing, order tracking, and delay prediction through the 
supply chain critical path with AI tools. With AI, it is 
also possible to predict the areas where demand will 
come from and assign delivery resources accordingly.

To achieve a successful digital transformation, 
retailers need to do more than merely acquiring huge 
data sets. AI capabilities can equip retailers with 

the ability to ingest large volumes of data in various 
formats across locations, learn from patterns, and 
respond in real-time. Creating a 360˚ customer pro-
file also helps generate relevant, and personalized 
offers to customers. In addition to helping retailers 
customize their offers, AI and ML enable predictive 
analytics, allowing retailers to project the details of 
a customer’s history into the future, and calculate 
outcomes for events such as product sales or store 
renovations. Understanding these outcomes vastly 
increases retailers’ ability to prepare for events and 
respond to customers proactively. Thus, AI and 
ML offer enormous potential for retailers to deliver 
compelling customer experience, drive cost efficien-
cies, and even improve employee motivation. Data 
analytics, AI, and, ML have already begun to disrupt 
the way retailers do business. Retailers that success-
fully adopt digital technologies will reap competitive 
advantages in days to come  

—The author is Technical Lead, Emerging Technologies & 
Solutions at QuEST Global

AI can now monitor competitor price 
changes and market fluctuations in 
real-time and recommend pricing
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Are You Keeping Up 
the Morale Of Your 
It team?

While working remotely does have positive outcomes, such 
as increased productivity, employee satisfaction and better 
work-life balance but the prolonged remote working is having a 
telling effect on the mental and physical health
By Balaka Baruah Aggarwal
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With no end in sight for COVID pandemic and WFH 
likely to continue for some more time, IT teams are 
beginning to show signs of wearing out—desper-
ate to return to a familiar routine of going to office, 
meeting colleagues, sitting across a table, impromptu 
meetings, water cooler discussions. After nearly 
six months of working remotely, some businesses 
have adopted a cautious approach to map the return 
to normalcy while others are still working largely 
remotely with only a skeletal team at office.

While working remotely does have positive out-
comes, such as increased productivity, employee 
satisfaction and better work-life balance but the pro-
longed remote working is having a telling effect on the 
mental and physical health. The initial enthusiasm of 
remote working is dissipating and employees are now 
eagerly awaiting a return to the pre-COVID routine.

During the initial days of lockdown, the IT team 
was busy enabling the organization to work remote-
ly, ensuring employees have the systems, tools and 
secure networks in place to continue smooth opera-
tions. With time as systems fall into a routine, the 
CIO must face the next critical question of keeping up 
the energy levels of the IT team and ensure continu-
ous productivity, engagement and high morale.

An article in Harvard Business Review identifies 
three positive motivators to increase work perfor-
mance. First is play, which refers to the joy of prob-
lem solving which becomes easier when working 
with a colleague or a group or taking a decision with 
everyone onboard. Second is purpose which is the 
visibility into the impact of the contribution on client 
or colleagues, and third is potential which refers to 
the access to colleagues to learn and develop.

These are important considerations as working 
remotely may well become the new normal. Says 
Ashish Pandey, CIO, GlaxoSmithKline, “Given that 
working remotely has become feasible, roles which 
do not require a day-to-day presence may continue 
with the current setup enabling the business to save 
on several fronts including real estate. For example, 
developers are well equipped to work independently 
as long as they stick to schedules.”

CIOs in India are keenly aware of the new challeng-

es panning out and embracing it with simple, practi-
cal measures, often with a personal touch. As leaders 
of the IT organization CIOs are using instincts to 
reach out and take care of the overall well-being of 
the team. Speaking with CIOs, we have found some 
savvy approaches to keep the team motivated.

 Keeping it personal: IT leaders are talking to the 
team to connect at a personal level at least once a 
week, asking about the wellbeing of the family and 
mentoring professionally. Discussions range from 
dealing with stress related to COVID to physical 
challenges of space to what courses to pursue and 
skills to acquire for the next growth phase. Says 
Ashok Jade, CIO, Spark Minda, “These conversa-
tions keep us connected, the team motivated and 
help us to tide through this period.”

 Reduce meetings: A fallout of working remotely 
is increased communication via calls and video, 
resulting in fatigue, stress and burnout. IT leaders 
have recognized this and ruled out unnecessary 
participation. At GlaxoSmithKline, IT teams have 
agile calls with people fleeting in and out when the 
conversation is over. Team members can also refuse 
calls when they do not think presence is required.

 Stimulate with ideation: It isn’t enough to reduce 
fatigue and CIOs are keeping the team stimulated 
with ideation challenges such as Airworks India 
Engineering wherein the company launched a proj-
ect called Idea Box which elicited more than 250 
ideas to improve efficiency and optimize processes, 
most of which are currently being implemented.

 New initiatives: Teams bite into a challenge way 
more than regular projects, so when the team at 
DishTV needed to develop an app to remotely sup-
port DTH customers, it responded like on a mission 
and accomplished it successfully even while work-
ing across teams remotely.
There is no precedent to the current situation  

and therefore no reference or guidelines but IT  
leaders must continue to find ways to address team 
motivation, otherwise a decline in adaptability will 
take a heavy toll on the team when the post-coronavi-
rus recovery will require huge leaps in productivity 
and growth 

W
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Intelligent automation and RPA, in particular, is 
driving efficiencies for enterprises, resulting in 
dramatic productivity gains in the back office and 
enhanced customer experiences in the front office. 
The RPA momentum over the last couple of years has 

Indian Banks 
Achieve Productivity 
gains With RPA

Indian banks have been early adopters of RPA, benefitting from 
productivity gains, higher accuracy and cost-efficiency
By Balaka Baruah Aggarwal

remained unabated even in the face of economic pres-
sures from COVID-19, prompting Gartner to predict 
that the global RPA market will continue to grow in 
double-digits through 2024.

RPA is nothing but software-based automation that 
I
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mimics human behavior to perform rule-based trans-
action processing such as logging into multiple appli-
cations and collating data. Although many sectors 
have adopted RPA, nowhere is the momentum more 
evident than banking and financial services. One of 
the most tech-savvy segments, RPA adoption has 
streamlined a wide variety of processes and changed 
the face of banking—an industry that is laden with 
routine, volume and time-intensive processes.

Banks have significantly benefitted in automating 
underwriting—a crucial yet tedious and error-prone 
process for loans which require information compila-
tion from multiple sources, making it an ideal use 
case for RPA deployment. Another area of impact is 
in meeting statutory and compliance requirements as 
RPA automates manual processes for frequent report-
ing and disclosures, while retaining audit traits of 
processes to reduce risk.

Indian banks have been early adopters benefitting 
from productivity gains, higher accuracy and cost-
efficiency. HDFC and ICICI Bank, for instance, have 
adopted RPA as early as 2016 to automate a range  
of processes.

The Operations Department at ICICI Bank deployed 
RPA for 10 processes which went up to 200 processes 
during the first year itself to support multiple busi-
nesses—such as retail, corporate, treasury, agri-busi-
ness, trade and forex—executing more than 10 lakh 
transactions per day, reducing response time by up 
to 60% and 100% increased accuracy. Today, ICICI 
bank has automated 1350 processes to onboard cus-
tomers, process loans andperform reconciliation with 
750 robots processing more than 20 lakh transactions 
per day.

HDFC Bank, a close competitor of ICICI Bank, has 
reduced the loan processing time by 50% using RPA, 
directly impacting its ability to process more loans. 
Now loan processing is executed at a central loca-
tion, visible in real-time to all credit administrators, 
enhancing productivity by 12%. Another interesting 
customer engagement deployment at HDFC is its 

Electronic Virtual Assistant called EVA, an AI-based 
intelligent chatbot, which can assimilate data from 
multiple sources and provide solutions in 0.4 secs.

Productivity gains with RPA enablement at State 
Bank of India have been pegged at 700 hours per day 
across processes. SBI Card used RPA for transac-
tion dispute follow-up process which significantly 
reduced human errors and increased process effi-
ciency while enhancing customer experience. This is 
now being extended to eight processes and the learn-
ings have enabled standardization bringing in further 
efficiencies. SBI will now implement RPA in other 
business functions, such as finance, HR and IT. 

About 40-45% of personal loans at Axis Bank are 
sold via digital channels wherein advanced analyt-
ics play a key role in identifying credit worthiness of 
applicants while robotics automate manual processes 
at the backend. All inward clearance functions at Axis 
Bank are achieved via automation using RPA and AI.

Going forward, RPA and intelligent automation will 
play a crucial role in powering the Indian economy as 
more organizations adopt intelligent automation at 
scale, creating more high-skilled jobs and providing 
economic opportunities for everyone. According to a 
study by Ernst & Young, automation is driving intrin-
sic growth in every sector of the Indian economy, 
catapulting it from USD 2.7 trillion to USD 5 trillion 
economy in the next five years.

RPA is changing the rules of the game as organiza-
tions are finding new ways to deploy automation in 
everyday tasks. Specifically, when RPA is combined 
with AI and analytics, organizations are empowered 
to re-imagine processes and trigger significant shifts 
in business operations and customer experiences 

Productivity gains with RPA 
enablement at State Bank of India 
have been pegged at 700 hours 
per day across processes. SBI 
Card used RPA for transaction 
dispute follow-up process which 
significantly reduced human 
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the new normal: 
Enterprises need 
to Adopt A Zero 
trust Approach

As work from home continues, implementing a Zero Trust 
approach should be the priority for CISOs, their security 
teams, and users
By Sudarshan Sivaperumal
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Even as the world prepares itself for 
the New Normal, the impact of COVID-
19 pandemic on enterprise security 
has been huge. According to Gartner’s 
research, 54% of HR leaders have cited 
that poor technology infrastructure for 
remote working is the biggest barrier 
to effective communication. Leading 
brands across the globe have found 
themselves struggling with going 
from a 0% remote workforce to 100% 
in a matter of days challenging. What 
used to be safe, thanks to office-based 
systems and procedures, may now be 
unsafe. Today, IT departments are fac-
ing increased pressure to ensure busi-
ness continuity by providing remote 
users with access to essential corporate 
applications and services through Vir-
tual Private Networks (VPNs).

In fact, according to the study, 88% of 
the workforce in India prefers to have 
the flexibility of working from home. 
In addition to this, 69% of Indian 
employees believe their productivity 
has increased while working remotely. 
With the modern workforce becoming 
increasingly on the go, accessing appli-
cations from multiple devices outside 
of the business perimeter, enterprises 
have adopted a “verify, then trust” 
model which means if someone has 
the correct user credentials, they are 
admitted to whichever site, app, or the 
device they are requesting.

This has resulted in an increased  
risk of exposure, dissolving what  
was once the trusted enterprise zone 
of control and leaving many orga-
nizations exposed to data breaches, 
malware, and ransomware attacks. 
Recently, the Computer Emergency 

Response Team of India (CERT-IN) 
issued an advisory about social engi-
neering attacks in which threat actors 
pose a legitimate threat to capture con-
fidential data from employees.

There has always been a tension 
between the need for security and 
the requirement for ease of access to 
enable high productivity. But right 
now, with almost all businesses operat-
ing with a distributed workforce, secu-
rity diligence is often losing out in the 
negotiations in favor of fast adoption. 
What are some of the ways to over-
come these challenges?

Boost to Zero Trust 
Networking
Traditional perimeter security 
depended on firewalls, VPNs, and 
Web gateways to separate trusted 
from untrusted users. But as mobile 
employees began accessing the net-
work via their own devices, perimeters 
blurred. Employees virtually disap-
peared with the rise of cloud comput-
ing and IoT devices. This resulted in an 
escalating risk of vulnerability, break-
ing down what was once the trusted 
enterprise zone of control and leaving 
many organizations exposed to data 
breaches, malware, and ransomware 
attacks. Protection is now needed 
where applications and data, and users 
and devices, are located. Zero Trust 
security requires meticulous iden-
tity verification for every person and 
devices trying to access resources on a 

E

private network, regardless of whether 
they are sitting within or outside of the 
network perimeter. Every organiza-
tion’s first inclination is often to set up 
a VPN but this is not always enough. 
While they are still commonly used 
and there are still occasional needs for 
them, “Zero Trust” or “Beyond Corp” 
style virtual networking is a far better 
solution. This approach must be imple-
mented across the entire organization. 
Whether you are giving users access 
to apps or administrators access to 
servers, it all comes down to a person, 
an endpoint, and a protected resource. 
Users include your employees, con-
tractors, and business partners that 
have access to your systems. Once 
you have built your Zero Trust policy 
around your protected surface, enter-
prise should ensure that user access 
specific applications that are updated.

Basic Cyber Hygiene
Cyber Hygiene can be a great practice 
of end-users when they are engaging 
in activities on the World Wide Web. It 
is crucial to ensure that your employ-
ees are in the habit of practicing good 
cyber hygiene. Everyone doing their 
part can go a long way to protect both 
individual employees and the com-
pany from cybercriminals. Providing 
tools like multi-factor authentication 
and password managers are good 
examples. It is important to remind 
employees to make sure their home 
routers are also up to date with WPA2 
security and strong passwords, resist 
the urge to work at insecure networks 
without protection.

As work from home continues, 
implementing a Zero Trust approach 
should be the priority for CISOs, their 
security teams, and users. We are for-
tunate that there are devices accessible 
today to shift to remote work seamless-
ly. It is essential to use this time to pol-
ish up your security posture and make 
them work in any environment 

—The author is Security Solutions  
Architect at F5

It is crucial to ensure 
that your employees 
are in the habit of 
practicing good cyber 
hygiene. Everyone 
doing their part can go 
a long way to protect 
both employees and 
the company
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Implementing An 
Effective AML/CFt 
training Program
A comprehensive AML training program can be the first and 
best to combat heightened ML risk
By KV Karthik & Manish Mandhyan
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Given the continuous evolution of 
Money Laundering (ML) schemes, it 
is increasingly challenging for Anti-
money Laundering/Combating the 
Financing of Terrorism (AML/CFT) 
professionals to remain vigilant and 
detect the red flags. While institutions 
primarily focus on other aspects of the 
AML compliance program, namely, 
Transaction Monitoring (TM), Know 
Your Customer/Customer Due Dili-
gence (KYC/CDD), and internal audit, 
and a comprehensive AML training 
program can be the first and best to 
combat heightened ML risk. Usu-
ally, Financial Institutions (FIs) tend 
to adopt a ‘tick the box’ approach to 
their AML training programs, and 
implement a ‘one size fits all’ training 
program. This can be problematic and 
result in a limited understanding of 
red flags across the AML compliance 
program, resulting in the inability to 
detect red flags and investigate suspi-
cious transactions. It is no wonder 
that about 30% of India-based sur-
vey respondents of the Deloitte Anti 
Money Laundering Preparedness Sur-
vey, 2020, have prioritized investments 
in AML training in the next two years.

The Financial Action Task Force 
(FATF) and the RBI’s master direc-
tion on KYC mentions the need for an 
ongoing employee-training program, 
preferably with customized training 
depending on the staff’s role in the 
AML compliance framework.

In our experience, an effective AML 
training program could include the fol-
lowing elements:

Identifying target 
employees
The first step in designing an effec-
tive program is to identify the target 
employees. While all employees 
should be mandatorily trained on 
general AML requirements and guid-
ance, a more targeted training program 
should be implemented for individu-
als who can directly impact the bank’s 
ML efforts, i.e., personnel with direct 
customer contact, compliance and 
audit personnel, senior management 
and board of directors, trade finance 
personnel, payments processing per-
sonnel, etc.

Identifying the topics for 
training
After identifying the target employee 
base, topics that need to be covered  
in the training should also be identi-
fied. This will vary according to the 
FIs, the products, and services it 
offers, but the following basic elements 
should be covered:

 General information, including back-
ground and history pertaining to 
ML controls, what ML and Terrorist 
Financing (TF) mean, why the perpe-
trators do it, and why stopping them 
is important

 Legal framework, including how 
AML laws apply to institutions and 
their employees

 Penalties for AML violations,  
including criminal and civil penal-
ties, fines, jail terms, and internal 
sanctions, such as disciplinary action 
up to and including termination of 
employment

 How to react when faced with a sus-
picious client or transaction

 How to respond to customers who 
want to circumvent reporting 
requirements

 Internal policies, such as customer 
identification, verification proce-
dures, and CDD policies

 Duties and accountabilities of 
employees
An effective training program should 

also include real-life ML case studies, 

g

how the activity was detected, and its 
impact on the FI. More specific and 
targeted case studies could be used 
to train the employees involved in 
areas with heightened ML risk such 
as account opening, trade finance, cor-
respondent banking, private banking, 
etc. New hire training, whether general 
or targeted/role-based should be more 
comprehensive than the training pro-
vided to existing employees.

Identifying the ‘how’
To ensure the training program is 
effective, a decision on whether the 
training should be onsite/in-person 
training, web-based, by external  
vendors or internal training by the 
AML team should be made. In our 
experience, the most effective training 
programs use a combination of differ-
ent platforms depending on the audi-
ence and the topics that are required to 
be covered.

Identifying the frequency 
of the training
While the AML training can occur 
when most appropriate for the respec-
tive FI, training should be current and 
relevant to FIs business model and 
regulatory requirements. Most FIs 
ensure that all employees are provided 
a general AML training at least annu-
ally. Ongoing and targeted training 
can be provided quarterly to personnel 
who are in high-risk functions.

In addition, employees attending 
the training must complete knowl-
edge assessments. Their attendance 
should be tracked and any unexcused 
absences from mandatory AML train-
ing should warrant disciplinary action. 
All AML training sessions should be 
documented, and the FI should main-
tain the training and testing materials, 
dates of training sessions and atten-
dance records for a review 

—KV Karthik is Partner - Forensic, Finan-
cial Advisory, Deloitte India and Manish 
Mandhyan is Associate Director - Forensic, 
Financial Advisory, Deloitte India 
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