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Just 4-5 years back, there was an intense debate 
about who would be the best fit for the then emerging 
Chief Digital Officer roles – CIOs or CMOs? There 
was some basis for this debate. Digitization was 
considered synonymous with technology. CIOs have 
traditionally managed technology, but CMOs were 
increasingly spending more on technology. And as 
one Gartner report one fine day projected, they were 
expected to spend more on technology than CIOs.

When the verdict was out, both the sides were dis-
appointed. It was the core business guys who were 
entrusted with most of the CDO jobs. Why? They 
took care of a horizontal and spent their entire pro-
fessional life doing that—somewhat ‘isolated’ from 
the business. They needed to be told what business 
expects from them to apply their expertise. 

Transformation was less about technology and 
more about organizational change. And those having 
a less-than-adequate idea about business were not 
considered capable of bringing about that organiza-
tion-wide change. 

Since then, it has shifted slightly in the CIOs’ favour, 
because of a few reasons. One, 
CFOs, whose opinion reigned 
supreme in many traditional 
organizations were far more 
comfortable with CIOs. Two, 
after initial major changes, the 
action was shifting to specific 
technology interventions—that 
is familiar CIO turf. Finally, we 
were seeing some CIOs who 
really understood business. 

It is the last reason that 
sounds like a cliché. When 
most CIOs say (or are told) 
they understand business, all 

Master 
of One?

J

EDITORIAL

it means is that unlike yesteryears, they could now 
communicate in the language of business instead 
of talking in jargons. What it meant was that they 
understood the business processes of their organiza-
tions, but not yet the dynamics of the industry. Not 
the competitive landscape. 

That is changing. Many CIOs, especially in indus-
tries that are mature in IT application, do understand 
the business dynamics (not just processes) and can 
apply emerging technologies to create business value. 
Quite a few of these CIOs have spent a long innings in 
one vertical. 

But as our cover story will tell you, most CIOs do 
not think that vertical experience is a key differentia-
tor. And they have some good arguments too. Fresh 
ideas can only come from outside, they say. Of course, 
but provided an organization is stable and mature 
enough to apply them well. 

Probably, India has still not reached a stage where 
CIOs are expected to proactively intervene and be 
part of strategy formulation in a great deal of compa-
nies. We will surely see more vertical specialization 
in the medium run and it may actually reverse in the 
long run, as organizations ingrain technology culture 
in them. Then, we will need fresh ideas. And we can 
handle them well too 

Probably, India has 
still not reached a 
stage where CIOs 

are expected to 
proactively intervene 

and be part of 
strategy formulation 

in a great deal of 
companies
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a mobile would not be impossible 
without haptics.

The three-way directional skin 
stretch device (SSD), built into the 
fingertips of the wearable haptic 
glove is like wearing a second skin. 
Soft, stretchable and mimicking the 
sense of touch, the device will enable 
new forms of haptic communication 
to enhance everyday activities.

The device promises varied uses, 
for example, it can be integrated into 
textiles for use in various potential 
applications such as telehealth, 
medical devices, surgical robots and 
training, augmented and virtual 
reality, teleoperation and industrial 
settings.

The wide application can help 
overcome common problem in 
emerging systems – such as assis-
tive devices, remote surgery, self-
driving cars and the guidance of 
human movements – where visual 
or auditory feedback can be slow, 
unintuitive and increase the 
cognitive load.

To feel the touch of your 

You May Soon Touch Your 
Loved One Virtually With 
Glove-Like Haptic Device 
Tired of all the virtual meets across 
computer screens with your loved 
ones? The desire to just touch a 
dear one during a video call can 
sometimes be overwhelming. 
Afterall we are human beings 
endowed with five critical senses 
that provide the depth to our 
existence. Guess what? You might 
just be able to do that soon.

UNSW Sydney engineers have 
developed a new haptic device which 
recreates the sense of touch. The 
new technology is awaiting user 
tests and funding before it can be 
commercialized.

How does this work? By mimicking 
the experience of touch. Haptic 
technology stimulates localized 
areas of the skin in ways making 
the user feel as though the touch is 
happening in the real world. The 
technology achieves this through 
force, vibration or motion.

Most of us take the sense of touch 
for granted when we perform 
everyday tasks. All these actions 
from holding a spoon to a hand or 

“Are you 
really doing 

DevOps?” 

What 
CIOs are 
tIred Of 

hearIng... 

around
thetech
Technology

loved one, you will just need to 
wear a haptic glove with integrated 
three-way directional SSDs in the 
fingertips and your friend will wear 
a glove with integrated 3D force 
sensors. So, when your friend picks 
up an object, it will physically press 
against their fingers and their glove 
with 3D force sensors will measure 
these interactions. These 3D force 
signals sent to your haptic glove 
allow you to experience the same 
sense of touch as your friend.
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By The Book 

As we explore Artificial Intelligence, 
one thing is clear – it has the potential 
to impact every aspect of our life. It 
can transform crime, war, justice, jobs, 
society and even alter our conception 
of being human and transform our 
future. Max Tegmark, an MIT profes-
sor who’s helped mainstream research 
on how to keep AI beneficial, explores 
this future in his book Life 3.0: Being 
Human in the Age of  Artificial Intelligence.

Starting with an interesting sci-fi 
story of AI development, AI breakout 
and various utopian and dystopian 
scenario, the book empowers ordinary 
readers to participate in a most impor-
tant conversation on the future that we 
want. You get a realistic look into the 
full range of viewpoints and the most 
controversial issues surrounding AI.

The book prods the reader to ques-
tion every aspect of the unfolding AI 
scenario. It asks some uncomfortable 
questions – In this unequal world is it 
possible to grow our prosperity with-
out leaving the have nots out of it? It 
forces us to look at the future prospects 
of our children. It makes us wonder if 
we can ensure future AI systems that 
are secure and not overpowering of the 
human. It makes us look into the auto-
matic warfare scenario of AI powered 
weapons. And finally, will AI outsmart 
us? A thought-provoking read.

Aliens do exist or that is what the presence of phosphine in Venus clouds indi-
cates. Seems like there are some unusual goings on in the planet’s atmosphere. 
The possibility is remarkable because no human can survive on Venus. You’d 
be destroyed in moments. Venus may conjure images of love but in reality, it is 
totally inhabitable. The pressure at the surface is thought to be up to 100 times 
greater than that found on Earth, temperatures are around 464 °C, and the 
air is more than 96% carbon dioxide. But suddenly, life on Venus seems not so 
outlandish possibility. Venus’s clouds contain traces of phosphine suggesting 
that if life ever existed on Venus, it might actually be present in the air itself. 
What scientists are deciphering from this finding is that life can adapt to all 
available niches within an environment. Though the new findings do not give 
a clinching evidence that once there was or still is life on Venus, but certainly 
there seems to be some activity happening there, biological or otherwise.

Time to take a real hard look inwards. a new report states 
that nearly 50% of women founders and women work-
ing in tech have experienced harassment. not much 
improvement since 2017, according to Women Who 
tech’s ‘State of Women in tech’ report. If this was not 
damning enough, here are some more alarming statistics 
– 41% of women founders who were harassed experi-
enced sexual harassment, the data showed. this data 
includes 65% who said they were propositioned for sex 
(+9% from 2017); 59% of women founders who experi-
enced unwanted physical contact (-3% from 2017); 32% 
of women founders who were groped (+7% from 2017); 
and 24% of women founders who were sent graphic pho-
tos (+14% from 2017). It is surprising that despite global 
movements like the #Metoo, women in tech continue 
to face significant sexism and toxic workplace culture. 
the survey was conducted anonymously of 1,003 tech 
employees, startup founders, and investors who were 
asked about their experiences in tech and startups. 
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AuTonomous

Missing office? The sound of laptop keys, the humming of air-
conditioners  and printers, chatter of colleagues as a constant back-
ground noise? You would be glad to know that you are not alone. 
Quarantine has created a need for background noise among office-
goers who were used to open offices. myNoise.net has come to their 
rescue as a cult resource for office background noise to help people 
focus on work. A creation of audio engineer Stéphane Pigeon who 
had received an unusual request to make sounds that replicated 
the office before the lockdown happened, since its release in March, 
there have been 250,000 streams of Calm Office, making it one of 
his most popular sounds on myNoise. Users can adjust the volume 
of certain sound effects and tones using a series of animated slid-
ers. Calm Office creates the office ambience with clackety keys, 
fax machine whirrs, and distant strains of conversation and other 
usual office drone. If you are missing the familiar and safe routine  
office humdrum and the sense of normalcy, Calm Office is for you. 

ViTAl 
sTATisTics 

Which Growth 
Regions in 
AsiA Will 
suffer GDP 
losses?

2019 GDP growth and 2020/2021 expected GDP growth 
for developing countries in East Asia

*projection
Sources: 

adB asian 
development 

Outlook Update 
(September 

2020)

China
Vietnam
Taiwan
Indonesia
Philippines
Thailand
Developing EAP

0% 2%-2% 4%-4%-6%-8% 6% 8%

2019
2020*
2021*
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since our lives have moved online, we 
are forever tracking one delivery or 
another. Tracking your packages can 
be stressful. Till your package arrives, 
you are on tenterhooks especially if 
the expected good is of high value. 
What if it got lost in transit? Thank-
fully, logistics has become so evolved 
that the barcode on a typical package is 
scanned 10 to 20 times during its jour-
ney till it reaches your door. Shipping 
companies upload the detailed info to 
their websites, and you can track your 
package every step of the way.  

In the commercial sector it could 
just be a curtsey as consumers want 
it. But in industries like healthcare, 
obsessive tracking is essential. To ful-
fill this demand, big logistics players 

logistics Goes Hyper Tech 
are creating new types of products. A 
mix of Bluetooth, cellular, and Wi-Fi 
technology is being used by UPS to 
track and collect data on sensitive 
packages like medication, tracing the 
consignments steps as it traverses 
through the network. 

FedEx has rolled out its own 
version—a tiny Bluetooth-enabled 
sensor, about the size and weight of a 
Tic Tac box with a few Tic Tacs inside. 
The sensor will allow customers to 
track sensitive packages. FedEx has 
plans to deploy hundreds of thou-
sands of sensors for its top five cus-
tomers, in the aerospace, retail, and 
healthcare indus-tries. 

Such developments come as a boon 
especially in healthcare where get-

ting the right product to the right 
place at the right time can save a life. 
Mediations are expensive and it is 
important that they arrive on time in 
ambient temperature to a hospital. 
As the population of elderly grows 
across the world, there is a growing 
need for regular access to medications 
and medical devices. This means an 
increased demand for healthcare-
friendly logistics. 

The COVID-19 pandemic has also 
put the spotlight on safe logistics as 
there will be a huge need for supply 
chains to distribute vaccines as and 
when it is launched. 

You can be hence forgiven for being 
a logistics fanatic. The pandemic has 
made it a virtue.
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Role of technology in business has 
changed drastically over the decades. 
Information technology initially was 
applied to enhance efficiency in pro-
cesses. They still are. But increasingly, in 

many businesses—especially many services indus-
tries where the primary offering can be reduced to 
information flow, such as banking, IT, online services, 
entertainment and media, and of late, in many other 
non-services industries with significant services 
components—information technology itself defines 
the product. 

In the last decade or so, IT has gone beyond pro-
cesses and products. It has begun impacting the 
strategy plane. With the advent of advanced analyt-
ics, data-centric business models are becoming 
common place. Market aggregators like the Uber 
and AirBnb have disrupted age-old business models 
leveraging information alone. Traditional businesses 
are trying to replicate some of these strategies, if 
only in limited manner. Today, business and tech-
nology are so integrated that players who have 
integrated technology and business are becoming 
a significant force in many verticals with fintech, 
healthtech, edutech becoming common usage. That 
so many entrepreneurs are deliberately using the 
word technology to attract investors is a testimony 
to the importance of technology in business. 

So critical is technology in business now that 
deep technology understanding is considered a 
prerequisite for building a solid business. In a jointly 
authored paper published recently, noted economists 
Raghuram Rajan and Viral Acharya, former Governor 
and Deputy Governor of the Reserve Bank of India 
respectively, have suggested sweeping changes in 
the banking sector, including privatization of public 
sector banks and unambiguously recommended 
“bringing in private investors who have both finan-
cial expertise as well as technological expertise.” 

Technology expertise is as core to banking today as 
financial expertise. 

In short, technology decisions in business are no 
more subsequent to a business decision. While we 
hear sweeping statements laden with superlatives 
about the role of technology in business, this funda-
mental change—business and technology decisions 
being taken together rather than IT just implement-
ing solutions designed by business using technology 
tools—is by far, the biggest shift. 

That challenges the traditional expectations from a 
technology manager—the CIO. 

The Evolution
The initial role of the CIO was that of a technology 
expert who knew the tools and technologies well  
and applied them to processes to make them  
more efficient. Among other things, technology 
enabled savings and added to the bottomline by 
enhancing individual productivity, improving process 
efficiency and significantly improving accuracy and 
quality of work. That was a time when the CIO did not 
need to know the business; as long as he knew his 
tools and could apply them correctly and efficiently, 
he was effective. 

The next evolution in the role of technology saw 
reengineering processes and using learning from 
running processes (albeit in a post-analysis way) 
to make them better. Accordingly, the role of the 
CIO evolved as a problem solver—who understood 
processes and based on the knowledge of technol-
ogy and business, could provide a solution when 
the problem was presented to him. That was a huge 
improvement and the outsourcing wave of the 90s 
and early 2000s was a direct result of this change. 

Things have changed since then. Advent of AI, 
Big Data, IoT on the technology front has further 
integrated technology with business. A look at the 
themes of the annual summit of the World Economic 
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Forum (WEF), Davos, arguably the most influential 
global multilateral think tank, will convince anyone of 
the role technology has come to play in business. 

This hype has resulted in top management in  
organizations of all sizes looking to embrace tech-
nology to compete—a huge change seen in less 
than one and a half decade. Today, organizations are 
starting from the opposite end—as opposed to the 
earlier sequence—thinking of business problems, 
solutions and applying technology to those solutions, 
organizations are asking how they can leverage 
emerging technologies like blockchain or virtual real-
ity to create value in the business. Call this the ‘use 
case’ regime.

This changes the expectations from CIOs com-
pletely. It is not enough to know technology or 
business processes. They must be able to suggest 
technology application at the drawing board to 
demonstrate how it can significantly enhance busi-
ness value. For that, not only should CIOs have good 
overview of emerging technology landscape, but also 
understand the strategic business implications and 
leverage that knowledge to think on a clean slate—
not just solve a problem that has been defined pre-
cisely for them. This is the essence of a good digital 
transformationist.

This means CIOs must understand not just their 
own organizational strategy but the competitive 
landscape, dynamics that play out in the industry and 
the changes that could be initiated. In other words, 
not just understand technology, processes or even 
their organizations—but the industry vertical as well. 

That essentially has necessitated the question—is 
vertical specialization a must for CIOs?

Are CIOs game?
Clearly there is a wide spectrum of thoughts  
ranging from outright rejection of the proposition  
to toned acknowledgement to taking a stand some-
where in-between. 

Says Jaspreet Bindra, Author and Consultant for 
Digital Transformation who was formerly heading 
digital transformation initiatives at Mahindra Rise, 
“Data-driven technologies can deliver transforma-
tional benefits and the CIO needs to work closely 
with the CEO’s office to effect organization-wide 
changes. There is an emerging trend for new roles, 
such as chief digital officer, chief data officer in addi-
tion to the traditional CTO and CIO which means the 
traditional technology roles are expanding.” 

The CIO finds himself right in the midst of this 
action by driving technology-enablement to achieve 
competitive advantages for the business. With 
deployments running through the organization, the 
CIO’s position intersects business and technology 
providing the role a unique opportunity to catalyze 
business transformation using technology. At the 
same time, every industry has distinct systems and 
processes which require in-depth understanding to 
introduce outcome-oriented changes.

Not everyone thinks so. 
“CIOs can use their horizontal perspective to free 

business partners from their vertical prisons, so that 
they together can look up and out at the future of the 
company,” said Martha Heller, author of Be the Busi-
ness: CIOs in the New Era of IT. Heller also says that 
while CIOs shift chairs from how to what, they still 
need to fulfill the how part of the job because they 
will still need to execute it. 

Not many CIOs explicitly acknowledge the need for 
vertical specialization. 

Jaspreet Bindra | Consultant: Traditional 
technology roles are expanding

ashish pandey | GlaxoSmithKline: A generalist brings 
in fresh perspective

“While no single approach qualifies what an ideal  
CIO should be, a generalist brings a fresh perspec-
tive and can look at the same things with new lens. 
A person from within the industry brings a wealth of 
knowledge but at the same time must take care to 
avoid a tunnel vision,” says Ashish Pandey, CIO of 
GlaxoSmithKline. 

As the orchestrator of the new order where IT  
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is increasingly impacting bottomlines, the CIO  
must reinvent to distribute responsibility across  
the organization. 

Madhavi Kanumoory, CIO, HCG Hospitals honed her 
business understanding in different GE companies 
spanning appliances and energy taking on roles 
across business functions to get comprehensive 
insights into a business. 

“That experience is handy when you are dealing 
in healthcare provider side which has a very ‘high 
touch’ dynamics and has traditionally not used tech-
nology in patient care,” says Kanumoory.  

Many CIOs are ambivalent about vertical special-
ization emphasizing intrinsic capabilities to impact 
business outcomes.

rahul Kumar | AMNS India: In IT, disruptive thinking  
is essential

Emphasizing the importance of disruptive  
thinking by IT, Rahul Kumar, CIO of ArcelorMittal Nip-
pon Steel India Ltd. (AMNS India Ltd.) says, “Spend-
ing time in the same vertical is not an advantage if 
you want to disrupt the system. In fact, we look to 
hire people from outside our industry to invigorate 
the team with new ideas. As businesses mature and 
our learning curve progresses, we study processes in 
different verticals to understand where they are gain-
ing efficiencies.”   

Given that digital transformation can provide 
unparalleled opportunities for value creation—from 
better serving customers, new business opportu-
nities, efficiencies in cost and productivity—it is a 
continuous process which calls for a cultural shift 
that permeates through the organization and uses 
technology to re-imagine things and do them faster, 
better, with more accuracy. And some of these like 
better customer service, efficient supply chain, or 
better financial management are factors across mul-
tiple industries. 

Sometimes experience across verticals in different 
roles becomes preparatory ground for the future CIO. 

madhavi Kanumoory | HCG Hospitals: Diverse 
experience helps but some verticals require specialists

Bishwanath Ghosh | Mahindra & Mahindra: CIO should 
understand everyone's expectations

“CIOs must have business acumen and know the 
customer well while placing this knowledge in the 
context of business dynamics to identify drivers, 
which triggers can contribute or disrupt things, how 
the value chain operates, what are the expectations 
of partners, employees and other stakeholders and 
weave all this knowledge to design and facilitate an 
enabling environment,” says Bishwanath Ghosh, CIO 
of Mahindra & Mahindra. 

The CIO in a digital economy and in the age of  
rampant shadow IT is in a state of flux and a new 
state of being is taking shape where vertical busi-
ness understanding must be blended with realigned 
equations with stakeholders to work as partners 
rather than consumers in shaping the organization’s 
business IT strategy. 

“The overarching goal now is to create impact in 
transforming the customer journey and facilitate 
the internal user to do things more efficiently,” says 
Nandkishor Dhomne, CIO, Manipal Hospitals.  

However, a few CIOs who acknowledge the  
need for vertical specialization cite strong grounds  
in its favor. 

Challenges at the ground level can be very differ-
ent from what the books describe. For example, how 
does one create meaningful impact without insights 
into the supply chain, production, distribution, cus-
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tomer requirements and brand equity? Can the CIO 
actively intervene to stop the ripple effect a defective 
batch of products can create in the market without 
vertical business understanding?  

Vertical knowledge certainly becomes an edge 
when dealing with industry specific norms such as 
the precise temperature required to store specific 
chemical components and how that must be regu-
lated on the factory floor; or knowing the nuances 
of the assembly line in the automobile industry to 
ensure it runs smoothly while drawing on the knowl-
edge to effect changes in other business functions. 

For example, an automobile company that uses hi-
tech is more likely to adopt technology innovatively 
to fulfill mechanical tasks, such as searching and 
disseminating information; or automate processes 
that may impact end users such as loan eligibility. 
Just as a highly mechanized group like Aditya Birla 
Group is using a lot of analytics and IoT to get granu-
lar insights into the cost of transportation and make 
optimum utilization of cylinders to store chemicals.

If digital transformation is an approach calling for 
a cultural change across the organization, then every 
employee must be a participant and think as an inno-
vator. When innovation becomes embedded into the 
fabric of the organization, it becomes a continuous 
cycle—small incremental steps which collectively 
transforms the business. 

AMNS India Ltd. CIO, Rahul Kumar is a strong 
advocate of this approach and backs it up with a 
string of examples—from automating invoice pro-
cessing to intelligently identifying defects in finished 
products—there is a groundswell of innovation pul-
sating through the organization which in turn has 
had a profound impact in streamlining business pro-
cesses for competitive advantage.  

Ashok Jade, CIO of Spark Minda, who has spent 
a long time in the manufacturing industry, says 
concepts such as manufacturing 4.0 are deep and 
require comprehensive understanding and vertical 

expertise. It is important to have insights into how 
automation, just-in-time manufacturing and stage of 
defect discovery have a bearing on the manufactur-
ing processes, its efficiency and productivity. 

ashoK Jade | Spark Minda: With Industry 4.0, 
manufacturing needs specialization

Illustrating his experience Jade says, “In one of  
my assignments we examined how to reduce the 
time to feedback when a defect is identified and 
lower the cost of replacement. This has led us to 
introduce process re-engineering wherein R&D was 
updated immediately from the point of discovery 
while also simultaneously updating the factory floor, 
even before the replacement process was initiated. 
Early intervention curbed the production of more 
defective pieces and directly impacted the cost of 
replacement.”   

But people like Jade are clearly in a minority. Espe-
cially in an industry from where he comes from. 

The CIO is Dead! Long Live the CIO
With democratization of technology and increasing 
decentralization where business users are experi-
menting with technology, the central office of the CIO 
will get diminished and have limited focus on areas, 
such as enterprise security, governance and stan-
dardization. Some industry veterans even believe the 
future CIO in the current avatar is dead.

Considering the shifts Cloud infrastructure has 
ushered where resources are available on demand 
and investments are shifting to an opex model, cen-
tralized budget management is on the wane. A part-
nership model is on the rise where businesses and 
IT become co-creators to fulfill specific goals and 
converged teams comprising a spectrum of roles, 
knowledge and experience will overlap to create 
more value for the organization.

The CIO role is undergoing change wherein adapt-
ability is an instinct, knowing what business needs is 
intuitive and becoming adept at creating agile tools 
is the norm. 

nandKishor dhomne | Manipal Hospitals: Transform 
customer journey, drive efficiency
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THe VerTICAl experTS!

name of Cio  Company name industry Companies in same 
vertical (Continuous) number of years

Ravi Sharma Marksans Pharma Pharmaceuticals 2 23

Rahul Kumar ArcelorMittal Nippon Steel 
India Ltd Manufacturing 2 6

Rajesh Uppal Maruti Udyog Automobile 2 39
Jitendra Singh JK Cement Manufacturing 4 12
Hilal Khan Honda Motors Automobile 5 28
Ashish Desai Aditya Birla Group Manufacturing 3 22
Tejas Mehta RBL Bank Financial services 3 12
Kalpataru Bhattacharjee DLI Logistics 4 25
Rakesh Mishra Vardhaman Textile Group Manufacturing 4 31
Anup Purohit Yes Bank Financial Services 4 22
Rajesh Sehgal Hero Cycles Manufacturing 4 14
Atanu Roy Sun Pharma Pharmaceuticals 2 9
Piyush Kumar Chowhan Lulu Group Retail 3 6

Davesh Shukla Adani Grpup (Till Jul 
2020) Airports 5 26

Sunil Nayaar Gulf Marketing Group Retail 4 12
Biswabrata Chakraborty IndusInd Bank BFSI 6 21
Jitendra Mishra Alembic Pharmaceuticals 5 25
Manish Patel MG Motors India Automotive 3 23
Ajit Manocha Syngene Pharmaceuticals 2 27
Ashok Jade Spark Minda Manufacturing 3 12

vertical specialization as a potential weapon to make 
impactful changes in the business, most CIOs are 
still not comfortable with the idea. The inside view 
from the CIO circle is clearly more towards the tradi-
tional horizontal approach. 

There may be many reasons. 
One, whether vertical or horizontal, the prime 

expectation from a CIO is the ability to execute on 
technology—at least in India. That is the cake. A ver-
tical expertise, at best, is an icing. 

Two, as pointed by many CIOs, there is scope for 
carrying best practices from one industry to cross-
pollinate and become ‘fresh approach’ in another. 

Three, technology is still viewed by the CIO com-
munity through the traditional lens of procurement—
abstract machines that power the business.

Finally, not many Indian CIOs have come from  
non-technology background, unlike in the developed 
markets. So, they are clearly not comfortable with  
the change. 

Whatever it is, most CIOs themselves do not think ver-
tical specialization is a necessity, let alone a great idea 

“Everything will be experience-led where the value 
creation of the CIO will be measured by how the CIO 
manages the life-cycle to hasten results by identify-
ing the right technology, aligning technology with 
business goals, picking the right team to make it 
happen and where vertical exposure must coalesce 
with technology and business goals,” says Anil Por-
ter, CIO of InterGlobe Technology.   

In short, while the new business needs demand 

anil porter | InterGlobe Technology: Everything will be 
experience-led 
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A recent Google search of “COVID-19 Information Technology” 
produced 6,100 million results. This column is not going to add to 
the clutter of ideas, thoughts, opinions and models. Instead we will 
examine an observation that has slowly taken hold under the radar. 
A lot of technology has existed on shelves or niche areas for years. 
The usual path for their business adoption includes a Proof of Con-
cept (POC) project. Thanks to COVID-19, the time expended on such 
POC has been reduced dramatically, if not completely eliminated. 
We will look at three industries in this context: education, logistics, 
and financial services. 

The most remarkable change was in the education industry; and 
it is not in Study From Home. But it is in Testing and Assessment 
From Home. The Education industry, especially in the West, adopt-
ed techniques used by law enforcement agencies. The first step was 
the easiest; take over control of the home computer of the examinee 
and disallow any other window or outer world connect except the 
examination portal. And then, use the camera on this computer to 
“keep an eye” on the examinee; without any human looking at the 
system could detect that the examinee’s eyes have moved away from 
the screen for an unacceptable period of time. This was considered 
an integrity compromise, and the examinee was disqualified. And 
there were the usual hygiene features like detecting that a specific 
network connection has dropped, and arrange for an automated 
time-bound e-mail based examination. All of this pre-existing tech-
nology enabled colleges to complete their school year as originally 

A

 The author managed large 
IT organizations for global 
players like MasterCard and 
Reliance, as well as lean IT 
organizations for startups, 
with experience in financial 
and retail technologies 

By Akash Jain

Silly Point

CoViD-19 
And Proof of 
Concept
A look at three industries: 
education, logistics, and financial 
services in the context of 
COVID-19 and POC…
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planned. It also enabled significant 
exams like Advanced Placement is US 
High Schools to be administered to 
lakhs of students all across the coun-
try; simultaneously. No POC; just test 
and administer the exam that can be 
life-altering for a very large number of 
students.

Another industry that saw a remark-
able rising from the ashes within 
weeks of lockdowns was the logistics 
industry; especially the SME opera-
tors who earned their livelihood by 
odd jobs through their 1-2 vehicles. 
The large e-commerce players saw a 
sudden uptick in demand, and started 
hiring these SME operators for last 
mile deliveries; instead of growing 
their own or the preferred partners’ 
resources. The technology existed; 
just add a firewall to limit access to 
need-to-know data for these operators. 
The earlier reservations about using 
“outsiders” and the need to start with 
a small set of SME operators as a POC 
went out of the window because the 

A lot of technology 
has existed on 
shelves or niche 
areas for years. The 
usual path for their 
business adoption 
includes a Proof 
of Concept (POC) 
project. Thanks 
to COVID-19, the 
time expended on 
such POC has been 
reduced dramatically, 
if not completely 
eliminated

focus was market share of this upsurge 
in demand. So, next time there is a 
delivery from Amazon or Flipkart, 
the chances are that the vehicle sports 
some fancy name that you have never 
heard of.

As a matter of fact, this rapid 
onboarding of logistics players (a 
process successfully used by HR for 
decades) was expanded to mom-and-
pop retailers, thus expanding the sup-
ply base too.

Financial Services has also been a 
remarkable story in this regard. A lot 
of technology has been invented and 
created for this sector. But the adoption 
and implementation was mired in the 
cycles of POCs and testing + validation. 
There were no issues that the technol-
ogy could do the job; as an example, the 
Real Estate industry had been widely 
using streaming and recorded video 
to buy and sell property. However, 
the Housing Finance companies were 
reluctant to use it for valuations and 
PD. Similarly, banks still insisted on 

physical visits for KYC, even though 
the entire Aadhaar validation is 
contact-less. Come COVID-19, and the 
Housing Companies and Banks were 
scrambling for very short POCs fol-
lowed by immediate rollout. Today, 
valuations are being done without the 
expensive assessors having to travel 
around; and PD no longer requires a 
home visit. And, this writer has per-
sonally opened a new bank account 
with a large Bank in India; all online 
including video KYC and holding up 
the PAN Card and a Signature page for 
the banker to take a photograph during 
the video call. The account was fully 
operational in 20 minutes.

Perhaps, it is not that the life span of 
a POC has changed; it is more likely 
that the definition of POC has changed. 
A POC does not need to be specific to 
my industry and my organization; its 
application elsewhere: from a different 
industry to a different function or a 
different geography, might be enough 
of a POC 
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Did Corona 
Just 'Expose' 
Our Acute 
Digital Divide?
While we have been giving ourselves 
a pat on our backs for smoothly 
realigning ourselves to a digital 
life in the wake of the pandemic, a 
significant portion of India’s young 
population have been deprived of 
basic education, because they cannot 
access education online.

B

By Shyamanuja Das

COLUMN

 The author is 
Editorial Director 
at 9.9 Group

By now, all of you must have come 
across the joke that it is Corona,  
not CEO or CIO, that has been the big-
gest driver of digital transformation 
in the enterprise. In essence, it is not 
untrue. Many organizations, which 
because of sheer lack of vision and 
appreciation of the role digital could 
play—have surely been transformed, 
at least in their thinking. And think-
ing is arguably the biggest hurdle  
in digital. 

That is not necessarily true in social 
sectors. Unlike businesses who refuse 
to go digital, despite  having the oppor-
tunity to do so, for a significant part of 
the Indian (and many other national) 
population, it is not a choice. They are 
deprived of it. Period.

They lack access to digital infra-
structure—access to the Internet, a 

smartphone and in some extreme 
cases even basic phone connectivity 
and uninterrupted power. The rural 
India—Bharat, if you like—still strug-
gles for these basic facilities that we 
have taken for granted.

This means they are in a disadvanta-
geous position when it comes to ser-
vices and facilities provided using  
this medium.

Take education. Article 21-A of 
Indian Constitution mandates free 
and compulsory education for all chil-
dren in the age group of six to fourteen 
years as a Fundamental Right. While 
we are nowhere near that, in all these 
seven decades since independence, 
India had painstakingly built an edu-
cation system, which despite all its 
lacunae, had begun to make an impact.

The pandemic has negated that in 
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cation is by and large available, albeit 
with a few disruptions once in a while.

Nothing can be farther from truth. 
A significant number of students are 
deprived of education because there is 
no online education for them. They are 
sitting at home, playing with friends, 
and losing valuable time in their 
prime learning years. They do not 
even have an iota of an idea on what 
online education is like.

If this is not digital divide, then  
what is?

This became clearly evident when 
I was part of a discussion on online 
education in Odisha, organized by a 
Delhi-based group of Odia intellectu-
als. The information shared by stu-
dents and teachers who participated 
in large numbers in that discussion is 
revealing and painful at the same time. 
Many of them in government schools 
do not have online classes, some of 

them despite having data-enabled 
smartphones. Their schools do not 
offer them.

Odisha is not alone. A teacher from 
Jharkhand vividly described her expe-
rience of trying to convince her school 
to start online classes in any form. I 
am sure there would be such cases in 
many other states.

Can we waste months—may be 
years—of millions of students because 
we cannot give them education—
despite having declared education as 
a fundamental right? Shouldn’t it be a 
top national concern? In the contrary, 
we hardly even listen about this in 
national discourse.

It is a tough challenge for sure, but 
not unachievable. But we must start 
by acknowledging that such a problem 
remains—and can mar the progress of 
us as a nation.

Can we afford that? 

Can we waste months—may be years—of millions of students 
because we cannot give them education...

one go. It has thrown a significant 
percentage of children, who have been 
attending regular schools for years, 
out of the education system, for no 
fault of theirs.  

As we keep celebrating digital 
India—digital payments, collaborative 
working, online education, online tax 
filing—these children are today with-
out their basic classes because their 
schools do not have the wherewithal 
to conduct online classes or they do 
not have connectivity and/or a smart-
phone to access online classes—in 
many cases, both.

Yet, the active discourse on online 
education does not even touch this 
issue. Experts talk about need for 
physical activities, children’s psycho-
logical challenges, teachers’ concerns, 
parent’s roles and many such issues, 
in an online education scenario, with 
an implicit assumption that such edu-
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Balancing Security, 
Privacy And 
Convenience In The 
Enterprise Space
Every enterprise is keen and relentlessly working towards striking 
a right balance between security, privacy and convenience. The 
employees and customers seek convenience, the CISO vouches 
for security, and compliance pushes for privacy
By Akhil Verma

SECurITy SPECIAl
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Privacy paradox is an interesting term. It attempts  
to describe the contradictory behavior displayed  
by online users when it comes to data privacy. On  
one side, users are much concerned about their pri-
vacy; namely, how their personal data that is  
captured, stored or transmitted. On the other hand, 
their actions don't reflect those concerns, as they 
seem to prefer convenience over privacy. The best 
instance of this paradox can be illustrated by how 
users opt for passwords for different website logins. 
Now, we all know that to dissuade hackers, an alpha-
numeric password of at least 10-12 characters is the 
optimum one.

Additionally, one should have different passwords 
for different logins, to ensure that exposure of one 
login id will not result in the revelation of the rest. 
More importantly, saving passwords in your browser 
is a definite no-no. Yet, not many people seem to fol-
low these best-practices. If they are coerced to formu-
late a secure alphanumeric password, they will tend 
to use the same for all the logins, and also have no 
issues in saving these passwords in the web brows-
ers. This happens because people tend to overlook 
long-term risks in favor of short-term convenience.

The curious thing about the privacy paradox is that 
it not only afflicts individuals but even enterprises. 
The essential difference is that the contours of the 
dilemma faced by the corporate is far more complex 
and has many dimensions. An enterprise has to con-
tinually evaluate the benefits of conveniences with 
the threat of attacks and formulate a strategy. For 
instance, to boost employee productivity, they need 
to seamlessly collaborate over the cloud, using differ-
ent applications or tools. But then, using third-party 
solutions can increase the vulnerability of corporate 
data; hence these applications need to be adequately 
whetted before being allowed. Thus, restrictions and 
firewalls are necessary to ensure better security and 
collaboration.

Hence, every enterprise is keen and relentlessly 
working towards striking a right balance between 
security, privacy and convenience. The employees 

P

and customer seek convenience, the CISO vouches 
for security, and compliance pushes for privacy. 
Harmonizing all these concerns and aligning them to 
business needs is the only way that enterprises can 
move forth. Let's take a look at these issues in a bit 
more detail.

Understanding the security aspect
Security as a topic and a concern area has undergone 
much change over the past two decades. Back in the 
early days, when I started in this sphere, security was 
treated like an externality. Firewall and anti-virus 
were the be-all and end-all of enterprise security. 
Companies that had them in place felt secure and 
safe. To be fair, the threats to security were not that 
sophisticated either. In fact, hacking was not always 
a hated term; there lived a breed of hackers who 
seemed to live by an ethical code -- a sort of omerta. 
But then, all seemed to change quite dramatically in  
a short time.

Hacking was no more about sophistication but 
exhortation. Starting in 2010, a new wave of attack 
emanated, called ransomware, wherein, a user would 
need to pay the hacker a certain sum to save files 
on their compromised system. The most famous 
instance of this ransomware was the WannaCry, 
which spread across the world in 2017. The attack 
infected more than 2 lakh computers in over 150 
countries, making it the biggest ever. But that was 
just the beginning. In the same year, came the NotPe-
tya attack targeting some of the biggest businesses. 
The total damages related to NotPetya are believed 
to be around USD 10 Billion. Enterprises were jolted 
out of their trance by these attacks. Suddenly, secu-
rity was not an externality; it became the core.

Companies across the board started to invest in 
technologies and systems that safeguarded the corpo-
rate crown jewels, namely the data center. The board 
got involved, the management was keen, experts 
were brought in, and the regulatory framework was 
strengthened. All of this contributed to making com-
panies resilient to cyber threats. 

This is the very reason why most organizations 
have been able to do transition in the new scenario 
created by Coronavirus pandemic. The security 
systems and protocols have been in place for quite a 
few years. For the BFSI sector, compliance has been 
another important factor for putting in the control 
mechanisms. In my opinion, the Gopalakrishna 
Committee Report on IT by the Reserve Bank of India 
(RBI) was a landmark shift. This report in 2011, gave 
recommendations on information security, electronic 
banking, technology risk management and cyber 
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frauds. The next big event occurred in 2016; when 
the RBI came out with the Cyber Security Frame-
work. As per the guidelines, banks would need to 
put a cyber security policy, separate from their IT 
policy, and get it approved by the board. Banks were 
also required to appraise the RBI, of the measures 
undertaken. There were in total, 24 baseline controls, 
which were listed as critical aspects for enterprise 
security. I had the good fortune to work indirectly in 
the formulation of these baseline controls.

Thus, compliance in many ways can be an excellent 
catalyst for the implementation of security controls 
and has been so in the banking sector.

Think like an airport
One of the questions that get often asked is how 
secure is secure enough? The simple answer to that 
one is that one can never be secure enough. Security 
is an evolving landscape. The threat vectors are con-
tinually evolving, and the attacks are getting sophis-
ticated. This means that as an enterprise, it should 
not only look to forestall any attacks but also create 
capabilities wherein any attack could be confined or 
isolated. One needs to have levels of security, quite 
like the seven layers of the OSI model.

And this is where I would like to draw the refer-
ence to a traditional airport. Let me illustrate the 
analogy; imagine an airport as an enterprise. There 
are multiple entry points and multiple exit points at 
the airport. The outer perimeter is guarded strongly, 
with barricades, bollards and armed guards. Then 
you have the entry gate that only allows you inside 
based on identity authentication. Even when you are 
inside, there are still more levels of security; the secu-
rity gate, the boarding area, and even the aerobridge. 
Thus, even if one level is compromised, the manage-
ment can isolate and deal with it. Similarly, enter-
prise security also must be designed on different lev-
els to ensure that there are multiple check-points. 

Just like the airport, which has a no-trust policy, 
similarly, enterprises should also adopt a zero-trust 
approach. 

Another aspect that needs to be kept in mind is 
that rather than going in for a single solution from a 
single vendor, it is better to have multiple partners 
collaborate to create a robust mesh. Each security 
provider has one or two specialties; companies 
should tap these specialties. Remember, security can-
not be a one fit all exercise; it needs to be crafted as an 
intricate circuit, that is at the very heart.

The person is the key
Recently, the SANS Institute, world's premier provid-

er of cyber security training and certification services, was 
hacked and lost approximately 28,000 items of personally 
identifiable information (PII) in the data breach. Can you 
guess how the breach happened? Due to a single staff mem-
ber of the Institute falling victim to a phishing attack. And 
forget SANS Institute, even Twitter hack was because of 
vulnerability on the employee side. Digital security is great, 
the tools might all be in place, but usually, the critical vul-
nerability is the human-error. I remember reading an ana-
lyst report, which suggested that almost 70% of attacks on 
enterprise systems take place due to laxity on the employee 
side. It could be an unpatched machine, or a phishing click-
bait, or even a social-engineering attack; there are plethoras 
of ways in which attackers can enter into the systems.

Hence, it is essential to educate and sensitize the employee. 
They must be apprised of the latest trends taking shape 
around the world. Frequent mystery audits must be carried 
out as part of sensitization exercises. This is all the more 
relevant in our current times when Work From Home is the 
norm, not the exception. With people accessing corporate 
systems from their home laptops or over shared Wi-Fi, the 
vulnerabilities have increased manifold. In such a scenario, 
the onus is on the security department to not only ensure  
a safe environment for seamless WFH but also to appraise 
the remote-worker against threats that might harm his/ 
her systems.

In the end, balancing security, privacy and employee/cus-
tomer convenience is not all that difficult, if approached in 
the right manner. Yes, there are challenges like the privacy 
paradox, but then we also have high-end technologies to 
deal with such scenarios like Artificial Intelligence, Machine 
Learning or even Blockchains. These all solutions are help-
ing companies face the challenges upfront. My advice to all 
CISOs and enterprises is pretty simple; stick to the basics, 
and ensure no slip-ups. All the rest will fall in place 

—The author is CISO at Airtel Payments Bank

It is essential to educate and 
sensitize the employee. They 
must be apprised of the latest 
trends taking shape around 
the world. Frequent mystery 
audits must be carried out as 
part of sensitization exercises
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Mapping 
Cybersecurity To 
Business risks
Businesses need to categorize, prioritize and standardize their 
business requirements in terms of cybersecurity
By  Pawan Chawla
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Recently, one of the most prolific social 
media networks in the world, Twitter 
was hacked. Hackers who used what 
is called as a "coordinated social engi-
neering attack" on some of the most 
high-profile accounts like Barrack 
Obama, Jeff Bezos, Elon Musk, Bill 
Gates, Mike Bloomberg, Kanye West 
and so on. The message was cryptic 
and short, "I am giving back to the 
community. All bitcoins sent to the 
address below will be sent back dou-
bled. If you send USD1000, you will 
get USD2000. Only for 30 minutes."

Generally, this message should have 
alarmed the Twitterati, but some twits 
(pun intended) really fell for it and 
actually sent money on the link. In 
a quick jiffy, the scammers made up 
more than USD120,000 in untrace-
able bitcoin payments before the hack 
was revealed. The Twitter hack was 
an eye-opener of sorts. While, the hack 
was spectacular in the eye-balls it gen-
erated, but technically it was not very 
sophisticated. According to Twitter, 
the hackers were able to convince some 
of the company's employees to use 
internal systems and tools to access the 
accounts and help the hackers defraud 
users into sending them bitcoin. In 
short, it was nothing but an indiscre-
tion of a few employees or more.

Companies like Twitter invest bil-
lions of dollars in security measures 
and technology, and yet, they are not 
invulnerable to cyber-attacks. This 
is the harsh reality of life, something 
that I have experienced first-hand in 
the security space. Generally, when 
categorizing risks that an organization 
faces, business ones are considered dif-
ferently than the IT risks. The increas-
ingly digital nature of businesses, the 
overlap between the two has been on 

r
the rise for the past many years. While 
cybersecurity is considered as a subset 
of IT risks, it now has a direct impact 
on the business. A compromised serv-
er or a hacked database is not merely 
an IT issue; it has a direct impact on 
the business.

Not only businesses but the hacks 
can also be costly to the economy. Back 
in 2013, a false tweet from a hacked 
account owned by the Associated Press 
(AP) stating that President Barrack 
Obama was injured in a bomb-attack, 
sent financial markets into a tailspin. 
According to experts, the Dow Jones 
Industrial Average dropped 143.5 
points, and the Standard & Poor's 500 
Index lost more than USD136 billion of 
its value in the seconds that immedi-
ately followed the post. One Tweet and 
USD136 billion were lost.

The COVID-crisis has only increased 
the vulnerabilities of the enterprises. 
With a majority of employees working 
from home, this is the most opportune 
time for hackers to exploit enterprise 
vulnerabilities. I recently chanced 
upon a piece of news information 
that since January-end to now, some 
1200 new domains have been regis-
tered daily, that more than 5,00,000 
domains. What could be the purpose 
of such a high number of domain regis-
trations, if not for malicious attacks?

Evidently, hackers are taking an 
active interest in the current crisis and 
trying to benefit from it.

Mapping Cybersecurity  
to Business
The topic of cybersecurity must seem 
very pertinent in our current crisis. 
But, the fact remains; the issue has 
found much resonance in the corpo-
rate space in the past few years. The 
top management is keenly aware of 
the threats that are posed to the orga-
nizations and are pretty clued on it. 
There's hardly any board meeting 
that does not end with a discussion 
on the mitigations of cyber-threats. 
The increased awareness has coin-
cided with the increasing threats that 

are posed by hackers. In the past, the 
attacks on corporates would be made 
by an individual or a group of them, 
and it would primarily be random. But 
not anymore, cybercrime is a whole 
industry in itself, with many dedicated 
firms working in the shadows to inflict 
financial damages. Most of the attacks 
that are conducted today are ransom-
ware, derived from coercing the com-
pany into paying up. The most famous 
attack in that regards was the NotPetya 
in 2017, in which companies like Merck 
lost as much as USD1.3 Billion in dam-
ages resulting from the hack.

Little wonder then corporates are 
very conscious of any laxity that can 
result in an attack. Yet, many times 
companies miss the wood for the trees. 
In their pursuit of security, they are 
more focused on the technological 
aspect, investing in solutions and sys-
tems and not mapping them back to 
the business. Cybersecurity is a holis-
tic issue that needs to be viewed on a 
broader level. A piecemeal approach 
to security, wherein, you safeguard 
different enterprise infrastructure at 
different times can be counterproduc-
tive. Companies need to understand 
that technology is not the end of cyber 
threats. Businesses need to categorize, 
prioritize and standardize their busi-
ness requirements in terms of cyberse-
curity. The mantra to a good cyberse-
curity infrastructure is simple, "if you 
don't implement it in the right, it won't 
help you in any way."

There are times when businesses 
realize that adopting a new cybersecu-
rity technology, either it is too early or 
not really the right fit for the organi-
zational needs. The approach needs to 
shift from a tech-centric view to a more 
business-oriented one. And this is 
where the CISO comes into play.

Evolving Role of the CISO
Over the past decade or so, the role of 
the Chief Information Security Officer 
or CISO has undergone much change. 
The contours of the engagement for 
the CISO have dramatically changed. 
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Earlier, the CISO was a technology-
oriented profile that looked at the secu-
rity aspect from a limited view. But not 
anymore, CISO is no more a tech guy; 
he or she is the one that maps technol-
ogy and security together based on 
business requirement. The CISO is 
the second line of defense within an 
organization, the first being IT. Evalu-
ating any new technology or solution 
is the purview of the IT function, CISO 
considers the fallout of each action, 
whether it will increase the cyber 
threats or not.

In many ways, the CISO is the bridge 
between two functions in the company: 
IT and risk. The CISO is the person 

who is capable of taking business risks 
with the CRO and also able to discuss 
technology with the CIO. Thus, the 
onus in no small extent falls on the 
CISO to map cybersecurity risks to 
those of business.

So what are the steps to map busi-
ness risks and cyber threats? Here is a 
simple guide on how companies can go 
about doing that:
1. Understand the business require-

ment to close the gap between the 
business and cyber risks: The first 
step is to understand the business 
functions and their needs and create 
a heatmap of the cyber risks that are 
faced by the business.

2. Stop assuming and start measur-
ing: Many times, within the com-
pany, certain things are assumed and 
hence taken for granted. For instance, 
if there is a patch that needs to be 
updated, the CISO will expect that 
the IT function would do it, and vice-
a-versa. To avoid such type of confu-
sion, it is vital to have a clear delinea-
tion of duties between the different 
stakeholders.

3. Calibrate and automate: Compa-
nies need to realign their cyberse-
curity strategies to meet business 
requirements frequently. Ideally, one 
of the best ways to a secure scenario 
is to automate. Today there are many 
exciting solutions in AI and ML that 
can streamline the processes.

4. Evaluate and implement the right 
security: Once the heatmap is ready, 
and all the calibrations are done, it is 
now time to evaluate and implement 
the right security solution.

5. Create an actionable: Once all these 
processes are done, it is crucial to get 
everyone in the company on-board 
with the security infrastructure. 
Departments should not be work-
ing in silos. All the functions should 
come together in a cohesive mix.
This, in short, outlines how busi-

ness and cybersecurity risks can be 
mapped. The threats that are facing 
enterprises are maturing and evolving 
every day, and so should our response. 
In the latest "2019 Internet Crime 
Report," the Federal Bureau of Investi-
gation (FBI) has stated that the number 
of cybercrime complaints from both 
individuals and business organiza-
tions reached a staggering 467,361. The 
total cost of those reported crimes was 
even more mind-boggling: over USD3.5 
billion.

With the way things are in 2020, the 
numbers will go up. My humble advice 
to all corporates and my colleagues is, 
simple; stay vigilant, stay safe.

—The author is a renowned technologist 
and currently, the CISO at Future Generali 
India Life Insurance Co

The CISO is the person who is capable of taking 
business risks with the CRO and is also able to 
discuss technology with the CIO. Thus, the onus to no 
small extent falls on the CISO to map cybersecurity 
risks to those of business
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living The New 
Normal, Separating 
Hype From reality

Making endpoint devices available to users at home, sanitizing 
and securing devices remotely, updating security patches and 
Anti Virus signatures at endpoints, installing VPN for remote 
access and configuring additional monitoring use cases/rules 
around remote access workforce, were crucial for the success of 
operations continuity during the COVID pandemic
By  Milind Mungale
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Julius Caesar is a play by William 
Shakespeare; in it, there is a famous 
phrase that is often quoted, "Beware of 
the Ides of March." Apparently, Caesar 
was warned about the Ides, which falls 
on March 15th, and he chose to dismiss 
it and lost his life.

The COVID crisis in our country 
surfaced visibly around the beginning 
of March and peaked during the mid of 
March which reminded me of Ides of 
March. This was the time again when 
initial signals of this pandemic lead 
to this new era Ides of March because 
immediately after COVID-19 outbreak 
came, the nation-wide lockdown. It was 
around the same time that we started 
preparing for the possible impact of 
the Coronavirus epidemic on business 
functions. Not everything was clear, 
but it was evident that we have to begin 
with crafting policies and tweaking 
processes to deal with the crisis.

The potential impact could not be 
predicted but sensing the threat of the 
spread, considering that no clinical 
remedy to arrest it was available, our 
preparations started at the beginning 
of March. The need for social/physi-
cal distancing for prevention of unaf-
fected and isolation for those who were 
affected, gained the momentum for our 
preparations. Unlike Caesar, we did 
not dismiss the Shakespearean Ides of 
March and were fairly ready with our 
strategy by March 15th to face the big 
uncertainty that was going to unravel.

The Lockdown becomes  
a Reality
Yet, the scale and the impact were 
unimaginable. While we were making 

J

preparations for the future considering 
certain timeframe in our hand, sud-
denly, the announcement of lockdown 
took away all the time we had budget-
ed for a smooth transition to lockdown. 
We had envisaged at least one week 
time after Junta Curfew, whereas the 
announcement came in just one day. 
We knew there would be implications, 
like remote working, social distancing. 
A percentage of the workforce, a signif-
icant one, would work from home. But, 
100% of all staff will need to function 
from home for three weeks was never 
envisaged. That is the time when I first 
realized what would be the experience 
when the feeling of amusement and 
annoyance erupts at the same time. 

The next two weeks were spent in a 
mad scramble. Our first big challenge 
was to deal with infrastructure issues. 
Thankfully, NSDL eGovernance has 
been at the forefront of IT adoption due 
to the business model of digital deliv-
ery for various G2C services facilitated 
by our company; thus, the challenge 
was appearing manageable in terms 
of process evolution and adoption. 
However, practical difficulties were 
very different. We had to figure out 
all the employees who did not have 
laptops with them and make arrange-
ments for them. In reality, this was 
easier said than done. The companies 
that were providing laptops on a rental 
basis were suddenly inundated with 
requests. The demand far outstripped 
the supply, and the prices shot up 
manifold overnight. Even if one was 
willing to pay, the suppliers were dry 
on laptop stock. We had to hunt for 
vendors who had laptops available and 
make logistic arrangements for the 
delivery of the devices. The shortfall 
was covered by allowing people to use 
their own devices and internally the 
term got coined as UYOD as against 
the popular term BYOD. That was not 
the end of it as many were facing net-
work challenges as well which in some 
places got addressed by allowing them 
to use their personal Wi-Fi or Mobile 
Hotspot, but only after ensuring robust 

access security. Certain situations, 
even that did not work as the service 
provider bandwidth/network signal 
was either weak or too much burdened 
as all were working from home and 
probably such huge surge of traffic was 
not envisaged in a residential area. 

Besides, there was the infra support 
and services challenge which required 
focused attention on the success of the 
strategy and scheme of Work From 
Home. Usually, whenever there is an 
issue with hardware or software on 
endpoint devices, the IT Infrastruc-
ture support team is always available 
within the office premises. End-users 
never did, therefore, few things like 
configuring certain system set-up of 
connecting to a different network etc. 
and suddenly they were burdened to 
do all that just with the help of some 
telephonic support. People were used 
to physical proximity for discussions 
and meetings, and now, everything 
was virtual. While we do not have 
official tickets opened, I am sure; few 
may have struggled with acclimatizing 
themselves with the Virtual platforms 
and efficiently jelling in the Concall / 
Bridge Call / Video call mode of opera-
tions. I can proudly say that my team 
members worked from early morning 
to late night, that too not for hours or 
a couple of days, but a couple of weeks 
(which were not five days but seven 
days weeks), for remotely configur-
ing and enabling people to work from 
home and later they continued their 
long hours' support to ensure continu-
ity of such working.

Getting Accustomed to  
the New Normal
The first two weeks after the lockdown 
was taxing and crazy both for the 
employees and the IT teams. People 
working from home were learning new 
things, and so were we. Despite all the 
efforts, close to 20% of the staff were 
unable to connect to the office ecosys-
tem due to numerous reasons.

This was also the time when there 
was a lot of misleading and exagger-
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ated news floating around. There were 
various projections about the WFH 
culture being vulnerable and posing 
the threat of cyber attack on the orga-
nization's critical infrastructure. Not 
many said "how" but, they said, "it will 
happen". This was in public media; 
the management was also concerned 
about all these reports, especially as 
almost all the employees were working 
remotely using whatever devices and 
network they had access to. The secu-
rity threats might not be hype, but the 
psychological impact of the concerns 
around these security threats, caused 
to the people, was definitely hype 
till the time that management was 
explained of how we had identified 
and implemented appropriate controls 
to reasonably counter such security 
threats.

Personally, I was not much affected 
by this hype. Cybersecurity and data 
integrity are not some ad hoc subjects. 
Even before the wave of the pandemic, 
organizations across the board had to 
create a secure perimeter around the 
corporate assets. It wasn't necessitated 
by the outbreak but had always been 
the need of doing business securely 
in the digital world. Thanks to DRM 
(Disaster Recovery & Management) 
and BCP (Business Continuity Plan-
ning) as they offered a base level blue-
print to address this situation and I 
am sure most of my fellow CIOs and 
CISOs were able to make the transition 
with less hassle. Indeed, there were 
some teething trouble, as now the onus 
of security had shifted to the discipline 
adhered by end-user, especially when 
they were allowed to use their own 
device. We had to sanitize (not literally) 
and securitize the devices, install fire-
walls, update security patches, install 
Anti-virus, disable unnecessary func-
tions (ensuring that it does not impact 
the e-school of their kids or office work 
of their spouses because each house-
hold would have one family com-
puter to be used by all), configure VPN 
access etc.. Fortunately, our employees 
were eager and enthusiastic, and we 

were successfully able to migrate  
the work-load on the home network. 
Also, critical enterprise applications 
and data are anyways ported on data 
centers that are professionally man-
aged and operated. In short, the  
security infrastructure is already in 
place; only it needs to be bolstered in 
certain spaces.

Little wonder then by mid-April, all 
our employees were functioning from 
their homes without a hitch. All the 
doom and gloom scenarios did not 
really materialize, and that shows the 
network and security resilience. How-
ever, we remained alert 24 X 7 and not 
depend on the confidence, luck or the 
blessing of God. 

Lessons from the 
Pandemic
So, what are the lessons that we have 
learnt? There are quite a few. One of 
the basic ones was that all the plan-
ning and strategizing that we do is 
not enough as something hidden will 
surface to challenge our preparation. 
Secondly never to underestimate 
the potential impact of any disaster, 
however small it appears to the eyes 
and the mind. For years, we had built 
scenario planning into our DRM & 
BCP, but never did we imagine a sce-
nario like this where every IT set-up 
was working but no human resource 
could reach any of our offices across 
the country. The COVID pandemic has 
been tragic for the world, and pretty 
humbling for the enterprise IT & Secu-
rity folks like myself. We had to learn 

and adapt many things quickly; even 
today, I am doing that. For instance, 
at NSDL eGovernance, I have already 
proposed to do away with desktops for 
good, all employees will get a laptop 
from now on which has been welcome 
not as an idea but as a strategy going 
forward. Here are some of the revela-
tions that can be counted as a result of 
the pandemic:

 WFH is not only possible but also 
preferable in some instances due to 
productivity gains, opening up the 
possibility of better performance 
while enjoying flexibility and com-
fort or avoiding hectic travels

 Employees can work from anywhere; 
they don't need to be in the same 
location, opening up the possibility 
of hiring good and talented hands 
available anywhere in the country

 From Bring Your Own Device 
(BYOD) the world can shift, with 
some caution and care, to Use Your 
Own Device (UYOD)

 Office architecture needs to be rei-
magined. When people can work 
from any of the geographical loca-
tions, why would there be a need for 
fixed desks within the office? When-
ever you come, wherever you sit in 
the office, you should be able to work.
In the end, the new normal is not 

some novelty that will go away. The 
way things seem at the moment, we 
will have to adapt to the reality for a 
long time to come. The way of working 
we were used to has already become 
history during our lifetime. We don't 
have to wait for the next generation 
to come, make changes and call our 
earlier way of working as primitive 
and history. Rather we will handover 
stabilized future way of working to 
them. Let us remember that the adap-
tation should not be from a negative/
restricted mindset; we should embrace 
the opportunity and build our systems 
that are aimed at growth with positive/
open mindset.

—The author is EVP & CISO, NSDL 
e-Governance Infrastructure Limited

The new normal is not 
some novelty that will 
go away. The way things 
seem at the moment, 
we will have to adapt 
to the reality for a long 
time to come
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Analytics in 
Manufacturing: The 
Potentials Companies 
Should Try To Tap In 
Uncertain Times
Data and Analytics can be used to easily identify and resolve 
problems related to product manufacturing, faulty suppliers, 
unused inventory in warehouses and several other bottlenecks
By Souveek Ray

InSIghT



Insight

29September 2020 | CIO&LEADER

W
With the high level of uncertainty in manufactur-
ing, supply chains and demand prevailing across 
the world in recent months, and economic growth 
coming to a standstill, it is pertinent that companies 
look at every potential opportunity of reducing costs 
and increasing margins. Most well-established cor-
porations have likely already invested in efforts to 
optimize and streamline their plants, supply chain or 
procurement to an extent. So where is the opportu-
nity to reduce costs even further? The one asset that 
manufacturing companies have not yet fully lever-
aged is Data. In today’s world, manufacturing organi-
zations generate enormous amount of data and most 
have yet to recognize its vast potential.

Advanced analytics have enabled industries  
to have visibility into problems that they did not 
know existed in their processes. Problems related 
to product manufacturing, faulty suppliers, unused 
inventory in warehouses and several other bottle-
necks can be easily identified and resolved with data 
and analytics. When added up, some of the seem-
ingly small issues can result in considerable savings 
for companies.

Here are a few ways data and analytics can impact 
the manufacturing industry and lead to considerable 
improvements in organizations.

1. Increasing Supplier 
Accountability and Improving 
Quality of Parts Supplied
When trying to improve processes and reduce costs, 
companies often forget about the supplier aspect of 
their manufacturing chain. Faulty parts supplied 
by external vendors can lead to quality issues in the 
final product and thus cause unnecessary warranty 
claims from the end customers. In many of these 
cases the fault cannot be attributed to the supplier 
part and hence the warranty cannot be retrieved 
from the supplier. With the help of analytics tools, 
organizations can gain visibility to these processes 
and identify and eliminate faulty suppliers from the 
system. While a Production Part Approval Process 
(PPAP) is a valuable tool for establishing competence 
of component suppliers, a lot of companies lose vis-
ibility to track defects after a PPAP is approved. 

Analytics can play a major role here, by providing 
visibility to the data that can help to track supplier 
performance and take necessary remedial actions.

2. Improving Methods of Demand 
Forecasting and Finding Ways to 
Reduce Unsold Inventory
In the manufacturing industry, strong demand fore-
casting can be a differentiator between a successful 
company and one that has too much unsold inven-
tory at hand. Most companies tend to do forecasting 
based on historic sales only and do not consider a lot 
of external factors that can impact demand. Organi-
zations can leverage predictive analytics to build pro-
jections of purchasing trends based on many more 
variables than simply using past sale numbers. This 
can greatly help in minimizing production waste.

In large-scale manufacturing units, Analytics can 
also be leveraged to reduce Zero Demand Inventory. 
By comparing Zero Demand components with active 
in-demand components, similarities can be drawn 
between them and their bill of materials and help 
organizations identify material that can potentially 
be repurposed to active parts.

3. Optimizing the Pricing Process
In most cases, large manufacturing companies  
use a method to price their products that considers 
the costs incurred, historical prices and the profit 
margins they intend to derive. This has proved  
profitable for most organizations. So, where is the 
role of analytics in this? Analytics can be used in a 
big way to create pricing models that consider several 
external factors and come up with a price that helps 
drive volume as well as increase revenues. Compa-
nies that consider Frozen Standard costs at the begin-
ning of the year and price their products based on 
that alone are losing revenue by not considering the 
fluctuation of raw material costs. Analytics can help 
bridge that gap by creating dynamic pricing models. 
Modern pricing algorithms take into account several 
external factors that include pricing fluctuation of 
commodities, competitor pricing, demand, whether 
or not the product is an IP to the company and many 
other factors.

4. Preventive Maintenance
Who wouldn’t want to solve a problem before it gets 
big? For companies that deal with equipment with 
high failure rates and downtime, it is an absolute 
necessity to carry out preventive maintenance. Pre-
ventive maintenance is often carried out when cued 
from visual inspections and documented parameter 
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thresholds. A lot of times, this process is not enough 
to prevent failures. In the world of analytics, it is 
possible to have automated triggers and warnings 
issued before a part fails, based on data accumulated 
through sensors. Real-time sensor data is captured 
and analyzed for deviations, enabling the prediction 
of maintenance events and component life.

Computer Vision and Deep Learning can also be 
used to identify anomalies without removing the 
parts. Technologies like Virtual Reality (VR) and 
Augmented Reality (AR) help visualizing the inside 
of parts and point to problem areas without having to 
remove a screw. This can save a lot in labor costs by 
avoiding the full teardown of large components.

5. Enabling Changes in Processes by 
Providing Visibility to Data
There are many ways data and analytics can help 
in optimizing processes and reducing costs, but one 
of the most basic things that data and analytics pro-
vides is visibility to data that can help in better deci-
sion making. Without building complex Data Science 
models and advanced analytics techniques, some-
times the simple visibility to data can have far reach-
ing financial and operational impacts on an organiza-
tion’s decision making. It can help to uncover critical 
information through various methods of data deliv-
ery like reports, interactive dashboards, chatbots, 

alerts, etc., and provides insights that can make big 
impacts in operations. These are inexpensive ways of 
leveraging data to make informed decisions.

So, what needs to be done to be able to start leverag-
ing data?

To achieve these, companies need to have an analyt-
ics strategy. This is the most important part. Com-
panies are often happy with the status quo and thus 
don’t have a proper data strategy and roadmap defin-
ing where they want to go. An endorsement is needed 
from the leadership and a top down approach must 
be taken to have a successful digital transformation.

The other aspect of becoming a successful data-
driven organization is to have a gradual, step-by-step 
process. Small investments with tangible results 
will help in developing more interests among the 
leadership and eventually lead to an increase in 
investments. Agile methodologies help in a big way 
to achieve this by means of rapid prototyping and 
experimentation and then putting these experiments 
to use. Successfully operationalizing the small exper-
iments and theories developed builds appetite for 
more. This is how relatively traditional companies 
forge their futures as data-driven organizations 

—The author is Senior Product Manager, Data and Analyt-
ics at GE Transportation, a Wabtec company and NEXT100 
Winner 2019

Companies 
are often 
happy with 
the status quo 
and thus don’t 
have a proper 
data strategy 
and roadmap 
defining where 
they want to go
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Driving Resurgence 
Of India's 
hospitality Sector

Technology will play a critical role in the current turmoil, helping 
hospitality businesses reorient themselves and rebuild trust 
among patrons and travellers
By Rohit Nagpal

The Indian hospitality sector had a record year in 2019, 
with occupancy rates at a 40-year high. Occupancy 
rates have plummeted and are now at 10-15% as the 
sector continues to feel the impact of the COVID-19 
outbreak and resulting nationwide lockdown.

According to JLL’s Hotel Momentum India (HMI) report 

for Q1, 2020, the industry's key performance param-
eter, Revenue Per Available Room (RevPAR), declined 
by 18.5%. It is estimated that the overall revenue of 
the Indian hotel sector is set to decline by anywhere 
between USD 8.85 billion and USD 10 billion, reflect-
ing an erosion of 39% to 45% as compared to last year. 

T
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In addition to this, over  the 
next year, nearly 40 million jobs in  
the country related to the sector will  
be impacted.

That said, the world is entering a new 
phase of the COVID era. As in the case 
of many disasters in the recent past, the 
hospitality industry is sure to rebound. 
We expect to witness a resurgence driv-
en by reimagination and reformation.

Technology will play a critical role in 
the current turmoil in helping hospital-
ity businesses reorient themselves and 
rebuild trust among travellers. With 
technologies like the Internet of Things 
(IoT), Virtual Reality, Robotics, and AI/
ML, hotels can develop processes that 
deliver a unique customer experience. 
The integration of new-age tech through 
various stages of the customer journey 
will facilitate the recovery of the sector.

Here’s a look at how hospitality  
businesses will need to reinvent every 
step in the customer journey, if they 
haven't already, to sustain in the post-
COVID world:

1. Research and Booking
We are already seeing hotels and 
resorts share the steps they are taking 
to ensure safety, along with new offers 
and policies with customers, through 
their websites, mobile apps, and social 
channels. These mediums will also be 
used to highlight these businesses’ pan-
demic response in the future. In time, 
hospitality businesses will also resume 
investments in digital marketing to 
spread the word about deals on book-
ing of new stays or travel. For example, 
the Oberoi group of hotels in India and 
the Taj Dubai have detailed out their 
COVID-19 policies on their website.

2. Pre-arrival
To rebuild their trust equity, it will 
be important for hotels to make their 
guests feel comfortable and safe. The 
best way to cultivate such an environ-
ment is by proactive communication 
about secure transits, mode of travel 
and related details, and preferences of 
the guests before their arrival. If the 

existing Property Management System 
does not allow greater customization in 
capturing the additional data, a prudent 
exercise to record such info as part of 
comments in a format agreed within 
the hotel desk team. The information 
collected can be used to address the 
guests’ concerns before their arrival. 
The guests could take assurance from 
this process and feel good about their 
upcoming stay at the property, which 
will help them start their travel with an 
already positive and excited frame of 
mind. Hotels could train their staff to 
utilize the PMS features towards safety. 
One example is utilizing commentaries 
when rooms marked for out of inven-
tory or for housekeeping could help  
to ensure a safer room for the guests. 
From a back-end perspective, having 
a PMS integrated to Channel Manage-
ment ensures needed visibility of the 
room inventory.

3. Arrival
With the highly contagious nature of 
the pandemic, hotels need to reinvent 
their operations in a manner that deliv-
ers a contactless experience to guests, 
especially when checking into the hotel. 
Hotels need to ensure guests get visual 
cues, such as floor marks indicating 
social distancing, thermal scans, and 
automated text messages with critical 
information as they arrive. It will be 
important to place voice- and gesture-
enabled kiosks to greet guests and 
answer their queries. For identification, 
AI, coupled with visual technologies, 
will enable face recognition. All of these 
will provide travellers confidence as 
they begin their stay. A Quartz India 
article quotes Indian Hotels Company 
(IHCL) saying that IHCL hotels have 
also made the thermal screening of 
guests and employees mandatory. All 
check-in and check-out formalities 
will be processed digitally. Designs for 
common guest areas, such as lobbies, 
restaurants, and banquets have been 
altered with fewer tables available and 
suspended the self-serving buffets 
wherever possible.

4. Occupancy
Hotels need to ensure continued cleanli-
ness and safety as travellers come and 
go. While this will increase mainte-
nance time, this can be optimized with 
the integration of technology that can 
help monitor equipment, machines, and 
operations through sensor-generated 
data. It will be critical for hotels to 
reduce physical touchpoints with the 
use of mobile applications, electronic 
keys, and smart IoT elevators powered 
by NFC, Bluetooth, Machine Vision, 
and Robotics, to name a few. It will also 
be important for hotels to ensure that 
common areas like restaurants, gyms, 
and spas are monitored frequently and 
disinfected by ultraviolet sterilization 
at a dynamic frequency based on their 
use, as registered by the cameras and 
sensors.

5. Check-outs and 
departure
Hotels will need to check the tempera-
ture of guests and visitors as they exit 
the hotel, as well as inform guests who 
are checking outabout procedures to 
be followed in case, they develop symp-
toms over time. The check-out process 
itself can simply be done through facial 
recognition.

6. Post-stay
Follow up mailers and mobile notifica-
tions will be used for service feedback 
and to inquire about guests’ health. 
AI/ML based systems will be used to 
advise both the hotel and its guests on 
the potential possibility of infection 
based on historical data.

Conclusion
As the dust starts to settle, people  
and businesses acknowledge that the 
show must go on. However, the time 
that the hospitality sector will need to 
fully get back on its feet has yet to be 
seen. It will be important for players 
from the sector to rethink, recalibrate, 
and communicate new standard oper-
ating procedures to build trust among 
potential customers 
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helping Remote 
Workers Enhance 
Productivity Via 
Digital Assistants
Digital assistants can support the functions that employees may 
need currently, while helping create efficiencies for the long run
By Sriram Rajan

D Digital Assistants (or chatbots in simple) are help-
ing brands redefine how they communicate with 
consumers. The advent of enterprise chatbots has 
changed the way employees interact with business 
applications.

The primary advantage is their ability to obtain an 
immediate response to queries through natural local 
language, by simply asking a question out loud (in 
the case of voice-enabled chatbots). So there’s no need 
to download apps, undertake training prior to using 
the chatbot or traverse complex loops to gain the 
information you want.

Some industry experts opine that every transaction 
we will have might soon be via a digital assistant user 
interface. Given the current challenging situation, for 
most organizations, enabling employees with easy 
access to ever-changing information has become cru-
cial. This could span company policies to insurance 
coverage, cyber-security directions to public health 
guidance and the like. These are in addition to the 
normal transactional questions such as leave balance, 
expense report status, and IT updates. 

Four ways in which digital assistants can help 
remote workers stay connected and enhance produc-
tivity are:

1. Every employee gets a  
digital concierge
Getting answers to basic questions – say, around 
employee leave balance or the procedure to change 
marital statusin the system – can at times be frustrat-
ing. In certain cases, employees may have to log into 
their VPN to search the policy document, perhaps 
with multiple levels of navigation acrossa number 
of web pages or applications to find answers to such-
simple questions.

With an AI-powered, voice-enabled digital assis-
tant, all employees need to do is simply speak the 
question aloud - in a natural way or just key in the 
text if it’s a text-based digital assistant. And without 
having to navigate multiple screens or interfaces, 
users will get an immediate response.

In addition, the digital assistant can further  
aid users by recommending or taking action as a  
next level logical follow-up. Continuing the example 
mentioned earlier, instead of just informing an 
employee about the process to make updates to  
marital status, the digital assistant can actually trig-
ger the update process by sourcing the necessary 
information and then updating all relevant systems 
with the details. 
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2. Proactively 
communicating policy 
updates to employees
Most organizations have had to 
quickly adapt their HR policies and 
guidelines – take travel advisory, for 
instance. And on their part, employees 
are constantly looking to stay abreast 
of the latest guidance from their orga-
nizations – employment policies, travel 
guidelines, health and safety instruc-
tions, as well as best practices for 
remote working, amongst others.  
In a number of cases, such information 
is very dynamic and changes  
very frequently.

Digital assistants provide employ-
ees a 24x7 channel for quick access to 
information/assistance. By virtue of 
this, the HR and IT/support teams can 
be freed up to tackle more complex 
challenges faced by organizations 
today. Proactive alerts and notifica-
tions on changes in policies can be 
pushed to employees, providing them 
with information at their fingertips. 

3. Encouraging employees 
to remain safe and in  

good health
The current situation has also com-
pelled organizations to modify their 
recruitment, onboarding, and training 
processes. Using a digital assistant has 
made virtual on-boarding further easi-
er – by enabling easy access to relevant 
online training programs, and sharing 
information on policies.

For an employee, a digital assistant 
can help save time-consuming tasks 
such as completing forms or reporting 
health-related issues. Likewise, for 
organizations, data on employee health 
status can be safely recorded based on 
the organization’s health policy and 
guidelines, while adhering to neces-
sary regulatory policies.

4. More self-service 
options for employees
Employees working on-site or 
remotely may need access to both 
information and processes beyond just 
the HR systems. This is because, at 
times, some processes even cut across 
multiple systems, like role or location-
based expense reimbursement poli-
cies - where the system might require 

information on the employee role/
location from the HR system, prior 
to interacting with the finance/ERP 
system, to initiate the reimbursement 
process. A digital assistant can serve 
as one common interaction window for 
employees, vendors, or partners cut-
ting across multiple applications and 
can provide a quick, consistent, and 
concise response. 

HR teams are under increased pres-
sure to lead their organizations during 
this challenging time. So more and 
more organizations are turning to AI-
powered technologies such as digital 
assistants to establish online connec-
tions with employees and enhance 
engagement, also providing dynamic 
updates on policies and safety guid-
ance without clogging human commu-
nication channels – which need to be 
made available for essential tasks pri-
marily. In summary, digital assistants 
can support the functions that employ-
ees may need currently, while helping 
create efficiencies for the long run 

—The author is VP - Technology Cloud, 
Oracle India
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one common 
interaction 
window for 
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partners 
cutting across 
multiple 
applications
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Tech-leveraged 
Banking Overhaul 
Suggested By 
Rajan-Viral

The paper, co-authored by former RBI Governor, Raghuram 
Rajan, and his ex-colleague, former RBI Deputy Governor, Viral 
Acharya, that calls for major overhaul of the Indian banking 
system, charts out significant role for technology
By Shyamanuja Das
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Former Reserve Bank of India (RBI) 
governor, Raghuram Rajan, and his 
erstwhile colleague, former deputy 
governor, Viral Acharya, have suggest-
ed significant reforms for the Indian 
public sector banks to make them 
more competitive. In a paper jointly 
authored by them, the two have come 
out with two sweeping recommenda-
tions—privatization of public sector 
banks and overhauling the bad loan 
management system.

The paper, 'Indian Banks: A Time to 
Reform', has gone into detailed recom-
mendations on the ways and means 
of executing these recommendations. 
Interestingly, in both these areas, they 
have stressed the role of technology. 

In privatization exercise of public 
sector banks, while the two have 
expectedly warned against allowing 
significant stake by corporate houses 
in the banks, they have recommended 
“bringing in private investors who 
have both financial expertise as well as 
technological expertise.” It is signifi-
cant that the veteran regulators have 
laid equal emphasis on financial and 
technological expertise. 

They have reiterated this while giv-
ing examples of ideal investors. “It 
might be especially valuable if these 
investors have financial sophistication 
(a foreign financial firm or a domestic 
private bank) and technology sophis-
tication (a fintech firm or a technology 
focused private equity investor).” 

This is probably the first time that 
anyone so closely involved with the 
establishment has directly illustrated 
the possibility of fintech firms. Recog-
nizing that many fintechs may not have 
the financial muscle, they have men-
tioned technology-focussed PE firms, 
which would try to synergize between 
the needs of the acquired bank and the 
expertise of a fintech portfolio company.

in October 2015, while speaking at the 
IDRBT Banking Technology Excel-
lence Awards. 

“IT and IT usage has not penetrated 
into the banks as fully and as properly 
as we would like. Banks are still not 
fully integrated in terms of IT usage  
so that on a daily basis, it can spin  
out what the details of the loans are.  
If you do not know the picture on a 
daily basis, there are activities that 
can pile up over time, which can be 
extremely risky for the bank,” Rajan 
had said then. 

The paper has also recommended 
development of an online platform for 
distressed loan sales to provide real-
time transparency in loan sales. 

Stressing the need for developing a 
transparent secondary loan market, 
the paper suggests a mechanism. 
“Loan contracts (ideally standardized 
ones) would need to be codified into a 
data registry; a Public Credit Registry 
(PCR) being presently implemented 
by the RBI could be a natural place for 
hosting such a contract registry.”

“Piggy-backed on the registry,” they 
say “an online platform can be devel-
oped to attract bids.” 

Apart from these specific measures, 
the paper recommends certain broader 
reforms like allowing of new players. 
There too, they explicitly refer to the 
need of including new technologies. 

“Regulators have to consider a mea-
sured expansion of the financial sys-
tem to include non-financial players 
and new technologies, using regula-
tory sandboxes for calibrated experi-
mentation,” the paper suggests.

It may be recalled that as governor 
of RBI, Rajan had always stressed on 
the need for banks to be proactive on 
technology and apply it in all areas 
of banking to improve processes and 
overall competitiveness 

F
Raghuram Rajan
ex-governor, RBI

Viral Acharya 
ex-deputy governor, RBI

Even in case of their second signifi-
cant recommendation—bettering bad 
loan management—they have envis-
aged significant role for technology. 

“The incentive structure for bank-
ers should be worked out so that they 
evaluate, design, and monitor projects 
carefully, and get significant rewards if 
these work out. This means that even 
while loan committees may take the 
final loan decision, some senior banker 
ought to put her name on the proposal, 
taking responsibility for recommend-
ing the loan,” the paper says, as an 
accountability mechanism. 

“Information technology systems 
within banks should be able to pull up 
overall performance records of loans 
recommended by individual bankers 
easily,” the paper adds, articulating the 
mechanism to achieve the objective. 

This is in sync with what Rajan had 
articulated in a speech in Hyderabad 
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IoT-Enabled Asset 
Tracking Transforms 
Logistics Industry

The advent of IoT-enablement has brought goods and 
shipments under the ambit of technology to plan, monitor, 
track and expedite delivery with interventions
By Balaka Baruah Aggarwal
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C
Considering the complexities of sup-
ply chain and business dependency 
on transportation, an efficient logistics 
industry will help shave off enormous 
expenses from other sectors linked to 
it. It would not be wrong to say that the 
health of the logistics industry has a 
huge bearing on the GDP of the coun-
try, given that logistics account for 14% 
of India’s GDP.

Gartner says IoT will completely 
change the world of delivery operations 
and that a thirty-fold increase in Inter-
net-connected physical devices by the 
year 2020 will significantly alter how 
the supply chain works. (Post-COVID, 
the growth of pace of connected devices 
may have slowed but there is no doubt 
about the trend).

Traditionally, logistics has deployed 
technology at the backend to manage 
operations including warehousing, 
distribution and fleet management. 
But the advent of IoT-enablement has 
brought goods and shipments under 
the ambit of technology to plan, moni-
tor, track and expedite delivery with 
interventions.

So much so that a report by IDC 
and SAP predicts IoT will enable 
up to 15% increase in productivity 
facilitating delivery and supply chain 
performance. Industry leaders, such 
DHL and FedEx are already embrac-
ing IoT in a big way. FedEx in-house 
asset tracking system, SenseAware, is 
an industry-leading platform which is 
being used by many large corporations 
for a variety of use cases.

In a recent survey of 800 supply 
chain leaders conducted by DHL, 60% 
of respondents stated that visibility of 
their supply chain is currently inade-
quate and 75% of respondents reported 
they intend to implement at least one 

next-generation wireless technology 
in the near future to achieve their vis-
ibility goals. 

Adding insights to the DHL research, 
Markus Kückelhaus, Vice President 
- Innovation & Trend Research, DHL 
Customer Solutions & Innovation, 
said “Logistics will be both a major 
beneficiary of the IoT-enabled digital 
revolution and an enabler. Although 
some parts of the logistics industry are 
already smart and connected, next-
generation wireless is set to usher in 
the next wave of IoT in logistics.”

Getting visibility into transported 
goods is an important operational met-
rics for the industry as performance 
and profitability are closely linked with 
speedy fulfilment of delivery. This is 
where IoT-enablement becomes a game 
changer to enable differentiated ser-
vices with close monitoring and active 
intervention by the service provider to 
fulfil customer objectives.

For example, shipments which com-
prise perishable or fragile goods need 
to be transported under a specific set 
of conditions to maintain quality and 
integrity. Tracking such assets with 
IoT-based tagging enable to moni-
tor conditions such as humidity and 
temperature in the storage area; or the 
shocks and vibrations experienced dur-
ing the transit. Consider the burden of 
the pharmaceuticals industry which 
loses an estimated USD 15 billion annu-
ally due to damage caused by products 
not stored in optimum temperature 
and 1.5% of overall pharmaceuticals 
products that are damaged in transit.

Continuous updates on assets are 
therefore critical inputs that help oper-
ations to live up to customer SLAs and 
take preventive or corrective measures 
as required. If any damage is detected 
during the transport of shipment, the 
customer can be informed immediately 
to make arrangements for another 
shipment that will help minimize the 
delay and loss.

Logistics service providers need 
tremendous efficiency in systems and 
processes to optimize fleet and ware-

housing utilization while meeting 
customer SLAs on deliverables. This 
means the internal systems must oper-
ate like a well-oiled machine which can 
deliver under any circumstances even 
while tackling external variables, such 
as inclement weather, road blockages, 
airline strikes, etc. for which IoT adop-
tion is an imperative.

Going forward, four key areas in 
which IoT will have widespread impact 
for the logistics industry include:
1. Increased Visibility: Every ship-

ment, asset, infrastructure, and facil-
ity will be connected thanks to widely 
available networks and inexpensive 
high-performance sensors. This 
will usher in increased automation, 
process improvement, and transpar-
ent incident resolution to facilitate 
enhanced quality of service quality to 
B2B and B2C customers.

2. Wide-scale Autonomy: All autono-
mous vehicles, whether indoor robots 
or logistics vehicles on public roads, 
rely on ultra-fast, reliable wireless 
communication to navigate and 
traverse their worlds effectively. 
Next-generation wireless solutions 
will be a key enabler driving their 
widespread adoption and moving the 
world to autonomous supply chains.

3. Accurate Prediction: The volume, 
velocity, and variety of data due to 
connected devices, the progress 
of Machine Learning systems and 
Artificial Intelligence paired with 
ultra-low latency of next-generation 
wireless means data-driven predic-
tion systems for forecasting, delivery 
timing and routing will become 
increasingly more accurate.

4. Theft Prevention: Plenty of innova-
tion is already on the horizon with 
connected hardware, fleet manage-
ment and asset tracking enabling 
logistics providers to plug a lot of 
revenue leakage due to theft during 
transit and at warehouses. Busines 
managers will be able to find effective 
IoT solutions that provide increased 
visibility into supply chain, prevent 
scams, tampering and thefts. 
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5g Or Wi-Fi 6: What 
Will Power The 
Enterprise network? 

Both 5G and Wi-Fi 6 will have a role to play in the enterprise now 
and into the future with 5G dominating broad outdoor coverage 
while Wi-Fi 6 dominates indoor networks
By Balaka Baruah Aggarwal
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Each new generation of technology is accompanied 
by speculations about its competitive advantages and 
what it offers as an opportunity. The arrival of 5G and 
Wi-Fi 6 are no different, as businesses obsessed with 
speed and agility deliberate whether 5G or Wi-Fi 6 
should be the preferred technology for enterprises.

Will the quest for digital transformation touch an 
inflection point with advanced wireless capabilities? 
Given the imperative of staying ahead of the curve, 
the heightened interest is valid and frenzied discus-
sions are important to make sound decisions faster. 

But first, a low down on what both technologies 
offer. Not surprisingly, both technologies are faster 
than the predecessors; will significantly boost band-
width and network capacity; are energy-efficient and 
capable of supporting more simultaneous devices. 

Wi-Fi 6 can support up to 8 simultaneous users 
from a single access point; offers higher flexibility to 
deploy channels from 20 MHz to 160 MHz; and has 
greater efficiency and lower latency by integrating 
OFDMA technology. 

5G on the other hand works on a wide range of 
spectrum; supports WLAN which is expected to sig-
nificantly boost SD-WAN adoption; supports connec-
tivity while roaming even in bullet trains; and sup-
ports QoS differentiation with innovative network 
slicing for specific use cases. An additional advantage 
of 5G is it can use dedicated locally licensed spectrum 
for critical industrial applications.

So, what’s in it for enterprises? 
Clearly, both Wi-Fi 6 and 5G will co-exist in the 
enterprise as advanced wireless technology will see 

a surge in adoption in a hyperconnected world. As 
more IoT devices get connected into the enterprise 
network, speed and bandwidth will see unprecedent-
ed demand making wireless technologies an appeal-
ing alternative to traditional wireline networks.

Many organizations are viewing these technolo-
gies as a force multiplier to adopt new technologies 
such as AI, data analytics, edge computing and IoT. 
According to a survey by Deloitte across 415 respon-
dents in the US during the first quarter of 2020, 86% 
of networking executives believed that advanced 
wireless will transform the organization within three 
years and 79% of the surveyed executives say the 
same about the industry.

Respondents identified improved efficiencies, 
enhanced security and taking advantage of new 
technologies as the top benefits of advanced wireless 
technologies. Interestingly, 57% regarded their com-
pany’s current networking infrastructure as prevent-
ing them from addressing the innovative use cases 
they would like to target.

Use Cases that are likely to dominate 
Both 5G and Wi-Fi 6 will have a role to play in the 
enterprise now and into the future with 5G dominat-
ing broad outdoor coverage while Wi-Fi 6 dominates 
indoor networks. However, overlapping uses cases 
will emerge such as IoT deployments, healthcare 
facilities with devices dispersed across the premises 
requiring real-time connectivity; stadiums host-
ing events, hospitality and government initiatives 
such as Smart cities which will consume inordinate 
amount of bandwidth and connectivity. 

By using a blend of both the 
technologies,enterprises will be able to deliver  
higher value such as enhanced collaboration 
amongst employees with high quality audio and 
video communication and even immersive experi-
ences. As remote working becomes the new normal 
in the post-COVID scenario such initiatives will 
boost productivity.

More adoption of smart factory solutions will kick 
in as advanced wireless connectivity will provide 
enhanced visibility into assembly line and enable 
market synchronization with production line. Just as 
asset tracking, fleet management, remote controlled 
drones and robots for delivery will get a boost with 
rapid adoption of these technologies. 

An early mover has advantages but the uncertain-
ties of a path breaker has inherent risks. However by 
taking a thoughtful approach, enterprises can miti-
gate risks and reap the benefits of advanced wireless 
technologies  

E

By using a blend of both the 
technologies,enterprises will be able to 
deliver higher value such as enhanced 
collaboration amongst employees 
with high quality audio and video 
communication 
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