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You can take this edit as an anticipatory move 
against the possible allegation—that we are try-
ing to preach morality.

I want to start by clarifying that the cover story 
is neither a ‘preaching’—it is an account of what 
is happening—nor about morality. Morality can-
not be preached. It is internal.

Ethics, on the other hand—and that is what our 
story is on—is about living up to a set of external 
expectations. And that set of external expecta-
tions is now in the making. That essentially is 
the story. 

By the way, the idea of being good this time 
comes neither from a sense of morality nor 
because some strategy guru tells us that it is 

good business practice. It 
is being actively recom-
mended by the global 
thought leaders because 
there is really no other 
option. 

The deficit of trust is  
just too much. For any 
progress to happen—espe-
cially with disruptive 
changes—we simply can-
not proceed without the 
trust. That is the reason 
why we must act. 

Preaching 
Morality

Y

EDITORIAL

Meanwhile, the Government has come up with the 
National E-commerce Policy draft. While the media 
is debating if it would help Indian companies com-
pete against Amzaon and Walmart-owned Flipkart 
and data localization requirements, one thing has 
largely been ignored. 

And that is—this policy will help brick and mortar 
stores to go more actively and seriously to online 
retail, as they will have a big advantage. Some of the 
inherent advantages of big e-tailers like Amazon and 
Flipkart will be neutralized. 

What does this mean for retail and consumer 
product business CIOs? Just pull up your sleeves 
and get ready. The e-commerce initiative of your 
company is going to get serious and come your way 
sooner than you thought. 

And you know you cannot just replicate their busi-
ness model. The traditional retailers have to com-
bine their existing strength and the new medium to 
create a differentiating proposition. The policy (if 
passed in this form) will give them a second chance. 

To turn that into a winning proposition is up to 
them. And a lot of that depends on you 

The idea of being good 
this time comes neither 

from a sense of morality 
nor because some strategy 
guru tells us that it is good 

business practice. It is 
being recommended by 

the global thought leaders 
because there is really no 

other option 
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can be imprinted on badges for 
employees that need to be swiped 
to run a copy or print a document. 
These badges lend themselves to 
coding which will let you know if an 
individual employee is authorized to 
print a certain document. AI allows 
you to monitor use of the printer 
and ensures security protection. 
Additionally, if staff can only print 
authorized documents, misuse will 
be minimized and you can control 
print and paper cost.

2. Anywhere, anytime
AI will also allow you the freedom 
to print anytime anywhere. You 
may have prepared the investor 
meet plan in Delhi, but with a simple 
command, you can ask your system 
manager to allow a printer in Japan 
to print that document for you. No 
need to carry bulky paper or risk 
security. 

3. Driverless  & mobile
Once you endow printer-related 
software with AI capable of 
detecting a device and then 
configuring a printer for it 
automatically, you will be free of 

Ai is Making Printer And 
Paper Relevant Again
So you have automated processes 
and your digital transformation 
efforts are bearing fruits. Time 
to consign the printers to the 
kabadiwala and declare your 
organization paperless, you think. 
But wait. There may not be any 
need to junk your ancillary IT 
accessories at all. At, least not yet. 
Thanks to AI breakthroughs for print 
management that are giving IT new 
capabilities and making your paper 
documents still relevant.

That is why instead of cursing 
and cribbing about the printer and 
paper cost, work on your printer 
management and investment 
strategy and give it the spot it 
deserves on your IT strategic 
roadmap. Not convinced? Here are 
the reasons why you need to do it if 
you haven’t so far: 

Firstly, AI is changing the role of 
your printer. Second, in this age of 
enhanced threats, a printer strategy 
is a security imperative to plug data 
leaks. Here is how AI is bolstering 
your printer:

1. Protection
AI enables printer authorization that 

“…the term digital 
transformation 

has been overused, 
misused and 

hijacked...”

WHAT 
CIOs Are 
TIreD OF 

HeArINg... 

around
thetech
Back to Basics  

the hassle to install printer drivers 
for every single device that wants 
to print. The new AI-driven printer 
capabilities allow mobile users to 
print directly from their devices. 
AI also allows printer sensors 
monitoring on the network. Your 
system maintenance manager will 
get signals when ink replacements 
or other machine maintenance 
is needed. That takes care of the 
printer downtime. However, if it does 
occur, AI built into the system will 
automatically reroute printer jobs to 
another printer.

Printers are here to stay. They are 
smarter and safer. Just remember, 
you need printer management 
configured into your IT security 
strategy.
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makingheadlines 

gender 
bender 

By the Book 

If you are one of those who judges a 
book by the reviews, Silicon States: The 
Power and Politics of Big Tech and What It 
Means for Our Future would make the cut 
given the high praise it has garnered. 
Add to it the perfect and timely plot and 
you will be reaching for it on the book-
store shelf, if you haven’t already.   

Author Lucie Greene uses her exten-
sive experience to spin a story that 
fascinates and scares. She has used can-
did interviews with corporate leaders, 
influential venture capitalists, scholars, 
journalists, and activists, to explore 
exactly what we may be wagering by 
allowing largely unregulated Big Tech 
to determine our futures. An eminently 
entertaining book, Silicon States relies 
on expert research and peels back the 
glossy sheen off glitzy technotopia. The 
book appeals by its timely examination 
of the Big Tech’s cultural and political 
clout and reveals how even govern-
ments are caught in its net. Greene 
exposes some of the devious ways in 
which multinational tech giants have 
circumnavigated around government 
regulation even as they take over the 
functions traditionally associated it. 

A bracing read, the book gives an 
insight into how the dominating tech 
issues that the world faces currently can 
play out in the next few years. Silicon 
States is a must read. 

Warning: Horror – read at your peril.

Child web addicts, yes you read it right, are the newest class of people mak-
ing headlines and making parents cringe. A new Ofcom study has revealed 
that children’s internet obsession has reached alarming proportions, as they 
become increasingly divorced from the real world. Children as young as  12 to 
15 years average nearly three hours a day on the web, and two more hours in 
front of TV. No wonder they are abandoning friends and are yet to pick up or 
cultivate hobbies. The report lays it out in black and white: 7 out of 10 children 
sleep with their smartphone; a fifth of children in the 8-12 age group are on 
social media; children aged 5 to 15 spend 20 minutes more online per day than 
watching TV; and, 1 in 5 pre-schoolers and two fifths of 5 to 8-year-olds possess 
an iPad or tablet. If this has not shaken you yet, here’s the clincher: nearly one 
in five children aged 12 to 16 have spent money online. So now if parents feel 
that they have lost control of their kids’ online habits, who is to be blamed?

Technology focussed on women and women’s health 
has never been a priority for the tech industry world-
wide. But this traditional neglect seems to be giving 
way to a new niche focussed on developing apps and 
gadgets that promise to give women more control over 
their health and lives. There is a growing ‘femtech’ mar-
ket where a plethora of tools and apps for wide-ranging 
female issues – period tracking, pregnancy, childbirth, 
aging, menopause and fertility management – are on 
offer. With half the world’s population being women, it 
is needless to say, that this segment has many compa-
nies vying for a share of the pie. With a market forecast 
that the femtech digital revolution in women's health will 
grow to a market size of up to USD50 billion by 2025, 
it is a wonder why it took so long to come along. The 
credit for coining this new term, femtech is just a few 
years old, goes to Ida Tin, who is the founder of Clue, a 
popular period-tracking app. And why did she do it? Only 
because the tech industry has been squeamish! 
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autonomous

Now you can do more with your Google Maps than find the nearest 
Starbucks, that is if you are in America. The US is fighting an opioid 
crisis and Google has pitched in to help. It has listed around 3,500 
disposal locations on Google Maps, and more are to be added. This 
will help people find drug disposal locations. Users will now have 
to just type in queries like ‘drug drop off near me’ or ‘medication 
disposal near me’ and permanent disposal locations at local phar-
macy, hospital, or government building will be displayed, enabling 
quick and safe disposal of unneeded medication. This comes timely 
as in the US over 130 people die daily from an opioid overdose. 
The situation is alarming as now Americans are more likely to die 
from an opioid overdose than a car accident! This kind of consumer 
empowerment is the need of the hour not just in the US but world-
wide. One can become addicted to opioids after just five days of use. 
Here’s hoping Google extends this service to India soon!
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What has tech got to do with the 
beauty business? Plenty, if you follow 
the beauty tech world. Leading beauty 
brand, L’Oréal seems to have found 
the secret magic ingredient to fuel its 
worldwide growth and has been seri-
ously at work – not just developing 
the most revolutionary lip paint or 
hair color, but perfecting its digital 
transformation journey to become the 
beauty tech leader. 

Beauty is a very visual medium, it is 
also shareable socially. Look around 
you, what is the product that is most 
visible and visually appealing online? 
Beauty products of course and there 
is a surfeit of beauty brands doing the 
rounds on all forms of online media. 
That is why beauty and technology are 
a ‘true match’ and brands like L’Oréal 
are investing in digitalization to accel-
erate the market opportunity.

For women around the world digital 
has opened the door to the limitless and 
fascinating world of beauty, especially 
for those who were hitherto unex-
posed or had limited exposure. The 

Beauty And The Beast?
combination of beauty and digital has 
ensured an explosion of sharing and 
beauty hacks on social media. There 
is increased penetration of beauty 
in remote emerging economies and 
e-commerce has further extended the 
reach of beauty brands beyond tradi-
tional distribution channels. Women 
are discovery beauty anew, and are 
shopping products with abandon. 

For international beauty brands, 
with their financial power, bigger is 
truly beautiful, and we don’t mean the 
size of he lipstick stick. We are talking 
about the big digital transformations 
in the world of algorithm. For them, 
digital is and will remain a terrific 
booster for their beauty empire.

No wonder, L’Oreal is betting big on 
digital tech in its pursuit to become the 
#1 beauty tech firm. L’Oréal Access is 
a prime example of how it is pursuing 
the tech path. An e-learning cross-
brand platform it will be available 
to customers in 42,000 salons in 46 
countries, and will offer 24/7 support 
and real-time training. Another step 

it took recently was its acquisition of 
Canadian Augmented Reality firm, 
Modiface, with which it had worked 
earlier too on an app called ‘Style My 
Hair’ that allowed users to ‘try out’ 
different colors before making their 
choice a physical final. ModiFace has 
been added to L’Oréal’s Digital Ser-
vices Factory, which is a dedicated 
network working on the design and 
development of new digital services for 
its many brands.

Another boost to its #1 beauty  
tech brand ambition has come in 
the form of third party tie-ins with 
e-retailers, for example, T-Mall in 
China. If reports are to be believed 
there is another expedient alliance 
with Amazon in the works.

Established beauty brands are 
scripting ‘bleeding edge’ success sto-
ries that are even more impressive and 
powerful than earlier and sans the dis-
ruptive chaos seen elsewhere.

The bottom line: Beauty is in eyes of 
the beholder, and today’s beholder has 
digital eyes.

For women 
around the 
world digital has 
opened the door 
to the limitless 
and fascinating 
world of beauty, 
especially for the 
unexposed
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And how the IT fraternity must align itself with the new expectations

Why 'responsible' use of technology 

is becoming an imperative

By Shyamanuja Das
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“I 
want Odia people to know that our good-
ness is being noticed. It is being valued. 
The world is beginning to discover it as a 
collective, pervasive, characteristic of an 

entire people,” wrote Odisha Chief Minister Naveen 
Patnaik in a signed article that appeared in many 
national and regional newspapers in December. This 
was just after hosting what could arguably be called 
the best-organized World Cup Hockey ever . 

It was a feel-good piece for sure but it was unusual. 
It did not talk of anything about Patnaik’s govern-
ment, his party or his leadership, even in any back-
handed, indirect way. 

This article came in the wake of an overwhelm-
ingly common sentiment echoed by visiting teams, 
officials and spectators to the World Cup about the 
warmth and cooperation of local people. 

But at the end, It is not about Odia people or any 
other, it is really about the world at large pausing to 
recognize and appreciate goodness, simplicity and 
such human virtues. Maybe, as Patnaik pointed out, 
because of ‘its growing deficit’ at large. 

It is increasingly becoming clear that the global 
community now realizes that the mindless human 
pursuit of technological capability, business excel-
lence and material wealth has reached a stage  
where it is threatening the very existence of the traits 
that made human beings ‘human’ in the first place.  
It is not so much about a Frankenstein; it is about the 
constant erosion of values, what Patnaik calls ‘loss  
of human touch’. 

Since technology has become the prime driver 
of development and progress today, a lot of these 
trends—such as growing deficit of trust, fear over live-
lihood and fear about man-made ‘digital’ disasters—
are not just being associated with technology, they are 
being blamed on technology.

The practitioners of technology, as a community, 
are only too familiar with the manifestation of these 

trends—increasing vulnerability of physical infra-
structure, lack of privacy of individuals, fake news 
and swaying of public opinion through them, finan-
cial fraud through data theft, possible loss of jobs….
they are social, political, as well as individual issues. 

So realistic and so ominous are some of these chal-
lenges that they have now entered the technology 
discourse directly. ‘Ethics’ is the new holy grail in 
technological progress. ‘Responsible’ is beginning to 
become a familiar adjective in things technological. 

Recent discourses—both in technology and busi-
ness—make it amply clear that the discussion has 
moved from academicians and activists to business 
and thought leaders, and practitioners—and thus 
changing the focus from problems and possibilities to 
solutions and actionables.

It is increasingly getting 
clear that the global 
community now realizes 
that the mindless human 
pursuit of technological 
capability, business 
excellence and material 
wealth has reached 
a stage where it is 
threatening the very 
existence of the traits 
that made human beings 
‘human’ at the first place
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Globalization 4.0
Since the last few years, the World Economic  
Forum (WEF)—in particular, its annual meeting at 
Davos every January—has set the global thought lead-
ership agenda. Ideas, before making it to the action 
agenda of governments, businesses and the official 
multilateral agencies and groups, are discussed and 
shaped at WEF. 

In recent years, a lot of those big ideas have tech-
nology ingrained in them. Take, for example, Fourth 
Industrial Revolution or Industry 4.0, the now com-
monly-used phrase in the business and technology 
community.  It was the theme of WEF’s annual meet-
ing in 2016. 

The theme for this year—and from which the idea 
of this story originated—was Globalization 4.0, with a 
tagline “Shaping a New Architecture in the Age of the 
Fourth Industrial Revolution.” 

When a serious conglomeration of global business 
and political leaders agree to take up and deliberate, 
which is essentially about ‘sharing and caring’, we  
do understand why the Odisha CM—focused on  
putting his state on the world map—decide to choose 
this unusual topic of ‘being good’. This may well be 
the future. 

“The unprecedented pace of technological change 
means that our systems of health, transportation, 
communication, production, distribution, and energy 
– just to name a few – will be completely transformed. 
Managing that change will require not just new 
frameworks for national and multinational coopera-
tion, but also a new model of education, complete 
with targeted programs for teaching workers new 
skills. With advances in robotics and artificial intel-
ligence in the context of aging societies, we will have 
to move from a narrative of production and consump-

As every company becomes 
a tech company, these new 
responsibilities will affect 
every digitally enabled 
organization – WEF briefing 
on Responsible Digital 
Transformation

Digital Ethics & Responsible Use Of 
Technology: Important Resources

 WEF: Globalization 4.0: What does it mean?

 WEF: Our Shared Digital Future: Responsible Digital 
Transformation – Board Briefing

 The One Hundred Year Study on Artificial Intelligence

 Partnership on AI

 The Ethics and Governance of Artificial Intelligence Initiative

 Responsible AI & Robotics: An Ethical Framework

 Towards A New Digital Ethics

 Public Consultation on Digital Ethics: Summary of Outcomes 

 40th International Conference of Data Protection and Privacy 
Commissioners

 Conference theme: Debating Ethics: Dignity and Respect in 
Data-driven Life

 Conference Concept Video: Debating Ethics

 Conference Video: Address of former CJI Jagdish Khehar

 Gartner Top 10 Strategic Technology Trends for 2019

 Gartner: Kickstart the Conversation in Digital Ethics

For accessing these documents 
and learning about these 
organizations, go to: 
bit.ly/2SUd3HE or  
scan the QR code



Cover Story

11February 2019 | CIO&LEADER

tion towards one of sharing and caring,” wrote Klaus 
Schwab, WEF founder and executive chairman, 
explaining Globalization 4.0.

It is not a 20,000-feet idea that just sounds good. 
Less than two weeks after the annual meeting,  
WEF published a board briefing on Responsible Digi-
tal Transformation, which presented specific findings 
in five ‘digital transformation’ areas, based on its 
consultations with business leaders and regulators 
through 2018.

“On many issues, business is today being increas-
ingly challenged about its role in society. In the digital 
context, the responsibilities of organizations as the 
primary stewards of our data, or as providers of con-
nected devices that we rely on for safety, are equally 
being called into question,” said the briefing foreword. 

The five areas that it addressed—using a ques-
tionnaire-based toolkit that it developed—are cyber 
resilience, data privacy, AI, IoT, and blockchain or 
distributed ledger technology (DLT). 

From the five, cyber resilience is already an adopt-
ed priority for business, while IoT and blockchain—
especially their socially-disruptive dimensions—are 
still relatively new. 

From the point of view of technology practitioners’ 
agenda, the ethical questions of AI and data privacy 
are important, immediate and require deliberation 
and specific action agenda.

Responsible AI Agenda
No other technology area has raised as many  
questions about ethics as Artificial Intelligence, for 
obvious reason—we now have a replacement for 
human brain. 

While concerns have been raised for long, in  
the last 3-4 years there are efforts to ‘do something 
about it’.

One of the first tangible initiatives in the realm 
of AI was a Stanford project, called The One Hundred 
Year Study on Artificial Intelligence, launched in 2014. It 
is a long-term investigation of AI and its influences 
on people, their communities, and society. It consid-
ers the science, engineering, and deployment of AI-
enabled computing systems.

This prompted some companies to launch AI 
as Partnership for AI. Launched in September 2016, 
with five top tech companies—Amazon, DeepMind/
Google, Facebook, IBM, and Microsoft—as the initial 
members, the group has expanded to include more 
than 80 partners—tech companies, multilateral bod-

ies, academic units, advocacy groups, media and other 
businesses working on the area. Some of the major 
tech names include Accenture, Intel, Salesforce, Sam-
sung and Wikimedia.  

Though the organization describes its objectives 
as to “conduct research, organize discussions, share 
insights, provide thought leadership, consult with 
relevant third parties, respond to questions from the 
public and media, and create educational material 
that advances the understanding of AI technologies”, 
its primary focus is on responsible use of AI.

This is evident from its work agenda; the six the-
matic pillars that it is organized around.

They are:
1. Safety Critical AI 
2. Fair, Transparent & Accountable AI
3. AI, Labor & The Economy
4. Collaborations between People & The AI Systems
5. Social & Societal Influence of AI
6. AI & Social Good

In 2017, the MIT Media Lab and the Harvard Berk-
man-Klein Center for Internet and Society launched 
a joint project, The Ethics and Governance of AI Initiative, 
“that seeks to ensure that technologies of automation 
and machine learning are researched, developed, and 
deployed in a way which vindicate social values of 
fairness, human autonomy, and justice.”

However, it was still restricted to such collabora-
tive initiatives, primarily targeted at the technology 
makers, not the users at large. 

Last year, Accenture released a framework, Respon-
sible AI & Robotics: An Ethical Framework. 

“As businesses continue to expand their use of 
artificial intelligence, consumers will increasingly 
interact with digital agents. They will need to be able 
to put their trust in these AI systems when they apply 

Conversations regarding 
privacy must be grounded 
in ethics and trust. The 
conversation should move 
from “Are we compliant?” 
towards “Are we doing the 
right thing? - Gartner
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for health insurance, student loans or a mortgage. But 
establishing that trust is easier said than done. There 
are significant challenges that your business will 
have to address on the way to creating trustworthy, 
responsible AI,” wrote Mark Wiermans, one of the 
senior Accenture executives in an article titled, Rais-
ing Responsible AI recently.  

But the question is: How far can an organization 
go to ensure that your AI remains responsible? 

What could be seen as a positive development is 
the recent decision by an AI non-profit, OpenAI not 
to share the full version of a text-generation algo-
rithm it developed called GPT-2, due to concerns over 
‘malicious applications’. 

However, OpenAI is a non-profit, not a commer-
cial organization. Also, it was severely criticized, 
even ridiculed by many AI researchers who accused 
it of creating an unnecessary fear and mass hysteria 
around AI. 

We should see a lot more effort, targeted at enter-
prise IT managers this year. 

Privacy & Responsible Use of Data
International consultation on ethics around privacy 
of individuals is a well-discussed subject now.

One of the first initiatives at the international  
level was by the European Data Protection Super-
visor (EDPS), EU’s independent data protection 
authority, which, in September 2015, published 
Towards a New Digital Ethics: Data, Dignity and Technol-
ogy, an opinion that urged the EU and other interna-
tional figures and organizations to promote an  
ethical approach to the development and employ-
ment of new technologies. It also formed an Ethics 
Advisory Group. 

In June 2018, EDPS launched a public consulta-
tion on Digital Ethics. The responses contributed 
significantly to the agenda for the 40th International 
Conference of Data Protection and Privacy Commis-
sioners which was organized by EDPS in October 
2018. The theme was Debating Ethics: Dignity and 
Respect in Data-driven Life. The event was addressed by 
CEOs of Apple and Facebook as well as former CJI of 
India, Justice Jagdish Khehar. 

In the consultation—which was otherwise largely 
open-ended—the respondents were asked if their 
organization have any policies and/or procedures 
in place for ethical assessment. As many as 37% 
answered in the affirmative while another 19% said 
they were being considered.   

That shows that Digital Ethics, especially  
around data privacy, at least in Europe, has already 
become mainstream. 

Digital Ethics @ the Enterprise: Why 
the Time is Now
“As every company becomes a tech company, these 
new responsibilities will affect every digitally-
enabled organization, said the WEF briefing on 
Responsible Digital Transformation, referring to the 
businesses’ responsibilities to safeguard data, pre-
vent misuse of data and apply emerging technology 
responsibly. In short, digital ethics should be on the 
agenda of enterprise IT. 

It probably is; if not, it should soon be. While  
the WEF and the European Union debates and delib-
erations may still be a little too futuristic for enter-
prise IT,

The latter often deliberates and sets its agenda 
based on trends identified by the likes of Gartner and 
Forrester. In particular, Gartner is a major influencer 

“With advances in robotics 
and artificial intelligence 
in the context of aging 
societies, we will have to 
move from a narrative 
of production and 
consumption toward one of 
sharing and caring.”

–Klaus Schwab, WEF founder and 
executive chairman, explaining 
Globalization 4.0
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of enterprise IT agenda. 
The research firm has already identified digital 

ethics as one of the top ten strategic technology trends 
of 2019. 

“Conversations regarding privacy must be 
grounded in ethics and trust. The conversation 
should move from “Are we compliant?” towards “Are 
we doing the right thing?,” says Gartner. 

“Companies must gain and maintain trust with 
the customer to succeed, and they must also follow 
internal values to ensure customers view them as 
trustworthy,” it further adds. 

As it becomes clearer and clearer that business 
users of technology should look at some of these 
questions in a more proactive manner—compliance is 
reactive—it is time to set our own agenda.

By ‘own’, we mean an agenda that is in sync  
with the realities, expectations and moral standards 
of Indians.  

Else, we will be forced to follow the agenda set 
by the developed economies, whose demographics, 
culture, development models, privacy concerns, data 
security frameworks and role of policymakers and 
regulators, may be very different. What is worse,  we 
may have to follow the agenda set up by the technol-
ogy suppliers, not even the enterprise IT users from 
those markets. 

So, here are some of the basic realizations about 
the need for digital ethics that we must start with:
1. Something must be done

2. Regulations cannot achieve it
3. Profitable growth may be everybody’s business  

but the other metrics such as customers’ privacy 
are important

4. Wider participation of stakeholders (tech develop-
ers, business users, consumers, policymakers, 
academia & research community) is a must for 
acceptance and meaningful conversations

5. Partnership/collaboration is the best approach  
to move forward. At least, till a more formal agenda 
is set

6. Both business executives and technology practitio-
ners have to play their role in devising digital  
ethics practices

7. Clear actionables need to emerge, even though it 
may not be possible to define it fully. 

8. Digital ethics could be built into technology appli-
cation; it could be a filter, as security has become
This is a suggested step-wise approach for the IT 

fraternity to proceed:  
 Familiarize themselves with key global issues (e.g 

privacy, job loss, security)
 See which of these are important: 

  In India
  In their industry globally
  For the company, based on the culture of  

the company
 Examine which of these have already been 

addressed by existing regulation; where regulation 
is in the offing; which are the areas where regula-
tion is expected, but not in near future; which  
are beyond regulation and law but are moral 
issues still

 Set clear expectation that compliance is the start-
ing point, not the end of the ethics journey

 Some of the issues originate in tech; they must pro-
actively sensitize other CXOs with those issues

 Create a filter or define the contours
It is clear that responsible use of technology—

whether it has to do with data privacy or applying 
AI—is becoming an imperative. As goodness, caring 
& sharing, ethics and trust are being proposed as 
thrust areas for global leaders and common people 
alike, we have something after long to be hopeful 
about for the future of humanity. 

We have a chance to remove the ‘deficit’ of trust 
and goodness that Patnaik laments about. Shouldn’t 
we do our bits? 

As it becomes clearer 
that business users of 
technology should look at 
some of these questions in 
a more proactive manner—
compliance is reactive—it is 
time to set our own agenda, 
that is in sync with the 
realities, expectations and 
moral standards of Indians
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Information Security 2.0: 
Transitioning From The Era 
Of Control To Partnership
Concentrix data security enables successful business results 
through an integrated partnership approach with clients

strategic priority, both technology and information security has 
parallelly developed as a means to build integrated partner-
ships with clients.

Data security threats abound. As organizations promote a 
culture of awareness and security among employees, stake-
holders, and clients, the need of the hour is to constitute a 
security system that is embedded into our business plans, 
fulfills customer expectations, and meets operational require-
ments. In short, the security architecture has to be integrated 
with the overall organizational vision.

Author

rishi rajpal
Director - Global Security, 
Concentrix Corporation

To read more about the InfoSec challenges, ways of meet-
ing the threat landscape from a vantage point and ensuring 
security compliance in a business services environment,  
go to: http://owl.li/xgKr30nJGjN or scan the Qr Code

Let us not look back in anger, or forward in fear, but around  
in AWARENESS!

American cartoonist and author James Thurber’s quote, 
much before the era of computers and the internet, is a time-
less classic. It resonates today like never before. And in the 
realm of information security, more than ever!

In an era where effective security systems are essential to 
maintain confidentiality and integrity, information security  
has emerged as an enabler to support business strategy and 
performance! Today, even as enterprise security becomes a 
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Information 
Protection Is 
Raison D’etre 
Of Every 
Business
Using encryption for all sensitive 
communication and for storing 
documents strengthens the 
defence against attacks

As CISOs, are we taking the right approaches to secure 
our business and putting the house in order? Do we have 
the processes, protocols and systems to ensure security of 
our assets? Often businesses falter when security is viewed 
through the prism of control via technology instead of strategic 
enterprise-wide approach to asset protection. Thinking through 
basic aspects, such as business priorities and identifying & 
defining assets, balancing the need for security versus ability 
to meet those goals, differentiated efforts to secure different 
categories of assets—are important considerations in an enter-
prise’s ability to meet security objectives.

Identifying Assets
In this digital age where data is constantly spewed, taking an 
all-encompassing approach to protect all enterprise data is 
fraught with danger as diffused efforts will expose critical data 
to vulnerabilities. Not all data and systems are important or 
equal, therefore the first step is to identify information critical 
to the organization, prioritize those assets and allocate budget 
and resources to ensure their safety.

Author

Pradiman Pandita
Vice President - IT & Quality 
and CISO, Hughes Systique 
Corporation 

To read more about identifying assets, securing assets, 
asset management systems as risk aversion tools and 
business value of asset management, go to:  
http://owl.li/hNZv30nJGhd or scan the Qr code

trust is the cornerstone of every business and it is what busi-
nesses thrive on. Securing that trust is not an option but a 
business obligation—our very raison d’etre. However, it is get-
ting increasingly tougher in the connected world where we are 
dealing with a multitude of environments, access devices and 
highly complex, sophisticated attacks.
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Intelligent Security: 
The 3V Test

As machine learning and artificial intelligence make great 
strides, there is application of them in all spheres of life—from 
health and education to agriculture and mining.

Cyber security is no exception. Intelligent security has 
already become sort of a buzzword. There is a lot of expecta-
tion from AI as far as managing security is concerned.

All of us CISOs have added layers and layers of security. 
Newer threats require even newer investments. While the 
sensitivity around security has resulted in businesses opting 
to invest in it, there is a question that is often asked—what 
guarantee, as CISOs, can we give that the business is safe. We 
know no one can give that guarantee.

Can this great security challenge be solved by intelligent 
security?

I do not have the answer to that question yet.
But I think an approach that would help is if we look at secu-

rity in a slightly different perspective.

All of you are only too familiar with the three Vs of big data—
volume, velocity and variety.

What if security can be looked at with that lens?
I feel today, a good intelligent security solution should have 

the ability to handle all three—volume, variety and velocity.

Author

Abhishek Gupta
CIO 
DishTV

To read more on this, go to: 
http://owl.li/hdpt30nJh02 or scan the Qr code

Today, a good intelligent security solution should have 
the ability to handle all three Vs of big data—volume, 
variety and velocity 
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Security experts are shifting focus from passive protec-
tion to active threat detection by deploying relative tool and 
techniques before breach occurs. As Chief Security Officer in  
Kalpataru Group—one of India’s leading real estate developer—
we have a strategic focus on security and have embarked 
on an enterprise-wide initiative to streamline processes and 
incorporate industry best practices, which have significantly 
strengthened our security posture. Here are insights based on 
our experience:

Network Protection: Deploy various networks level defence 
systems such as:
1. End-point security (anti-malware, HIPS, NAC )
2. Network firewall
3. Web application firewall
4. Intrusion prevention
5. Content filter
6. Spam protection

These components must be deployed in strategic places 
with secure configuration and best practices to monitor logs 
and integrated with Network Analysis/Forensics to identify 
anomaly in the ecosystem.

Author

hetal Presswala
CISO, Kalpataru Group

To know more about securing devices, end-point behavior 
analysis & forensics, network analysis & forensics, user 
anomaly detection and payload monitoring & analysis, go 
to: http://owl.li/3LNr30nJhpt or scan the Qr code

Threat 
Protection: 
Forewarned 
Is Forearmed
Security experts are shifting 
focus from passive protection 
to active threat detection by 
deploying relative tool and 
techniques before breach occurs 

Securing enterprise networks is getting more complex with 
variety of devices accessing corporate networks and increasing 
viciousness of attacks by ransomware—compromising confi-
dential customer data, jeopardizing business and greatly harm-
ing organizational reputation.
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How The M&E 
Datacenters 
Fight The VR/
OTT War
Consumer entertainment VR and OTT 
video content are touted to be among 
the fastest growing categories in the 
M&E sector

T

By Sanjay Motwani

COLUMN

 The author is 
Vice President at 
Raritan APAC

The demand for video content today has reached a tipping point. 
Increasingly Media & Entertainment (M&E) companies are adopt-
ing advanced technologies like VR/AR to provide consumers with 
richer, more immersive content experiences. In fact, consumer enter-
tainment VR and OTT video content is touted to be among the fastest 
growing categories in the M&E sector. 

But managing this kind of video data isn’t as straightforward, 
in fact industry experts say VR content may need up to 20 times 
more storage space and up to 6 gigabytes of bandwidth per second 
than an HD video. For example, Google Video content depends on 
360-degree views that require the content to keep running while 
people turn their heads and interact with VR environments. Addi-
tionally speed plays an important role in storage,  especially since 
many of these applications support real-time environmental changes 
and viewpoints served up to users almost instantly. In the case of 
OTT, a 25mbps bandwidth connection typically only supports one 
over-the-top stream and one or two smartphones. In a country like 
India which is all set to become one of the top OTT markets in the 
world, the bandwidth and storage implications it will have on M&E 
datacenters will be enormous.

As worldwide media consumption evolves inexorably towards dig-
ital, M&E companies will increasingly seek infrastructure solutions 
that can enable them to meet consumer demands. Datacenters would 
need to be built for high performance that can facilitate the seamless 
experience that such type of immersive content would require. High-
performance computing (HPC) is among the suggested methods to 
equip datacenters for OTT and VR. HPC increases the processing 
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With DCIM (Data Center Infrastruc-
ture Management) solutions, M&E 
datacenters are able to mitigate the 
risk of downtime by offering real- 
time alerts. It enables accurate mea-
surements, device and cabinet-level 
monitoring.

Delays or latency can be devastat-
ing for M&E datacenters. This is why 
they need to consider storage solu-
tions that can handle dynamic needs 
and produce the content quickly to 
avoid latency. KVM-over-IP supports 
traditional IT and datacenter appli-
cations, and is perfect for broadcast, 
entertainment, and other dynamic 
applications that require high per-
formance video streaming. It delivers 
stellar virtual at-the-rack video per-
formance, using next-generation fea-
tures, such as ultrafast screen refresh, 
high-definition remote video resolu-
tion, advanced color calibration and 
per-server video optimization. Users 

view the full video display from the 
target server without window borders 
or tool bars. In addition KVM-over-IP 
also features lower Total Cost of Own-
ership (TCO), multi-vendor support, 
enhanced security and flexible user 
management.

Staring ahead at a video-propelled 
future, M&E companies cannot ignore 
the demands it will place on storage, 
speed, power and computing capacities 
it will need. In fact experts believe it is 
a matter of time before multi-user VR 
content experiences gain momentum. 
In order to facilitate a seamless immer-
sive viewing experience M&E compa-
nies will need to invest in high-perfor-
mance computing (HPC) datacenters 
that can adapt to artificial intelligence 
workloads, Companies that fail to be 
mindful of these needs and changes 
with the increase in user volumes will 
be considered less competent than 
other players in the marketplace 

power and data performance capabili-
ties without increasing rack space.

M&E datacenters adapting to high 
performance computing workloads 
often require intelligent power man-
agement solutions, DCIM solutions 
and KVM-over-IP that can help them 
monitor and optimize space, power, 
and cooling. Workload behavior 
analysis and intelligent workload 
placement should be the key driver for 
technology selection.

Rack PDU metering is one of the 
fundamental features that sets intel-
ligent PDUs (iPDs) apart from basic 
PDUs. iPDUs provide more compute 
and memory power to support new 
applications and help gather and 
analyze data on electricity used by IT 
equipment, available power capacity 
in datacenters, and cabinet environ-
mental health. They also have more 
sensing and infrastructure data collec-
tion points.

Experts believe 
it is a matter of 

time before multi-
user VR content 

experiences gain 
momentum
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In the realm of cyber-intrusion onto virtual reality, growing corporates are strin-
gently concerned  about seamless business continuity. Off late, IT is augmented 
as a service in a delicate dilemma of making a precise and competent decision to 
avoid degenerative effects on lifeline IT systems and processes in the reality land-
scape – synergizing to vital lifeline of the organization. 

Cyber threat perception is mounting beyond anticipation, including the growth 
of sophisticated stealth attacks – with symptotic signatures. Corporates are mov-
ing from a traditional recovery paradigm to an automated and software-defined 
resilient take.

With increasing cloud-based applications with synthetic traffic patterns, it’s an 
opportune time to move into an agile and flexible network infrastructure. Today, 
software-defined resiliency approach has become the new buzzword to support 
the always-on demand from business perspective – a shift of paradigm seems 
inevitable. Organizations are creating software-defined resiliency strategies 
spanning hybrid cloud environments.

SDN in a Hybrid Model
Doubtlessly hybrid cloud environment is the most preferable cloud platform with 
some of the predictions in the cloud market showing that the global hybrid cloud 

I
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Defined 
Resilience
Organizations are creating software-
defined resiliency strategies spanning 
hybrid cloud environments
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cloud environment
 Improves visibility and governance 
across hybrid cloud networks

 Boosts security posture of the net-
work, data and applications

 Replaces complexity and risk with 
operational efficiency
In a nutshell, SDN is the answer to 

all of them. SDN market is expected to 
grow at a CAGR of 53.9% from 2014 to 
2020 to reach USD 12.5 billion at the 
end of the forecast period.

Some of the benefits of SDN need to 
be critically analyzed in cognizance to 
harnessing procedures. SDN-enabled 
automation improves the security 
walls of a network as it allows more 
granular, zero-trust network secu-
rity. When an organization migrates 
or upscales an app in a hybrid cloud 
environment, the SDN across the 

market will grow at 22.5% CAGR (com-
pounded annual growth rate) from USD 
33.28 billion in 2016 to USD 91.74 billion 
by 2021 (a phenomenal growth of 2.76 
times !!! in the coming three years).

In this era of high paced growth, 
hybrid cloud capable network on SDN 
would not work, Furthermore, with 
the advent of Internet-of-Things (IoT) 
and big data, a more robust network 
is the need of the hour. Organizations 
today look out for businesses that will 
thrust the growth engine for their 
organization.

Network Scalability
 Promises agility so that new appli-
cations and innovations can be 
designed and deployed

 Enables migration and moderniza-
tion of application/s in a hybrid 

In this era of high paced growth, hybrid cloud 
capable network on SDN would not work

datacenter network environment gives 
the programmability to automatically 
spin up the network resources in line 
with the workload needs. At the same 
time, SDN can align network func-
tions instantly to match application 
requirements while deploying work-
loads and network functions together.                                                                                       

A Leap to SDN
 to develop software-defined resil-
iency approach

 to zero in on best SDN technology 
for eliminating redundancies and 
improving scalability

 to drive operational efficiency
 to make security walls more robust 
and scalable

 to transform existing network infra-
structures and maximize the benefits 
of a software-defined environment 
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“Interoperability, 
Scalability And 
Ubiquity Made 
Us Go For R3”
MonetaGo, the blockchain company that rose to prominence after it helped 
RBI’s banking R&D institution, IDRBT, in launching a pilot blockchain, has 
tasted success in India by launching a receivables financing blockchain as 
well as a fraud mitigation blockchain with Swift India.
The company, which has so far had its solution on the Hyperledger 
Fabric technology has announced to port its solution to Corda Enterprise, 
R3’scommercial distribution of its open source blockchain platform, Corda.
Jesse Chenard, CEO of MonetaGo, explains what necessitated the shift, 
what are the advantages of Corda and how it will impact its existing 
customers, including in India.

InteRvIew

What made you take this decision? 
As we have seen the DLT market unfold, it 

has become clear R3 is emerging as the leader in the 
financial services space. In order to make sure we 
take advantage of this momentum, it makes sense to 
provide our applications built on Corda Enterprise. 
This will allow us to provide native interoperabiltiy 
to our existing and prospective banking partners as 
well as an easy integration with the leading trade 
finance platforms being launched, such as Voltron 
and Marco Polo. After our initial launch in Latin 
America and our port of the Indian Fraud 
Mitigation Network, we look forward to deploying 
this globally to combat the problem of double 
financing in the receivables space.

In terms of specific advantages why 
is this happening?

The way that data is shared on Corda is fairly  
distinct from Fabric in that only the parties to trans-
actions are able to obtain related data. This adds a 
significant layer of protection to the information of 
participants and is the core reason behind the selec-
tion of the platform going forward. There are many 
other factors to consider when trying to select a tech-
nology such as its scalability and ubiquity. As this 
market has evolved, the largest institutions in the 
financial services space have selected R3’s Corda for 
a variety of other applications and so it is logical that 
we would provide our applications on this platform 
going forward. .
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“The way that data is shared on Corda 
is fairly distinct from Fabric in that 
only the parties to transactions are 
able to obtain related data. This adds 
a significant layer of protection to the 
information of participants and is the 
core reason behind the selection of the 
platform going forward” 

Why do you say R3 is 
emerging as the leader in 

financial services space?
Major trade finance solution,  
Voltron was launched on Corda 
and included, BNP Paribas, HSBC, 
NatWest, and Standard Chartered 
amongst others just this past October. 
ING signed up for an unlimited 
number of Corda nodes earlier this 
year. SBI is investing millions to 
promote Corda in Japan. In addition, 
SWIFT announced in January it is 
to begin testing its GPI payments 
standard through R3’s Corda platform 
as well. These are just a few examples 
already in the press.   

Is this an addition or 
substitution? Will you 

continue to provide those who 
want it on Fabric?
Porting the Fraud Mitigation  
Network means that it will begin  
using R3’s Corda instead of 
Hyperledger Fabric. While the 
MonetaGo solution will continue to  
be available on Hyperledger Fabric  
in the immediate future for the 
network that is already in production, 
the next generation of networks  
will be built on Corda. In time, the 
existing production networks will  
also be transitioned to Corda. This  
will be a substitution.

Will it create service 
disruptions for your 

existing customers? 
Our first implementation of Corda 
will be newly deployed networks. As 
for existing networks, there will not 
be any service disruption to existing 
customers and the switchover will 
be completely seamless. Data will be 
migrated to the new infrastructure, 
and we will point the API servers to the 
new infrastructures with extremely 
limited latency. There is an extensive 
disaster recovery architecture that 
will also be migrated to the new 
infrastructure. This will certainly 
happen before end of the year.

What were the concerns 
of existing customers?

As far as existing customers are 
concerned, there will be no changes 
in the workflows, service levels, or 
associated pricing, so from their 
perspective, nothing will have 
changed. Customers connect through 
the MonetaGo Connect Service layer. 
This service layer is what is repointed 
to Corda and so there will be no 
disruption of any existing services or 
customer experience. 

How does the Fabric vs 
Corda story pan out in 

non-financial services?

Outside of financial services, it is hard 
to predict where Fabric may end up. 
There are now a dozen projects under 
the Hyperledger umbrella, broken out 
in a variety of frameworks and tools, 
of which Fabric is but one. Each have 
their own pluses and minuses, pros 
and cons. Hyperledger as a whole is 
a very large and complex ocean that 
must be navigated in order to make 
use of the information productively 
and constructively. So how this will 
impact areas outside of financial 
services is certainly hard to predict. 

However, as far as financial services 
is concerned, we are confident Corda 
is going to be the dominant player 
in the space, hence the deployments 
on Corda moving forward and the 
porting of existing networks.

Why do you say so?
Areas where confidentiality 

of information are mission-critical 
or mandated by law are likely to see 
themselves focusing on Corda. Data 
on Corda is only shared between 
the parties to a transaction. This 
also has dramatic implications 
for the scalability of any solution. 
The security regarding customer 
information is obviously paramount 
in financial services as well as many 
other areas. So we expect Corda to 
dominate many other areas as well 

–Jesse Chenard, CEO, MonetaGo 
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insight

Maximizing 
security 
Operations 
Center Efficiency
Orchestration and automation can free overwhelmed 
analysts in the SOC and significantly improve cyber resiliency 
throughout the enterprise
By Dan Carlson
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Its 5:48 a.m. — only 48 minutes into 
your 12-hour shift in the security oper-
ations center (SOC), and you’ve already 
investigated three threats. You were 
prepared for a long shift, but since an 
analyst on the night crew just quit, 
now you’re covering her shift, too. How 
is anyone supposed to stay vigilant in 
the thick of a monotonous 24-hour slog 
in the SOC?

When you first started, you tried 
talking to your boss about how inci-
dent response orchestration software 
and other tools might work more 
efficiently. Today, you’re just trying to 
survive. It’s hard to not feel completely 
numb when you’re buried in hundreds 
of alerts you can’t possibly review.

When the tools in the SOC don’t 
integrate seamlessly into a unified 
security immune system of solutions, 
analysts can’t make the most of their 
time. Given the widening cybersecu-
rity skills gap, the rising cost of a data 
breach and the blinding speed at which 
alerts pile up in security information 
and event management (SIEM) logs, 
security leaders must empower their 
analysts to maximize their efficiency.

The first step is to give them the 
tools they need to accurate prioritize 
all those alerts — but what does intel-
ligent incident response look like in 
practice, and how can orchestration 
and automation help transform a reac-
tive response system into a proactive 
security powerhouse? Let’s zoom in on 
what’s holding SOCs back and how an 
integrated ecosystem of tools can help 
analysts overcome these challenges 
before, during and after an attack.

Learn to Orchestrate 
Incident Response

Reactive, Manual 
Processes in the 
Understaffed SOC
The average security analyst investi-
gates 20–25 incidents each day. It takes 
the average analyst 13–18 minutes to 
compare indicators of compromise 
(IoC) to logs, threat intelligence feeds 
and external intelligence, and manual 
research can yield false positive rates 
of 70% or higher.

To make matters worse, as security 
analysts struggle against an increased 
volume of complex alerts, the SOC is 
facing a talent crisis: 66% of cybersecu-
rity professionals believe there are too 
few qualified analysts to handle alert 
volume in the SOC.

According to the Ponemon Institute’s 
2018 Cost of a Data Breach Study, the aver-
age cost of a breach globally is USD 
3.86 million, a 6.4% increase from 2017. 
As threat actors become more effective 
at evading and targeting the enterprise, 
the majority of analysts can’t keep 
up. 27% of SOCs receive more than 1 
million alerts each day, and the most 
common response to alert fatigue is to 
modify policies for fewer alerts.

Orchestration and automation can 
free overwhelmed analysts in the 
SOC and significantly improve cyber 
resiliency throughout the enterprise. 
In fact, research has shown that SOC 
orchestration can triple incident 
response volume and reduce time to 
response significantly.

“While data breach costs have been 
rising steadily, we see positive signs of 
cost savings through the use of newer 
technologies as well as proper plan-
ning for incident response, which can 
significantly reduce these costs,” said 
Dr. Larry Ponemon.

Automation reduces the average cost 
of a data breach by USD 1.55 million. To 
build a cyber resilient enterprise, secu-
rity leaders need intelligent solutions 
for orchestration, automation, machine 
learning and artificial intelligence (AI).

What Are the Attributes 
of Intelligent Incident 
Response?
Enterprises can save an average of 
USD 1 million by containing a data 
breach in under 30 days, according 
to the Ponemon study. However, the 
average time to containment is 69 days. 
Security leaders should consider the 
risks of failing to adopt solutions to 
for intelligent and proactive response, 
including costlier data breaches caused 
by reactive response and longer con-
tainment times.

The SOC is facing a higher volume of 
more sophisticated threats, and there 
is a massive shortage of cybersecurity 
talent to boot. The right approach to 
intelligent response, therefore, encom-
passes solutions for the following:
1 Orchestration and automation — 

An integrated, streamlined ecosys-
tem can enable organizations to cre-
ate dynamic incident response (IR) 
plans and automate remediation.

2 Human and artificial intelligence — 
Operationalize human intelligence, 
leverage advanced threat intelligence 
and collaborate with experts.

3 Case management — Establish  
systems for continual IR plan 
improvement while developing 
a clear understanding of internal 
workloads and skills.
Let’s take a closer look at how  

intelligence incident response orches-
tration works in practice and how it 
can help security leaders free up  
their overworked analysts for more 
pressing tasks.

3 Use Cases for Intelligent 
Incident Response 
Orchestration
A comprehensive ecosystem of secu-
rity solutions can enable the enterprise 
to prepare for sophisticated cyber-
threats, respond proactively to risks 
and apply lessons learned to create 
future safeguards. Intelligent orches-
tration creates efficiency and accuracy 
before an attack, during an incident 
and after remediation.

i
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1. Before an Attack
Half of respondents to a recent  
survey believe it’s somewhat or highly 
likely that their organization will have 
to respond to a major incident in the 
next year, while 9% have “no doubt.” 
The right time to address SOC chal-
lenges, such as the increased volume of 
highly targeted threats and too many 
single-purpose solutions, is before an 
attack occurs.

The first step to build a cyber resil-
ient enterprise involves adopting an 
advanced incident response platform 
to create automated, intelligent work-
flows that encompass people, process-
es and technology. This solution can  
be enhanced with a security informa-
tion and event management (SIEM) 
solution to deliver comprehensive 
incident analytics and visibility into 
emerging threats.

Enlisting security operations  
consultants can help organizations 
supplement their internal talent.  
Collaborating with external IR experts, 
meanwhile, can help companies  
implement effective training and stra-
tegic preparation.

2. During an Attack
Minutes count when the enterprise is 
facing a sophisticated, targeted threat. 
The incident response platform (IRP) 
can act as a centralized solution for 
comprehensive response remediation. 
When coupled with cognitive intelli-
gence, organizations can rapidly inves-
tigate threats without overwhelming 
their SOC staff.

When a critical incident is detected, 
the SOC can call in on-demand IR 
experts for assistance managing  
and remediating the incident. The  
IRP generates a response playbook, 
which updates dynamically as threat 
intelligence solutions provide analysis 
of the incident and endpoint analyt-
ics solutions deliver details of on-site 
infection and automated reporting to 
the legal team.

Using solutions for threat intelli-
gence, forensics and other solutions, IR 

analysts can research the tactics used 
by attackers to pinpoint the source of 
the incident. By following instructions 
from the playbook, SOC analysts can 
coordinate with IT on remediation 
actions, such as global password resets 
and segregation of privileged accounts.

3. After an Attack
There are few genuinely random 
cybersecurity attacks. In the last 18 
months, 56% of organizations that fell 
victim to a significant attack were tar-
geted again in the same period.

When an attack is fully remediated, 
security analysts can prepare effi-
cient reporting on the incident using 
data from security intelligence solu-
tions, forensic investigation tools and 
insights from the response researchers. 
This research can be presented directly 
to the executive leadership team to 
communicate the status of the incident, 
actions taken and lessons learned.

By collaborating with third-party 
response experts and security service 
consultants, the SOC team can work to 

refine formal incident response poli-
cies and enhance security controls. As 
SOC operations resume, analysts can 
improve readiness with a customized 
response drill training.

Why Incident Response 
Orchestration Matters
By protecting the enterprise with  
solutions to automate and orchestrate 
incident response, security leaders  
can introduce the benefit of cyber resil-
iency to the organization. According to 
Forrester, “Technology products that 
provide automated, coordinated, and 
policy-based action of security pro-
cesses across multiple technologies, 
[make] security operations faster, less 
error-prone, and more efficient.” Add-
ing the right solutions for orchestra-
tion, cognitive intelligence, and  
case management can ease the burden 
on the SOC while reducing cybersecu-
rity risks 

—The author is Content Marketing Manager 
at IBM Resilient

The first step to build a cyber resilient enterprise involves 
adopting an advanced incident response platform
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india Among top 
nations Leading 
gDPR Readiness: 
study
India stood sixth globally with 65% of Indian organizations 
showing higher preparedness towards meeting most or all 
of the GDPR requirements
By CIO&Leader
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India finds its place amongst the leading 
nations globally in their preparedness 
towards the General Data Protection Regu-
lation (GDPR), according to Cisco’s 2019 
Data Privacy Benchmark Study.

According to the study, organizations 
worldwide that invested in maturing their 
data privacy practices are now realizing 
tangible business benefits from these invest-
ments. The study validates the link between 
good privacy practice and business benefits 
as respondents report shorter sales delays as 
well as fewer and less costly data breaches.   

The European Union’s General Data 
Protection Regulation, which focused on 
increasing protection for EU residents’ pri-
vacy and personal data, became enforceable 
in May 2018. Organizations worldwide have 
been working steadily towards getting ready 
for GDPR. Within Cisco’s 2019 Data Pri-
vacy Benchmark Study, 59% of organizations 

market shifts, we see organizations realizing real business 
benefits from their investments in protecting their data,” 
said Michelle Dennedy, Chief Privacy Officer, Cisco.

Customers are increasingly concerned that the products 
and services they deploy provide appropriate privacy pro-
tections. Those organizations that invested in data privacy 
to meet GDPR experienced shorter delays due to privacy 
concerns in selling to existing customers: 3.4 weeks vs. 5.4 
weeks for the least GDPR ready organizations. Overall the 
average sales delay was 3.9 weeks in selling to customers, 
down from 7.8 weeks reported a year ago.

Vishak Raman, Director – Security, Cisco said, “India has 
greatly improved upon its GDPR readiness with its fast 
evolving data privacy ecosystem, which is primarily because 
of a collaborative approach by the government and private 
organizations. However, there remains a huge scope for 
Indian organizations to increase their investments in people, 
and technology controls to meet customer privacy require-
ments faster."

GDPR-ready organizations cited a lower incidence of data 
breaches, fewer records impacted in security incidents, 
and shorter system downtimes. They also were much less 
likely to have a significant financial loss from a data breach. 
Beyond this, 75% of respondents cited that they are realizing 
multiple broader benefits from their privacy investments, 
which include greater agility and innovation resulting 
from having appropriate data controls, gaining competitive 
advantage, and improved operational efficiency from having 
data organized and catalogued.

More than 3,200 global security and privacy profession-
als in 18 countries across major industries responded to the 
Cisco survey about their organizations’ privacy practices. 
Key findings include:

i

Figure 1: GDPR Readiness
% of respondents, N = 3206

Figure 2: Respondents Experiencing Delays in their 
Sales Cycles due to Customers’ Data Privacy Concerns
% of respondents, N = 2064

reported meeting all or most requirements, 29% expect to do 
so within a year, and 9% will take more than a year. (See Fig-
ure 1) Interestingly, India stood sixth globally with 65% of 
Indian organizations showing higher preparedness towards 
meeting most or all of the GDPR requirements. 

“This past year, privacy and data protection importance 
increased dramatically. Data is the new currency, and as the 
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 87% of companies are experiencing delays in their sales 
cycle due to customers’ or prospects’ privacy concerns, 
up from 66% last year. This is likely due to the increased 
privacy awareness brought on by GDPR and the frequent 
data breaches in the news. (See Figure 2)

 Sales delays by country varied from 2.2 to 5.5 weeks, with 
Italy, Turkey and Russia at the lower end of the range, and 
Spain, Brazil and Canada at the higher end. Longer sales 
delays can be attributed to areas where privacy require-
ments are high or in transition. Delayed sales can cause 
revenue shortfalls related to compensation, funding, and 
investor relations. Delayed sales also can become lost sales 
if a potential customer buys from a competitor or decides 
not to buy at all.

 Top reasons cited for sales delays included investigat-

ing customer requests for privacy needs, 
translating privacy information into cus-
tomer languages, educating customers 
about an organization’s privacy practices, 
or redesigning products to meet customer 
privacy needs.

 By country, GDPR-readiness varied from 
42% to 76%. Spain, Italy, UK and France 
were at the top of the range, while China, 
Japan and Australia were on the lower 
end. (See Figure 3)

 Only 37% of GDPR-ready companies expe-
rienced a data breach costing more than 
USD 500,000, compared with 64% of the 
least GDPR-ready companies 

Figure 3: GDPR Readiness by Country
% of respondents, N = 3206

Organizations worldwide that invested in 
maturing their data privacy practices are 
now realizing tangible business benefits
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Can the CiO 
Become the CEO 
Or COO?
Some of them have. Already.
By CIO&Leader

C Can the CIO become CEO or COO? This 
question has been asked rhetorically many 
times to make a point that CIOs are now tak-
ing business decisions and are thinking like 
business managers, making them ‘potential’ 
COOs/CEOs like any other business manager.

The fact that many of them have taken other 
functional roles has only fueled the discus-
sion. Some of the top CIOs who also handle 
other functions in their respective companies 
include Rajesh Uppal, erstwhile CIO of Maru-
ti, who is now Executive Director (HR & IT) at 

Mridul Sharma, who has just 
taken over as the COO of 
Kirolsakr Capital was EVP & Head 
of Technology before taking over 
the COO role. He has served in 
technology roles in Barclays Bank 
and Tata AIG General Insurance.

Before him, some four years 
back, Rajesh Munjal took over 
as the COO of Carzonrent that 
operates the Easycabs taxi 
services. He was the CIO of 
the company before taking up 
the role of director, business 
operations and finally becoming 
the COO.

Another radio taxi operator, Meru 
Cabs, also has an erstwhile CIO 
at the helm, this time as CEO. 
Nilesh Sangoi, who is the CEO of 
Meru Cabs, headed technology 
for the company earlier.

The most high-profile CIO-turned-
CEO case is that of Ashish 
Chauhan, the current CEO of 
Bombay Stock Exchange (BSE). 
He was formerly the CIO of 
Reliance Industries and Reliance 
Infocom. He also headed 
Mumbai Indians IPL team as CEO 
for some time.

his company; Vijay Sethi, CIO, Head – HR 
and Head – CSR at Hero Motocorp; Manish 
Choksi, who headed IT and Corporate strat-
egy at Asian Paints. These are just examples 
from largest corporations. There are more in 
the list.

There are, of course, CIOs and CISOs, in 
IT/telecom companies who have been given 
additional/new charge of business lines. It is 
fairly common in IT services industry.

However, there are only a few CIOs who 
have become full-fledged COOs and CEOs 
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Key Cybersecurity 
threats that 
Will impact APAC 
Organizations in 
2019
One of the threats will be a surge in the number of 
vulnerabilities in AI and chatbots
By CIO&Leader

2 2018 has been another transfor-
mative time for security teams in 
APAC regions. The imposition of 
new regulations like Australia’s 
Notifiable Data Breaches scheme 
and the Indian government’s 
push to be GDPR compliant due 
to recent global breaches, have 
been influential on cybersecurity 
investment and strategy.  Along 
with a rise in the number of inci-
dents of data theft and cyberat-
tacks in India and a workforce 
bogged down compliance manage-
ment, 2018 has been another chal-
lenging year for cybersecurity and 
business leaders. But does 2019 
face the same fate? Skybox Secu-
rity outlines predictions for the 
year ahead:

 Crypto-jacking keeps going: 
2018 saw unauthorized cryp-
tomining replace ransomware as 

the most popular malware, and 
this will not abate. Monero has 
been identified as the cryptocur-
rency which is most associated 
with this activity. This type of 
malware can often go around 
undetected, and it’s a good way 
for hackers to stay active for the 
maximum amount of time and 
make quick money. Why would 
they turn to an alternative?

 Mobile vulnerabilities keep 
rising: A continuing trend  
which emerged at the end of 
2017 is the exponentially grow-
ing number of mobile vulner-
abilities. This is only going to 
continue as mobile further blurs 
the line between personal and 
business device. Furthermore, 
third-party applications used on 
smart phones are a good way for 
malware to enter an organiza-

tion, as well as open applications, 
particularly Android.

 Cloud misconfigurations cause 
chaos: As more and more com-
panies migrate to the cloud, the 
biggest risk will be seen in the 
misconfiguration of the cloud 
environment, showing that 
humans continue to be one of 
the weakest links in security. In 
addition, the incorporation of 
third-party software in the cloud 
means organizations won’t have 
full control over their attack 
surface. Cloud technology is still 
relatively new, with no set best 
practices, so it’s not as clear to 
IT people how to secure a cloud 
environment as opposed to on-
prem networks. Next year, hack-
ers will take more advantage of 
these weaknesses.

 Ransomware won’t fade away: 
2017 will always be remembered 
as the ‘year of ransomware’. 
While cryptomining is overshad-
owing ransomware, it’s impor-
tant that CISOs don’t let their 
guard drop on this older threat. 
Although illicit cryptomining is 
easier to undertake, ransomware 
has the potential to reap bigger 
immediate awards when pre-
cisely targeted at an organization 
that cannot afford to kiss their 
encrypted files goodbye. So, ran-
somware will continue to wreak 
havoc, using a variety of new 
techniques to enter the network.

 AI arms race: AI will be increas-
ingly used to identify and protect 
against attacks, but 2019 will see 
a surge in the number of vulner-
abilities in AI and chatbots as 
threat actors realize the value in 
this activity. Hackers will begin 
to use AI to make more efficient 
and persistent malware attacks. 
At some level this may even cul-
minate in an AI cyber-arms race. 
There will be more investment 
being ploughed into cyber-AI on 
both sides of the battlefield 
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healthcare industry 
increasingly 
Adopting hybrid 
Cloud services: study
As per respondents, in just two years, healthcare providers’ 
hybrid cloud deployment will jump from 19% penetration to 37%
By CIO&Leader
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The healthcare industry is increas-
ingly leaning toward adopting hybrid 
clouds that combine private and  
public cloud services, and their respec-
tive benefits — with healthcare rank-
ing third in the number of hybrid  
cloud deployments currently running, 
by industry, according to Nutanix’s 
Enterprise Cloud Index Report. As per 
respondents, in just two years, health-
care providers’ hybrid cloud deploy-
ment will jump from 19% penetration 
to 37%.

Today, healthcare organizations need 
to address a variety of critical IT needs, 
including a need for increased security, 
protection of sensitive patient data and 
meeting regulatory compliance. Over 
28% of healthcare respondents named 
security and compliance as their num-
ber one decision criterion in choosing 
where to run workloads. With hackers 
targeting medical records contain-
ing sought-after personal details like 
patient healthcare and insurance 
information, hospitals and provid-
ers require technology solutions that 
can handle the movement of sensitive 
data without risk. And, as healthcare 
providers also have to meet necessary 
security and HIPAA compliance for 
patient data, they seek out a solution 
that fits those specific needs.

To address ongoing security and 
compliance concerns, results showed 
the healthcare industry turning to 
hybrid cloud for optimum flexibility 
and the ability to move applications 
between private and public clouds. 
More than half of survey respondents 
from the healthcare industry noted 
inter-cloud application mobility as 

t
“essential,” further demonstrating 
this need for seamless movement of 
applications and associated data, net-
working services, and security policies 
between different types of clouds.

From a patient and clinician perspec-
tive, adopting a cloud model, hybrid 
or otherwise, also allows for providers 
to undergo a digital transformation 
of healthcare delivery. Infrastructure 
innovations allow hospitals to  
manage different applications and  
data types, take advantage of automa-
tion and create new service lines, such  
as telehealth or remote monitoring, 
thus leading to improved patient 
engagement.

Other key findings of the report 
include:

 Healthcare companies overspend 
on public cloud: Another motivation 
for deploying hybrid clouds is likely 
enterprises’ need to gain control over 
their IT spend. Organizations that 
use public cloud spend 26% of their 
annual IT budget on public cloud, 
with this percentage set to increase 

to 35% in two years’ time. The survey 
demonstrated healthcare companies 
reports being about 40% over budget 
when it comes to public cloud spend, 
compared to 35% of cross-industry 
global companies.

 Healthcare public cloud usage out-
paces other industries for IoT: The 
healthcare industry is embracing 
public clouds at about the same pace 
as most sectors, reporting a 13% pen-
etration compared to the 12% global 
average. However, healthcare compa-
nies outpace the averages for certain 
applications, such as ERP/CRM, data 
analytics, containers, and Internet of 
Things (IoT).

 Hybrid IT skills are scarce in 
healthcare: While 88% of respon-
dents said that they expect hybrid 
cloud to positively impact their busi-
nesses, hybrid cloud skills are scarce 
in today’s IT organizations. These 
skills ranked second in scarcity only 
to those in artificial intelligence and 
machine learning.
“India has always looked to provide a 

premier healthcare system for its citi-
zens. But an ageing population, a rise 
in chronic disease, increased health 
costs and a host of other technical and 
social factors are putting increased 
pressure on the country’s hospitals 
and healthcare professionals,” said 
Neville Vincent, Vice President ANZ, 
ASEAN and India, Nutanix. “There 
is no quick cure for these issues but 
investing in next generation IT infra-
structure is the first step in preserving 
the current quality of care and bring-
ing healthcare to the individual rather 
than the other way around.” 

Adopting a cloud 
model allows 
for providers to 
undergo a digital 
transformation 
of healthcare 
delivery 
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Key trends that 
Will Dominate 
the server 
Market in 2019

Dell EMC reveals servers will continue to play a pivotal role in 
helping organizations modernize their datacenter
By CIO&Leader
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Today, with the emergence of a data-
driven ecosystem, the dynamics of 
the Indian IT industry has changed 
significantly. With the proliferation 
of smart devices, connected sensors 
and the constant and insatiable need 
for data-driven insights, IT has moved 
from back office functionality to fore-
front executive strategy..

Therefore, in order to stay relevant in 
the future, the efforts to transform the 
legacy/traditional IT infrastructures 
have gained a lot more importance for 
businesses across verticals. Servers 
form the foundation of the modern IT 
infrastructure – running a variety of 
workloads from database to software-
defined storage.

As we move ahead in the year 2019, 
amongst the gamut of factors driving 
the growth of server industry, Dell 
EMC shares the top 6 trends which 
will dominate the server market:

 IT must be the enabler of transfor-
mational journey: Servers are the 
bedrock of the modern datacenter, 
helping businesses become more nim-
ble, intelligent, competitive and adap-
tive. Hence, businesses must trans-
form and embrace the digital world, 
with a new business model benefiting 
from advanced technologies like data 
analytics, AI, ML and DL.

 The Edge is real: The expectations 
of IT hardware, software and data-

t
center infrastructure will continue 
to evolve in 2019. The edge evolution 
will provide vast potential for how 
customers and providers use, ana-
lyze and distribute data. The creation 
of POCs (edge proof of concepts) in 
2019 will allow all parties to vet and 
test new technologies and associated 
cost models.

 The journey to kinetic Infrastruc-
ture continues: The terms “compos-
able infrastructure” and “server dis-
aggregation” entered the mind sets  
of many enterprise IT departments in 
2018. 2019 will also see the rise  
of technologies that allow the com-
position of certain classes of com-
ponents. Therefore, it will be a year 
of acceleration on the kinetic Infra-
structure journey.

 Data Science business disrup-
tion leads need for AI/ML/DL: In 
2019, the boundaries of Informa-
tion technology will be stretched to 
their limit as the “data creation” IT 
economy transitions to one of “data 
consumption.”  Thus, as the volume 
and variety of data, an organization 
needs to analyse grows, there will 
be an increasing need to utilize data 
enriched techniques like artificial 
intelligence/machine learning/deep 
learning to help transform this data 
into information.

 Data on-prem repatriation is hap-

pening: As the cloud model contin-
ues to mature, companies are recog-
nizing the challenges around public 
cloud and have started to repatriate 
data and workloads back to on-prem-
ises. To fight the challenges around 
public cloud, a hybrid cloud model 
has quickly emerged as a much more 
appropriate solution for a majority 
of businesses. This data/workload 
placement transition is known as 
cloud repatriation.

 Security threats are the new  
exponential: 2019 will see yet anoth-
er year of the exponential growth 
in security threats. Greater focus 
on encryption will emerge, requir-
ing any data at rest to be encrypted, 
whether at the edge or in the datacen-
ter, along with robust encryption  
key management.
“Increasing workloads due to pen-

etration of emerging technologies has 
forced IT infrastructure to deliver 
modern capabilities that adapts and 
scales with business needs. We, at 
Dell EMC believe that 2019 holds a 
goldmine opportunity for the server 
industry as the customers give prime 
importance to transforming their IT 
infrastructure," says Manish Gupta, 
Senior Director & General Manager, 
Compute & Networking Group, Dell 
EMC India. "With our industry lead-
ing server portfolio, we are confident 
that we are the right digital partners 
for our customers, helping them to 
generate their best business potential.”

Dell EMC offers a holistic server 
portfolio of industry-leading 14th 
generation PowerEdge servers, which 
offer scalable business architecture 
and intelligent automation. The server 
portfolio also delivers a robust layer 
of security, across the hardware and 
firmware. Simultaneously, it offers 
a cyber-resilient architecture that 
extends across every aspect of the 
server, including the embedded server 
firmware, the data stored in the system, 
etc., which is the need of the hour 

Servers are 
the bedrock 
of the modern 
datacenter, 
helping 
businesses 
become more 
nimble...
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CiOs to Be Equally 
Responsible For 
Culture Change As 
ChROs By 2021: 
gartner
67% of organizations have already completed culture change 
initiatives or are in the process of doing so
By CIO&Leader
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i
cesses is the culture hack. Start with a 
small, motivated user group and use 
it to showcase fast wins and results,” 
Olding said.

Other culture predictions from Gart-
ner include:

By 2021, 80% of Midsize 
to Large Enterprises Will 
Change Their Culture as 
a Way to Accelerate Their 
Digital Transformation 
Strategy
A recent Gartner survey found that 
67% of organizations have already 
completed culture change initiatives 
or were in the process of doing so. The 
reason for many of those initiatives 
was that the current culture has been 
identified as a barrier to digital trans-
formation.

“In 50% of cases, transformational 
initiatives are clear failures and CIOs 
report that the main barrier is culture,” 
said Christie Struckman, research vice 
president at Gartner. “The logical con-
clusion is that CIOs should start with 
culture change when they embark 
on digital transformation, not wait to 
address it later.”

Through 2022, 75% 
of Organizations With 
Frontline Decision-
Making Teams Reflecting 
Diversity and an Inclusive 
Culture Will Exceed Their 
Financial Targets

“In 50% of cases, 
transformational initiatives are 
clear failures and CIOs report 
that the main barrier is culture” 

Organizations today need better  
decisions made fast, ideally at the  
front line. To achieve this objective, 
teams must consist of multidisci-
plinary, diverse members with the 
autonomy and accountability to act 
and to realize financial targets. Diver-
sity & inclusion (D&I) is critical for the 
success of those teams.

“D&I initiatives will only contribute 
to business results if they are scaled 
properly and actually reach frontline 
employees,” said John Kostoulas, 
senior research director at Gartner. 
“Enterprises often overlook extending 
D&I programs, such as unconscious 
bias training, to frontline employees. 
Numerous technologies can enhance 
the scale and effectiveness of D&I 
programs, such as by diagnosing the 
current state of inclusion, develop-
ing leaders who foster inclusion and 
embedding inclusion into daily busi-
ness execution.”

D&I initiatives are an area where 
CIOs and CHROs can cooperate easily 
and effectively. For example, CIOs can 
champion empowerment behaviors, as 
they already gained a lot of experience 
with agile development and product 
teams working together. The IT depart-
ment must partner with HR to set up 
programs for monitoring, measuring 
and enhancing inclusion. “It’s worth 
the investment. Gartner research 
shows that inclusion can improve 
performance by over 30% in diverse 
teams,” Kostoulas said 

In an era of continuous change, a  
proactive and adaptive culture is a 
critical asset and CIOs will play a key 
role in establishing the right mindsets 
and practices.

According to Gartner, by 2021, CIOs 
will be as responsible for culture 
change as chief HR officers (CHROs).

“A lot of CIOs have realized that 
culture can be an accelerator of digital 
transformation and that they have the 
means to reinforce a desired culture 
through their technology choices,” said 
Elise Olding, research vice president 
at Gartner. “A partnership with the 
CHRO is the perfect way to align tech-
nology selections and design processes 
to shape the desired work behaviors.”

The mission and values of an orga-
nization usually fall into the remit of 
HR. The partnership between IT and 
HR can shed light on how IT can make 
technology and process design deci-
sions that foster the intention of the 
desired organizational culture. Enter-
prise architecture can adopt principles 
that align to the cultural traits, and 
when business analysts design pro-
cesses they can create them with the 
intended traits in mind. Hence, IT sup-
ports the way an organization behaves 
in cooperation with HR.

However, culture change is a process. 
This means that there will be barri-
ers to digital initiatives — in peoples’ 
mindsets and practices. “A great way to 
jump-start culture change and enable 
adoption of new technologies and pro-
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gartner Debunks 
Five Artificial 
intelligence 
Misconceptions
IT and business leaders developing AI projects must separate 
reality from myths to devise their future strategies
By CIO&Leader
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i AI is a computer 
engineering discipline. 
In its current state, it 
consists of software 
tools aimed at solving 
problems

IT and business leaders are often confused about 
what artificial intelligence (AI) can do for their orga-
nizations and are challenged by several AI miscon-
ceptions. According to Gartner, IT and business lead-
ers developing AI projects must separate reality from 
myths to devise their future strategies.

“With AI technology making its way into the orga-
nization, it is crucial that business and IT leaders 
fully understand how AI can create value for their 
business and where its limitations lie,” said Alexan-
der Linden, research vice president at Gartner. “AI 
technologies can only deliver value if they are part of 
the organization’s strategy and used in the right way.”

Gartner has identified five common myths and mis-
conceptions about AI:

Myth No.1: AI Works in the Same Way 
the Human Brain Does
AI is a computer engineering discipline. In its cur-
rent state, it consists of software tools aimed at solv-
ing problems. While some forms of AI might give the 
impression of being clever, it would be unrealistic 
to think that current AI is similar or equivalent to 
human intelligence.

“Some forms of machine learning (ML) – a category 
of AI - may have been inspired by the human brain, 
but they are not equivalent,” Linden said. “Image 
recognition technology, for example, is more accurate 
than most humans, but is of no use when it comes to 
solving a math problem. The rule with AI today is 
that it solves one task exceedingly well, but if the con-
ditions of the task change only a bit, it fails.”

Myth No. 2: Intelligent Machines 
Learn on Their Own
Human intervention is required to develop an AI-
based machine or system. The involvement may 
come from experienced human data scientists who 
are executing tasks such as framing the problem, 
preparing the data, determining appropriate datas-
ets, removing potential bias in the training data (see 
myth No. 3) and – most importantly- continually 
updating the software to enable the integration of 
new knowledge and data into the next learning cycle.

Myth No. 3: AI Can Be Free of Bias
Every AI technology is based on data, rules and 
other kinds of input from human experts. Similar to 
humans, AI is also intrinsically biased in one way 
or the other. “Today, there is no way to completely 
banish bias, however, we have to try to reduce it to a 
minimum,” Linden said. “In addition to technological 
solutions, such as diverse datasets, it is also crucial 

to ensure diversity in the teams working with the AI, 
and have team members review each other’s work. 
This simple process can significantly reduce selec-
tion and confirmation bias.”

Myth No. 4: AI Will Only Replace 
Repetitive Jobs That Don’t Require 
Advanced Degrees
AI enables businesses to make more accurate deci-
sions via predictions, classifications and clustering. 
These abilities have allowed AI-based solutions to 
replace mundane tasks, but also augment remaining 
complex tasks.

An example is the use of imaging AI in healthcare. 
A chest X-ray application based on AI can detect 
diseases faster than radiologists. In the financial and 
insurance industry, robo advisors are being used for 
wealth management or fraud detection. Those capa-
bilities don’t eliminate human involvement in those 
tasks but will rather have humans deal with unusual 
cases. With the advancement of AI in the workplace, 
business and IT leaders should adjust job profiles 
and capacity planning as well as offer retraining 
options for existing staff.

Myth No. 5: Not Every Business 
Needs an AI Strategy
Every organization should consider the potential 
impact of AI on its strategy and investigate how this 
technology can be applied to the organization’s busi-
ness problems. In many ways, avoiding AI exploita-
tion is the same as giving up the next phase of auto-
mation, which ultimately could place organizations 
at a competitive disadvantage.

“Even if the current strategy is ‘no AI’, this should 
be a conscious decision based on research and con-
sideration. And – as every other strategy- it should be 
periodically revisited and changed according to the 
organization’s needs. AI might be needed sooner than 
expected,” Linden concluded. 
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