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By and large, the vertical-wise IT spend pat-
tern in India reflects the same pattern as global 
spends. Only two verticals seem to be excep-
tions. The first, IT/ITES, which is one of the 
top IT spending verticals in India, is because of 
India’s unique positioning as a global outsourc-
ing hub. The second, healthcare, which features 
among the top verticals globally and among the 
top five in the US, is nowhere in the list of high 
IT spending verticals in India.

It is not too difficult to understand why. While 
most developed countries spend 7-8% of their 
GDP on health, India spends just about 1%. The 
private hospitals largely target the upper eche-
lons of society. The state of affairs in government 
hospitals—though it has marginally improved—
is abysmal. 

However, thanks to pollution and 
erratic lifestyles, diseases that origi-
nate because of the two are on the rise 
in urban areas and people are getting 
sensitized. That explains the newer 
expansion plans of most of the health-
care service providers which now 
want to target the middle class. Many 
of those expansions should be digital-
leveraged. India’s innovations in this 
area are second to none but they reach 
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a miniscule share of population. The reach needs 
to expand rapidly. Newer technologies—driven by 
mobility, sensory technologies and data technolo-
gies—could help achieve that. 

For example, healthcare is one business, where 
data has the potential to add huge business value. 
The problem is: Few of the providers have any clue 
about finding—let alone organizing—that data to 
make any sense out of that. 

I think one thing could change this state of affairs. 
And that is compliance. The healthcare service 
providers cannot conduct their business without 
collecting data. Everything about a patient’s health 
is data. But now, no one cares where that data goes 
after the immediate needs are met. Compliance has 
changed that. 

The draft Personal Data Protection Bill classifies 
most healthcare data as ‘sensitive personal data’ and 
there are stringent rules to ensure that they are pro-
tected. But if the hospital does not know where that 
data lies, how is it going to ensure that it is protect-
ed—or erased when the patient asks for the same, 
which is also a requirement in the new regime? 

This means the providers will have to invest in IT 
to track, organize, process and manage their infor-
mation as well as to protect it. 

In other words, it is compliance that will drive IT 
investment in healthcare. Be prepared 
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to have corrupted versions of the 
Microsoft Visual Studio development 
tool, which were then used by three 
different video game companies. 
Using this new modus operandi, the 
hackers then successfully planted 
malware in certain games, which in 
turn have likely infected hundreds 
of thousands of victims with a 
backdoored version of the programs.

What’s more, according to 
Kaspersky researchers, both the 
Asus and videogame cases are 
most likely part of a bigger web 
of interlinked supply chain hacks 
that in 2017 had hijacked utility 
software, CCleaner and the server 
management software, Netsarang.

Alarmingly, the compromised 
gaming firms had digitally signed 
their games before distributing 
them, unaware that they 
had used the malicious 
Microsoft development 
tools. The games thus 
had the seal of legitimacy. 
Tragedy is that still many 
software developers are 
completely unaware of this 
potential threat and this 
new angle of attack, when 

Beware, Your Video Game 
May Have Malware!
Now here’s something that is  
sure to be a wake up call for most  
of those in the security sector. If  
you thought your software supply 
chain is secure from attacks, think 
again. It is here that are lurking 
insidious threats — hackers have 
found a new way to make inroads 
into your organization – they are 
not attacking individual devices or 
networks directly, rather they are 
selecting companies that distribute 
the code used by their targets to 
mount attacks.

According to researchers at 
security firms, Kaspersky and ESET, 
new evidence suggests that hackers 
who had targeted Asus with that 
sort of supply chain hack earlier this 
year, have targeted three different 
videogame developers — and this 
time they have aimed even higher 
upstream – they have corrupted 
the programming tools critical to 
developing games.

You may recall how in the Asus 
breach, hackers had hijacked the 
company's software update process, 
going about silently infecting 
customers with malicious code. 
This time round the hackers appear 

“Predictive and 
perspective 

analytics”
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92,000 computers were detected to 
be running the malicious versions of 
the games by Kaspersky antivirus, 
though there are likely far more 
victims. further, most of the known 
infected machines were in Asia.

What these attacks have 
demonstrated so far is that these 
hackers are aggressive in their intent 
to serially corrupt software's supply 
chain, turning even trusted sources 
into distributors of malware. The 
Asus and the video game hijackings 
start closest to the source and 
should serve as a warning making 
software developers question the 
software source diligently.
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by the book 

‘Innovation and Its Enemies: Why 
People Resist New Technologies’ 
comes from the celebrated authority 
on the role of science, technology and 
innovation in economic development. 
A Professor of the Practice of Interna-
tional Development and Director of the 
Science, Technology, and Globalization 
Project at Harvard Kennedy School, 
Calestous Juma, takes a look at the past 
600 years of economic history and in 
the light of it explains how and why we 
resist technological disruption. He pres-
ents the other side of the debate which 
generally projects innovation as the 
ultimate source of prosperity.    

Juma has turned this academic book 
into a great nightstand reading with 
entertaining stories and anecdotes to 
illustrate the central idea discussed 
in the book. The book is replete with 
amazing historical nuggets and twists 
and turns that keep the reader glued, 
on how each new innovation raised 
solid opposition to it right from coffee 
and printing to margarine and trans-
genic crops. It is an inspiring book for 
those into innovation and technology 
and teaches one through its anecdotal 
account to not give up in the face of 
resistance. The book has drawn high 
praise from various quarters from 
around the globe including N. R. Naray-
ana Murthy, Founder, Infosys

Certainly a must read!

If you have been gnawing at your fingers worrying if that bot will gobble your 
job here’s some good news. Recent forecasts are painting a more positive pic-
ture. Gartner too recently said that “2019 will be a pivotal year for job loss due 
to automation and AI”. It predicts a shift in trend and beginning 2020, auto-
mation and AI will, in fact, be the reasons for more jobs being added by the 
industry than those being taken away by it. True that many positions in the 
industry will change radically because of AI. However, it is yet unclear what 
kind of jobs will AI and automation create. Though Gartner says these jobs 
will most likely be in industries where AI and automation are being deployed 
most effectively – banking and insurance, retail, wholesale, and manufactur-
ing. The overall move to AI will still be slower than planned as most enterpris-
es currently are still in the testing mode despite the fact that many are already 
getting business value from AI. 

Times are surely changing for the IT industry as more 
women are breaking the glass ceiling to reach the top 
job. organizational consulting firm, Korn ferry says that 
the share of women among chief information officers 
or chief technology officers rose to 18% from 16% over 
the past year. The consulting firm reiterates the need for 
broad cultural changes to keep the momentum going. 
Though the data is for the US, it still means a lot for 
global gender movement especially in the tech sector. 
according to Korn ferry, about 18% of Cios or CTos 
at big US firms are women. The consulting firm had 
conducted the analysis in early 2019 which covered US’ 
top 1,000 public and private companies by revenue. The 
percentage of women in the top positions in 2017 was 
16%. according to the analysis, in the US, the highest 
percentage of women technology executives is in the 
financial services industry at 25% and the lowest at 7% 
is in the professional-services sector, including public 
relations and consulting firms at 7%. 
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Autonomous

Hooked to plotting the next moves through ‘choose your own 
adventure’-style interactive programming on Netflix? While all that 
may be giving you a great adrenalin rush, researchers at the Indian 
Institute of Technology Madras (IIT-M) have a word of advice. They 
have discovered that “whether you're warping a dystopian future, 
adventuring in the Minecraft universe, or staring down a boa con-
strictor, your data may not be as secure as you think”. Though Netf-
lix encrypted all its video streams in 2016 to protect its users’ priva-
cy; contrary to the belief that this layer of security makes it difficult 
to track what customers watch; researchers say they can “analyze 
Netflix’s encrypted interactive video traffic to find clues about what 
users are watching and which choices they've made in their movie 
journeys”. The level of accuracy of their research is an eye-opener. 
In their an analysis of choice data from 100 viewers, they were able 
to determine decisions correctly 96% of the time! Alarming, right?

VitAl 
stAtistiCs 

Detecting 
Security 
Intrusions is Top 
Al Application 
in 2018

matter  
twitter 

of

Source: Consumer Technology Association

Application areas of Artificial Intelligence (AI) in organizations worldwide in 2018

Detecting & deterring security intrusions

Resolving users' technology problems 

Reducing product management work by automating it 

Gauging internal compliance

Anticipating future customer purchases

Financial trading

Using runbook automation

Improving media buying

Monitoring social media comments

Tailoring promotions

Automating call distribution

44%
41%
34%
34%

19%
17%

16%
16%
16%

15%
15%
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We have heard of all kinds of thefts 
and attacks in the cyber world. Now 
you can add to it Blockchain Banditry. 
Yes, that’s right. It seems a Blockchain 
Bandit has been on the prowl for the 
past few years and has pulled off some 
unbelievably fast moves, as discovered 
by one Adrian Bednarek who was also 
mulling ways to steal the cryptocur-
rency Ethereum. 

A security consultant, Bednarek 
who was working for a client in the 
theft-plagued cryptocurrency industry 
then, was mulling how to crack private 
key which comprises the unguessable 
78-digit string of numbers that pro-
tects the currency stashed at a certain 
address – that had a value of 1; when to 
his surprise, he found that simple key 
had in fact once held currency accord-
ing to the blockchain that records all 
Ethereum transactions. But the cash 

Tale Of A Blockchain Bandit 
Who Stole Millions Worth Of 
Cryptocurrency Ethereum

had already flown the Ethereum wal-
let that used it. This seemed to be the 
handiwork of a thief who had beaten 
Bednarek at the game, guessing a pri-
vate key of 1 long before he had. 

That initial discovery made Bednarek 
curious and he embarked on some 
sleuthing. He tried a few more consecu-
tive keys: 2, 3, 4, and then some more, 
and to his amazement found all of them 
had been similarly wiped out. 

Next with his colleagues at the secu-
rity consultancy, Independent Security 
Evaluators, Bednarek wrote some code, 
fired up some cloud servers, and tried a 
few dozen billion more and found they 
detailed in a paper published recently, 
a "blockchain bandit" on the prowl who 
had amassed a fortune using those 
same key-guessing tricks. They also 
discovered  that cryptocurrency users 
had stored their crypto treasure with 

easily guessable private keys.
Blockchain banditry is not an easy 

task though. Bednarek says the odds of 
guessing a randomly generated Ethe-
reum private key is 1 in 115 quattuor-
vigintillion (or, as a fraction: 1/2256.), 
the denominator is roughly around 
the number of atoms in the universe. 
Hence, identifying a random Ethereum 
key is akin to choosing a grain of sand 
on a beach, and then asking someone to 
find that same grain among a "billion 
gazillion" beaches.

The bandit had made a big haul at 
the peak of Ethereum's exchange rate 
in January 2018 – there were 38,000 
ether in his account  worth more than 
USD54 million at the time. With Ethe-
reum's value plummeting over the 
past year, the value of the blockchain 
bandit's haul has come down by about 
85%.
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If there is one industry in India that is way behind its 
global counterparts in IT adoption, it is healthcare. New 
data-based business models and newer compliance 
requirements may completely change its technology 
usage. A closer look at the emerging compliance 
requirements...

By Sohini Bagchi
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Manohar Singh, a Mumbai-based retired bank employ-
ee, preferred to access his health information and 
medical history on his smartphone. He was also happy 
knowing that all his health data are being saved by the 

hospital or the clinics he visits. But on a fateful December evening, 
Singh got the shock of his life when he turned on the TV channel 
and heard what he least expected – the news about a massive health 
data breach – where medical records at a city-based diagnostic labo-
ratory were leaked. Notably, it were the EMRs (electronic medical 
records) that were leaked at a clinic where he was a frequent visitor.  

Singh was not a lone victim. In one of the most heinous  
attacks in Indian healthcare system that took place in 2016 in 
Maharashtra, the leaked information comprised over 35,000 
patients’ medical records. The diagnostic laboratory has close to 
250 centers across Mumbai and over 10,000 collection points in 
various states in India. 

We come across several such incidents of healthcare data 
breaches almost every other day (some even go unreported) and 
despite technology increasingly playing a role in nearly every pro-
cesses in the healthcare system, from patient registration to data 
monitoring, from lab tests to self-care tools, time and again there 
have been serious breaches of health data. And each time it hap-
pens, there are some questions raised and some fingers pointed at 
people or at organizations, but rarely any concrete action is taken.

According to a FICCI-KPMG report, the Indian healthcare sec-
tor is expected to grow at 23% CAGR to USD 80 billion market by 
2020. While technologies, such as Big Data, Artificial Intelligence 
(AI), the Internet of Things (IoT) and Blockchain are already under-
way in the healthcare system, we are increasingly living in a time 
when there is heightened threat to privacy and data protection. 

Data leaks and need for compliance
While it is obvious that healthcare professionals will have to use 
computers on a routine basis and depend on them to process the 
data of a large number of patients, there will be increased suscep-
tibility to hacking attempts and data theft. In this advanced digital 
age, several countries around the globe, including India, have real-
ized that their laws have lagged far behind technological develop-
ments. Till date, there is hardly any regulatory control over data 
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collection or processing from a privacy and data pro-
tection perspective. However, recent reports of data 
leaks in the healthcare sector compelled the govern-
ment and healthcare providers to look into the neces-
sity to have strict laws in place to protect confidential 
health data and improve patient care. It is here that 
compliance plays a key role.

Michael L. Smith, a legal expert and board certi-
fied in health law by The Florida Bar defines health-
care compliance as an ongoing process of meeting, 
or exceeding the legal, ethical, and professional stan-
dards applicable to a particular healthcare organiza-
tion or provider. “Healthcare compliance requires 
healthcare organizations and providers to develop 
effective processes, policies, and procedures to define 
appropriate conduct, train the organization's staff, 
and then monitor the adherence to the processes, pol-
icies, and procedures,” he states in his company blog. 

From Smith’s definition, it’s clear that compliance 
and ethics are not just legal requirements in health-

care; they are also critical components to safe, quality 
patient care.  Regardless of the size or specialty of 
the practice or facility, all medical organizations face 
healthcare compliance concerns.

For example, healthcare CIOs increasingly use 
technology for analyzing, simplifying and applying 
algorithms to data collected from patients for fur-
ther productive purposes. This practice is also duly 
included in the Clinical Establishments (Registration 
& Regulation) Act 2010, which mandates mainte-
nance and provision of EMR for every patient by 
clinical establishments. Maintenance of data in elec-
tronic form provides several benefits to the hospitals 
for clinical establishment.

It also helps the government in analyzing mass 
data and formulating public policies. This implies 
having strong data protection laws with sufficient 
deterrents against theft and hacking attempts. 

In the Indian context, it is therefore interesting to 
see where we stand today in data protection, how the 
release of the draft Digital Information Security in 
Healthcare Act (DISHA) in March 2018, and the draft 
of the Personal Data Protection (PDD) Bill, in July 
2018 can have a huge impact on the healthcare sector 
(once it comes into force) and what role it can have 
on the CIO/CISOs and other technology and security 
leaders in healthcare organizations.

The state of data protection:  
The story so far
The need for data security is recognized in Indian 
healthcare industry to save the data of patients  
from being misused or leaked. For example, under 
the Indian Medical Council (Professional Conduct, 
Etiquette and Ethics) Regulations, 2002, doctors  
are required to maintain confidentiality of all  
patients during various stages of medical treatment 
and procedures and also of the information provided 
by them.

However, it failed to clearly define the timeline 
for accessing data of patients. It also failed to include 
URLs and IP addresses as sensitive information, 
something which is of paramount significance in the 
internet driven world today.

Certain sections of the Information Technology 
Act also provide a basic framework for the protec-
tion of personal information in India, but these suffer 
from a number of flaws. For example, Section 43(a) is 
applicable only to a ‘body corporate’ and leaves out 
individuals and legal entities like trusts or NGOs and 
many others from its purview.

To overcome some of these shortcomings, the gov-
ernment came out with ‘Electronic Health Records 

Healthcare CIOs 
increasingly use 

technology for analyzing, 
simplifying and applying 

algorithms to data 
collected from patients 

for further productive 
purposes. This practice is 
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Clinical Establishments 
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Standards for India’ in 2013. The provisions under it were further 
revised in February 2016. These standards safeguard patients’ data 
in many ways and require safeguarding of financial information of 
patients like bank account and credit/debit card details.

These standards also require healthcare providers to designate 
“a privacy officer (preferably external, may be internal) who will  
be responsible for implementing privacy policies, audit and quality 
assurance”.

It also has a provision for patients “to request a healthcare orga-
nization that holds their health records, to withhold specific infor-
mation that he/she does not want disclosed to other organizations 
or individuals.”

DISHA: A step in the right direction
In March 2018, the government put in place the draft of a new law 
that makes any breach punishable with up to five years’ imprison-
ment and a fine of Rs 5 lakh. The new Digital Information Security 
in Healthcare Act (DISHA), as it is called, is expected to improve the 
existing data protection regime for personal health data in electron-
ic form by introducing new provisions for privacy, confidentiality, 
security and standardization of Digital Health Data, and provides 
for the establishment of a National Digital Health Authority, a stan-
dard setting body, as well as Health Information Exchanges, which 
will act as a public repository of Digital Health Data.

Shuvankar Pramanick, CIO at Sir Ganga Ram Hospital believes-
the draft DISHA bill is a big step forward in the healthcare indus-
try. Once it becomes a law, it can bring complete standardization 
of healthcare – which is currently lacking in the country. However, 
there are certain specific concerns that first need to be addressed.

“One of the biggest challenges is interoperability of health 
records. As the record lies with the custodian, not the patient, edit-
ing and viewing of it can be done by the clinical establishments. In 
this case there can be a threat to data integrity, which is not men-
tioned in the act,” he mentions.

Also he notes, during an emergency, when say the patient is 
unconscious and the patient’s health records have reached the 
hospital for doctors to study the emergency case. “Now suppose 
the patient does not give the consent for sharing the data at a later 
stage? What could be done? Should the clinical establishments dis-
card the already shared health record or should they handover the 
same to the patient, who is the owner of the data. There are no set 
protocols defined in the act,” states Pramanick.

At present, Digital Health Data is protected as “sensitive data” 
under the Information Technology (Reasonable security practices 
and procedures and sensitive personal data or information) Rules, 
2011. Any person who collects, handles, stores, discloses or trans-
fers Digital Health Data is bound to follow the procedure laid down 
in law which, in essence, requires the person to obtain written per-
mission from the owner of the Digital Health Data with respect to 
use of his/her information and use such information for legitimate 
business purposes for only as long as may be necessary to achieve 
the purpose.

DISHA introduces additional layers of protection for Digital 

Digital Health Data is 
protected as “sensitive 
data” under the 
Information Technology 
(Reasonable security 
practices and procedures 
and sensitive personal 
data or information) Rules, 
2011. Any person who 
collects, handles, stores, 
discloses or transfers 
Digital Health Data is 
bound to follow the law
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Health Data. For example, it grants (i) the right to 
know the entities who may have access to the Digital 
Health Data and the recipients to whom the data 
is transmitted or disclosed; (ii) the right to require 
the individual’s explicit prior permission for each 
instance of transmission or use of the Digital Health 
Data; and (iii) the right to seek compensation for 
any damages caused by violation of the right. It also 
limits ability of businesses to commercialize Digital 
Health Data.

DISHA also regulates how businesses can use 
Digital Health Data. This has not found favor with 
some businesses who believe that the proposed law is 
excessive and imposes unreasonable restrictions on 
their ability to conduct their own businesses.

With the government inviting public com-
ments on the draft, one of the noteworthy feedbacks 
received is the demand for creation of one State level 
adjudication authority and one Central level adjudi-
cation authority for data in general for better protec-
tion of data.

“While it is yet to be seen what will be the  
final shape of this new law, it is definitely a move  
in the right direction as it ensures protection of  
digital health data at every step, including at the  

time of their generation, collection, storage and  
transmission,” Gunjan Kumar, CIO & Head – New 
Initiatives at Regency Healthcare, a UP-based health-
care provider.

However, he believes as it is true for any law, 
unless implemented effectively, DISHA will not have 
the desired impact. “It will be pertinent to look at 
actual cases of data theft after DISHA is implemented 
and other emerging trends to revise and replenish 
this legislation from time to time,” says Kumar.

Personal Data Protection Bill 
paves a new path 
As far as the draft of the Personal Data Protection 
(PDP) Bill, which came in July 2018 is concerned, 
experts mostly believe need for a comprehensive data 
protection regime has been finally recognized by the 
Government of India. 

According to them, the Bill has been able to cap-
ture most of the concerns and discussions around 
data privacy and data protection in India. Further, 
through the Bill, the Expert Committee has attempt-
ed to plug the loopholes of the existing data protec-
tion regime in India and formulate a data protection 
law that will cater to the dynamic needs of the digi-
tized Indian society. 

While efforts for formulating the Bill have to be 
lauded, it must be noted that the Bill has to be refined 
further to clarify certain provisions, remove wide dis-
cretionary powers of the state and specify “appropri-
ate mechanisms” for obtaining consent,” says Sheril 
Jose, AGM - Cyber Security, Emcure, a Pune-based 
healthcare organization. 

“With data being one of the core assets of the digi-
tized economy, the Bill has to be fine-tuned to main-
tain the delicate balance between an individual’s 
right to privacy and the ease of doing business in 
India and needs to be implemented properly,” Jose 
says adding that the success of the new law will 
depend on its effective implementation, and that his 
organization is already evaluating and putting in 
place a blueprint for all its employee data.

Creating a culture of compliance
“Right to Privacy, is a fundamental right that needs to 
be ‘protected’. In other words, patient data shouldn’t 
be compromised at any cost. It is necessary there-
fore, to create a culture that fosters free and fair 
digital economy that ensures empowerment, protec-
tion, progress and innovation and at the same time 
protecting the privacy of individual citizens,” said 
Subrata Bagchi, President - TCG Digital, a healthcare 
consultant firm. 
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If one looks at the personal data ecosystem (by 
workshops conducted by Federal Trade Commission) 
one would see that the personal data is transacted 
and used by multiple players across the globe, name-
ly, data collectors (telecom companies, healthcare 
service providers, utility companies, retail stores, 
internet, social media, etc.); data brokers, the person-
al data is then aggregated, analyzed and sold/com-
moditized by healthcare analytics, credit bureaus, 
ad networks, etc.; and data user, the customized data 
is used by banks, marketers, media, government, 
employers, etc.

The release of the draft DISHA in March, 2018, 
and the draft of the Personal Data Protection Bill, in 
July 2018 can have a huge impact on the healthcare 
sector and the way it looks at issues, such as compli-
ance and data privacy, believes Bagchi, as he states, 
the above two draft bills, once legislated, would be 
aimed towards:

 providing autonomy of individuals
 creating a relationship of trust through transpar-

ency and active consent
 developing a legal and technical framework  

relative to data collection, storage, transmission 
and usage

 making data fiduciaries and data processors 
accountable

 providing remedies and penalties for unauthor-
ized access and breaches

Additional responsibilities for 
CIO/CISOs
According to Bagchi, “The level responsibility of the 
CIO and CISO will be heightened if their organiza-
tion is a Data Fiduciary or a Data Processor. They 
will have to ensure that the data collected, stored, 
transmitted and archived/deleted have to be secured 
to prevent any unauthorized access or any breach." 

The process starts from obtaining explicit  
consent from the data principal and could probably 
end with breach notification (though not a desired 
conclusion). Data transmission within India or cross 
border will require encryption. In this case, since the 
liabilities are high, the level of responsibilities will be 
also be enhanced.

“Healthcare firms should make compliance plan-
ning a priority, and designate a compliance officer 
and compliance committee and conduct internal 
monitoring and auditing,” he says.

Kumar adds, “CIOs will need to establish  
comprehensive programs addressing key data pri-
vacy areas. For example, limit who has access to per-
sonal data and make sure that access is authorized 
and reflects personnel changes that happen within  
an organization.” 

“Once enforced, standards through well-pub-
licized disciplinary guidelines and the more auto-
mated and integrated the program becomes, with 
the incorporation of existing business applications, 
audit, and compliance tools, the more effective, cost 
efficient, and preventive this program will become,” 
he states.

Pramanick concludes, once we get greater clarity 
and specifications, not only the vendors can design 
the software from the ground up by using security 
as an important consideration, the organizations and 
CIO/CISOs would also implement it based on specific 
guidelines, by patching or upgrading the software/
system. It is a huge opportunity for the stakeholder to 
bring standards in the act.

It is no secret that unlike many Indian industries, 
such as banking, IT/ITES and insurance, where IT 
maturity is comparable to those industries in mature 
markets, healthcare is one area where India is way 
behind. Maybe, the new needs for compliance—what 
with health data being classified as ‘sensitive person-
al data’—will drive a new era in healthcare IT  

"The level responsibility 
of the CIO and CISO will 
be heightened if their 
organization is a Data 
Fiduciary or a Data 
Processor. They will 
have to ensure that the 
data collected, stored, 
transmitted and archived/
deleted have to be 
secured to prevent any 
unauthorized access or 
any breach" 
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Adaptive 
Cyber Threat 
Intelligence 
And MITre
Despite huge budgets, 
organizations fail to 
subvert attacks  

This is good from the compliance perspective where you 
identify and protect the assets on the basis of criticality, but it 
won’t take you far. Your organization will still be compliant but it 
will fail terribly in the face of sophisticated attacks.

What is failing? Threat intelligence 
approach or threat intelligence team?
As a CISO and attending conferences and talking to the  
skilled people in Threat Intelligence vertical, what I’ve under-
stood is that everyone has Threat Intelligence feeds coming 
from multiple sources but few have actionable feeds pertaining 
to their industry.

Author

Mihir Joshi
AVP & CISO, DSP 
Investment Managers

To read more about MITRE, 
go to: https://bit.ly/2KPzudk or scan the Qr Code

over the years Cyber Threat Intelligence (CTI) has evolved in 
many ways. From the basic IP blocking based on reputation to 
connecting the dots forming the larger intelligence to forecast 
and foresee the future threats.

In the past few years there has been huge investment in tech-
nological defences to subvert all type of attacks ranging from 
known to zero-day. However, further investments provide zero 
Return on Investment (RoI) in the face of more organized and 
sophisticated attacks eroding the existing defence strategy.

Despite huge budgets, organizations fail to subvert  
attacks. It’s not about the inability of defences to protect but 
inability to feed those defences with actionable threat Intel, 
which over the course of coming years, should adapt the ever-
changing threat landscape.

“Insanity: Doing the same thing over and over again and 
expecting different results.”

Considering the past CTI analysis, it was more technology 
led approach where cyber security was all about defending  
the hardware, software and application following the basic 
cyber hygiene.
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Perspectives 
On IAM Best 
Practices
IAM works well as it is tied to the employee’s 
identity in the organization which is the basic 
level of security providing access to the 
network, applications and critical digital assets 

breaches embracing configuration man-
agement, environment standardization 
and protocols in operations management.

One of the ways to achieve compre-
hensive security is to rigorously  
implement Identity and Access Manage-
ment. It is an approach that works as a 
front line of defence for organizations 
ensuring only the right people have 
access to the resources needed as per 
the role. When monitored and reviewed 
diligently, IAM is an effective tool for pro-
tecting organizations.

IAM works well as it is tied to the 
employee’s identity in the organiza-
tion which is the basic level of security 
providing access to the network, appli-
cations and critical digital assets. It 
enables IT to allow, monitor and analyze 
user behaviour across networks and 
end points by providing and managing 
access at a granular level while getting 
visibility into access in real time.

However, implementing an IAM sys-
tem is an ongoing process requiring con-
tinuous engagement — from reviewing 
access of integrated systems and appli-
cation with enterprise wide IAM solution. 
Based on my experience as Cyber Secu-
rity Evangelist, mentioned below are few 
best practices: 

Quarterly Employee Validation: Employ-
ee identity validation with HR is critical 
in managing security to avoid misuse 
of enterprise assets by other employ-
ees and as hackers keep a look out for 
idle identities. IT must diligently review 
employee status on a quarterly basis 
with company HR to validate if identified 
employee still exists in the organization.

Author
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To read more about the remaining best practices, go to: 
https://bit.ly/2DoSlGc or scan the Qr code

New business imperatives and technology trends are changing 
the way enterprises view and implement security. The need to 
remain agile and responsive must be balanced by robust sys-
tems that protect organizational assets while mitigating risks 
on a continuous basis.

Technology advances such as cloud services have dramati-
cally changed business possibilities injecting high flexibility and 
scalability — raising the bar for application availability and high 
performance. This expands security definition to beyond data 
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Keeping Threats At 
Bay With Network 
Access Management

Network access control (NAC) is an approach that enforces 
security policy, compliance and access control management 
to a network. NAC enables only compliant, authenticated 
and trusted endpoint devices and nodes can access network 
resources and infrastructure.

Going digital is a double edged sword. Much as it increases 
the organization’s flexibility and productivity, it also increases the 
challenges of managing the organization’s digital assets. What 
was a closed boundary of corporate intranet has morphed into a 
distributed network of employees working from anywhere in the 
world accessing the network with a range of devices, carrying 
sensitive information in personal devices. Partners and suppli-
ers are part of this extended network hooking into the corporate 
intranet to share and access business-critical information.

Adding to the security challenge is the imperative of being 
fast — on-boarding new employees, providing access to 
resources for expansion, accelerating new business initiatives 
are challenges security practitioners deal on a day-to-day basis. 
However rushing new employees into the network or launching 
new environments into production without deploying security 
processes exposes the organization to vulnerabilities.

Security processes must be inherently built into the system 
which supports organizational agility yet enhances the security 
posture. The challenge then is how does one administer the 
Network, within which lies the information you seek to protect? 
How can security be instituted that allows the organization to 
run efficiently and effectively, yet is secure, compliant and pro-
tected with close monitoring?

As CISO of Grasim Industries (Pulp and Fibre Business), we 
have managed risks and remained compliant by skilfully man-
aging access to the network wherein hygiene is maintained 

with Antivirus and patches across all devices, rigorous identifi-
cation and authentication process, and policy is enforced with 
pre-defined rules and policies.

Patching oS and Applications: With greater mobility, individual 
users bring greater security threats to corporate networks as 
they operate in different environments. Fundamental to our 
strategy to combat this threat is a fanatical focus on keeping 
all applications and user devices updated. Starting with discov-
ery to understand everything within the environment from IP 
addresses to OS types, versions, physical locations, it is impor-
tant to ensure not only OS but application patches are regularly 
deployed on all devices.

Author
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To read more on Network Access Management, go to: 
https://bit.ly/2VfVubM or scan the Qr code 

Security processes must be 
inherently built into the system 
which supports organizational 
agility yet enhances the 
security posture  
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The script targets devices gaining 
access to a file, folder, device and then 
extending it to the larger number of 
devices available on the network. Such 
attacks have been increasing over the 
years. According to the 'NTT Security 
2018 Global Threat Intelligence Report', 
Ransomware volume was up by 350% 
from 2016. The report said that the rise 
in ransomware detection illustrated the 
persistent and sophistication of attacks 
resulting in high profile exploits such as 
WannaCry which set new standards in 
the speed of spreading affecting more 
than 400,000 machines across 150 
countries in a single day.

The sad part is that these attacks can 
be prevented by being diligent in follow-
ing basic security practices. Our experi-
ence shows that it is not the IT vendor 
but faults in the way enterprise users 
design standard processes that expose 
the organization to vulnerabilities.

Following are few basic security mea-
sures organizations must adapt to fend 
themselves:

Secure Password
Although a basic precaution, passwords 
must be strong to ward off attacks  
which have become more vicious as 
attackers strive to exploit vulnerabilities 
over mobile and Cloud. Along with  
strong passwords, there must be a limit 
in the number of attempts to access  
the system.

Single-factor authentication becomes 
easy target for attackers and therefore 
ensuring multi-factor authentication is 
another important precaution.

Author
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Head - Cyber Security, 
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To read more about Threat Hunting, go to:  
https://bit.ly/2VkNmAn or scan the Qr code

Threat Hunting – 
Need Of The Hour!
To build a threat hunting team, one needs 
threat intelligence mindset, excellent 
technology engineers and proactive tools 
which can give threat feed of an exploit/
attack vector being seen in world space 

While cybersecurity threats to organizations have been on the 
rise, Ransomware takes the risks to another level. It not only 
seeks financial exchange but incapacitates the business bring-
ing everything to a screeching halt, not to mention the dent in 
reputation and hardship to customers.

The attacker uses malware to encrypt files and prevent the 
user from accessing them until a ransom in bitcoin is paid. This 
has become increasingly common over the years and with criti-
cal data such as patient data and production dependent data 
locked away, organizations find it easier to pay than delay the 
process of retrieving it through a tedious and often painfully 
expensive process.
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CIOs Need 
To Leverage 
The Power Of 
Innovation
Vineet Bhardwaj, Head - IT, Godrej Properties 
believes that IT forms the backbone of business and 
CIOs and IT leaders have an important role to play in 
driving business for the company

INTervIew

Being the senior executive respon-
sible for all the technology, running a 
company is not an easy task. Today’s 
CIOs often have to wear many hats to 
get the job done, stay competitive and 
lead more successfully. Vineet Bhard-
waj, Head – IT, Godrej Properties, a 
Chartered Accountant with a passion 
for technology, has had the opportu-
nity to work in diverse companies and 
in various IT domains. He believes 
that IT forms the backbone of busi-
ness and CIOs and IT leaders have 
an important role to play in driving 
business for the company. In a recent 
interaction with CIO&Leader, Bhard-
waj speaks about his career journey, 
changing role of CIOs, his tryst with 
emerging technologies and also offers 
his pearls of wisdom to budding CIOs 
in the industry.

B
accordance with business dynamics. 
With us continually learning, evolving 
and leaping forward to keep pace 
with the rapid growth in technology, 
individual departments within GPL, 
themselves are becoming as agile 
and adaptive as the larger company. 
We are very keen to utilize apps to 
improve our business processes and to 
up the accessibility for our customers 
and employees. Just as in various 
other industries, Artificial Intelligence 
and Machine Learning are bound to 
be the next big thing in real estate. 
Besides, 3D printing technology may 
also become another major factor in 
shaping the growth of the industry.

As a CIO what was  
the toughest decision  

you made? 
Making the decision between 
in-sourcing and outsourcing models 
– especially with IT services, because 
the technology is evolving, becomes 
obsolete quickly and consequently, the 
skill set associated with it changes as 
well. In order to have the right balance, 
we decided to have an internal team 
that is not just purely technical but 

In India, a predominant 
majority of CIOs are 

career tech professionals. You 
are a CA. What made you 
switch to tech? 
As a Chartered Accountant, I started 
my career in finance and accounts 
department of one of the Navratna 
PSUs, however, I soon realized my love 
for technology and started looking 
at options internally to move into 
technology role. I got an opportunity 
when my organization went in for 
SAP implementation and based on my 
interest and passion, I was inducted 
in the core team. From there on, my 
passion for technology has only grown 
leaps and bounds and I eventually 
became a technocrat. 

What are your key tech 
priorities for next year?

In our endeavor to become a future-
ready organization, we are leveraging 
technology as a foundation across 
various business processes, all in 
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“I visualize 
the CIO’s 
role evolving 
even further 
into that of 
a business 
transformer”

holds more business and process-
centric capabilities that are more of a 
techno-functional nature. On the other 
side, we choose to outsource work 
which requires certain specialized 
skills, either on a project basis or 
on a resource augmentation basis. 
This helps us to have the best of both 
worlds by having strong domain 
expertise in-house and agility to adapt 
to new technologies quickly.

Where do you see the  
CIO role heading?

Businesses need their CIOs to be  
real partners in dealing with 
complexities and dynamism of 
business. The role of a CIO is 
moving in the direction of higher 
process automation which will 
exist in alignment with human 
tactical intervention on time-saving 
and improving productivity while 
maintaining great quality. and 
ultimately to a business driver. I 
visualize the CIO’s role evolving 
even further into that of a business 
transformer, constantly building path-
breaking innovations. Ultimately the 
CIO will stand in the position of an 

from non-RE backgrounds (51%) to 
understand RE terminologies better. 
It answers over 300 potential queries 
that a new joinee could have regarding 
RE concepts. We have also ensured 
continuous & exemplary engagement 
with customers to deliver assured 
delight. Both the platforms possess 
a user-friendly interface, making 
them easy to use. Our customer bot is 
almost ready with all the important 
implementation. We have also set 
up smart homes which are an IoT 
based module which is also integrated 
with Amazon Smart Speakers. With 
regards to Blockchain, there’s still a 
long way to go, and we haven’t found 
any relevant case study to implement.

Please highlight some  
of your technology recent 

initiatives.
One major initiative we have been 
driving over two years is the creation 
of “Unified Information Architecture”. 
It was extremely satisfying the day our 
top management began using system 
generated reports and dashboards for 
periodic reviews and decision making 
was an important win according to 
me. Apart from this, we have started 
implementing smart home technology 
solutions and Alexa enabled homes. 
Providing customers and employees 
the AI experience is one important 
priority for us this year.

Your CIO mantra…
IT should take more part in the 

business decision-making process and 
not be confined to only the servicing & 
transactional mode. Rather, IT should 
aspire to lead the game as an integral 
part of the business. 

After a busy working day, 
how do you unwind?

I have an interest in music and would 
like to learn to play the drum some time 
soon. I believe in maintaining a work-
life balance and try to spend quality 
time with my wife Pooja and two kids, 
Aryan and Aishani 

–Vineet Bhardwaj 
Head - IT, Godrej Properties

indispensable master strategist, thus 
driving the entire business system. 

What are the new 
business challenges your 

company is facing this year?
Real estate has seen constant change 
over recent years. With RERA, GST 
and constant policy changes from the 
government, business processes have 
gone through various changes within 
the short span of time. We are still 
on the trajectory of a learning curve 
with customer challenges, pricing and 
new needs. Taking this as another 
opportunity to grow, we are also 
bracing ourselves for the challenges. 

How do you think new 
technologies like AI, 

chatboot and Blockchain can 
play a key role in accelerating 
innovation in the real estate?
As part of GPLs ‘Win for Employee’ 
and ‘Win for Customer’ agenda, we 
have recently launched ‘Infobot’. 
Under the aegis of the functional 
academies at GPL, we have leveraged 
AI through our Real Estate (RE) 
Infobot. Infobot helps employees 
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Accelerating 
Business 
Through 
Customer 
Centricity
End customers are more attracted 
towards the customer-centric 
companies, where they get personalized 
services, offerings, and where their 
relationship is recognized and rewarded

C

By Susheel Sharma
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Customer centricity is a reflection of 
our culture, process, customer experi-
ence, customer friendliness and cus-
tomer satisfaction surveys. It is also an 
association of our product and quality 
services offered to our long-standing 
customers. According to a recent 
research, 89% of businesses are soon 
to be expected to compete mainly on 
customer experience. This approach 
will surely lead to the end goal which 
every company tries to achieve – ‘to 
maximize shareholder’s value’. 

There's a big difference between cus-
tomer centricity and good customer 
service. For example, customer service 
is to help a distressed client with your 
product or service, but customer cen-
tricity is more than providing good 
service, loyalty rewards, and special 
promotional offers. It is to identify 
the most valued customer, get a clear 

understanding of their requirements 
and delight them based on their 
behavior. Also, our services should 
fit-in as a solution to the customer’s 
existing eco-system. We need to bring 
their views to the service COE (Center 
of Excellence), create value for them, 
generate revenue from them, and find 
more customers like them.

Nowadays, the business process 
is changing dramatically, and one 
will find a vast difference between 
the modern and traditional way of 
doing business. End customers are 
more attracted towards the customer-
centric companies, where they get 
personalized services, offerings, and 
where their relationship is recognized 
and rewarded.

Customers are willing to build long-
term relationships with their provid-
ers, but the experience that they gain, 
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and unfolding the behavioral insight, 
sentiment analysis and paying atten-
tion to the voice of the customer.

Organizations that take customer 
experience seriously will stand out 
and win loyal customers. Nowadays, 
most of the quality management sys-
tem (QMS) redefine quality by empha-
sizing on customers' expectations 
and satisfaction. They are currently 
switching from product or service-
centered approach to a customer-
centric approach. Because, completely 
satisfied customers will speak good 
things and be a ready reference for the 
other customers. It also helps in busi-
ness continuance, reducing churn and 
increasing revenue.

Big data and statistical techniques 
can facilitate enterprises that offers 
comprehensive powerful and action-
able insights into 360° customer view, 
customer classification, and sentiment 

analysis. Analytical and statistical 
modeling allows an organization to 
forecast all portfolios and probable 
losses. Below are some of the key  
drivers:

 Identify relevant cross and up-sell 
opportunities

 Targeted marketing campaigns to 
acquire new profitable customers

 Enable the organization to under-
stand risk dimensions faster with-
out expanding the pool of human 
resources
With limited understanding of tech-

nology stack and a lack of data-centric 
culture being the barriers, companies 
should rethink and adopt customer 
centric service and understand the 
power of data. They need to incorpo-
rate cutting-edge technologies to get 
interesting data and figure out ways 
to use customer data in the customer 
acquisition journey 

decides the long-term relationship. For 
example, the limited taxi access and 
fare control has sidelined the tradition-
al taxi business and not the taxi servic-
es like Uber. There are a few common 
problems with traditional business 
models, which include limited hours 
of customer service, non-personalized 
offerings, cost and human dependen-
cies, and untraceable services.

Today's customers are very differ-
ent in their outlook, they are more 
resilient, adaptable and tech savvy 
than their older counterparts. They 
are dealing with smartphones, IoT 
devices, and social media. They are 
very upfront and do not hesitate to 
give their feedback and reviews on 
social media platforms. This high 
volumetric customer data that comes 
from enterprise applications, CRM 
and other social media platforms, can 
play a crucial role in understanding 

Organizations that take customer experience seriously will stand 
out and win loyal customers
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Perhaps one of the most misunderstood 
terms in enterprise technology is ‘dark data’ 
and it’s something no CIO would want to 
keep in its server system. The term dark data 
originally coined by Gartner can be defined 
as “information assets which organizations 
collect, process, and store during regular 
business activities, but generally fail to use 
for other purposes.” But despite its ominous 
name, it is actually a highly-valuable asset, 
and storing dark data and correctly mining it 
can provide huge benefits to businesses and 
help CIOs foster innovation. 

The ‘fairer’ side to dark data
Dark data can include anything from old files 
to content on devices and clouds that are out-
side IT’s immediate control and management. 
Dark data can appear in both structured and 
unstructured data, with majority of data in 
the unstructured segment being dark and less 
than 0.5% being analyzed. Majority of busi-
ness data is structured data whereas unstruc-
tured data includes human and machine data. 
Unstructured data is not only significantly 

larger than structured data but also growing 
many times faster. This type of data is mostly 
retained by enterprises by deploying huge 
storage, backup and management infrastruc-
ture, added to a large IT budget being spent 
without any business outcome.

While this data explosion is putting pres-
sure on IT to pump in more resources to store, 
protect and manage the data, companies 
across industries are yet to understand how 
this data can be leveraged to achieve key busi-
ness insights and avoid business risks. The 
bottom line being – IT is struggling to know 
what data they have and how their data can be 
leveraged for business decision making.

Enterprises dealing with their customer’s 
personal data have another challenge of 
ensuring data compliance. For example, 
GDPR (General Data Protection Regulation) 
expects enterprises to ensure compliance 
like data protection, retention, right to forget, 
etc. With some part of the customer’s data 
likely to be present in dark data, job of CIOs 
becomes even more challenging to ensure 
compliance when they have limited insights 
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CIOs Can 
Harness Dark 
Data To Boost 
Innovation
Dark data can help CIOs bring new 
revenue streams, better customer 
experiences, and lower business costs, 
says, Sanjay Agrawal, Technology Head, 
Hitachi Vantara
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In healthcare industry, an initiative 
called Patient360, enables doctors 
get a complete unified view of all the 
test images, medical reports, patient 
profile, prescriptions, etc. that helps 
doctors do accurate as well as quick 
diagnosis, resulting in significant 
patient satisfaction. With such initia-
tives, hospitals are launching various 
patient services to increase the busi-
ness further.

Few enterprises observed that  
analysis of their huge unstructured 
data in Hadoop systems has not 
resulted in desired business value.  
We have seen true business value 
become visible when CIOs start inte-
grating their unstructured data with 
structured one.

The diverse mix of content from dis-
parate sources, such as audio, video, 
PDFs, social feeds, IVRs and emails 
needs to be curated in a secure reposi-
tory to improve data quality that is 
essential for proper analysis that can 
be accessed across multiple users, 
applications and workloads on prem-
ise or cloud. Lack of data quality of 
unstructured data has been one of the 
reasons limiting analysis of such data 
for many enterprises.

A recent IDC survey revealed that 
77% of surveyed Indian enterprises 
are storing data with the hope that in 

into dark data as well as limited con-
trol to apply data policies like data 
retention.

However, this data can be an impor-
tant asset if one knows how to use 
it. This data could be the key to new 
revenue streams, better customer 
experiences, and lower business costs, 
waiting to be discovered.

What is interesting about these dark 
data sets is that the problems that sur-
round them are almost always human 
(organizational culture or process), 
rather than being a specific technology 
challenge. Some of the key challenges 
enterprises face today with dark 
data include the ability to find effec-
tive ways to extract value from data 
clutters, illuminating opportunities 
hidden within these hidden treasure 
troves, implementing effective data 
management mechanisms and estab-
lishing active risk mitigation practices.

In a business climate where data is 
competitive currency, these challenges 
can be potential threats and pose risks 
to any organization’s continued busi-
ness health and well-being.

Business Impact of  
Dark Data
Traditionally enterprises analyzed 
transactional business data to make 
business decisions but today dif-
ferentiated customer experience and 
new business models are possible by 
looking at unstructured human and 
machine data that are related to inter-
actions, sentiments, online behavior, 
preferences, locations frequently 
visited, etc. For example, just senti-
ment analysis has given direction to 
enterprises for improved product and 
marketing strategy.

Much higher business benefits 
are available when enterprises start 
blending their human and machine 
data with business data dynami-
cally that gives 360-degree view 
of customers. This helps knowing 
customers even better, create better 
offers and eventually more business 
with higher customer satisfaction. 

the next two years they will be able to 
use analytics to gain business insights 
from this data. However, according 
to an analysis by Harvard Business 
Review, less than half of an organiza-
tion’s structured data is used in mak-
ing business decisions, and less than 
1% of unstructured data is used in any 
way at all.

In the earlier days, banks used to 
create their customer’s profile by look-
ing at all the business transactions 
across their product lines and delivery 
channels. Today, banks are embark-
ing on a journey wherein customer 
profiles are not only created from 
the business that their customers do 
with banks, but also from their daily 
interactions, sentiments, preferences, 
online behavior, etc.

This new process of analyzing and 
storing relevant data leads to achiev-
ing competitive differentiation, 
increased customer loyalty, deriving 
valuable business insights by bringing 
structure to data and eventually helps 
banks take more informed decisions 
in areas, such as customer retention, 
offers, etc. that was previously hidden 
in the pools of dark data that resided 
in the system.

Thus, combating the challenges put 
forth by dark data and help illuminate 
the data at the end of the tunnel 
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insight

Revisiting CEO–
CiO Relationship
The current technological advancements in the digital era 
provide excellent opportunities for CIOs to actively contribute 
to shaping business strategies and growth while striking a 
strategic partnership with the CEO
By Sohini Bagchi
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Traditionally, CIOs, who usually—and 
in India, predominantly—have come 
from a technology background, have 
found it challenging to effectively com-
municate with the CEOs, who gener-
ally come from a business background, 
typically sales or operations. Neither 
have the CEOs understood the technol-
ogy lingo.

Things have changed for sure.
One, digital technologies have now 

touched multiple aspects of a business. 
So, a CEO cannot remain at a distance.

Two, there is, in general, a better 
awareness and sensitivity around new 
technologies. All things tech are not 
necessarily learnt through the CIO.

Three, technology’s impact on busi-
ness is not just in terms of breadth 
but also in terms of depth. “Applying 
technology to business needs has been 
done since ever…but what is happening 
today is – you can impact all the three 
layers, strategy, product and processes 
which was not possible earlier,” says 
Sarajit Jha, Chief, Digital Value Accel-
eration at Tata Steel.

So, today the imperative, opportunity 
and scope for CIO-CEO effective col-
laboration is far more. Well, that is the 
beginning of a journey to the board-
room for CIOs.

Unfortunately, the ground reality 
seems to be a bit disappointing. Even 
today, most CIOs are comfortable with 
the proposal-approval model, rather 
than inviting their CEOs to participate 
in the IT decision-making process. 
“This non-engaging conversation with 
the CEO causes disengagement and 
is at the center of the many challenges 
that CIOs face,” comments Leigh 
McMullen, research VP at Gartner.

He believes that this can lead CEOs 
to view the IT department as a service 

provider, rather than as a strategic 
business partner, which in turn, can 
lead to reduced IT budget and a lack of 
CIO involvement in the making of deci-
sions that affect business outcomes.

Communication is the key
According to a 2018 Gartner research, 
CEOs continue to rank IT as an impor-
tant strategic asset and as a means 
through which they can innovate. 
“While CIOs are trying to influence 
future investment choices or increase 
IT’s credibility and business value, 
having an engaging conversation with 
their CEO is critical to being viewed as 
their CEO’s ‘close confidantes’,” says 
McMullen, adding that this would also 
mean that the conversation the CIO 
has with the CEO should include how 
to improve profit margin and about 
gaining competitive advantage.

Digitalization is giving CIOs the 
opportunity to change their role from 
approval seeker to a contributor with 
a seat at the strategy table, believes 
Kumar Parakala, an industry veteran 
who worked as a CIO with public and 
private sector organizations and is cur-
rently the co-founder and Managing 
Director of digital firm, Technova.

“Digital disruption has placed tech-
nology at the heart of most business 
discussions, by exploiting the digital 
changes that lie ahead, CIOs can have 
a real influence and be regarded by 
CEOs as an important strategic busi-
ness confidant and partner,” he says.

Agrees, Vishal Anand Gupta,  
Head - IT Applications at Religare 
Health Insurance, who emphasizes 
that the CIO should have a thorough 
understanding of business in order  
to expand his role beyond the realms 
of IT.

For instance, in an organization 
where the CEO is looking to expand 
his business in newer markets, the CIO 
may not be directly involved with the 
market expansion plans; rather he can 
influence the CEO on how the orga-
nization can leverage technologies to 

set them apart from their competitors 
while managing cost or risk exposure, 
among other things.

“The CIO needs to understand the 
company’s business needs as well 
as the technologies being used, and 
accordingly, collaborate with the CEO 
and others in the C-suite to understand 
its internal workings and needs,” 
Gupta states.

But Parakala believes CIOs are at 
a crossroads in defining their role. 
While CIOs recognize there is a 
unique opportunity to leverage new 
and emerging digital technologies to 
enhance business growth, they also 
face several challenges – one being 
underinvestment in IT, which he sees 
as the primary barrier to a successful 
CEO-CIO partnership, as business 
leaders treat IT as a business commod-
ity rather than as a business enabler.

Other factors such as outdated legacy 
infrastructure, heavy reliance on IT 
vendors, poor understanding of tech-
nological benefits and how they can 
contribute to business growth as well 
as little CIO involvement in strategic 
business discussions and decisions 
often prevent CIOs from assisting their 
CEOs with business growth objectives.

In organizations that recognize sev-
eral barriers and work towards it, CIOs 
can work closely with CEOs in shaping 
business strategies and growth.

t Digitalization is 
giving CIOs the 
opportunity to 
change their role 
from approval 
seeker to a 
contributor...
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Support from CEO  
and board
While much has changed from the 
days when CIOs fought to have a  
place at C-level business table with 
cyber-security and digital transforma-
tion becoming a mandate, CIOs still 
believe boards should be more pre-
pared to help and recognize the need 
for digital and a faster pace of busi-
ness. In reality, however, directors and 
CEOs don’t always know what kind of 
business discourses they should have 
with the CIOs.

“Boards should guarantee the future 
health of the organization, magnify 
the change and think on a high level 
about the impact on the business. Dis-
ruption is after all driven by people 
and organizations. Boards ensure that 
the transition to digital is done prop-
erly, by creating digital risk profiles 
of the organization. And by showing 
management how they can develop 
a growth strategy using digital to 
increase the company's potential value 
creation,” says Dr. Makarand Sawant, 
Senior General Manager – IT, Deepak 
Fertilisers And Petrochemicals Corpo-
ration Ltd. (DFPCL).

According to Sawant, it is mandatory 
for Boards to know what a company’s 
digital strategy program is and what 
change it brings to the organization. 
“Every Board Member should be 
aware of the impact digital transforma-
tion has on the company's business,” 
he states.

While CIOs are striving to connect 
with their CEO and boards in many 
firms, it may take a few more years for 
the CEO-CIO partnership to reach the 
heights of maturity. Studies show that 
CIOs are the youngest members of 
the C-suite. According to a 2017 study 
from advisory firm Korn Ferry, CIOs 
are the youngest in the C-suite with the 
average CIO is approximately 51 years 
old. CIOs also have a relatively short 
average tenure of 4.3 years. In contrast, 
CEOs are the oldest and longest-ten-
ured members of the C-suite. Among 
all industries, the average CEO age is 

58. In contrast, the average age of other 
C-suite leaders analyzed is 54. The 
average tenure is 5.3 years.

Also when one discusses digital 
transformation or even something as 
vital as succession plan, a question that 
comes up is who among the C-suite 
member can take up the digital leader-
ship role. While some believe the obvi-
ous choice would be the CIO, since the 
discussion moves on to shaping the 
firm’s digital strategy and he has the 
mastery over digital technology than 
the rest, a Harvard Business Review 
Analytic Services survey sponsored 
by Red Hat revealed most CEOs do 
not think their CIO is up to the task. 
This indicates that digital goes beyond 
‘mere technology practice’ in the firm.

So, how can CIOs contribute to busi-
ness growth agendas? Here are just a 
few logical ways CIOs can help their 
CEOs, states Parakala.

 Understanding new technologies and 
digital business strategies

 Engaging middle and senior manag-
ers to co-create innovative solutions 
in partnership with vendors

 Introducing collaborative tools and 
self-service portals to reduce human 
capital costs

 Educating Boards, CEOs and senior 
executives about disruptive trends 
and opportunities

 Actively engaging with vendors, 
industry bodies, experts and thought 
leaders to understand strategic 
trends in the industry to leverage 
innovative opportunities
In the current scenario, CIOs can use 

technical expertise to “keep the lights 
on” while simultaneously using cre-
ative skills to facilitate the innovative 
use of new technologies for growth 
and customer engagement. CIOs need 
to embrace this dual role with impor-
tance emphasized on strategic busi-
ness matters.

Needless to say then, despite all 
challenges, the current technologi-
cal advancements in the digital era 
provide excellent opportunities for 
CIOs to actively contribute to shaping 
business strategies and growth while 
striking a strategic partnership with 
the CEO 

...it may take a few more years for the CEO-CIO 
partnership to reach the heights of maturity
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Rethink security 
With Zero trust

At a time when companies are looking to hire more remote 
workers, CIO/CISOs believe it’s time to rethink security with 
Zero Trust and multifactor authentication, finds a new study
By Sohini Bagchi

As organizations are working with newer technologies 
and geographically distributed teams today, they are 
looking to hire more contractors and remote workers 
without any strict requirements for physical presence 
in offices. While this trend of recruiting fosters col-
laboration and workplace productivity, it often engages 
in a tug-of-war with security, as the key challenge with 
remote workers lies in securing access to sensitive 
systems and data for which CIO/CISOs are often left at 

a crossroads. A recent report released by Okta, shows 
how approaches such as Zero Trust and Multifactor 
authentication are helping technology/security leaders 
rethink security in their organizations.

Why security is the No. 1 priority
In its recent survey of 1,050 decision makers includ-
ing CIO/CTO/CISO and others leading the technol-
ogy functions in organizations, Okta finds that 63% 

A
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respondents said they are eyeing an 
increase in the number of remote 
workers (including contractors) as 
companies are utilizing the time saved 
by avoiding long commutes to increase 
employee productivity, as well as  
work-life balance. In contrast, such a 
strategy entails an element of risk. Some 
45% of respondents pointed to security 
as the biggest factor preventing them 
from hiring more contractors, while 
39% said they see remote workers as a 
security threat.

The cost of a data breach — both 
financially and in terms of brand repu-
tation — is growing. A separate study 
done by Ponemon Institute, titled 2018 
Cost of a Data Breach Study found that on 
average, companies took 197 days to 
identify a data breach and 69 days to 
contain it. The time required to identify 
and contain breaches were highest for 
malicious and criminal attacks and 
lower for breaches caused by human 
error. Needless to say then that secu-
rity should be part of an organization’s 
mission statement.

As Dr O. A. Balasubramaniam, Sr. 
Vice President-IT at Roots Group 
of Companies, states, “Technology 
advancement has changed the work-
place scenario, and information is one 
of the most valuable assets to every 
organization, yet often one of the most 
vulnerable one.”

He believes that as there is a direct 
economic cost of such attacks to the 
business, such as theft of corporate 
information, disruption to trading,  
and repairing costs of systems as well 
as reputational damage to organiza-
tions, all businesses, no matter its  
size, needs to ensure the proper knowl-
edge on cyber security, tools involved, 
up-to-date on the latest cyber secu-
rity threats and the best methods for 
protecting data. “Cyber attacks could 
irreparably damage the business, so 
security needs to be the top priority,” 
Balasubramaniam adds. Therefore, 
with these new ways of working, 
companies need to move beyond tradi-
tional security parameters.

Enter Zero Trust, MFAs
To respond to security threats, Okta 
study found more companies are look-
ing at Zero Trust, a security concept 
centered on the belief that organiza-
tions should not automatically trust 
anything inside or outside its perim-
eters and instead must verify anything 
and everything trying to connect to its 
systems before granting access.

John Kindervag, Field CTO at Palo 
Alto Networks, who created the con-
cept of Zero Trust, coined the term, and 
promoted the approach while serving 
as a vice president and principal ana-
lyst at Forrester Research, approaches 
Zero Trust from a unique position. He 
mentions in a recent security round-
table, “Although the idea is fairly 
straightforward — trust is the root 
cause of all data breaches and most 
other negative cyber-security events; 
we don’t need trust in digital systems 
when the only beneficiaries are attack-
ers—putting the concept into motion 
can prove challenging.”

Going by this concept of security 
approach, Okta researchers found 
that one-third of respondents said 
they already have a formal strategy for 
Zero Trust and are actively working 
to secure their companies with this 
approach. Another 25% said they're 
creating a formal plan out of a Zero 
Trust strategy, while 24% said they’re 

considering it but don’t yet have any 
formal plans to implement it.

The road to Zero Trust is paved with 
strong multi-factor authentication 
(MFA), states the study researchers. 
Some 61% of respondents said they use 
security questions, while 54% have 
implemented software-based one-time 
passwords. A little over half the CIO/
CTO/CISOs use SMS, voice verifica-
tion, and/or the emailing of one-time 
passwords, with 36% adopting physi-
cal keys and U2F (Universal 2nd Fac-
tor) tokens. Among the different MFA 
methods, one-time passwords pro-
vided by software, physical and U2F 
tokens and biometrics are considered 
the strongest, while security questions 
and one-time passwords provided on 
email are seen as the weaker lot.

The stark reality
The survey also found a strong discon-
nect between how quickly respondents 
expect to respond to a security breach 
and the reality of how long such 
responses can actually take. Some 73% 
of respondents said they expected their 
company would identify a security 
compromise immediately or within 
24 hours, while 78% said they would 
respond to such a breach immediately 
or within 24 hours. Further, 60% of 
respondents said they’re very pre-
pared to handle a security breach.

The worrisome finding is that CIOs 
are particularly confident in their 
company’s preparedness and so are 
the respondents from some of the most 
vulnerable industries, including tech-
nology, financial services, manufactur-
ing, retail, and healthcare.

As the Okta report states, “The 
gulf between expectations and real-
ity shows why security can be such a 
challenge even for the world’s largest 
companies.” 

Nonetheless, pursuing Zero Trust 
strategy and using any of the strong 
MFA types can surely reduce the bur-
den of technology leaders in securing 
the remote workers and likewise the 
enterprise to a large extent 

Zero Trust is a 
security concept 
centered on 
the belief that 
organizations 
should not 
automatically 
trust anything
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Ai - transforming 
Customer And 
Employee Experience
Studies show AI is viewed by organizational leaders as a 
strategic advantage to customer and employee experience
By Sohini Bagchi

In recent times, the biggest challenge for Indian busi-
nesses is keeping up with changing consumer expec-
tations. While companies are striving to offer more 
information, greater personalization and a brand 
new experience to the digitally-savvy consumers, 
they often fail to meet the expectations of their cus-
tomers. A new study by Salesforce researchers shows 
that strategic use of technologies, such as Artificial 
Intelligence (AI), chatbots and mobile can guarantee 

a more enhanced customer experience.
In India, 93% of CIOs and other decision mak-

ers believe their company’s customer service must 
transform in order to stay competitive, according to 
the study, titled 2019 State of Service report capturing 
insights and trends from decision makers worldwide 
to determine their biggest challenges and priorities. 
The tech decision makers also state that improving 
service technologies is a top priority, followed by 

i
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upgrading workforce skills and lastly 
revamping processes and workflows. 
In this context, AI is viewed by CIOs as 
a strategic advantage to customer and 
employee experience.

Even though AI adoption is nascent 
in the country, the study sees the tech-
nology is set to soar as more teams 
turn to chatbots, text and voice analyt-
ics, and other use cases. In India, the 
use of AI and chatbots by customer 
service teams is projected to increase 
by 90% and 118% respectively, over the 
next 18 months, said the study.

For example, insurance companies, 
once considered laggards in the use of 
technologies, are using AI and chat-
bots to deliver faster, better and seam-
less customer experience. As Mehm-
ood Mansoori, Member of Executive 
Management & Group Head - IT & 
Online Business at HDFC General 
Insurance explains.

“The extensive use of AI-based chat-
bots has helped us in improving auto 
adjudication of claims tremendously, 
thereby speeding up claim settlement 
at the moment of truth. It has also 
enhanced customer experience by 
creating an omni-channel to on-board 
customers – improving engagement 
across platforms leading to much 
greater productivity and efficiency.”

Not only in insurance, AI is powering 
nearly every experience we have— 
making it smarter, seamless and per-
sonalized. 

Trained service agents to 
lead the growth
As CIO and technology leaders are 
making service a strategic asset, 
the study shows that companies are 
increasingly investing on service 
agents. The results are also paying 
off well. “The service agent of today is 
increasingly tasked with building rela-
tionships and driving revenue. They 
are swapping their mundane tasks for 
challenging, high-value work,” Sales-
force researchers say. 89% of agents in 
India said their roles are more strategic 
than two years ago and executives 

increasingly understand that cus-
tomer service transformation requires 
an investment of time, talent, and 
resources; 85% of Indian decision mak-
ers are making significant investments 
in agent training and 94% of service 
agents in India say they have a clear 
path for career growth at their job.

The report further notes that service 
is moving beyond the call center as 
customers embrace an array of digital 
channels. 88% of service profession-
als in India say their organization is 
seeing increased case volume through 
digital channels. The steady progress 
toward deeper implementation of AI in 
the contact center is inevitable because 
it will allow organizations to improve 
service levels and reduce costs. Anoth-
er  recently concluded survey by Xerox 
states that 42% technology decision 
makers predicted in the survey that the 
contact center as they know it now will 
cease to exist by 2025. 

Mobile workforce – a 
differentiator
The expanding mobile workforce is 
driving new revenue streams and 
brand differentiation. Arming mobile 
workers with the same capabilities 
as their office-based colleagues is 
viewed as key to this evolution. 96% of 
Indian CIOs and tech decision makers 
believe the experience a customer has 
with a mobile worker is a reflection of 
their brand. Over 69% have increased 

mobile worker headcount over the past 
year and 78% expect to increase mobile 
worker headcount next year.

“Businesses are realizing that service 
can drive elevated customer experienc-
es, differentiate brands, and drive new 
revenue streams,” Sunil Jose, Senior 
Vice President and Country Leader, 
Salesforce India observes.

Key takeaways for CIOs
Several other studies conducted in the 
recent past emphasize the importance 
of AI in the enterprise. As per a predic-
tion made by IDC (International Data 
Corporation), by 2019, 40% of digital 
transformation initiatives will be sup-
ported by some sort of cognitive com-
puting or AI effort. Another study by 
Gartner says by 2020, 85% of customer 
interaction will be managed without a 
human. However, experts emphasize 
on human skills too that will make AI 
adoption relevant. At the MIT Sloan 
CIO Symposium, David Gledhill, 
Group CIO and Head of Group Tech-
nology and Operations for DBS Bank, 
mentions that even though AI has an 
“aura of complexity” around it but, 
like any tool, a big part of demystifying 
AI will be in training people to under-
stand what it can and can’t do,” adding 
that digital and technology leaders 
have a big role to play here.

For the digital CIO, the key take-
aways from these researches include:

First, CIOs should realize customer 
experience is a major competitive dif-
ferentiator and view customer service 
as the primary vehicle for improving 
the customer experience. For this a 
shift in their role is necessitated.

Second, CIOs and Chief Digital Offi-
cers (CDOs) should explore AI-led 
tools and applications to offer unique 
customer service that is personalized, 
always on and real-time, consistent 
and omni-channel.

Finally, in order to lead customer 
experience transformation, they 
must convince the CEO and board to 
embrace, deploy and utilize AI tech-
nologies across organizations 

Arming mobile 
workers with the 
same capabilities 
as their office-
based colleagues 
is viewed as key 
to this evolution
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Majority Of 
Organizations 
still Vulnerable 
to Cyberattacks

77% of respondents indicated they do not have 
a cybersecurity incident response plan applied 
consistently across the enterprise
By CIO&Leader
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A vast majority of organizations sur-
veyed are still unprepared to properly 
respond to cybersecurity incidents, 
with 77% of respondents indicating 
they do not have a cybersecurity inci-
dent response plan applied consis-
tently across the enterprise, according 
to a study conducted by the Poneman 
Institute, on behalf of IBM.

While studies show that companies 
who can respond quickly and effi-
ciently to contain a cyberattack within 
30 days save over USD 1 million on 
the total cost of a data breach on aver-
age, shortfalls in proper cybersecu-
rity incident response planning have 
remained consistent over the past four 
years of the study. Of the organizations 
surveyed that do have a plan in place, 
more than half (54%) do not test their 
plans regularly, which can leave them 
less prepared to effectively manage the 
complex processes and coordination 
that must take place after an attack. 

The difficulty cybersecurity teams 
are facing in implementing a cyber 
security incident response plan has 
also impacted businesses’ compli-
ance with the General Data Protection 
Regulation (GDPR). Nearly half of 
respondents (46%) say their organiza-
tion has yet to realize full compliance 
with GDPR, even as the one-year 
anniversary of the legislation quickly 
approaches.   

“Failing to plan is a plan to fail when 
it comes to responding to a cybersecu-
rity incident. These plans need to be 
stress tested regularly and need full 
support from the board to invest in the 
necessary people, processes and tech-
nologies to sustain such a program,” 
said Ted Julian, Vice President of Prod-
uct Management and Co-Founder, IBM 
Resilient. Other takeaways from the 
study include:

A
 Automation in Response Still 
Emerging – less than one-quarter  
of the respondents said their  
organization significantly uses auto-
mation technologies, such as identity 
management and authentication,  
incident response platforms and  
security information and event 
management (SIEM) tools, in their 
response process.

 Skills Still not Paying the Bills – 
only 30% of respondents reported 
that staffing for cybersecurity is suf-
ficient to achieve a high level of cyber 
resilience.

 Privacy and Cybersecurity Tied at 
Hip – 62% of respondents indicated 
that aligning privacy and cybersecu-
rity roles is essential or very impor-
tant to achieving cyber resilience 
within their organizations.

Automation: Emerging
For the first time, this year’s study 
measured the impact of automation on 
cyber resilience. In the context of this 
research, automation refers to enabling 
security technologies that augment 
or replace human intervention in the 
identification and containment of cyber 
exploits or breaches. When asked if 
their organization leveraged automa-
tion, only 23% of respondents said they 
were significant users, whereas 77% 
reported their organizations only use 
automation moderately, insignificantly 
or not at all. Organizations with the 
extensive use of automation rate their 
ability to prevent (69% vs. 53%), detect 
(76% vs. 53%), respond (68% vs. 53%) 
and contain (74% vs. 49%) a cyberat-
tack as higher than the overall sample 
of respondents.

According to the 2018 'Cost of a Data 
Breach Study', the use of automation 
is a missed opportunity to strengthen 
cyber resilience, as organizations that 
fully deployed security automation 
saved USD 1.5 million on the total cost 
of a data breach, contrasted with orga-
nizations that did not leverage automa-
tion and realized a much higher total 
cost of a data breach.

Skills Gap: Impacting 
Cyber Resilience
The cybersecurity skills gap appears 
to be further undermining cyber resil-
ience, as organizations reported that a 
lack of staffing hindered their ability to 
properly manage resources and needs. 
Survey participants stated they lack 
the headcount to properly maintain 
and test their incident response plans 
and are facing 10-20 open seats on 
cybersecurity teams. In fact, only 30% 
of respondents reported that staffing for 
cybersecurity is sufficient to achieve a 
high level of cyber resilience. Further-
more, 75% of respondents rate their 
difficulty in hiring and retaining skilled 
cybersecurity personnel as moderately 
high to high. Adding to the skills chal-
lenge, nearly half of respondents (48%) 
said their organization deploys too 
many separate security tools.

Privacy: Growing Priority
Organizations are finally acknowledg-
ing that collaboration between privacy 
and cybersecurity teams can improve 
cyber resilience, with 62% indicating 
that aligning these teams is essential to 
achieving resilience. Most respondents 
believe the privacy role is becoming 
increasingly important, especially 
with the emergence of new regulations 
like GDPR and the California Con-
sumer Privacy Act, and are prioritizing 
data protection when making IT buy-
ing decisions.

When asked what the top factor was 
in justifying cybersecurity spend, 56% 
of respondents said information loss 
or theft. According to a recent survey 
by IBM, 78% of respondents say a com-
pany’s ability to keep their data private 
is extremely important, and only 20% 
completely trust organizations they 
interact with to maintain the privacy of 
their data.

In addition, most respondents also 
reported having a privacy leader 
employed, with 73% stating they have 
a Chief Privacy Officer, further proving 
that data privacy has become a top pri-
ority in organizations 
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Wipro Attack: 
A Dent to its 
Reputation?
Wipro’s systems were being used to target at least a 
dozen customer systems 
By CIO&Leader
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O
On 16th April, Reuters reported that IT ser-
vices major Wipro was investigating a possi-
ble hacking of some of its employee accounts, 
due to an advanced phishing campaign.

The Reuters story was based on the 
response to a query by the news agency sent 
to Wipro after cybersecurity blog, Kreb-
sOnSecurity said Wipro’s systems had been 
breached and were being used to launch 
attacks against some of its clients.

“We detected a potentially abnormal activi-
ty in a few employee accounts on our network 
due to an advanced phishing campaign,” 
Reuters quoted Wipro statement as saying. 

KrebsOnSecurity, citing anonymous sources, 
had said that Wipro’s systems were being used 
to target at least a dozen customer systems.

“It appears at least 11 other companies were 
attacked, as evidenced from file folders found 
on the intruders’ back-end infrastructure 
that were named after various Wipro clients,” 
KrebsOnSecurity said, quoting “a source 
familiar with the forensic investigation at a 
Wipro customer.”

Wipro hired an independent forensic firm 
to assist in the investigation even though it 
did not disclose to Reuters which clients, if 
any, had been compromised. 

Later, in a follow-up blog by KrebsOnSecu-
rity post, an interview of Wipro Chief Operat-
ing Officer Bhanu Ballapuram, Brian Krebs, 
the founder of KrebsOnSecurity wrote, “Bal-
lapuram also claimed that his corporation 
was hit by a “zero-day attack”.

But he guessed that “what Wipro means by 
“zero-day” is a malicious email attachment 
that went undetected by all commercial anti-
virus tools before it infected Wipro employee 
systems with malware.”

On 20th April, Sunil Varkey, ex CISO of 
Wipro and now CTO & Security Strategist 
– Middle East, Africa & Eastern Europe at 

Symantec, in a post in LinkedIn, put up a 
spirited defence of his ex-employer. 

“As I understand, the current incident 
which is in the limelight is not a cyberattack 
of any catastrophic nature impacting enter-
prise level, while few external parties are try-
ing to make it that way over the last few days. 
No service was disrupted,” Varkey wrote.

He said Wipro “gave the best possible resis-
tance, quick identification and mitigation, col-
lective incident response and the boldness to 
face all their relevant stakeholders to provide 
required assurance and commitment. All of 
this was possible in a very complexed exten-
sive network of this size, only since they built 
a robust defence control layers over the last 
many years, have people with the passion, 
who knows their role purpose and organiza-
tional DNA of integrity.”

Could have been better
As Varkey says people started writing on les-
sons learned and their mantras to wisdom 
based on the speculations in the media. Since 
we do not know much beyond what is report-
ed in media, we do not want to get into that.

Purely looking at it from the CISO’s per-
spective, it is difficult not to agree with Var-
key’s no-nonsense write-up. 

However, from the investor/client commu-
nity perspective, it surely has dented Wipro’s 
reputation—not so much because of the 
attack but the way it handled communication. 
A listed company would be approached by 
media. Just because they are not direct stake-
holders, they cannot be ignored. 

Wipro surely could have handled it a  
bit better.

However, unlike some analysts' claims, we 
doubt if it would impact the image of India as 
an offshoring destination. 

This is 2019, not 2005 

Unlike some analysts' claims, we 
doubt if it would impact the image of 
India as an offshoring destination. 
India has proven its credential
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Will RBi’s Regulatory 
sandbox Framework 
Catalyze innovation in 
Financial sector?
A slower but far-reaching impact of regulatory sandbox is for the 
economy. They help regulators move from assumption-based regulation 
to evidence-based regulation, avoiding costly mistakes and delays
By CIO&Leader

O
The Reserve Bank of India (RBI) has released a 
draft approach paper to roll out Regulatory Sand-
boxes (RS), a mechanism to facilitate technology-
leveraged innovation in the financial sector in 
a controlled environment so as to contain any 

potential systemic risk arising out of the experi-
mentation. The paper, titled 'Enabling Framework 
for Regulatory Sandbox', specifies the contours of 
India’s RS program.

The products/services that find a place in RBI’s 
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indicative list eligible for testing under 
the RS model include retail payments, 
money transfer services, marketplace 
lending, digital KYC, financial advi-
sory services, wealth management 
services, digital identification services, 
smart contracts, financial inclusion 
products and cyber security products.

Mobile technology applications, 
Data Analytics, Application Program 
Interface (APIs) services, applications 
under block chain technologies, Artifi-
cial Intelligence and Machine Learning 
applications are the specific technolo-
gies mentioned for testing out through 
the RS mechanism in the RBI draft.

The advantages
A regulatory sandbox (RS) is an 
approach followed by financial regula-
tors worldwide to facilitate innovations 
in the financial sector leveraging rapid-
ly changing technology while avoiding 
risks that these new technologies and 
applications may bring in by trying it 
out in controlled environment. 

A working group set up by RBI in 
2016 to look into the granular aspects 
of FinTech and its implications for 
regulation purpose had recommended 
introduction of an appropriate frame-
work for a regulatory sandbox (RS).

RBI draft says that the RS may run a 
few cohorts (end-to-end sandbox pro-
cess), with a limited number of entities 
in each cohort testing their products 
during a stipulated period. The RS 
shall be based on thematic cohorts 
focussing on financial inclusion, pay-
ments and lending, digital KYC, etc. 
The cohorts may run for varying time 
periods but should ordinarily be com-
pleted within six months.

RBI may consider relaxing, if war-
ranted, some of the regulatory require-
ments for sandbox applicants for the 
duration of the RS on a case-to-case 
basis. However, certain regulatory 
requirements have to be maintained 
mandatorily. They are: Customer pri-
vacy and data protection, secure stor-
age of and access to payment data of 
stakeholders, security of transactions, 

KYC/AML/CFT requirement, statu-
tory restrictions.

To ensure that the RS provisions are 
not misused, RBI clearly specifies a list 
of services already being provided or 
not welcome by the regulator that are 
excluded from RS. The list includes 
credit registry, credit information, 
crypto currency/crypto assets services, 
trading/investing/settling in crypto 
assets, Initial Coin Offerings, etc, chain 
marketing services or any product/ser-
vices which have been banned by the 
regulators/Government of India.

RBI is seeking comments on the draft 
guidelines by May 08, 2019. 

Can it really drive 
innovation in India?
A regulatory sandbox has many 
inherent benefits. By definition, it 
provides learning and feedback for all 
stakeholders—the regulators, newer 
fintechs, incumbents as well as the end 
users. Users get to experience what 
is possible and the costs and benefits. 
Their reaction is feedback for all the 
other three stakeholders.

Two, it provides a low investment 

(and hence low-risk) way to try out 
their products in live scenarios and 
based on the experience can decide to 
introduce in market or go back to the 
lab to improve. A slower but far-reach-
ing impact of regulatory sandbox is 
for the economy. They help regulators 
move from assumption-based regula-
tion to evidence-based regulation, 
avoiding costly mistakes and delays.

So, the benefit that RS provides to all 
stakeholders is not in question now. 
Does that mean that it automatically 
drives innovation? 

That depends on what broader 
regulatory stance RBI takes overall 
in respect to certain technologies 
and not only on regulatory sandbox 
framework. While it is theoretically 
possible that RS experiments may—in 
the long run—impact overall policy 
stance, normally it would be the other 
way around. Also, the overall rollout 
of the framework will determine how 
popular it becomes. Many have already 
expressed concern that the numbers 
mentioned in RBI draft are too limited. 
We hope those numbers are not cast  
in stone 

Countries with Regulatory Sandboxes

Europe Europe Middle East Africa Americas

Middle East Netherlands Bahrain Mauritius Brazil

Africa Russia UAE (Abu Dhabi) Kenya Canada

Americas Sweden Sierra Leone Mexico

Australia Turkey Jordan USA

Brunei UK

China

Hong Kong

India

Indonesia

Japan

Malaysia

Republic of 
Korea

Singapore

Taiwan
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Webinar

Privileged accounts 
attacks: are You ready?
IBM and CSO Forum organized a 
highly interactive webinar target-
ed at senior information security 
and technology professionals.

The webinar, organized on 9 
January 2019, was on a very time-
ly topic — 'Privileged Accounts 
Attacks: Are You Ready?' 

The webinar, conducted  
by Rajesh Baronia, Technical  
Specialist, IBM Security Asia 
Pacific, was moderated by Shya-
manuja Das, Managing Editor, 
CSO Forum. 

After a brief intro by the moder-
ator highlighting the importance 
of the topic, speaker Baronia 
systematically took the audi-
ence through the nature of the 
challenge, privileged account management (PAM) 
lifecycle and adoption approach while articulating 
how IBM approaches the issue.

He stunned the audience with some relevant 
statistics taken from IBM’s own research as well as 
analyst research. 

“80% of security breaches involve privileged cre-
dentials,” he said highlighting how prevalent and 
widespread is the issue. 

Yet, a significantly large number of organizations 
are underprepared. 54% of companies today use 
paper or Excel to manage privileged credentials.

Baronia said 60% of IT security professionals 
indicate that PAM security is required to demon-
strate compliance with regulations.

The speaker also presented IBM’s framework  
for assessing PAM readiness throughout the life-
cycle of a cyber-attack. He illustrated how IBM 
could help in the five cyclical stages comprising 
Insight, Prevention, Detection, Response, Recovery 
and Insight.

Several privilege access risks can exist across the 

threat management framework. For example, an insight could be — 
Do you have visibility into your privileged access management gaps? 
Some of the other assessment questions are:

Prevention
Can you adequately secure privileged credentials?  

Detection
Can you detect inappropriate privileged account use?

Response
Can you take action when a suspicion event involving a privileged 
account occurs?

Recovery
Can you recover privilege credentials after a breach or system failure?

The speaker also elaborated on how to adopt PAM controls in a 
phased approach — protecting critical infrastructure first, then criti-
cal data and finally endpoints and cloud. 

The audience also participated in two polls and asked a number of 
interesting questions, drawing more insights from the speaker  
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best Practices 
For Unified 
endpoint 
Management
IBM and CSO Forum organized an 
interactive webinar on a topical issue 
that is of interest to the CSOs. The 
webinar titled 'Best Practices for 
UEM/MDM' saw the participation of 
a large number of senior information 
security and technology professionals.

The webinar, organized on 6 March 
2019, was conducted by Vijay Lele, 
Senior Technical Consultant, IBM and 
was moderated by R Giridhar, Group 
Editor, CSO Forum. 

After giving a brief introduction to 
the topic, the speaker cited some com-
mon use cases, such as: 

 easy first time set up of corporate 
devices

 make sure the device is compliant 
with the policies of the organiza-
tion; restrict access to content when 
device is out of compliance

 access to content is revoked when 
the employee is no longer with the 
organization

 distribute free and paid apps to 
users/devices. Manage the licenses 
of paid apps through MDM and

 data leakage prevention for content
He also illustrated IBM’s approach 

of leveraging AI/ML to implement 

cognitive unified endpoint manage-
ment that provides contextual analyt-
ics and actionable insights.  

He listed some basic assessment 
questions before getting into action 
mode. These include questions, such as: 

 What kinds of devices am I  
managing? 

 How many devices are in my  
environment?

 What use cases do I have for  
my devices? 

 What are my devices connecting to 
internally?
He said users should not just decide 

on the product functionality but 
should thoroughly evaluate service 
levels. For example, said Vijay, securi-
ty managers must make sure to evalu-
ate an MDM tool that has a strong 
partner network that they can rely 
upon. A strong MDM provider would 
usually have a large ecosystem of 
resellers and managed service provid-
ers (MSPs). “Make sure you work with 
a vendor that includes complementary 
pre- and post-sales support,” he said. 

A good MDM plan should provide 
satisfactory answers to questions like:

 What should I do if a device is lost  
or stolen? 

 How can I protect my organization’s 
data?

 How can I lock down my corporate 
data?
With the advent of a custom home 

screen, organizations can dictate 
what apps will appear on the cor-
porate devices and limit users from 
non-essential apps. Android and iOS 
devices can enable a device “kiosk,” 
where users can see only enterprise-
approved apps, and nothing else. 
Limiting access to apps means there 
is less of a chance of a user breaking 
corporate policy; the result is to make 
it easier to manage the device. 

The talk was followed by a series 
of questions and clarifications from 
the participants to which the speaker 
responded. Moderator Giridhar sum-
marized the discussion and thanked 
the participants  
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