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Digital transformation is mainstream. Even if 
you ignore the extreme noise and noise mak-
ers, the number of businesses pursuing serious 
transformation leveraging emerging (digital) 
technologies is significant. They come from dif-
ferent industries and with different sizes—and 
most importantly, with different histories of 
technology adoption.

Part of that is understandable. The earlier wave 
of technology had managed to work only at the 
process level—usually addressing the ‘services’ 
components of any business. Today’s technolo-

gies are playing at all levels. 
Specifically, manufacturing 
companies, who were never so 
excited about IT—even while 
going for it—have a differ-
ent outlook now. Earlier, IT 
significantly impacted only a 
fraction of their business; now 
it impacts far more. 

Yet, when you read the cover 
story in this issue, you may get 
a feeling that not many organi-
zations are enthused by the idea 
of appointing a full-time Chief 

Is digital too 
important a 

responsibility 
to entrust to 

one CDO? 

D

EDITORIAL

Digital Officer. It can be interpreted in two ways—one, 
digitalization is still a future task or two; the other, 
digital is too important to be left to a single executive 
with digital attached to his/her designation. 

The first interpretation contradicts what I started 
with—digital is becoming mainstream. So, it is most 
likely the second—digital is too important—is a 
plausible explanation. I have not mentioned it in the 
story, because the story is not my opinion. This edi-
torial is. I hope you get the point.

Or is the whole structure being relooked at— 
and as the transition happens, the going is getting a 
little slow? 

For the CIOs and IT professionals, though, there is 
good news. More and more organizations are giving 
digital responsibility to the enterprise IT executives. 
But before celebration, the CIOs have to see what 
entails the ‘transformation’ of a company. A manufac-
turing company deploying digital technologies in the 
shop floor is digital transformation in right earnest. 
But in such organizations, the objective of the trans-
formation could just be immediate efficiency gains. 

As a CDO, your choice is not to back out—but 
to take up the challenge to show the top manage-
ment the value of the next step—the business value 
accrued through the data collected 

More and more 
organizations 

are giving digital 
responsibility to 

the enterprise IT 
executives. But before 
celebration, the CIOs 

have to see what entails 
the ‘transformation’ of 

a company
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Massachusetts, that may soon ban 
facial-recognition.

Undoubtedly, facial-recognition 
technology has important uses 
for law enforcement agencies as 
it helps spot fraud and identify 
suspects. However, the technology 
has been open to misuse and it is 
feared by experts that the recent 
advances in AI have transformed it 
into a dangerous tool for real-time 
surveillance. 

Further, it has limitations when it 
comes to identifying people of color 
as found in studies by researchers 
at MIT and Georgetown. It is feared 
that being less accurate, facial 
recognition technology could trigger  
automated biases and compound the 
pervasive biases that already exist in 
law enforcement. Privacy advocates 
who fear that facial recognition could 
become too entrenched in the social 
fabric are all for the ban.

While in San Francisco, the ban 
is being viewed in the light of the 
tensions between the city and 
tech companies that call it home; 

San Francisco Bans Facial 
Recognition; Others May 
Follow Its Lead
This would come as a relief for 
those fighting for security in the days 
of increasing technology intrusion 
and erosion of privacy in our daily 
lives. Recently San Francisco, in a 
first such measure, banned the use 
of facial recognition by city agencies. 
The ban covers government 
agencies, including the city police 
and county sheriff’s department, but 
does not affect the technology that 
unlocks phones or cameras.

People across the globe have been 
affected by technologies that without 
even seeking permission, curate and 
use personal information of hapless 
tech users. The Francisco ban is 
not a standalone measure but part 
of a larger package of rules that 
was introduced this January. Under 
this, agencies are now required to 
seek approval from the board before 
purchasing surveillance tech and 
also publicly disclose the intended 
use of such tech. 

The move to protect citizen privacy 
has set off similar measures in other 
places like Oakland and Somerville, 

“Is that 
funded?”

WHAT 
CIOs ARe 
TIRed OF 

HeARInG... 

around
thetech
Privacy

countries like India have been 
swinging between the pro and anti 
biometrics and facial recognition 
tech lobbies as the fear of erosion of 
privacy and manipulation of data by 
government agencies, businesses 
and cybercriminals seizes the 
popular imagination. In its last ruling, 
the Supreme Court of India ruled 
against companies storing personal 
data of consumers in a bid to ensure 
citizens' privacy.
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makingheadlines 

gender 
bender 

By the Book 

For most of us in tech or outside tech in 
India, Silicon Valley exercises a great 
fascination as the lap of innovation and 
unicorns. Why just India, Silicon Val-
ley in fact holds extraordinary power 
over the lives of most of the people in 
the world being the nursery of the next 
earth-shaking ideas. So far so good. But 
is it an equal place for all? Not at all. 
Silicon Valley is a modern utopia where 
anyone can change the world. Unless 
you're a woman.     

Emily Chang in  her bestselling book 
'Brotopia: Breaking Up the Boys' Club 
of Silicon Valley', exposes this under-
belly of Silicon Valley. She shows up its 
aggressive, misogynistic, work-at-all 
costs culture that has effectively shut 
out women. 'Brotopia' confronts this 
reality and tells us that it is time to 
break up the boys' club. 

While the world is talking of diver-
sity and inclusion, especially in the 
IT sector, Emily Chang spotlights the 
psychological reasons why men are 
still dominating the tech industry. The 
problem is not new, as Chang traces its 
beginnings centuries back. The book 
takes a thoughtful, fact-based, look at 
the problem and Chang’s strong nar-
rative makes it a must read for all, irre-
spective of gender. 

'Brotopia' shows how Silicon Valley 
can truly live up to its egalitarian ideals. 

Here is one more reason to get on the Facebook bandwagon or simply the IT 
one. Facebook pays its interns nearly double of what the typical American 
makes. Internships are a thankless job where you double as the resident-in-
chief chaiwala and the office boy at the beck and call of all. However, it comes 
as a professional opportunity and you prefer to ignore the sour note of dis-
counted labor. This may be true of most companies, but in some tech compa-
nies interns are making more than many salaried job holders. For instance, 
Facebook interns earn USD 8,000 a month, which is much more than what 
interns in other company’s make, according to a new report by Glassdoor, a 
site where employees anonymously review their companies and report their 
salaries. Glassdoor findings reveal that tech internships, like tech jobs in gen-
eral, are the highest-paid. Amazon, Salesforce, Google, Microsoft, and Uber 
were closely trailing Facebook internship pay. 

This news will not bring much cheer to the already 
beleaguered tribe of women entrepreneurs. According 
to a report, even though the startup ecosystem across 
the world is burgeoning, women founders account for 
a measly 13% and own a mere 6% equity. The worse: 
Only 10% of startup funding globally falls into the kitty of 
women-led startups. Contrast it with women consumer 
market indices, and the misogyny here too is obvious – 
the value of the global female consumer market stands 
at USd 18 Tn and accounts for 85% of global consumer 
spending! Thankfully, the glaring differences have made 
many organizations both private and government-led, 
take notice. China-based She Loves Tech is one such ini-
tiative worth mentioning here. It focusses on developing 
a network for entrepreneurs and companies. She Loves 
Tech is stepping foot in India this year in a partnership 
with Kerala Startup Mission (KSUM). If you are a startup 
looking for funding and want to positively impact women 
with technology, this is the right forum. Apply!
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autonomous

Flying Burger anyone? In the too distant future, your burger and 
pizza may come flying to you in 30 minutes or less! Uber, the taxi 
cab company that changed travelling across the globe forever, could 
have some surprises up its sleeve. The taxicab service revolution-
ized commute with its ridesharing formula, guaranteed quick 
trip across the city and a diverse array of cars to suit every pocket, 
whim, fancy and craze appears to be now eyeing something beyond 
taxicabs. This multi-billion dollar company could soon be deliver-
ing not just consumers to their diverse destinations, but yummy 
cheeseburgers too by AI aircraft! According to reports, 'The Wall 
Street Journal' found a job listing for Uber on the lookout for an 
operations executive to helm a planned drone delivery takeoff. This 
could be part of UberExpress, Uber’s drone delivery alternative to 
UberEats. Reports said, Uber CEO Dara Khosrowshahi was quoted 
as saying, “We need flying burgers.” Don’t we!!!

vital 
statistics 

Data misuse 
causes 
concern and 
protective 
action

matter  
twitter 

of

*Published February 2019. 25,749 respondents answered these questions. Source: Statista Global Consumer survery

Consumers concerned about data misuse and taking active measures to 
protect their data*

Spain

Mexico

South Korea

Russia

Germany

United States

Japan

United Kingdom

47%

52%

19%

63%

59%

48%

43%
33%

40%

44%
38%

36%

48%
40%

11%

41%
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If you are hearing impaired or know 
someone who is, you would perhaps 
know their biggest nightmare – a 
room full of noisy people. It could be 
the pub, a party, a dinner, a classroom, 
playground, airport, railway station 
or any such assemblage of people. For 
you, it may be possible to drown out 
the distracting background noise,  and 
filter out your friend’s latest gossip in 
the disco. For a hearing handicapped 
person making conversation in such 
a noisy environment, where each is 
trying to make a conversation and be 
heard, is impossible. Called the “cock-
tail-party effect”, it comes naturally to 
most people, but for people who use 
hearing aids, cancelling out irrelevant 
noises is difficult and frustrating even 
with the best available hearing aids. 

This is a welcome news for the  
hearing impaired then. There is a 
potentially transformative new system 
on the anvil that helps the wearer sin-
gle out who they want to listen to and 

Deep Learning Algorithm Could 
Change Hearing Aids Forever

then amplifies that voice. The system 
uses electrodes placed on the auditory 
cortex, the section of the brain (just 
inside the ear) that processes sounds, 
to decipher the wearer intention.  
An amazing system, as the wearer’s 
brain focuses on each voice, it gener-
ates a telltale electrical signature for 
each speaker.

The technology behind this break-
through system is a deep-learning 
algorithm that was trained to dif-
ferentiate between different voices. It 
looks for the closest match between 
this signature and that of the many 
speakers in the room. The voice that 
matches best is amplified helping the 
listener focus on the person’s voice he/
she wants to hear. 

The system has been created by a 
team led by researchers at Columbia 
University, and has been tested on 
three people without hearing loss who 
were undergoing surgery at North 
Shore University Hospital in New 

York. They had electrodes implanted 
as part of their treatment for epilepsy 
and thus their brain signals could 
be monitored. In the experiment, the 
participants were then played a tape 
of four different people speaking con-
tinuously. The researchers intermit-
tently paused the recording and asked 
the subjects to repeat the last sentence 
before the pause, to ensure they were 
hearing it correctly. They were able to 
do so with an average accuracy of 91%.

The system can change the world for 
the hearing handicapped, however, 
its biggest drawback is that it involves 
a brain surgery to implant the elec-
trodes. The researchers say that the 
brain waves can be measured using 
sensors placed in or over the ear also, 
that is, the system could be embedded 
into a hearing aid. However, this would 
not be as accurate as the original sys-
tem with brain implants. 

The study, currently a proof of con-
cept, shows exciting potential. 
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By Shyamanuja Das

After more than three years, the 

Chief Digital Officer (CDO) is still not a 

mainstream corporate position. The 

question is: Will it ever be?
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In 2012, Gartner predicted that by the end of 2015, one in 
four large companies would have a position of Chief 
Digital Officer (CDO). That was arguably the begin-
ning of the CDO hype cycle.  

India, which is usually 2-3 years behind the developed markets 
in catching up with business technology management practices—
if not in understanding and developing technology per se—was 
expected to catch up by 2018 or 2019. 

In 2015, we started noticing a few Indian companies appointing 
full time Chief Digital Officers. By the end of 2015, India had just 
three CDOs in large companies. Yes Bank, Titan, and Aviva were 
the first to appoint designated CDOs in India. 

In 2016, that trend accelerated. That is when we started track- 
ing the community. By August 2016, the number had reached 15.  
But there were few noticeable trends. Companies that appointed 
CDOs came from all sorts of industries. The CDOs came with all 
sorts of experience.

[We, for all our studies, have ignored the CDOs in agencies/digi-
tal agencies because many of them are frontline business managers 
who are designated CDOs, often for making a marketing point]

In the next one year, it almost doubled. By December 2017, we 
tracked 43 CDOs—that is a three-fold jump in less than a year and 
half. And by this time, some definite trends were noticeable. 

The most important—and somewhat startling—trend was 
that most of the CDOs, in contrast to earlier speculations, did not 
come from either marketing or tech background. They came with 
core business background. In hindsight, it was becoming obvious 
because by that time digital transformation efforts were on in many 
companies, and senior leadership had realized the business impact 
that such an exercise could create. 
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Another significant trend was that it were the experienced pro-
fessionals who were being entrusted with the work. 

A few other definite trends were noticeable. Insurance and large 
conglomerates were the most proactive. Among them, three groups 
stood out—Tata, Mahindra & Mahinda and Vedanta/Sterlite. 

We again did a tracking exercise in August 2018. The numbers 
had gone up slightly but there was no major change in specific 
trends. But by this time, the buzz was visible among the CIO and 
tech community and they had started preparing for the role. 

The 2019 Story
In May 2019, as we turn the light on the CDOscape again, there is 
some real news. And that is: for the first time in three years, there is 
a decline. Has it come off the all-time peak?

That may be a trivia question. What is noteworthy is that in the 
last one-and-a-half years, the base has not really expanded. It has 
remained between 40 and 50. 

That is a far cry from one in four companies—or one in ten com-
panies, for that matter. 

In this time, digital transformation has mainstreamed. One in 
every five to six large businesses is genuinely traversing a transfor-
mation path leveraging digital technologies. A significant number 
of companies are trying to leverage digital at functional or SBU 
level, or at least trying to achieve some tactical goals—even while 
using the experience to learn.

Yet, many of them have not felt the need of appointing a full time 
Chief Digital Officer. So, have the CDOs failed to impress?

The most 
important—and 
somewhat startling—
trend was
that most of the 
CDOs, in contrast to 
earlier speculations, 
did not
come from either 
marketing or tech 
background. They 
came with
core business 
background

No of CDO positions in large Indian businesses

August 2016

December 2017

August 2018

May 2019

15

43
48

42

Aug-16

Oct-1
6

Dec-16

Feb-17

Apr-1
7

Jun-17

Aug-17

Oct-1
7

Dec-17

Feb-18

Apr-1
8

Jun-18

Aug-18

Oct-1
8

Dec-18

Feb-19

Aug-19
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That is too big and too loaded a question. The 
numbers are too small to either answer that in affir-
mative or otherwise.

But the experience so far has some lessons for sure. 
Let’s take the three large groups. 
Mahindra & Mahindra was one of the first large 

groups to go proactively for a group-wise ‘digitaliza-
tion’ mandate. It appointed a full-time senior execu-
tive—though not designated a CDO per se—Jaspreet 
Bindra. He, with a small team, tried pushing the digi-
tal mandate across the group whose chairman calls 
it a federation of companies. They did not just do 
emerging technology pilots, they started sensitizing 
businesses about use case of new technologies. But 
when it came to actual transformation initiatives, it 
happened at company levels. CDOs, reporting to indi-
vidual company CEOs, were appointed to lead the 
initiatives. Today, the group has three CDOs in group 
companies and one-two more executives are leading 
digital initiatives in companies, even though not des-
ignated CDOs. Most of them come from marketing 
or core business background, not tech background. 
Bindra has exited and has not been replaced. 

Tatas did just the opposite. Titan, its group com-
pany, was one of the first companies to appoint a 
CDO. Today, five Tata companies have designated 
CDOs. Two years back, it also appointed a CDO for 
Tata Sons, Aarthi Subramanyan, with group digitali-
zation mandate. Tata CDOs come from various back-
ground—business, consulting and tech.

For Vedanta/Sterlite, which is far more focused on 
core sector, unlike Tatas and Mahindras, a large part 
of digital transformation exercise was about modern-
izing operational technologies. Most of the CDOs of 
the group came with a core business background or 
tech background with experience in similar indus-
tries. But most of those CDOs have left the group in 
past 18 months. 

The Season of Reshuffle
The Vedanta Group companies’ CDOs are not the 
only ones to have relinquished their CDO charges  
last year. More than a dozen CDOs left through 
2018. Of course, it includes Vedanta Resources CDO 
Amitabh Mishra, Sterlite Power CDO Boomi Bala-
subramanian and Ashish Ranjan, CDO of Sesa Goa. 
To Ashish goes the distinction of being the first CDO 
to make a lateral movement; he joined as the CDO of 
National Engineering Industries (NBC Bearings), a 
CK Birla Group company. 

But a large majority of the CDOs went back to 

Digital Departures!
The CDOs who exited or took different roles. 

Amitabh Mishra 
Former CDO  

Vedanta Resources

Anjani Kumar 
Former CDO 

Collabera

Vivek Vishnu 
Former CDO 

Intex

 Manik Nangia 
 Former CDO (Now 

COO), Max Life 
Insurance Co

The New Digitalizers
Quite a few IT professionals have now assumed CDO 

responsibilities

Ananta Sayana 
CDO 
L&T

Yogesh Zope 
CDO 

Kalyani Group

Sujata Barla 
CDO, Integrace Health
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their respective functional roles. 
Amitabh Mishra, former CDO of 
Vedanta Resources (Sterlite Copper) 
and Anjani Kumar, former CDO of Col-
labera, both techies took up CTO and 
CIO roles. Rajnish Sinha, CDO of Bajaj 
Electricals took over as CIO of the com-
pany—though he still retains the CDO 
role—after the retirement of long-time 
CIO of the company, Pratap Gharge. 

Uma Talreja, former CDO of Ray-
monds joined as CMO of Shoppers 
Stop; Shantanu Bhanja, former CDO of 
HT Media joined as CEO of consumer 
product business of Pidilte Industries. 

A few got elevated to senior posi-
tions within their companies. Manik 
Nangia, former CDO of Max Life 
Insurance became the COO of the 
company while Rino Raj, CDO of Tat 
Chemicals became a divisional COO in 
the company. 

A few switched to the IT industry. 
Notable ones include Bhupesh Arya, 
former CDO of DHFL Pramerica, who 
joined a digital transformation firm in 
Australia while Rajesh Varrier, former 
CDO of Birla Sun Life is now leading 
the Microsoft and Digital Experience 
business at Infosys. 

The movements show that most  
of them have gone to better positions, 
maybe leveraging their learning as  
a CDO. 

The CDO position, in any case, 
was supposed to be a transitionary, 
temporary role. But it is difficult to 
believe that the companies that these 
CDOs steered towards a digital future 
have crossed the logical first stage. The 
departures, hence, were disruptors in 
the digital journey. 

The fact that most companies have 
not appointed new CDOs—honor-
able exceptions are DHFL Pramerica 
and Edelweiss Finance—also indicate 
probably the companies have found 
the role to be redundant. 

On the other hand, there is a greater 
number of people today handling 
enterprise IT and CDO roles together, 
either carrying designation of only 
CDO or CDO & CIO/CTO. The list 

Total CDOs: 41

How long have they been CDOs?

Type of Companies

Background of CDOs

Less than a year

Between 1 - 2 years

Between 2 - 3 years

Between 3 - 4 years

More than 4 years

NA

27%

20%

24%

22%

5%

2%

22%
B2B

43%
B2C

24%
BOTH

11%
Consulting

12%
Marketing

2%
Operations

45%
Core 
Business

30%
Tech

Total CDOs: 

42

Total CDOs: 

42
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included L&T veteran Ananta Sayana, 
Yogesh Zope of Kalyani Group, Nitin 
Agarwal of Edelweiss, and new gen-
eration leader Sujata Barla of Integrace 
Health. Similarly, Tata Communica-
tions has done away with CIO post 
after retirement of Rupinder Goel. CR 
Srinivasan, as CDO, looks after entire 
technology function. 

Among the big names who have  
bitten the CDO appointment bullet  
are State Bank of India, National Pay-
ment Corporation of India and Hath-
way Cables. 

It may be noted that from the new 
batch of CDOs, most come from tech 
background. While core business peo-
ple still manage most of the CDO roles, 
techies are catching up. Marketing 
departments are not a favored hunting 
ground for CDOs anymore.

Interestingly, two of the former 
CDOs—Jaspreet Bindra and Vivek 
Vishnu—have turned authors too. 
While Vishnu’s book is out, Bindra’s is 
to be released soon. 

A few trends become clear. They are
 The CDOscape is not growing but 

it is not static either. There’s a lot of 
realignment.

 Companies realize the CDO posi-
tion, though it gives some focus to 
transformation efforts, is not imper-
ative

 CIOs/techies are beginning to suc-
cessfully stake their claim for the 
CDO position

 Some companies—like insurance 
and financial services—realize the 
role is critical. Not only have they 
replaced exiting CDOs quickly, 
more and more such companies are 
hiring CDOs.
But one thing is clear. CDO is  

not going to be a mainstream corp-
orate position anytime soon—even as 
digital transformation is pursued in 
right earnest by at least one in three 
large companies. 

So, the responsibilities and skills 
are not going anywhere though the 
designation may not be as hot as it was 
a couple of years back  

Total CDOs: 42

Total Experience of CDOs

Industries that employ CDOs

Educational Background of CDOs

5%

21%

74%

7%
NA & Others

32%
Engineer

29%
MBA

32%
Engineer, MBA

Between 10-15 years Between 15-20 years More than 20 years

Total CDOs: 

42

Total CDOs: 

42

31%
BFSI

24%
Services (Other 
than Telecom  
& BFSI)

17%
Manufacturing 

5%
Consumer Durable

5%
Others

9%
Diversified

9%
Telecom
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Securing Enterprises While 
Using SaaS Applications 
Using a Cloud Access Security 
Broker (CASB), IT will be able 
to monitor all activities and 
enforce security policies 
including securing data on 
personal devices, limiting 
external sharing, detecting and 
preventing Cloud malware

managers can be eliminated from the buying process. This also 
means that while the business head may be the buying decision 
maker, the person who evaluates SaaS maybe someone else.

Therefore, IT initiative to reach out to business users must be 
enterprise-wide—encompassing all levels of employees—explain-
ing the nuances of security, performance challenges arising out 
of compatibility issues and integration challenges.

Author

Vikas Yadav
CISO, Max Life 
Insurance Co

To read more about enterprise security using SaaS applica-
tions, go to: https://bit.ly/2Q9EgBE or scan the Qr Code

SaaS applications are becoming a reality with Cloud-first policy 
and the ease and convenience of deploying new applications. 
According to Gartner, more than 50% new software purchases 
are likely to be via SaaS and new models of purchase. But this 
is giving rise to increasing security challenges as businesses 
take the initiative directly without consulting IT.

So can IT proactively engage with the organization to partici-
pate, prevent and safeguard from new risks? As I see it, IT led by 
the CISO can manage the challenge of shadow IT with a three-
pronged approach: educate users; establish processes for pro-
curement and deploy technology to secure the organization.

Educating Line of Business: Often businesses are not aware 
of the security risks of buying application directly and IT must 
take the initiative to educate businesses about the associated 
risks. While doing this, it is important to understand the buyer/
business perspective.

For instance, buying experience in SaaS is completely differ-
ent from traditional software wherein SaaS allows free trails and 
pricing is readily available. Therefore, business managers feel IT 
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A 9-Step 
Approach To 
Advanced Threat 
Protection 
Anti-Advanced Persistent Threat and Endpoint 
Detection and Response (EDR) are extremely 
effective when it comes to countering file-
less malware which are directly deployed on 
system memory and bypass traditional AVs 

criminals don’t need much more than 
a couple of thousand dollars to get the 
most confidential data and it often starts 
with an innocent sounding mail.

So the question is, how do we guard 
our perimeter to make sure only the righ-
teous get in?

Well therein lies the major issue.  
Organizations still think cyber security  
in terms of defending a pre-defined bor-
der. With the advent of cloud and hyper-
interconnectivity, the borders  
have become blurred.

The real question is, how do you  
stop an attack from being successful? 
How does an organization become  
resilient enough to manage the worst  
of the attacks?

Here is a 9-step approach that can  
help protect an organization from 
advanced threats:

1. understand your own 
threat landscape
It is imperative to understand how  
data in your organizations flow. Define 
sensitivity of the data. Try and quantify 
the data in terms of what it would cost 
your company if data was leaked during 
a breach or was locked in case of a ran-
somware attack.

Understand and define your threat 
landscape, which in turn will help you 
identify weak spots in your security. 
Identify critical assets and maintain an 
updated asset inventory.

Understand your digital footprint, the 
amount of company data present on 
the net, data unknowingly given out by 
employees on social media.

Author

Shivkumar Pandey
CISO, Bombay Stock 
Exchange  

To read about the remaining steps,  
go to: https://bit.ly/2Jnms5u or scan the Qr code

the increase in sophistication of cyber defenses has led to an 
equal and sometimes exponential increase in the sophistica-
tion of attackers. It is a matter of when an organization will be 
breached rather than if it will be breached.

To consider, cyber criminals actually have it easy to launch an 
attack or commit a crime. It is more akin to asymmetric warfare. 
In majority of the cases, the criminals are better organized and 
well informed compared to organizations which spend millions 
of dollars to get a good night’s sleep. On the other hand, cyber 
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Look Back With Purpose 

As we move on in 2019, it is worthwhile to look back at security 
related events of the previous year. For many, 2018 has been a 
year of revelation witnessing events that will define how orga-
nizations shape strategies for years to come. The year saw the 
rise of vicious attacks on ATM machines that have affected 
large banks globally, prompting FBI to issue a warning to global 
banks about threats of imminent large-scale orchestrated 
frauds across the globe.

In this backdrop, the CISO is like a one-man army fighting with 
all odds stacked against it. Back against the wall, the office of the 
CISO has gained prominence like never before.

Let us look at some highlights of 2018 that will significantly 
impact information security strategy of organizations in 2019:

Size does not matter. A classic example being Facebook 
where 87 million records were compromised via an application, 
which allowed access to contact list. This I believe opened a new 

Author

Kalpesh Doshi
CISO, FIS Global Business 
Services 

To read more on the rest of the highlights from 2018,  
go to: https://bit.ly/2Ecrw8uor scan the Qr code 

The year 2018 saw the rise of vicious attacks on ATM machines that 
have affected large banks globally, prompting FBI to issue a warning 
to global banks about threats of imminent large-scale orchestrated 
frauds across the globe 

dimension as it exposed the limitation of threat protection tools 
which cannot detect ingressions and breach until too late. These 
incidents reiterate security cannot be achieved by implement-
ing a set of tools but must be embedded in the organization, 
and woven into the culture of the organization. Security must be 
designed from inception.
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However, brilliant a plan or however 
meticulous the execution, bottom line is 
no goal can be achieved without the buy 
in of stakeholders. Here are few insights 
based on my experience.

Focus on winning 
mindshare. Don’t go 
overboard
Prevailing tendency amongst security 
practitioners is to over-sensationalize 
threats and thereby filter everything. 
Instead focus on getting the buy in of 
stakeholders with engagement strate-
gies. Users resist too much policing 
and operations become handicapped 
with restrictions. Employees find ways 
to evade barriers and gradually compli-
ance erodes and you lose the battle. This 
starts a downward slide in credibility and 
you begin to lose battles, eventually los-
ing the war against security.

Align messaging with 
business outcomes
The CIO must have thorough under-
standing of the organization’s business 
and any conversation about security 
risks must be aligned with business 
risks. Speak the language of your audi-
ence to get across the message. This 
means if you are talking to the CFO, artic-
ulate clearly the financial advantages of 
security measures. If you are speaking 
to business heads, focus on enhancing 
customer confidence with solid preven-
tion and remedial strategies; with HR 
and marketing the implications on brand 
equity and so on.

Author

Anil Porter
AVP - IT & GDS  
Services, CIO,  
InterGlobe Technology

To read more about securing your enterprise with business 
needs, go to: https://bit.ly/2JpDwhJ or scan the Qr code

Communicating 
The Business 
Need For Security 
Security goals and risks must have solid 
mapping with business for effective 
implementation 

Security is so intricately linked to business outcomes that 
by 2020 100% large enterprises will be asked to report to the 
boards on cybersecurity and technology risks, says Gartner.

Securing your enterprise begins by communicating effective-
ly about it. No sword-wielding James Bond or 007 hi-tech style 
protection can secure your parameters if organizational beliefs 
are not aligned to your policies.

So how does one go about achieving it?
As an IT leader who also leads customer trainings, BPO,  

airlines management, product development and GDS services,  
I have learnt a thing or two about the crucial art of present-
ing the case logically, making it meaningful to stakeholders. 
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Visualized Data For 
A Visual Medium
TV Today media research team uses a visual analytics tool to 
draw easy insights from large audience measurement data
By CIO&Leader

T

CAse sTuDy

TV Today Network, a listed subsidiary of one of 
India’s largest media groups, Living Media (India 
Today Group), is a multilingual broadcaster. It owns 
a number of channels including the popular AajTak 
and India Today TV.

Like other broadcasters, TV Today also receives 
television audience measurement data from Broad-

cast Audience Research Council (BARC) every  
week. BARC is a company set up by broadcast media 
stakeholders, such as broadcasters, advertisers and 
advertising agencies to bring in transparency and 
accuracy and is the largest such measurement com-
pany in the world.

This data is used by the Media Research team at 
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TV Today to analyze the performance 
of their own channels at any point of 
time as well as track competition. This 
analysis also helps them measure his-
torical performance on different time 
bands in different geographies as well 
as plan ad inventory during the differ-
ent time bands. 

Handling the large volume of data 
to derive some insights from it was a 
huge challenge for TV Today’s Media 
Research team. 

“We were facing challenges in pro-
cessing heavy spreadsheets which we 
received every week from Broadcast 
Audience Research Council India. 
Understanding the data and then shar-
ing it with the team was a backbreak-
ing task,” says Sachin Paliwal, AGM, 
TV Today Network.

It needed to be presented in an  
easy-to-grasp visual manner, as the 
users were all business executives,  
not techies.

“We were proactively looking for a 
solution. We evaluated a few tools and 
found Visualr served the purpose as 
per our needs in a cost-effective man-
ner,” says Paliwal.

Visualr is a self-service BI plat- 
form that can work with multiple  
database types and is fairly flexible 
and cost effective.

“The Media team at TV Today Net-
work was struggling with the data in 
heavy spreadsheets which was difficult 
to analyze. We helped them to auto-
mate their spreadsheets through Visu-
alr and now they are producing approx 
40 reports through Visualr in matter 
of minutes,” adds Kunal Chaturvedi, 
founder, Visualr.

The Challenge
Visualr reached out to the TV Today IT 
team. After evaluating their product, 
the IT team introduced Visualr to the 
Media Research Team. With this huge 

volume of data every week, the TV 
Today media research team was proac-
tively looking for a solution.

The team was looking for ease of 
adoption, cost effectiveness and a  
good support.

“We were looking for three param-
eters. How easily we can adopt the 
solution; the adoption rate should be 
more than 80%. How economical the 
solution is and pre and post-imple-
mentation support on the solution,” 
explains Paliwal.

Visualr scored well on all these 
counts. What turned the deal in its 
favor was value for money and a very 
quick response time. The product not 
just fitted in the team’s budget, the 
Visualr team was very responsive. 
“Support and assistance from the team 
during the initial time period was com-
mendable,” Palliwal adds.

The Rollout & The Achievement
Once the decision was taken, the roll-

out was quick.
The selling points of software like 

Visualr are easy adoption and easeo-
fuse. So the implementation stage was 
really quick.

“You just need to download the tool 
from the website and install it on the 
server. That's it!. You are good to go 
now,” says Chaturvedi of Visualr.

“We spend more time in under-
standing the business problem at the 
granule level.  Once the data is ready, 
we connect it with Visualr and create 
dashboards pretty quick,” he says.  

Visualr provided TV Today time sav-
ing, enhanced productivity and cost 
reduction by automation. Previously it 
was using resources for segregation of 
data from spreadsheets, analyzing all 
that data with multiple team members. 
They would then consolidate the find-
ings on spreadsheet or presentation 
post which would be shared through 
mail attachments.

Now, through Visualr, only the data 
needs to be pushed into the system and 
everything is done automatically and 
all the respective team members get 
their insights through already shared 
dashboards.

While the TV Today media research 
team has managed to meet its immedi-
ate challenges, there is scope for more.

“We have solved the existing prob-
lems but we still foresee some more use 
cases where we can deploy Visualr,” 
says Palliwal. 

Enterprise  data visualization  
market is expected to reach USD 7.76 
billion by 2023, according to Mordor 
Intelligence.

Visualr is approaching clients by what 
could be called data dialogues. “Since 
data is available across industries and 
departments, we are on a constant look-
out for business problems that we can 
discuss with prospects and create a cus-
tom solution on our platform for them,” 
says Chaturvedi of Visualr.

Solutions that can be tried easily and 
that can work at an affordable invest-
ment have an opportunity to catalyze 
the data revolution 

Visualr provided 
TV Today time 
saving, enhanced 
productivity and 
cost reduction by 
automation. Now, 
only the data needs 
to be pushed into 
the system...
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Artificial 
Intelligence: 
Changing 
Healthcare 
Landscape
Any new-age technology adoption will 
face ‘Iron Triangle’ of Healthcare test to 
prove its worth

L

By Sanjay Pathak

COLUMN

 The author is 
Head - Healthcare 
& Insurance 
Solutions at 3i 
Infotech

Looking at the upcoming trends globally and across industry ‘Arti-
ficial Intelligence/Machine Learning (AI/ML)’ tops the charts. Gen-
erally, first thing which comes to mind is machine/cyborg taking 
over human elements and this has been depicted to various degrees 
in many sci-fi movies. While, the reality is far away from that, it will 
be unjust to ignore how healthcare is evolving and adopting AI in 
real life to reduce cost and improve patient outcomes.. 

In current context, AI means simulation of human elements 
by machines/computers, where they acquire information (learn-
ing), process it to reach reasonable conclusions (action) and adapt 
themselves to situations (course corrections). AI leverages various 
technologies like Machine/Deep learning, Vision, NLP, Robots or 
autonomous machines, etc.

As per Gartner, most organizations are in early stage of AI adop-
tion. Only around 6% have it in use and more than 60% organiza-
tions are still trying to understand it. It will take a while before 
real benefits of AI can be leveraged. Below are areas where AI has 
already made its way or can bring in difference in future:

 Leveraging vision, deep learning on sensor-based vital data, 
physicians will be better equipped to diagnose ailments. Medical 
imaging can be taken to new levels where AI on top can accu-
rately diagnose and in some cases even predict diseases. Blood 
smears will use vision to count cells and anomalies. ECG & cardio 
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optimize the plans offered and  
their premiums.

 Predictive element of care can assist 
providers in better reach out to 
patients and proactive care manage-
ment, which can save significant 
amounts for both sides.

 Predictive AI for care, claims  
and other information can also  
help providers come up with  
health plans, which are cheaper  
and more effective.

 AI systems can sift through clinical 
and claims data to highlight errors 
in diagnosis, payments, frauds and 
workflow issues, thus providing a 
true value based care system.
The real test for AI system will 

depend on solutions’ ability to inte-
grate with the hospital or doctors’ 
workflow. AI systems should not be 
perceived as extra process, as that will 
reduce the value such systems can 
potentially bring.

Adoption of AI in healthcare, both 

clinical and insurance will be slow and 
will face some challenges like:

 Ethical concerns due to reduction in 
Hu element- who takes the liability 
for a negative event?

 Regulation & compliance will play a 
big role in adaption of AI as they will 
govern the process and procedures 
that are followed.

 Initial adoption both by physicians 
and patients will see hiccups mostly 
related to trust factors, till the time 
both parties build confidence in such 
systems.

 Lack of requisite skill-sets for tech-
nology adoption, followed by train-
ings of end users.
Finally, AI or any new age technol-

ogy adaption will face ‘Iron Triangle’ 
of healthcare (access, quality, and  
cost) test to prove its worth. For an 
industry which has always lacked 
skilled manpower to manage every-
one’s health, AI can do wonders in 
times to come 

data can pass through AI to predict 
outcomes and assist physicians in 
accurate diagnosis.

 Hospital re-admission has been  
a grave concern and millions wasted 
due to lack of post operation care.  
AI can help predict situation like 
this and can assist providers take 
extra precautions.

 Based on the patient case and 
required procedures, AI can help  
in planning surgery, help doctors  
in accurate measurements, and 
assist during surgery by tracking 
vital and other data. AI can help sur-
geons understand surgery outcomes 
better based on correlation from 
similar cases.

 Using NLP and vision, AI can  
assist doctors with diagnosis, run-
ning pharmacy correlations with 
other drugs, allergy, food, etc. AI  
can help physicians with transcripts 
and voice assisted case management. 
All these integrated with EHR  
system will bring in the best of the 
best values.

 Virtual health assistants are  
tools like chatbots or a conversation-
al service using smart speakers  
helping customer answer health 
related quires, symptoms checker  
or assist them with appoint- 
ments, etc.

 AI can assist hospitals in better 
management of assets, emergency 
management and better planningof 
the hospital processes and functions.

 In the field of telemedicine, AI  
can bring wonders by enabling  
accurate remote health monitor-
ing, predictive diagnosis leading to 
cheaper & effective remote/rural 
health management.
If we flip to other side of healthcare, 

that is, ‘insurance’, AI can bring many 
value-added services together with 
care side to bring down the overall 
healthcare spending globally.

 Outcome, risk and cost compari-
son for similar cases in different 
hospitals/cities will help insurance 
companies compare cost and better 

Leveraging vision, deep lear ning on sensor-
based vital data, physicians will be better 
equipped to diagnose ailments
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Global ramp and reach ambitions of businesses 
of all sizes are becoming more achievable just as 
consumer demands for them to be more agile and 
accessible are becoming more strident. Digital 
transformation strategy with Hybrid Cloud Com-
puting at its core is being embraced by diverse 
businesses as an effective solution to enable dra-
matic business growth. With the recent advances 
announced by us in collaboration with leading 
Public Cloud providers, Hybrid Cloud comes 
back to the center as the pivotal element of a win-
ning Digital Transformation solution. 

However, one element that hampers most deci-
sions in moving to Hybrid Cloud is the dreaded 
Application Migration from legacy, on-premises 
to Hybrid Cloud environments because they are 
rendered complex due to typically extensive rede-
sign and code refactoring needs before any migra-

tion can happen. Businesses have to either com-
mit to redesigning the applications in house or 
to outsource it to SIs (System Integrators). It can 
take many weeks or months of development and 
testing just to migrate the applications. There is 
often another caveat. Once the migration is com-
pleted, it could take an equally complex process if 
businesses were to decide to retract the migration 
and go back to their previous environment.

A customer I know had been lamenting that it 
had taken them 8 months to retract their migra-
tion. They had already taken over a year to 
execute the migration processes that included 
extensive redesign. While the time lost in this 
process is certainly very high, we are not even 
attempting to quantify the disruption and dis-
traction caused within the organization during 
the whole episode. Another customer spent over 

By BS Nagarajan

COLUMN

Why Should 
Enterprises 
Not Be 
Wary Of 
Hybrid Cloud 
Environments?
It is worth piloting the latest Hybrid 
Cloud Technologies offered consistently 
on both On-premises and Public Cloud 
as they offer vastly superior support as 
a fillip to your Hybrid Cloud journey
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Cloud technology available and watch 
their development teams migrate their 
applications live. For instance, a BFSI 
customer has recently migrated 400 
applications in two days, another cus-
tomer has migrated 650 applications 
in 5 days while another globally reput-
ed educational institution in the US 
has migrated 3000 applications in 45 
days against an earlier estimate of 30 
months using what was available ear-
lier. These claims may seem unbeliev-
able and almost impossible, but they 
are worth validating and realizing.

Top Reasons for Piloting 
the Latest Hybrid Cloud 
Technologies
Whatever your earlier experiences, 
it is worth piloting the latest Hybrid 
Cloud Technologies offered consis-
tently on both On-premises and Public 
Cloud as they offer vastly superior 
support as a fillip to your Hybrid 
Cloud journey.

Effortless Migration
 Migration is effortless and almost 
instantaneous due to consistent tech-
nological environment on both on-
premises and Cloud environments

 Migration can be done live without 
any downtime

two years exploring leading Public 
Cloud Service providers but, was still 
unsure about his next steps at the end 
of it. When we introduced the recent 
trailblazing advances in collaboration 
with leading Public Clouds, it took 
customers a long time to be convinced 
that they could indeed create a limited 
Hybrid Cloud environment within 
days instead of months.

Several customers have checkered 
experiences like this and are con-
sumed with protracted and incon-
clusive pilots. It really gets down to 
whether they can commit to a long 
and complex Application Migration 
that will occupy the bandwidth of 
their development teams in a big way. 
Many customers are wary of the pos-
sibilities and opportunities of Hybrid 
Cloud even when they are intro-
duced to what is now possible using 
the latest DC technology advances: 
Zero-minimum migration effort, Full 
portability of applications to Cloud, 
Live (yes, you read it right, LIVE), bi-
directional movement of workloads 
and Consistent Technology stack on 
both on-premises and Cloud.

While we can empathize with them 
on their pilot fatigue, it is pragmatic 
to commit to a focused and thorough 
study with the most advanced Hybrid 

 Applications can be shifted back and 
forth as needed

 No need to redesign or refactor exist-
ing applications

Low-Risk
 A starter configuration of a Single 
Host is all that is needed to com-
mence  a pilot

 Suitable for development-test work-
loads due to limited availability com-
mitment

 Needed investment is negligible in 
an enterprise IT budget

Efficient and Swift 
On-boarding

 Hybrid Cloud pilot environment is 
extremely quick to provision

 The alternative of refreshing an 
existing or creating a new on-
premises environment takes many 
months just to set up

 Most of the pilot time is spent in 
analyzing the core application expe-
riences instead of being consumed in 
preparation and set-up

A Step in the Right 
Direction
A swift pilot to test the latest advances 
in Hybrid Cloud technologies and 
their consistency with on-premises 
environments is too valuable to miss. 
Despite being wary based on earlier 
experiences with long and complex 
pilots, it is an incredible opportunity 
to validate the cost, process, effort, 
ease and flexibility that the new pos-
sibilities offer.

It’s no surprise that NPCI (National 
Payments Corporation of India), the 
largest digital payment provider in 
the country, has migrated its business 
critical systems to Cloud. There is 
absolutely no stopping customers now 
and no source of concern as long as 
they understand the possibilities that 
Hybrid Cloud offers to their specific 
business scenarios. They can move 
towards Hybrid Cloud with certainty 
and conviction. It will be a step in the 
right direction 
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iot security 
Breaches Drive CiOs 
to Lead From Front
Most boards don't understand the importance of IoT risk 
exposure and the CIO has a role to play here
By Sohini Bagchi

Unsecured Internet of Things or IoT devices in the 
workplace and those used by third parties are caus-
ing large scale cyberattacks, disrupting the privacy 
and security of organizations. But most boards don’t 
understand the importance of IoT risk exposure. 
While on the one hand, this is giving a more chal-

lenging time to CIO/CISOs, on the other, it also offers 
them a great opportunity to take a leadership posi-
tion on IoT.

Researchers have identified a significant uptick 
in breaches and attacks related to IoT in a new 
Ponemon Institute report. It states that most compa-

U
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nies don’t know the depth and breadth 
of the risk exposures they face when 
leveraging IoT devices and other 
emerging technologies.

Released by the Santa Fe Group, the 
study yielded 35 key findings on IoT 
risks stemming from a lack of security 
in IoT devices. Ponemon Institute 
identified a sizable increase in the 
number of organizations reporting an 
IoT-related data breach. In 2017, only 
15% of survey participants had suf-
fered an IoT-related data breach. That 
number jumped to 26% in this year’s 
report, which surveyed over 600 CIOs, 
CISOs, chief risk officers in the US and 
other regions including India.

“The actual number may be greater 
as most organizations are not aware of 
every unsecure IoT device or applica-
tion in their environment or from third 
party vendors,” the report said. In fact, 
the study found that more IoT security 
issues are being reported at the third-
party level.

Over the last year, 23% of respon-
dents said they experienced a cyber-
attack and 18% said they had a data 
breach caused by unsecured IoT devic-
es among third-party vendors. Even 
those who have yet to identify a breach 
feel certain that the future of IoT will 
be weighed down by risk.

More alarmingly, organizations  
surveyed have no centralized account-
ability to address or manage IoT  
risks. Less than half of company  
board members approve programs 
intended to reduce third party risk  
and only 21% of board members are 
highly engaged in security practices 
and understand third party and  
cyber security risks in general. More 
than 80% of respondents believe  
their data will be breached in the  
next 24 months.

The current findings are equally 
gloomy, as the study found that only 
9% of respondents said their compa-
nies have education policies to inform 
employees about IoT third-party risks 
and nearly a third (32%) do not have a 
designated person in their department 

or organizations who is responsible for 
managing IoT risks.

“Board members of organizations 
need to pay close attention to the issue 
of risk when it comes to securing a new 
generation of IoT devices that have 
found their way into your network, 
workplace and supply chain,” said 
Cathy Allen, founder and CEO of The 
Santa Fe Group, Santa Fe, NM. “The 
study shows that there’s a gap between 
proactive and reactive risk manage-
ment. The time to address this issue is 
now and not later.”

What CIO/CISOs can do?
From the Ponemon report, one thing 
is clear that IoT is increasingly affect-
ing the enterprise in a very big way, 
and there’s a role for CIOs, and CISOs. 
However, it may not be based on the 
way traditional organizations want to 
govern the risk. In view of that CIO/
CISOs might get more into the busi-
ness function than compliance or risk 
management function. Here are some 
recommendations:

 Ensure inclusion of third-party and 
IoT risks occurs at all governance 
levels, including the board.

 Update asset management processes 
and inventory systems to include IoT 
devices, and understand the security 
characteristics of all the inventoried 
devices; if devices have inadequate 
security controls, replace them.

 Review contracts and policies for 
IoT-specific requirements and update 

them to include such requirements  
if necessary. 

 Expand third-party assessment 
techniques and processes to include 
controls specific to IoT devices.

 Develop specific sourcing and pro-
curement requirements around secu-
rity of IoT devices.

 Devise new strategies and technolo-
gies for reducing threats posed by 
IoT devices.

 Collaborate with experts, peers, asso-
ciations and regulators to develop, 
communicate and implement best 
practices for IoT risk management.

 Include IoT in communication, 
awareness and training at all levels, 
including the board, executive, corpo-
rate, business unit and third parties.

 Recognize that your organization is 
increasingly dependent on technol-
ogy to support the business and the 
risk posed by this dependence.

 Embrace new technologies and inno-
vations, but ensure security controls 
are included as fundamental and 
core requirements.
In conclusion, CIO/CISOs can drive 

organizations to better understand the 
inherent risks posed by IoT devices in 
their supply chain, ensure IoT security 
is taken seriously, and influence the 
board in educating management at all 
levels — including governing boards. 
They should also ensure that IoT secu-
rity concerns are integrated into the 
device design/build phases of product 
development 

Over the last year, 23% 
of respondents said they 
experienced a cyberattack and 
18% said they had a data breach 
caused by unsecured IoT devices
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now C-suite Falling 
Prey to Cybercrime
CIO/CISOs can help others in the C-suite to understand the 
dimension of the cyber security challenge, and come up 
with appropriate solutions
By Sohini Bagchi

C C-level executives, who have access to a company’s 
most sensitive information, are now the major focus 
for social engineering attacks, alerts the 'Verizon 
2019 Data Breach Investigations Report'. Senior 
executives are 12x more likely to be the target of social 
incidents, and 9x more likely to be the target of social 
breaches than in previous years. The study finds 

financial motivation remains the key driver behind 
these attacks.

Social engineering attacks on the rise
The study sees a rise in the financially-motivated 
social engineering attacks on the C-level executives. 
A good example is the increasing success of business 
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email compromises (BECs). These 
types of social attacks represent 370 
incidents or 248 confirmed breaches of 
those analyzed.

Senior executives, who are typically 
time-starved and under pressure to 
deliver, review and click on emails ran-
domly, often become victim of cyber 
attacks. Some also have assistants 
managing email on their behalf, mak-
ing suspicious emails more likely to 
get through. The stressful business 
environment combined with a lack 
of focused education on the risks of 
cybercrime, the report notes.

“Enterprises are increasingly using 
edge-based applications to deliver 
credible insights and experience. 
Supply chain data, video, and other 
critical – often personal – data will be 
assembled and analyzed at eye-blink 
speed, changing how applications 
utilize secure network capabilities,” 
comments George Fischer, president of 
Verizon Global Enterprise.

He believes that security must 
remain front and center when imple-
menting these new applications and 
architectures.

Cloud solutions  
increase risks
The findings also highlight how the 
growing trend to share and store infor-
mation within cost-effective cloud 
based solutions is exposing companies 
to additional security risks.

The study found that there was a 
substantial shift towards compromise 
of cloud-based email accounts via the 
use of stolen credentials. In addition, 
publishing errors in the cloud are 
increasing year-over-year. Misconfigu-
ration (“Miscellaneous Errors”) led 
to a number of massive, cloud-based 
file storage breaches, exposing at least 
60 million records analyzed in the 
DBIR dataset. This accounts for 21% of 
breaches caused by errors.

Bryan Sartin, executive director 
of security professional services at 
Verizon comments, “As businesses 
embrace new digital ways of working, 

many are unaware of the new security 
risks, to which, they may be exposed. 
They really need access to cyber detec-
tion tools to gain access to a daily view 
of their security posture, supported 
with statistics on the latest cyber 
threats. Security needs to be seen as a 
flexible and smart strategic asset that 
constantly delivers to the businesses, 
and impacts the bottom line.”

Lessons for CIOs and 
C-suite
The lessons are clear for the C-suite: 
Cyber security must be a leadership 
priority, because data breaches have 
a direct impact on an organization’s 
financial well-being. CIO/CISOs can 
help others in the C-suite to under-
stand the dimension of the cyber secu-
rity challenge, and how to formulate 
appropriate solutions.

Firstly, there should be regular 
discussions in the boardroom on the 
corporate impact of a data breach and 
who is responsible for preventing 
data breaches (and the onus should 
lie not on the CIO alone). Is having a 
dedicated Chief Information Security 
Officer (CISO) ensure that information 
assets and technologies are protected. 
If C-suite lacks an accurate picture of 
the risks faced by the business, they 
will set the wrong priorities and invest 
in addressing the wrong areas. This 
would make the organization vulner-
able to attack.

Secondly, it is important to iden-

tify what is the biggest threat to data 
security? Almost two thirds of CEOs 
believe malware is the most serious 
and pervasive threat facing their 
organizations, according to another 
research. However, technology lead-
ers like CISOs, CIOs and CTOs say 
that the primary threat comes from 
the misuse of privileged user identi-
ties and passwords. Studies show NO 
password is strong enough no matter 
how frequently it is changed. In this 
regard, Multi-factor Authentication 
(MFA) – which mandates a second step 
to confirm a user’s identity, such as a 
text-to-mobile verification code – pro-
vides much more robust protection for 
data and deters intruders.

Thirdly, working on the supposition 
of ‘when’, rather than ‘if ’, provides 
a much more realistic and practical 
position towards today’s threat envi-
ronment. Firms can manage lateral 
access through privileged access man-
agement. This ensures that users have 
access only to the privileges, systems 
and data they need for their jobs. A 
‘zero trust’ is the best option assum-
ing that untrusted actors already exist 
both inside and outside the network, 
and absolutely everything on the 
enterprise’s network – users, end-
points and resources – must be identi-
fied and verified.

Finally, C-suite should monitor the 
security credentials when someone 
leaves the company. Businesses require 
a centrally managed console from 
which security staff can monitor access 
to the app, provide single sign-on to 
multiple applications and manage the 
devices used to access those systems.

Studies show there is a need to 
prepare the enterprise for the worst, 
by making a proactive investment in 
cyber security. Attacks on the C-suite 
highlight the critical need to ensure  
all levels of employees are made aware 
of the potential impact of cybercrime 
and that more power is given to the 
CIO/CISOs to mitigate the risks and 
strategically secure a key position in 
the boardroom 

There is a rise in 
the financially-
motivated social 
engineering 
attacks on 
the C-level 
executives
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CiOs in Financial 
sector see silver 
Lining in hybrid 
Cloud Adoption
The sector still runs a significant percentage of 
traditional datacenters and is struggling to find 
the best IT talents
By Sohini Bagchi
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F The positive outlook for hybrid cloud adoption 
globally and across industries is reflective of an 
IT landscape growing increasingly automated 

Financial services firms today are facing mounting 
competitive pressure to streamline operations while 
delivering a differentiated experience to their cus-
tomers, including leveraging new technologies such 
as blockchain. This FinTech revolution, combined 
with the growing burdens of regulatory compliance, 
data privacy, and security issues are pushing CIOs to 
fundamentally transform the technological underpin-
nings of their institutions.

In view of that, a new report released by Nutanix, 
many financial organizations are still struggling with 
modernizing their outdated legacy IT architectures 
and processes, resulting in inefficient operations and 
potential vulnerability with regards to data breaches. 
In fact, the report revealed financial services run 
more traditional datacenters than other industries, 
with 46% penetration. Despite their progressiveness 
on the hybrid cloud front, financial organizations 
have lower usage levels of private clouds than any 
other industry, at 29% penetration compared to the 
average of 33%.

The survey conducted by Vanson Bourne that 
polled over 2,300 IT decision makers worldwide 
including India, observes, like other industries,  
the financial services sector cites security and  
compliance as the top factor in deciding where to  
run its workloads. Nearly all respondents also indi-
cated that performance, management, and TCO are 
critical factors in the decision. However, more than 
25% cited these same factors as challenges with 
adopting public cloud. In other words, as is often the 
case with new IT solutions, the most important cri-
teria are also the most difficult to achieve. This could 
account for part of the disparity between the high 
desire to adopt hybrid cloud, and today’s relatively 
low hybrid cloud penetration levels of just 21% in the 
financial services sector.

“Legacy systems and processes are significant 
impediments to the agility that today’s business 
demands. The BFSI segment in India has been a trail-
blazer in adoption of new tech such as HCI, Hybrid 
cloud, AI and ML,” Sankarson Banerjee, CIO, RBL 
Bank says, adding that at RBL, Hybrid Cloud is at 
the forefront of our IT vision and strategy for driving 

agility in responding to business and customer needs 
across channels and products.”

The positive outlook for hybrid cloud adoption 
globally and across industries is reflective of an IT 
landscape growing increasingly automated and flex-
ible enough that enterprises have the choice to buy, 
build, or rent their IT infrastructure resources based 
on fast transforming application requirements.

However, challenges do exist. The report reveals 
that IT skills are a barrier to adopting hybrid cloud in 
the financial industry. While 88% of respondents said 
that they expect hybrid cloud to positively impact 
their businesses, hybrid cloud skills are scarce in 
today’s IT organizations. These skills ranked sec-
ond in scarcity only to those in artificial intelligence 
and machine learning (AI/ML). Financial services 
respondents generally reported slightly greater defi-
cits in skillsets across all categories except for AI/ML.

91% of financial services organizations surveyed 
said that hybrid cloud was the ideal IT model. This 
belief in hybrid cloud, and the fact that the sector 
has higher than industry average adoption of hybrid 
cloud, is likely driven by the recognized need for  
digital transformation. Yet conversely, the data  
shows a lower adoption of private clouds than the 
global average across industries. This might be 
explained by the fact that portions of the financial 
services space have been change-averse and also an 
indication of the overall complexity of modernizing 
existing legacy infrastructures.

“Increased competition combined with more strin-
gent regulatory and compliance environments is 
forcing the entire industry to re-assess the capability 
and relevance of its current IT infrastructure,” says 
Neville Vincent, Vice President A/NZ, ASEAN and 
India, Nutanix.

Vincent however believes, the good news is that  
the industry is already seeing the customer and com-
pany benefits of hybrid cloud infrastructure. But he 
raises a word of caution to the CIOs. “The concern is 
that at just over 20%, there is still a long way to go to 
satisfy increasingly sophisticated and demanding 
customers and achieve the ultimate customer experi-
ence,” he concludes 
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Why CiOs should 
Pay Attention to 5g 
Revolution
The transition to 5G can be touted as a game changer for 
organizations. But to take full advantage of its many capabilities, 
CIOs must have a digital strategy in place

5 5G, or the next-generation of wireless systems is 
bringing about a sweeping change not only in the 
telecom industry, but also in the enterprise and 
consumer space. Considered a ‘hype’ until recently, 
today, it is fast becoming a reality, as many countries 
across the world – including India – are already 
investing in 5G (or are planning huge investments in 
the near future) in order to gain from its high-speed 
network and reliability. 

5G is poised to be at least 10 times faster than 4G, 
and several times more responsive than its prede-
cessor. Further, 5G is expected to connect 100 times 
more devices than 4G did, giving rise to a deluge of 
IoT-enabled gadgets and devices. The evolution of 5G 
should certainly be of interest to C-level executives 
such as Chief Information Officers (CIOs). However, 
they will need to upgrade their skill-sets in order to 
ready themselves for an ultra-fast future.

By Sohini Bagchi
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A recent research by tech analyst  
firm 451 Research and Vertiv, that 
polled over 100 global telecom decis- 
ion makers with visibility into 5G strat-
egies and plans, shows that enterprises 
were overwhelmingly optimistic about 
the 5G business outlook and are mov-
ing forward aggressively with deploy-
ment plans.

The reason for optimism among busi-
nesses is that they could benefit from 
more real-time online interactions 
with customers, have seamless video 
conferences with staff, and have a more 
connected and efficient network for 
real-time interactions and run complex 
applications effortlessly. In other words, 
5G is poised to solve some of the most 
critical business problems and hugely 
improve bottomline.

Service providers are also upbeat, as 
12% of operators expect to roll out 5G 
services in 2019, and an additional 86% 
expect to be delivering 5G services by 
2021, according to the study. Chipmak-
ers like Qualcomm and MediaTek have 
already announced the availability of 
5G-enabled handsets this year. In the 
US, service providers like AT&T and 
Verizon have started deploying 5G net-
works. Ericsson has already announced 
several deals with global customers. 
Back home in India too, the government 
is determined to make a nationwide 5G 
rollout possible.

According to the survey, most of those 
initial services will focus on supporting 
existing data services. About one-third 
of respondents expect to support exist-
ing enterprise services with 18% saying 
they expect to deliver new enterprise 
services.

The telco readiness 
As networks continue to evolve and 
coverage expands, 5G itself will become 
a key enabler of emerging edge use 
cases that require high-bandwidth, 
low latency data transmission, such as 
virtual and augmented reality, digital 
healthcare, and smart homes, buildings, 
factories and cities.

However, illustrating the scale of the 

the number of radio access locations 
around the globe in the next 10-15 years.

In fact, telcos are also increasing net-
work energy consumption. The study 
shows AC to DC conversions will be an 
area of emphasis. Besides, new cooling 
techniques will see the biggest jump 
in adoption over the next five years. 
Currently being used by 43% of telcos 
worldwide, this number is expected to 
increase to 73% in five years.

Upgrades from VRLA to lithium-ion 
batteries also show significant growth. 
Currently, 66% of telcos are upgrading 
their batteries. Five years from now, that 
number is projected to jump to 81%.

Despite the readiness, a Gartner 
report released in 2018 said there is 
still a lack of readiness among telcos 
and communications service providers 
(CSPs).

“While 66% of organizations have 
plans to deploy 5G by 2020, the CSPs’ 
5G networks are not available or 
capable enough for the needs of orga-
nizations,” said Sylvain Fabre, senior 
research director at Gartner.

To fully exploit 5G, a new network 
topology is required, including new 
network elements, such as edge com-
puting, core network slicing and radio 
network densification. “In the short to 
medium-term, organizations wanting 
to leverage 5G for use cases, such as IoT 
communications, video, control and 
automation, fixed wireless access and 
high-performance edge analytics can-
not fully rely on 5G public infrastruc-
ture for delivery,” added Fabre.

The CIO challenge
While 5G network bandwidth and 
speed will undoubtedly facilitate a 
surge in high-bandwidth and real-time 
communications in organizations, it's 
going to have an absolute impact on IT 
strategic plans. This could be challeng-
ing unless the CIOs have a strong digi-
tal strategy in place.

Firstly, to unlock the level of intel-
ligence and connectivity 5G promises, 
it is critical that wireless connectivity 
should be incorporated into the CIO’s 

challenge, near 68% telcos in the survey 
said, they do not expect to achieve total 
5G coverage until 2028 or later. 28% 
expect to have total coverage by 2027 
while only 4% expect to have total cov-
erage by 2025.

 “5G presents a huge opportunity for 
India, further revolutionizing the app 
and content ecosystem in the country. 
The world over, telcos have recognized 
this potential, while also understanding 
the network transformation required 
to support these services,” says Girish 
Oberoi, General Manager of Telecom 
Strategic Account Management for 
Vertiv in India. 

To support 5G services, telcos are 
ramping up the deployment of Multi-
access Edge Computing (MEC) sites, 
which bring the capabilities of the 
cloud directly to the radio access net-
work. 37% of respondents said they are 
already deploying MEC infrastructure 
ahead of 5G deployments while an addi-
tional 47% intend to deploy MECs.

 As these new computing locations 
supporting 5G come online, the abil-
ity to remotely monitor and manage 
increasingly dense networks becomes 
more critical to maintaining profitabil-
ity. In the area of remote management, 
Data Center Infrastructure Manage-
ment (DCIM) was identified as the most 
important enabler, followed by energy 
management. Remote management 
will be critical, as the report suggests 
the network densification required for 
5G could require operators to double 

It is critical 
that wireless 
connectivity 
should be 
incorporated 
into the CIO’s 
business plan
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business plan. This means, in terms of 
employees’ devices – whether bring-
your-own-device (BYOD) or corporate 
devices they need to decide fast as to 
whether to upgrade to 5G and, if so, to 
identify the main use cases. A Gartner 
report notes that IoT communications 
remains the most popular target use 
case for 5G, with 59% of the organiza-
tions surveyed expecting 5G-capable 
networks to be widely used for this pur-
pose. The next most popular use case is 
video, which was chosen by 53% of the 
respondents.

Secondly, CIOs need to address how 
5G is going to affect the overall com-
munications infrastructure. Until now, 
CIOs look at wireless infrastructure 
as a way of managing infrastructure 
for their Wi-Fi network and cellular 
has been an opex cost. 5G is different 
because the base stations need to be 
much more densely deployed and the 
form factors have shrunk dramatically. 
For example, in the US, several stadi-
ums and train stations are integrating 
wireless LAN and cellular to offer a  
better user experience – a food  
for thought for CIOs. They must also 

plan for the different service layers 
needed to support the many new sen-
sors for 5G applications.

Thirdly, CIOs should review/audit 
their present network infrastructures to 
understand what upgrades or replace-
ments to network hardware, software, 
and services may be required to get 
ready for 5G and chalk out a budget plan 
as network upgrades are expensive.

Fourthly, CIOs and other IT leaders 
should be preparing for the 5G data 
avalanche now. Findings from Ericsson 
show there could be 3.5 billion Internet 
of Things units by 2023 — equaling five 
times the number of connected devices 
used now. Additionally, the company 
forecasts that 5G networks will spur the 
growth of Internet-connected devices. 
The CIO should filter and accept only 
kind of data and exclude the rest from 
network access. This requires a rigor-
ous data planning. CIOs must ensure 
newer enterprise systems are being 
designed with a natural migration path 
to software-based systems, significantly 
reducing footprint, power, and cooling 
requirements while operating more like 
data center software.

Fifthly, transitioning to 5G will come 
with its own security risks. Experts 
point out that 5G and the various new 
applications that will come with it will 
widen the arena for cyber criminals. For 
example, a team of researchers discov-
ered issues with the 5G security proto-
col, known as Authentication and Key 
Agreement (AKA) - a standard associ-
ated with a communications protocol 
organization called the 3rd Generation 
Partnership Project (3GPP). The ETH 
researchers from the group headed by 
David Basin, Professor of Information 
Security, showed that the standard is 
insufficient to achieve all the critical 
security aims of the 5G AKA protocol. 
Hence, a poor implementation of the 
current standard can result in very seri-
ous security implications, unless CIO/
CISOs work out stringent security mea-
sures while adopting 5G technology.

Finally, CIOs should embrace new 
technologies and business processes. 
With 5G, mission-critical applications 
will move to the cloud. Needless to 
say, one of the constraining factors for 
cloud that exists today is bandwidth. 
But the bandwidth and data transfer 
capabilities of 5G will virtually remove 
this challenge and reshape IT strategies 
in the areas of application deployment, 
governance, and security. This will also 
prompt a need for IT to work closely 
with cloud vendors that can be entrust-
ed as able stewards of sensitive corpo-
rate data and processing. CIOs should 
also upgrade their skills to dabble with 
technologies, such as Augmented Real-
ity (AR), Virtual Reality (VR), IoT and 
Big Data, to name a few.

5G will undoubtedly force a wave of 
innovation around mobile technology, 
analytics, datacenters, cloud and IoT 
implementation. While the deploy-
ments are likely to be ambiguous at 
least in the initial years, as most 5G 
technologies are not yet proven at scale 
and nor is the cost of investment com-
pletely justified, 5G can be touted as a 
game changer for organizations. And 
CIOs need to get their heads around 5G, 
because it is coming their way 

CIOs should embrace new technologies and business 
processes. With 5G, mission-critical applications will 
move to the cloud
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CiOs Are 
Prime Victims 
in the security 
Blame game
61% CIO/CISOs and security professionals have experienced a 
data breach at their current employer, according to McAfee
By Sohini Bagchi



Insight

35May 2019 | CIO&LEADER

D

CIOs and CISOs 
feel part of the 
blame lies with 
C-suite, with 55% 
saying executives 
should lose their 
job if data breach 
is serious 

Data breaches are becoming more 
serious as cyber criminals continue 
to target intellectual property, putting 
the reputation of company brand at 
risk and increasing financial liability. 
As a result of this, CIOs and CISOs 
are in a tight spot, constantly strug-
gling to secure their organizations and 
protect them against breaches, says a 
new study, adding that they are often 
accountable for not being able to pre-
vent data breaches.

According to the recent report by 
cyber security firm, McAfee, 61%  
CIO/CISOs and security professionals 
have experienced a data breach at  
their current employer, while 48% 
reported the same at their previous 
companies. Also, in the last three 
years, organizations facing serious 
data breaches that required full public 
disclosure have gone up from 68% to 
73%, the report claims.

43% of the participants were greatly 
concerned about theft of personally 
identifiable information and intel-
lectual property. On the other hand, 
30% found theft of payment card 
details more distressing, even though 
the report claims that payment card 
is not a big target because of new pay-
ment technologies and improved fraud 
detection systems.

The concern over the personally 
identifiable information is higher in 
Europe due to the roll out of General 
Data Protection Regulation (GDPR) 
in May 2018, which mandates heavy 
penalty on companies for failure to 
communicate data breaches to users. 
Theft of intellectual property is a big-
ger concern in the Asia-Pacific region, 
states the study.

Another interesting finding of the 
report is that cyber criminals do not 
have a singular technique when it 

Focus on training  
and culture
Many participants feel the cyber 
security attacks can be significantly 
reduced with education on corpo-
rate policies and appropriate online 
behavior. Real-time threat detection is 
also considered to be an effective way 
to identify threats. About 52% of all 
organizations have teams working on 
threat hunting, while 30% are plan-
ning to join the bandwagon soon.

“Organizations need to augment 
security measures by implementing 
a culture of security and emphasiz-
ing that all employees are part of an 
organization’s security posture and 
not just the IT team. To stay ahead of 
threats, it is critical companies provide 
a holistic approach to improving the 
security process by not only utilizing 
an integrated security solution but also 
practicing good security hygiene,” says 
Candace Worley, vice president and 
chief technical strategist, McAfee in an 
official statement.

What CIO/CISOs should do
Based on the study findings, we 
believe, the need of the hour for orga-
nizations is to have a cyber security 
strategy that includes implementing 
integrated security solutions.

CIO/CISOs should work in close col-
laboration with the C-level executives 
to formulate strategies to combat cyber 
security. The IT and security profes-
sionals need empowerment to influ-
ence budget decisions, project deci-
sions, even IT decisions. This will give 
organizations a good visibility of infor-
mation security risk and help them in 
managing those risks accordingly.

Finally, there should be a proper 
thrust on employee training and an 
overall culture of security through-
out the organization to reduce future 
breaches, as the study too recom-
mends. For that the CIO/CISOs’  
voice needs to be audible beyond the  
IT department, across the entire orga-
nization, in other words, the manage-
ment board 

comes to stealing data. In addition 
to database leak and interception of 
network traffic, they are also targeting 
corporate email, personal email, cloud 
applications as well as removable USB 
drives, stolen computers and printers.

CIO/CISO struggling to 
combat data breach
The McAfee report was based on  
a survey involving up to 5,000  
professionals in enterprise organiza-
tions, over 5,000 workers in enterp-
rise organizations and 700 IT and 
security professionals. The partici-
pants were based in the US, the UK, 
India, Australia, Canada, France, Ger-
many and Singapore.

Over half of the participants blamed 
IT teams for not being able to prevent 
data breaches, while 81% are of the 
opinion that cyber security solutions 
continue to operate in isolation, with 
separate policies or management con-
soles for cloud access security broker 
and data loss prevention. This is caus-
ing delays in detection and reaction.

On the other hand, CIOs and CISOs 
interviewed in the study, feel part of 
the blame lies with C-suite, with 55% 
saying they feel that C-level executives 
should lose their job if data breach is 
serious as many of them often insist on 
having more lenient security policies 
for themselves. 
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Why CiOs Can’t 
Afford to ignore 
Customer Experience
Many organizations aren’t fully committed to providing the level 
of service they aspire to. As a result, they run the risk of losing 
customers to competitors, says study
By Sohini Bagchi
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t
The relationship between good  
customer service and business growth 
is reciprocal. But a new research shows 
that many organizations aren’t fully 
committed to providing the level of  
service they aspire to. As a result,  
they run the risk of losing customers  
to competitors.

The 2019 global customer service 
insights’ study conducted across the 
globe by research firm Savanta and 
commissioned by Pegasystems, sur-
veyed a total of 12,500 customers, 
businesses executives, and customer-
facing employees, reveals that many 
businesses don’t even know their cus-
tomers well enough to be able to pro-
vide the level of service required.

With quality customer service 
becoming an imperative in the digital 
era, c-suites are recognizing the  
importance of delivering a better cus-
tomer service experience. Despite that 
brands are failing to create the positive, 
emotional experiences that drive cus-
tomer loyalty.

The study poses the question, how 
willing are key decision makers within 
organizations to make the transforma-
tion required to turn things around? 
And also with technology at the fore-
front of every activity in the organiza-
tion, the CIO (along with other c-suite 
members) can play a decisive role in 
boosting customer experience.

The nuisance of customer 
disconnect
One of the key reasons for poor cus-
tomer service as shown in the study is 
that business decision makers are out 
of touch with their customers, skip-
ping their real pain and problems. 
No wonder, there exists a huge gap in 
customer expectations and services 
offered by brands. Eighty-eight percent 
of customer-facing employees say that 

customer service is a priority within 
their business, but the customers tell a 
different story.

Their top three frustrations include 
taking too long to receive service 
(82%), having to repeat themselves 
when switching between channels 
or agents (76%), and not knowing the 
status of the query (64%). When asked 
what made for a positive customer  
service experience, 59% agree that a 
quick resolution of their issue or  
question mattered most, followed by  
a need for knowledgeable service 
agents (48%) and a fast response  
(47%). The study researchers say, this 
can provide businesses with a clear 
roadmap for improvement.

Poor service can cost 
businesses ‘customers’
Three-fourths of customers surveyed 
in the research agree that the standard 
of customer service they receive is 
a major determining factor in their 
brand loyalty. In addition, nine out of 
10 say receiving poor customer service 
from a business damages their impres-
sion of the brand.

A whopping 75% also say they have 
previously stopped doing business 
with an organization because of poor 
customer service. Nearly half the cus-
tomers in the report say that if they 
receive a negative customer service 
experience, they immediately stop the 
purchase and move to another vendor.

A point to note is that 35% of busi-
ness decision makers say they lose cus-
tomers ‘all the time’ or ‘fairly regularly’ 
as a result of providing poor customer 
service, as per the study and they are 
not doing much about it, costing busi-
nesses millions of dollars.

Another research, NewVoiceMedia’s 
2018 “Serial Switchers” report reveals 
that poor customer service is costing 
businesses more than $75 billion a 
year. The report claims, as customers 
do not feel appreciated or are misbe-
haved or harassed in some way by the 
staff or because of technical glitches, 
67% customers have become “serial 

switchers,” customers who are willing 
to switch brands because of a poor cus-
tomer experience.

“Good customer service can be 
the difference between success and 
failure, and what this study tells us 
is that organizations still have a long 
way to go before they are able to meet 
the expectations of their customers,” 
Suman Reddy, Managing Director, 
Pegasystems India states.

Why CIO should step in
While the study aims at the key deci-
sion makers in the organizations urg-
ing them to rethink on successful cus-
tomer service, we can say, CIOs have 
a key role in enhancing the quality of 
customer service in the digital age.

CIOs have a dynamic role in today’s 
tech-driven enterprises. Whereas they 
were once solely focused on technol-
ogy infrastructure, the data-driven  
and technological nature of today’s 
business world is pushing the CIO into 
the limelight.

As far as the CIO’s role is concerned, 
instead of simply focusing on internal 
stakeholders, they are now paying 
attention to the business side of tech, 
thereby creating a more meaningful 
user experience, both internal and 
external. They therefore have a say in 
the customer experience conversation.

As technology becomes a more cru-
cial component for driving the overall 
CIO can create strategies around tech-
nology or build tools and technology 
systems that are designed to improve 
customer success. As Reddy believes 
that technology solutions are available 
to help businesses understand and 
proactively address customer issues, 
while also arming customer-facing 
staff with the tools they need to pro-
vide more contextual, relevant, and 
knowledgeable service.

A close collaboration between CIO 
and the C-suite, (IT and business is 
becoming more important than ever to 
create a win-win situation for business 
and customers that can have a positive 
impact on the bottomline 
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securing sWiFt 
Environment 
Within Banks
In order to strengthen the security, Indian regulator RBI 
also issued many circulars in this regard and had imposed 
penalties on 36 banks in March 2019 for non-compliance 
on SWIFT operations
By Prakash Kumar Ranjan
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t The Society for Worldwide Interbank Financial 
Telecommunication (SWIFT) provides a network 
that enables banks to send and receive information 
about financial transactions in a secure, standard-
ized and reliable environment. SWIFT is com-
monly used by most of the banks in India for cross 
border inter-bank payments system. Now even 
SWIFT India is providing services for domestic 
payment system. 

A series of cyberattack using the SWIFT banking 
network has been reported in last 4-5 years. The  
first public report of these attacks came from Ban-
gladesh Central Bank. We have also seen the attack 
at State Bank of Mauritius, COSMOS Bank and 
City Union Bank.

In order to strengthen the security, Indian regula-
tor RBI also issued many circulars in this regard 
and even imposed penalties on 36 banks in March 
2019 for non-compliance on SWIFT operations.

SWIFT has also come up with Customer Security 
Program (CSP) wherein they have released a secu-
rity baseline for the entire community and must 
be implemented by all users on their local SWIFT 
infrastructure.

The controls in the CSP revolve around three 
objectives:
1. Secure your environment
2. Know and limit access
3. Detect and respond

 What banks should do to strengthen the SWIFT 
infrastructure and operations: -
1. Isolate the general IT environment from 

SWIFT infrastructure.
2. Disable USB, email, Internet from SWIFT 

workstations.
3. Restrict the gateway timings as per their busi-

ness requirement and integrate the same with 
SIEM for proper monitoring and reporting any 
anomaly detection.

4. Patch the servers and endpoints regularly.
5. Monitor the user login activity through SIEM 

and reporting any anomaly detection.
6. Regularly review the existing RMA (Relation-

ship Management Application) and remove the 
obsolete RMAs.

7. RBI has asked all banks to integrate the SWIFT 
with CBS for both financial and non-financial 
messages, however still many banks have not 
implemented STP (Straight Through Pro-
cessing) for non-financial messages. So, bank 
should integrate SWIFT with SIEM and any 
direct message created in SWIFT should be 
reported immediately.

8. Regularly reconciling the NOSTRO account.
9. If any bank is using middleware applications 

between SWIFT and CBS then they should do 
online reconciliation using any recon tool to 
reconcile messages generated in middleware 
and SWIFT.

10. Ensure SoD (Segregation of Duties) in letter  
and spirit.

11. Monitor the activities of privileged users in 
SWIFT system using any PIM/PAM tool.

12. Vulnerability Assessment (VA) should be car-
ried out periodically.

13. Implementing Multi-factor Authentication 
(MFA) in both CBS and SWIFT.

14. Logs of SWIFT infra should be sent to SIEM 
and SOC should monitor integrity check of both 
software and database.

15. Create, publish and test the Incident Response 
Procedure and conduct table top exercise fre-
quently.

16. Lastly, awareness of security should be man-
datorily imparted to all users as security is a 
shared responsibility 

—The author is ICT Security Risk & Compliance Man-
ager, CNH Industrial. 

SWIFT has also come up with 
Customer Security Program (CSP) 
and released a security baseline
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