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The cover story of this issue is about a very old 
debate – should CISOs be part of IT team? The 
debate is certainly old but the whole proposition 
of the story is that it should be revisited in the 
wake of certain environmental changes—such 
as rising importance of cybersecurity risks, a lot 
more compliance responsibility for the CISOs 
and a few regulators mandating that the CISO 
should not report to the CIO.

Interestingly, the logic on which RBI’s and 
IRDAI’s mandates are based is not exactly 
unique to banking and insurance industry. It 
applies to all industries. A CIO, like most other 
business executives, would like to speed up 
things. CISO’s job definition is not to allow any-
thing unless it is fully secure (which invariably 
slows down things). There’s a conflict of interest. 

 Let me leave that debate to the 
community—or should I say the two 
communities? But essentially, the 
call will be taken by the organiza-
tion’s leadership. The onus is on the 
organization to decide either way—
after evaluating if they are ready for 
this shift.

Let’s turn our head towards the 
other side—are CISOs ready?

These days, when we plan for 
any event for CISO community, we 

Are you 
ready?

T

EDITORIAL

always face a dilemma. On one side, you have the 
CISOs from banking, insurance, telecom, IT/ITES 
and a few selected companies, whose CISOs are 
extremely aware of the issues, regulation, compli-
ance needs and business risks. On the other side, 
there are the other large chunk who understand 
only technology and some immediate business pri-
orities for their organization—no macro view of reg-
ulatory changes. Two months after the white paper 
on personal data protection bill was released, I asked 
a dozen odd B2C CISOs in one of our events for 
comments on it. Outside insurance and telecom (no 
banking CISOs were present), only two knew that 
something like that existed and only one of them had 
a fair idea of the content of that white paper. 

If CISOs have to take up this organizational role, 
the first and foremost requirement for them is to 
keep an eye on regulatory changes, as compliance 
is one of the biggest responsibilities that will come 
their way. 

But I think it will not be difficult. The only ques-
tion is whether they wait for the organization to  
take that call before they start preparing or start pre-
paring right away for the opportunity. If they choose 
the latter path, maybe they will help in accelerating 
the change 

Let me leave that 
debate to the 

community—or 
should I say the 

two communities? 
But essentially, the 

call will be taken by 
the organization’s 

leadership
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governments cannot manage 
digital developments alone. Global 
aspirations and vulnerabilities are 
“deeply interconnected and in-
terdependent”, says the declaration.

Further, the report explains 
some of the ways in which digital 
technology can help achieve the 
UN’s 2030 Agenda for Sustainable 
Development; digital tech’s 
relationship to human rights and 
security; and provides models for 
digital cooperation between dif-
ferent parts of society. 

The report makes several 
recommendations. It calls for 
affordable access to digital 
networks to every adult and 
digitally-enabled financial and health 
services by 2030. It lays emphasis 
on the inclusion of women 
and marginalized groups 
with targeted policies to 
ensure it. It also calls for 
institution of internationally 
recognized methods to 
measure inclusiveness.

The report recommends a 

UN Releases Tech Report; 
Makes ‘Declaration Of 
Digital Interdependence’
The rapidly evolving digital 
landscape has had experts wanting 
to ensure a safety net. The Age of 
Digital Interdependence, a report 
released recently by the UN High 
Level Panel on Digital Cooperation, 
says our digital future must be 
safer and more inclusive. The report 
comes a year after the Panel was 
constituted. The High-Level Panel 
on Digital Cooperation with 20 
members is co-chaired by Jack Ma 
and Melinda Gates. 

A “declaration of digital 
interdependence” on the part of the 
study’s authors was also launched 
and it describes humanity as being 
“in the foothills” of the digital age. 
The report delineates the risks that 
mankind faces in the digital age. 
These include private organizations 
exploitative behavior, a failure to 
realize human potential, and the 
suppression of required regulation.

The Panel report lays a premium 
on cooperation in the digital space 
as it believes that individuals, 
institutions, corporations and 

“We already 
tried that”

WHAT 
CIOs Are 
TIreD OF 

HeArING... 

around
thetech
digital

global review to find the ways 
in which human rights norms 
apply to digital technology. It also 
exhorts cooperation of social media 
companies in ensuring human 
rights. To address trust issues, it 
recommends a “Global Commitment 
on Digital Trust and Security” . 

The UN Secretary-General has 
urged Member-States to closely 
study the report and called for an 
“urgent and open debate between 
governments, the private sector, 
civil society, etc., on how we move 
forward safely in the age of digital 
interdependence”.
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makingheadlines 

gender 
bender 

By the Book 

The Age of Surveillance Capitalism: 
The Fight for a Human Future at the New 
Frontier of Power is the work of a master 
storyteller backed by original think-
ing and research. Shoshana Zuboff 
explores the challenges that digital 
future brings to mankind and ex-
amines in detail the unprecedented 
form of power called "surveillance 
capitalism". She explores the quest by 
powerful corporations to predict and 
control our behavior and exposes it.     

In a vivid and stark exploration, 
Zuboff lays bare the consequences of 
surveillance capitalism as it advances 
from Silicon Valley infiltrating every 
economic field. The author says that a 
global architecture of behavior modi-
fication is threatening human nature 
in the twenty-first century much like 
industrial capitalism disfigured the 
natural world in the twentieth.

Zuboff critiques this new business 
model that seeks to grow by cataloging 
'every move, emotion, utterance and 
desire' of the human race. Obviously, 
this is too dangerous to be taken for 
granted. “It is not O.K.,” as Zuboff says, 
as she points to the vast wealth and 
power accumulating in dangerous new 
"behavioral futures markets". 

A must-read for everyone as it tells 
us how our minds are being mined for 
data and radically changed. 

It’s chrome’s latest update. Google’s recent refresh of Chrome upgraded it to 
version 75. In this version, Google has patched 42 security vulnerabilities and 
added a basic "reader" view that strips ads and nonessential non-text content 
from webpages. Google paid USD 9,000, which is just a third of the amount 
paid in the last cycle, by way of bug bounties to a few researchers who reported 
some of the vulnerabilities fixed in Chrome 75. For users, this update may not 
upset as Chrome updates in the background and at the most users just need to 
relaunch the browser to finish the upgrade. If you are new to Chrome, you just 
need to download the latest version for Windows, macOS and Linux, accord-
ing to your operating system. While some Chrome upgrades brought a lot of 
changes, Chrome 75 isn't one of those. For developers there may be much to 
be excited about, but for individual users, there's not much to raise a toast to. 
Some of  the latest features are only for organizations managing the browser.

This wouldn’t come as a surprise to most women in 
tech. A new report by the McKinsey Global Institute 
says that women could be left behind if challenges in 
the technology transition process towards automa-
tion are ignored. Generally, many workers are fearful 
that automation and disruptive technological change 
in the future of workplaces, will impact them drasti-
cally. However, there has been little research to find out 
whether men and women will face the same challenges 
and at the same rate. The report brings some clarity 
this issue. It says women it may be harder to adapt to 
technological change than men. The reason could be 
that women will not be offered the same opportunities 
as men. Further, they may face “pervasive barriers” on 
accessing adequate mobility, skills and tech-readiness 
in the age of automation. All these disadvantages would 
make the transition in the future of work much difficult 
for women. Needless to say, it would also deepen the 
gender inequality.
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autonomous

This development is certainly most welcome in India’s with its 
congested roads and traffic jams. Google assistant is here to take 
over the wheel in waze and provide hands-free reports and direc-
tions to the harried driver. Just command “Hey Google, beat the 
traffic”, and you can sit back and relax. Much like Google Assistant 
that helps when we are using the Maps app, Google AI chatbot in 
Waze too will do the same. What’s more, it will do so without tak-
ing over our screen and without us needing to take our eyes off the 
road. Available on Android phones, many of Waze’s most popular 
features will be supported, such as reporting traffic jams, calling 
out potholes, and checking for alternate routes. All you need to do 
when using Waze app is say, “Hey Google, report traffic” or “Hey 
Google, avoid tolls” and pronto the Google Assistant is at your com-
mand. As Waze also uses Google’s new low-profile Assistant inter-
face, you will get a clear view of turn-by-turn directions.

Vital 
statistics 

Global Data 
Creation is 
about to Explode

matter  
twitter 

of

Actual and forecast amount of data created worldwide 2010-2035  
(in zettabytes)

Source: Statista Digital economy Compass 2019
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Google spent USD 21.7 million on lob-
bying last year to influence lawmakers 
and is the leading corporate spender 
among the tech companies. Are we 
surprised? At least not those of us who 
are familiar with the ways corpora-
tions work. However, for Google this 
extravagance has brought a spell of 
trouble with increasing scrutiny from 
US regulators over privacy practices 
and market control. 

There has been a steady rise in the 
lobbying spend by tech companies, 
and in the past decade it has grown 
enormously.

Data from the Center for Responsive 
Politics, a non-profit, non-partisan 
research group that tracks the effects 
of money and lobbying on elections 
and public policy, shows tech compa-
nies increasing their lobbying spend 
over the years. 

Google Outranks Top 
Corporates In Lobbying 
Spend: Report

The reason for this increase is obvi-
ous – rising regulatory heat on the 
biggest US technology companies. To 
counter the increasing scrutiny from 
regulators related to privacy practices 
and market control, tech companies 
are spending more and more in an 
attempt to influence lawmakers.

According to the Center for Respon-
sive Politics report, "No company in 
America is pouring more money into 
those efforts than Google." Google 
spent USD 21.7 million on lobbying in 
2018, whereas in 2009, its expenditure 
on lobbying was just USD 4 million. 
A five-fold increase in the number by 
2018, it said.

Google beat traditional corporate 
big-spenders like Boeing and AT&T 
for two years in a row. The other tech 
giants who are spending big on lob-
bying are Amazon and Facebook, 

who reached record levels of lobbying 
expenditures in 2018.

This spending is not a sudden  
 decision but a carefully calibrated 
move by the tech companies who for 
years, with their market caps climbing 
alongside their consumer influence, 
have been readying for the day when 
their business practices would invite 
closer scrutiny from the government, 
the report said.

According to reports, the Justice 
Department is preparing an antitrust 
probe of Google. It has also been given 
jurisdiction over Apple as part of a 
broader review into the tech industry. 
Meanwhile, the Federal Trade Com-
mission (FTC) has assumed oversight 
of Amazon and Facebook.

However, lawmakers had been build-
ing pressure on technology companies 
for some time now, even before the lat-
est regulatory developments.

Google’s history of increased  
lobbying spend goes back to 2011  
and 2012 when it faced heat from the 
FTC. The report said, in 2012, Google 
paid more than USD 22.5 million in 
fines to settle FTC charges related 
to privacy, and in 2013 it agreed to 
modify some of its business practices 
upon concerns being raised that it was 
stifling competition.

Amazon with USD 14.4 million 
lobbying expenditure in 2018, and 
Facebook that spent USD 12.6 million, 
feature among the top 20 US corporate 
spenders on lobbying.

This spending 
is not a sudden 
decision but 
a carefully 
calibrated move 
by the tech 
companies
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Changed ground realities—increased compliance 
responsibility for the CISOs, stances by some 
regulators, and the impending data protection 
laws—force a relook at the CISOs reporting

Changing CISO’s 
reporting structure: 

Why the 
debate is 

back?
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t
he chief information security officer (ciso) 
is a position within an organization whose genesis lies 
in the IT department. Just as there are executives in the 
CIO’s team responsible for IT infrastructure or enterprise 

applications, there were those who were responsible for IT secu-
rity—those who ensured that the computers, the networks and the 
applications remained safe. Like their infrastructure and applica-
tions counterparts, they too reported to the CIO.

So far, so good. 
Certain developments changed this status quo. 
First and foremost, digitalization of everything meant that secu-

rity issues arising due to vulnerability of digital technologies were 
suddenly no more the traditional network or endpoint security. 
While the technology decisions for these new digital technologies—
often tightly integrated with operational technologies like manu-
facturing technologies—were being taken by the non-IT executives, 
security was too specialized for them. They turned to the guy who 
was seen as the most knowledgeable on these aspects—the head of 
information security. Many security heads equipped themselves 
with new skills and knowledge and did manage to live up to the 
expectations. That was the first time, security executives spread 
their wings beyond the contours of what was called enterprise IT. 

Secondly, importance of security grew manifold. It happened 
because of two prime reasons. One, as more and more parts of busi-
ness got digitalized, an attack had the potential to stall the business, 
not just slow down some information processing, as in the earlier 
period. So, it became a business risk. Also, the attacks changed—
both in their motives and complexity. The earlier proposition of 
building bigger and bigger walls and expecting everything would 
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other IT systems that it is difficult to separate the  
two functions. 

CISOs’ Reporting Dilemma
A 2017 Ponemon Institute study found that as many 
six out of ten CISOs report to a technology manager. 
The report said 50% of the CISOs reported to the CIO 
while another 9% reported to the CTO. 

India is no different. A study by CSO Forum last 
year found that 34% of CISOs report to the CIOs. 
About 18% report to heads of risk, compliance or 
legal. While 10% report to CEO/COO, another 19% 
report to heads of risk/legal/compliance. This is 
apart from 11% CISO roles held by CIOs themselves.

The realization that CISO role now extends 
beyond IT is slowly but steadily sinking in. 

Experts believe if CISOs wish to play a bigger 
role, they must not only have the necessary technical 
expertise and leadership skills, but must also be able 
to articulate security risks and their mitigation from 
a business perspective. 

“Data leak and fraud issues are no longer mere 
technical issues but have started to become broader 
people and process issues with strong cultural 
underpinnings.  The CISO is expected to have a lead-
ership view of the business problems that otherwise 
seemed as technical issues,” says Makarand Sawant, 
Senior General Manager – IT, Deepak Fertilisers and 

Rising Profile of Cyber Risks
Rank of cyber risks in most likely global risks identified by WEF
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Source: World Economic Forum Global Risk Reports 2015-2019

be safe was no more valid. Security was now active 
combat—something enterprise IT was not used to. 

These two brought a fundamental shift in terms 
of security as a priority. And the term ‘cybersecurity’ 
that became the standard was coined to denote the 
new risk. With that, it became part of business risk 
strategy—rather than IT strategy. 

For the last six years, two cybersecurity risks—
Data fraud/theft and Cyberattacks—have been 
featuring among the most likely global risks in the 
World Economic Forum’s annual Global Risk Report 
(GRR). The chart shows the rising profile of cyberse-
curity risks in the last five years, as identified by the 
GRRs from 2015 to 2019. While cybersecurity risks 
have been featuring as ‘most likely’ risks all these 
years, in the last two years, ‘cyberattack’ has featured 
as one of the most impactful risks as well.

This year cyberattack was identified as a risk that 
is more impactful than such risks as large scale invol-
untary migration, interstate conflict and food crises. 

Naturally, business leaders are worried. And 
cybersecurity threats are today being considered as 
an important business risk. That has made many 
organizations consider aligning cyber risk manage-
ment with the risk function rather than IT function. 

But few organizations are ready because challeng-
es are many. It is a highly technical job. And often, 
some of it is so tightly integrated with the  
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While everyone is trying their 
best to complete a project 
before time—giving their 
best—the CISO, by definition, 
has to point out any security 
gap, which will contribute to 
slowing down of the rollout

Petrochemicals Corporations Limited. 
Sawant reiterates that CISOs need to have a 

focused approach on security, compliance and busi-
ness continuity. 

“If we reel back to a decade or so, we observe 
most CISOs first started reporting to the CIO. This 
made some sense because CIO is expected to best 
understand cybersecurity issues. However, modern 
research has shown that the CISO role was created 
not only to secure IT systems and data, but a big part 
of the role is outside of IT,” says Milind Mungale, 
EVP and CISO, NSDL e-Governance Infrastructure 
Limited.

 That’s because CIO’s main goal is managing and 
implementing information technology, which is sub-
stantially different than securing and protecting it. 
In this reporting structure, cybersecurity can fall to 
a secondary consideration, leading to a team’s lack of 
confidence to be cyber ready, he says.

“When the cybersecurity teams report directly to 
a designated and experienced cybersecurity execu-
tive, they report having significantly more confi-
dence in their team’s capability to detect attacks and 
respond effectively,” explains Frank Downs, director 
of ISACA’s cybersecurity practices, in its new 2019 
State of Cybersecurity study.

 Some believe, reporting to the finance head or 
the CFO seems logical. Since finance intersects with 
every other area, including IT, risk management, 
procurement, tax, audit, and some involve the CISO’s 
responsibility as well, there’s some clarity when 
taking critical decisions about cybersecurity spend-
ing. But others argue that CISOs in such a set up are 
expected to show the benefits of cybersecurity invest-
ments, which may be a big challenge.  Also, in organi-
zations, where CFO lacks sufficient technical under-
standing, getting the budget for developing security 
policy and procedures may be tough.

So, a few suggest reporting to the CEO may be the 
best option. David Katz, a partner in Nelson Mullins 
Riley & Scarborough, a US-based law firm, believes 
this type of reporting maintains the independence of 
the CISO role and can enable “frank and candid dis-
cussion with respect to risk, resources, prioritization 
and conflict that may arise among the larger group of 
stakeholders within the entity.”  

IDC predicted that 75% of CISOs would report to 
the CEO, but it’s still the exception—rather expecta-
tion—than the rule. ISACA is also advocating that 
information security must be part of boards of direc-
tors’ agendas and CISOs should be installed, report-
ing to the CEO.

What is driving the change? 
The argument to change the CISOs’ reporting—tak-
ing it out of enterprise IT—based on the growing 
importance of security does not always cut ice with 
the top management of organizations where IT matu-
rity is high, and CIO is a very senior person and is 
given a lot of resources. The CISO can report to CIO 
and yet be quite a senior person. 

A more valid argument is that security concerns 
by CISOs often seems to ‘slow down’ things for other 
IT colleagues. While everyone is trying their best to 
complete a project before time—giving their best—
the CISO, by definition, has to point out any security 
gap, which will contribute to slowing down of the 
rollout, making the CISO unpopular. “It often leads 
to depression when two of us are seen as the guys in 
the team who slow down things,” says a senior secu-
rity professional. 

Even if a CISO holds to the decision, it can still be 
overruled by the CIO, whose objective is also to show 
how fast the projects are rolled out. In effect, a CISO/
security head becomes a contrarian-in-residence for 
the enterprise IT team. In organizations, where the 
appreciation of security risks is low, this can make 
the CISO position virtually ineffective. 

It is with these thoughts that some regulators have 
mandated that CISOs should not report to the CIOs. 

In India, Reserve Bank of India, the banking regu-
lator, has specified it in no uncertain terms. 

Way back in January 2011, an RBI working group 
on electronic banking, constituted under the chair-
manship of RBI’s the executive director G Gopal-
akrishna, recommended that “CISO needs to report 
directly to the Head of Risk Management and should 
not have a direct reporting relationship with the CIO.
The report also recommended that the CISO position 
be held by a sufficiently senior-level official of the 
rank of GM/DGM/AGM. 
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The legislation that seeks to protect personal data 
of individuals will be binding on companies dealing 
with personal data of Indian citizens—like the Euro-
pean GDPR. 

The bill provides for a Data Protection Officer 
(DPO) who would be responsible to ensure that the 
personal data being dealt by the organization is pro-
tected and is not misused or compromised. In the 
West, such positions are held by either attorneys or 
people with information security background. In 
India, it is expected that the CISOs will take up DPO 
positions, as there are few legal professionals avail-
able with adequate technology knowledge. Since the 
bill specifies that DPO position can be non-exclusive, 
CISOs can hold the position without giving up the 
CISO role. Since, it is a significant corporate role, a 
CISO handling this will invariably have to be outside 
the IT function—to be able to do justice to the role.

A Gartner report suggests that both roles are  
complementary in most sense, if not all, which 
suggests that the CISO may, with some additional 
training and education, assume the DPO role, which 
involves personal data security, privacy and confi-
dentiality assurance.

“While efforts for formulating the bill have to  
be lauded, it must be noted that the bill has to be 
refined further to clarify certain provisions, offer 
more clarity to the CISO roles and responsibility and 
specify “appropriate mechanisms” for the same,” 
says Sheril Jose, Head- Cyber Security at Pune-based 
Emcure Pharmaceuticals

While Personal Data Protection legislation is 
a very important legislation that needs to be com-
plied with by companies, it is, by no means, the first 
compliance requirement for businesses. Apart from 
many horizontal requirements, there are vertical spe-
cific regulation too. And all these compliances have 
to do significantly with technology, bringing them to 
the CISO’s platter. With many Indian companies still 
not having a compliance officer, it is the CISOs who 
often take overall responsibility.

So, overwhelming is compliance requirements 
that it is now a significant part of the CISO’s overall 
responsibility. According to the CSO Forum study 
quoted above, as many as 24% of CISOs see them-
selves as an organizational risk manager and 13% 
see themselves as prime custodian of governance & 
compliance. The same study also found that most 
CISOs (59%) identified compliance while another 
large chunk (54%) identified governance. These two 
figured above ‘threat’, ‘safety’ and ‘prevention’ and in 
the same league as ‘protection’—the raison d’ etre of 
the CISO position. 

In June 2016, RBI came out with a comprehensive 
cyber security framework, with a focus on compli-
ance measures and a cyber-crisis management plan. 
The CISO position assumed huge relevance, and the 
framework expected the CISO to play a pivotal role. 
The framework mandated that banks have a separate 
cybersecurity policy, different from an information 
security policy.

Within a year’s time, RBI once again came out 
with a document clearly articulating the CISO role. 
The new mandate was for the CISO to directly report 
to Executive Director (ED) or the equivalent, over-
seeing the risk management function. Therefore, 
the CISO now has more board visibility than ever. 
RBI has very clearly positioned the CISO role along 
with the CRO to establish a strong risk management 
framework. They both should have strong commu-
nication and work together to enable a holistic risk 
management approach and both the positions report 
into the ED with their respective teams. 

The insurance sector regulator, Insurance Regu-
latory Authority of India (IRDAI), followed RBI’s 
footsteps and drafted a comprehensive cybersecurity 
framework offering guidance for insurers, which 
was released in March 2017. IRDA also joined RBI in 
mandating that CISOs report to the head of risk. Risk, 
interestingly, is the business of insurance. So, that is 
the level of importance given to a CISO in insurance. 

While all banking and insurance CISOs are today 
reporting to the organizational risk head and not the 
CIO, the reasons for which the regulators have man-
dated these arrangements are not only restricted to 
these two industries. They can be valid reasons for 
any industry—even though there is no regulator to 
mandate that. 

Another major regulatory/policy statement that 
further tilted the equation in favor of CISOs’ respon-
sibility is the impending personal data protection 
legislation, draft bill for which was released in July 
2018. It is expected that this may be passed by the 
Parliament in the next 6-9 months.   

In India, it is expected that 
the CISOs will take up DPO 

positions, as there are 
few legal professionals 

available with adequate 
technology knowledge
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Needless to say, much of the compliance work has 
to do with creating policies, carefully ensuring that 
they are adhered to. Technology just enables that, as 
it does most business functions today. This further 
strengthens CISOs’ claim for a reporting outside the 
IT function.  

Beyond regulation: Business reason
At least one industry—other than banking and insur-
ance—has realized the need of CISOs, independent 
of CIO’s organization. While the reason for banking 
and insurance is regulatory mandate, this industry’s 
reason is purely business related. 

The industry, of course, is IT-BPO (IT/ITES) 
industry. This industry in India, is unique because it 
carries out the back-office (including IT) functions of 
global corporations. A senior CISO with good grasp 
of their security concerns—with information being 
handled in a third world country like India—goes a 
long way in assuring clients. 

During their due diligence visits, many clients 
have meetings with the CISOs to be assured that their 

information would be handled with highest stan-
dards of security. In the early days of IT/BPO indus-
try, they often met the IT heads too, but not anymore. 
India has already demonstrated its infrastructure 
resilience, not to talk of IT skills. 

Indian IT/ITES industry is the only example of an 
industry which uses CISOs to market. 

Apart from these three industries, there are orga-
nizations that are sensitized about the importance of 
security and hence have CISOs reporting to senior 
levels. For instance, in Reliance Jio, the CISO reports 
to the chairman.

But such businesses are still exceptions than the 
rule. The Personal Data Protection legislation may 
change that. 

But CIO-CISO partnership still vital!
Irrespective of the reporting structure, some believe 
that the CIO’s role is equally vital in the organiza-
tion’s overall cybersecurity strategy. In a recent 
article by McKinsey, Oliver Bevan, an associate 
partner in McKinsey’s Chicago office, and his co-
authors, observe, “The CIO team has an equal stake 
in addressing cyber risk throughout the processes. 
Their equality is absolutely essential, since CIO and 
team are primarily responsible for implementation 
and will have to balance security-driven demands for 
their capacity with their other IT “run” and “change” 
requirements.”

With changing times, both the CIO and CISO roles 
are starting to work well together more than ever 
before. “The roles of the CISO and CIO have certainly 
become more collaborative. Now, they realized that 
security cannot exist in a vacuum, so both executives 
are focused on understanding the other’s perspec-
tives and working towards the same goals of acces-
sibility, security and organizational resilience,” says 
Jose of Emcure Pharmaceuticals.

In fact, research shows that CISOs are more 
effective when they are viewed as equal partners 
within the management structure. Leigh McMul-
len, research vice president at Gartner, notes in his 
blog that security leaders must strategically balance 
between the business and IT and therefore his col-
laboration with the CIO has to be sound. 

Even the RBI working group on electronic bank-
ing noted the same. While clearly recommending 
against CISOs reporting to CIO, it observed, “How-
ever, the CISO may have a working relationship with 
the CIO to develop the required rapport to under-
stand the IT infrastructure and operations, to build 
effective security in IT across the bank, in tune with 
business requirements and objectives.”

New realities require new decisions
As evident, the changing landscape of regulation, 
business changes and rising profile of cyber risks 
have put the CISO role in a critical position. In addi-
tion, the CISO’s changing responsibility profile 
makes them work on more of risk management than 
technology selection and implementation. The debate 
of CIO-CISO reporting needs revisiting. 

Some organizations have created separate cyber 
security leaders designated CISOs, while the IT secu-
rity is still managed by the CIO’s organization. 

Organizations must find their own solutions 
based on the current business needs rather  
than continuing with the status quo because it is  
convenient 

During their due diligence 
visits, many clients of 
IT/ITES companies have 
meetings with the CISOs 
to be assured that their 
information would be 
handled with highest 
standards of security 
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Automation And 
Its Mistrusts
The tech community should actively work to dispel the 
fears —and not just better the tools and technologies 

By Shyamanuja Das

FeAture
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India has just gone through its General 
Elections—the largest in the world. 
There was a huge uproar over the 
electronic voting machines (EVMs) as 
opposition accused the government of 
manipulation.

That, of course, was politics. 
What cannot be taken lightly,  

however, is the statement made by 
former president Pranab Mukherji—
considered to be a fair and reasonable 
person and a thorough gentleman—
asking the Election Commission to 
ensure that there is no doubt in the 
minds of people. 

“I am concerned at reports of alleged 
tampering of voter’s verdict. The safety 
and security of the EVMs, which are in 
the custody of ECI, is the responsibil-
ity of the commission. There can be no 
room for speculations that challenge 
the very basis of a democracy. People’s 
mandate is sacrosanct and has to be 
above any iota of reasonable doubt,” 
said Mukherji.

Of course, the former president was 
not endorsing the opposition views 
that EVMs were being actively tam-
pered. But he was urging the commis-
sion to act proactively so that whatever 
doubt that may be there in peoples’ 
minds should be removed. Voting 
is the fundamental pillar on which 
democracy rests. 

There are many who do not necessar-
ily think that the EVMs are manipu-
lated; yet, they doubt the efficacy of 
EVMs. 

That is the mistrust with automation. 
If we have to progress, we have to do 
everything more efficiently and more 
correctly. Automation achieves that. 
So, progress gets seriously impaired if 
we avoid automation because of fear.

Not all fears of automation—like the 

EVM fear of opposition—are about 
the transparency. Automation fail-
ing—and the failure creating a bigger 
negative impact—is an equally, may be 
bigger fear. 

This fear is best captured in the 
words of American biologist and pop-
ulation studies expert Paul R Ehrlich—
to err is human but to really foul things 
up requires a computer. 

Take a recent example. Delhi Metro 
Rail Corporation (DMRC) has been 
operating metro rail service in Delhi 
for more than a decade and half. And 
it has been appreciated for its manage-
ment globally. Recently, two trains 
were stuck on the track between sta-
tions because of a power failure. For 
two hours, the passengers were strand-
ed inside the bogies without AC work-
ing. It was a nightmarish experience. 

People were rescued, power was 
restored, and trains started running 
normally. It is a one-off incident in all 
these years. Normal trains and buses 
break down regularly. Passengers face 
a lot of issues. Yet, there is no fear of 
life. All they do is to get off and take 
an alternative vehicle. Some inconve-
nience, but there is no fear for life.

In case of Delhi Metro, which is 
automated, questions like—what if 
people would have been stuck for more 
time—were asked. A few who had been 
traveling in Delhi metro every busi-
ness day for more than 7-8 years, took 

buses for next few days. The fear was 
very much writ on the face. 

What a few incidents can do to 
the confidence of users about a new 
technology is telling. Take automated 
cars—the most hyped technology of 
our times. In its 2017 annual survey 
of automated vehicles in American 
Automobiles Association (AAA), 78% 
of American drivers said they were 
afraid to use self-driving cars, not 
surprising considering it was still a 
fairly new technology. With the likes 
of Tesla reporting newer developments 
almost every month, the confidence 
grew significantly. The same survey 
next year showed a 15-percentage point 
drop in that fear. Only 63% said they 
were afraid of driving with self-driving 
cars in its 2018 annual survey. Then, 
a couple of accidents involving self-
driving cars involving Tesla and Uber/
Volvo took place. And the same survey 
this year shows as many as 71% drivers 
are afraid of self-driving cars. In other 
words, a couple of accidents have taken 
us back by two years. 

That, in short, is the fear of automa-
tion for common people. Unlike the 
Western narrative, all fears of auto-
mation are not about jobs. A bigger 
practical fear is about the failure of 
automation. 

Automation, when it goes wrong, can 
really foul up things. In business tech 
too, one sentence that we keep hearing 
a lot these days is this—digitaliza-
tion has made more and more parts 
of a business vulnerable. But the fact 
that everyone is going for it means the 
upsides are huge. 

So, what is the way out? Today, those 
in charge of technology, try to make 
things better and the system more and 
more resilient and fault tolerant. That 
is their job. But they also have the onus 
of removing the fear from the minds of 
ordinary users. 

That requires responsible communi-
cation about a new technology (neither 
tall claims not fear-mongering), pro-
active awareness building and better 
incident management 

If we have to 
progress, we 
have to do 
everything more 
efficiently and 
more correctly. 
Automation 
achieves that 
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The cloud which had initially been a cost-cutting 
and a reliable platform has transformed into a busi-
ness innovation enabler. In recent times, as busi-
nesses are moving to the next phase of digital com-
mitment, where they are leveraging technologies 
to drive tangible business values, hybrid cloud is 
taking a center stage. CIO/CTOs are realizing that it 
is designed to improve the business process, allows 
flexible ways to access the data and better reach 
to customers integrating the in-house datacenters 
with the cloud environment. 

The value from hybrid cloud
For the CIO/CTO, for scalability and complete 
transformation of IT infrastructure, the role of 
hybrid cloud becomes prominent. Gartner predicts 
a 17.5% rise in the worldwide public cloud services 
market - from USD 182.4bn in 2018 to USD 214.3bn 
in 2019, and hybrid cloud adoption is playing an 
increasingly key role in this growth. A recent Syn-
ergy report states that spend on private and hybrid 
cloud services is growing at 45% per year.

This trend is not surprising, because the hybrid 

cloud allows optimal utilization of IT resources by 
enabling rapid changes to the workloads depend-
ing on the direction of the business strategy. Apart 
from the deployment flexibility, adoption of cloud 
brings about seamless scaling, increased avail-
ability and the strength to work seamlessly across 
multiple cloud and vendors.

However, moving to the hybrid of the multi-
cloud has not been a very rapid journey for most, 
as is evident from a recent study by McKinsey & 
Company. The data shows that most enterprises 
are only 20% of the way into their cloud journeys 
and the remaining 80% of workloads are still on 
premises – the business-critical applications and 
processes. The study added that 94% of enterprises 
surveyed rely on multiple cloud providers to 
accomplish their business goals. 

The ability to cross-deploy workloads on multiple 
cloud, and be able to manage them seamlessly, pro-
vides an effective intermediate step for businesses 
to leverage their existing technology infrastructure 
investments and run them on a flexible and scal-
able cloud.

By Subram Natarajan

COLUMN

Hybrid Cloud 
Is Essential 
For The 
Transformative 
CIO
CIOs are increasingly seeing hybrid 
cloud not only as a cost-saving 
investment, but more as a driver for 
business innovation
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it comes to security, three key areas 
need attention – encryption, endpoint 
security, and access control – just like 
the bull!

Being a crucial part of a smart adop-
tion strategy, hybrid security is a 
major concern that needs to be tackled 
well. The first step is to ensure a com-
prehensive view of the monitoring 
and asset management system, across 
platforms — so alarm bells can be trig-
gered for every small anomaly.

Many organizations are under the 
misconception that the cloud provider 
offer security as well as part of their 
offering. On the ground, the cloud 
provider only takes care of security in 
the cloud, not the security of the cloud. 
They need to be aware of this and plan 
budgets accordingly.

Implementing processes for cloud 
environments and ensuring they 
are adhered to, is a good strategy for 
avoiding loopholes and manual errors. 
Formalizing the process of transfor-
mation, and data assets as they travel 
from on-premise to cloud environ-
ment will help avoid these loopholes. 
Codifying processes into secure 
automated workflows can also help in 
maintaining security. 

Of course, managing access to 

On the technology enablement front, 
the hybrid environment forms an ideal 
base to work with advanced analytics 
including newer technologies like Arti-
ficial Intelligence.  While this allows for 
consolidation and standardization of 
analytics tools, it also helps in bringing 
reuse of assets across the organization. 

As data analytics becomes the 
foundation of all strategy decisions, 
establishing a data platform on hybrid 
cloud platform is fast becoming a criti-
cal priority on the list of CIO-CTO’s 
agenda. Those who deployed hybrid 
cloud have seen greater efficiency, 
security and faster data management 
capabilities in their enterprise.

A strong hybrid cloud 
adoption strategy
A strategy that will embrace the 
unique compliance and security needs 
of this process will enable the move-
ment of apps and data to the cloud to 
be seamless and efficient.

While scalability and flexibility are 
a part of enterprise digital transforma-
tion strategy, security is always the 
bull in the proverbial china shop. It 
needs to be addressed even before it 
enters the environment.

In the case of hybrid clouds, when 

hybrid environments is a huge part of 
getting security in place. Enabling a 
uniform Identity and Access Manage-
ment (IAM) framework can help pro-
tect assets in hybrid environments.

The business value of 
hybrid cloud
In 2018, the IBM Institute for Business 
Value surveyed 1,106 executives across 
19 industries and 20 countries, to learn 
more about the current state and future 
plans for multi-cloud management. 
The results were interesting – almost 
all were planning on using a hybrid 
cloud environment over the next three 
years, and 85% are already operating 
in the multi-cloud environment, most 
of which are multiple hybrid clouds. 
Almost 66% said that an actively man-
aged multi-cloud environment is cru-
cial to reduce operating costs.

From the research, we observe that 
hybrid cloud environment provides 
invaluable advantages to enterprises, 
especially those needed for survival 
and growth in an increasingly data-
led, expanding digital era. Hybrid 
cloud architecture helps CIO/CTOs to 
develop new and enhanced products 
and services, support agile business 
processes, cultivate a flexible, modular 
infrastructure and most importantly, 
helps create innovative business 
models. These benefits in general help 
enterprises produce new revenue 
streams and enhance margins.

The hybrid cloud is here to stay, and 
in fact, analysts say that hybrid IT will 
be the standard going forward. Ana-
lysts also forecast hybrid architectures 
to soon become the footprints that 
enable organizations to extend beyond 
their datacenters and into cloud ser-
vices. Evidently, companies that have 
not yet taken the last mile step towards 
assessing their business plans, and 
the roadmap to digital transformation, 
need to start making smart decisions. 
CIO/CTOs have already started real-
izing that hybrid cloud offers every-
thing they will need in their journey to 
industries 4.0 
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Corporate India is going through a defining time, with emerging 
technologies taking over many areas of business. Human resource 
is one such critical area, which is core to any business and has been 
going through rounds of revolution and transformation, both in 
terms of processes and technology.

AI happens to be the newest kid on the block, which is taking 
the recruitment processes by storm, as it is getting re-engineered 
every day, with more and more intelligent and repetitive work being 
replaced by AI. Let’s look at some of the key areas where AI is being 
used to empower workforce:
1) Removing bias – Unconscious bias is a huge challenge that all 

corporates are trying to fight. Corporate India is no exception. 
When it’s a conscious bias, it’s easier to tackle but unconscious 
bias creeps in the most unexpected way. It can not only influence 
the choice of a candidate at the time of interview, but also the job 
description itself, making it a far more pervasive problem. AI can 
easily be used to remove this unconscious bias.

2) Evaluate profiles and first level interviews – Today sourcers 
and recruiters are spending a considerable amount of time in scan-
ning, evaluating and shortlisting profiles and doing the first level 
interviews and the outcome of it is often very subjective, based on 
the emotional state of the recruiters. AI can easily take over these 
repetitive jobs, bring more objectivity to it and complete it much 
faster. There are quite a few AI-based platforms in the market 

By Mohua Sengupta

COLUMN

AI To 
Empower 
Workforce 
And Drive 
Objectivity
AI can help build a high-performance 
human resource team and as a result a 
high-performance workforce



Column

19June 2019 | CIO&LEADER

resource on the bench.
6) Identifying people who are looking out – Losing 

trained and experienced employees to competition is 
a huge loss to any organization. AI can easily track the 
employees keystroke patterns, idle time and internet 
checking patterns and predict whether the person is look-
ing out for newer opportunities.

7) Smarter and better people analytics – AI-enabled 
employee analytics provide the necessary insight to 
ensure better employee experience. It ensures meaningful 
employee engagement, creating happier employees and 
increased employee retention.
And these are only a few of the core functions that  

AI can do immediately. However, there still exists a degree 
of apprehension amongst the human resource fraternity  
to totally embrace AI, for reasons unfounded. AI today is 
not just efficient, it is also inexpensive. Just one word of 
caution, it is imperative that the recruitment processes are 
reviewed and reengineered to remove age old practices  
and made well suited for reaping maximum benefit out  
of AI. Research from PWC shows that 63% of companies  
are rethinking the whole role of their human resources 
department in light of the impact AI will have on the busi-
ness. Thanks to AI and RPA, human resource experts  
will be now able to focus on the core areas, which cannot be 
done by any technology. AI can help build a high-perfor-
mance human resource team and as a result a high-perfor-
mance workforce 

today. According to a report by Forrester, by 2020, candi-
dates applying to jobs at 20% of large global enterprises 
will interact with chatbots before recruiters.

3) Improved employee onboarding experience – Employ-
ee onboarding is the employee’s first experience with an 
organization and it’s the organization’s best opportunity 
to create an excellent first impression. Today, due to a 
resource crunch and subjectivity associated with people, 
onboarding experience tends to be random and unstan-
dardized. Using AI effectively can help new employees 
navigate their way into an organization more seamlessly, 
giving them an excellent onboarding experience.

4) Identifying the customised training requirement for 
employees – Mostly, people become redundant within 
an organisation because they lack relevant skills, but if 
we can train the employees in a timely fashion, then orga-
nizations can utilize its existing staff, without having to 
retrench and hire new employees. AI can be used very 
effectively to match existing talent with the required ones 
and identify the gaps in skillset and also to do a fitment of 
who is best trained on which of the required skills.

5) Resource management function – People intensive 
businesses have a huge challenge of finding the right 
skilled people internally at the right time and often end 
up hiring people at a higher cost, when an equally skilled 
person is available within the company. AI can help with 
this function and in a very time effective manner, thus 
reducing the cost of hiring, training and keeping a skilled 
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how Banking CiOs 
Can survive the 
Fintech Disruption
Banking CIOs need to undertake front-to-back digital 
transformations to stay ahead of the curve, says a recent 
BCG report
By CIO&Leader

While the digital wave has touched almost every 
industry in India, the banking system has witnessed 
a transformational change. However, as digitization 
becomes the top priority for every bank, they con-

tinue to face major challenges in lowering  
costs, improving customer service, and maintaining 
their competitive advantage. It is time CIOs in the 
banking sector pay greater attention to these trans-

W
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formations to survive and grow, says a 
recent BCG report.

The report clarified that digitally 
nimble fintech firms offering unique 
standalone solutions, such as low-
cost international transfers or supply 
chain financing solutions, have mostly 
created the disruption for traditional 
retail banks.

To survive the fintech innovation, 
BCG researchers recommend retail 
banks to not only accelerate adoption 
of digital platforms, artificial intel-
ligence (AI), and blockchain—but also 
develop a clear vision and be ready to 
adopt digital changes in response to 
customers’ changing expectations.

Develop a clear vision
Leading banks also need to digi-
tize their enterprises in order to 
lower costs. Those that have already 
embarked on digitization are achieving 
better-than-average results, shows  
the survey.

However, the report notes that these 
numbers are few and far between. 
The study shows that even though 
several banks have launched numer-
ous uncoordinated digital initiatives, 
it’s time they develop a clear vision on 
formulating a comprehensive strategy 
for their own banks, and then plotting 
their digital initiatives accordingly. If 
leaders don’t cultivate a coherent view 
upfront, they risk pursuing a collection 
of ad hoc digital initiatives that ulti-
mately fail to give their banks the best 
chance for success.

By developing a guiding vision, they 
can establish initiatives focused on 
four priorities, says the researchers. 
These include:

 Reinvent the customer journey. 
Learn what matters most during crit-
ical points in the journey (and how 
such concerns vary among different 
customer segments) to improve the 
experience.

 Discover the power of data. Use 
data analytics to understand custom-
ers better, identify business opportu-
nities, and reduce costs.

 Redefine the operating model. 
Alter the corporate banking rela-
tionship model to better account for 
customer needs and be open to col-
laboration.

 Build a digitally driven organi-
zation. Clearly articulate that the 
digital transformation is a strategic 
priority and then support that strat-
egy with appropriate funding, talent 
recruitment, openness to new agile 
ways of working, and a willingness to 
take risks.

Lack of readiness
While there is wide agreement that 
digitization will change the competi-
tive landscape for retail banking,  
CIOs of conventional banks report  
that they are unprepared for battle. 
Less than half (43%) indicated that 
their organization has a clear digital 
strategy and vision for the corporate 
bank as well as a well-defined roadmap 
for digitization. Only 19% believe their 
organization has market-leading digi-
tal capabilities.

This lack of readiness is worrisome 
because the ‘digital transformation’ 
as a trend is already well under way 
among industry leaders. In particular, 
small and mid-market firms in BFSI 
are swiftly adopting highly standard-
ized products and expect instant credit 
decisions. Change is also coming rap-
idly to the large-cap segment as plat-
forms and aggregators increasingly 
disrupt exclusive advisory relation-
ships between corporate banks and 
their large clients, which will put fur-
ther pressure on already thin margins.

Over the next five years, the study 
estimates that, in some segments,  
digital providers and channels (includ-
ing banks’ own digital channels) will 
capture at least 30% of corporate bank-
ing revenues.

Banks that don’t digitize fully or 
fast enough may find themselves in a 
downward spiral in terms of market 
share, revenues, and profits as new-
comers and more nimble banks swoop 
in and take away customers while 

using their profits to continue to inno-
vate, says the study.

Way forward for bank CIOs
According to the study, while most cor-
porate banks have essentially the same 
business model, the future will bring a 
more diverse set of options.

“Opportunity exists for banking 
CIOs to strengthen their digital plat-
forms by providing more services and 
improving quality of service provided 
through digital platforms. This will 
help in reducing reliance on branch 
channel for financial and non-financial 
transactions,” it says.

Besides, given non-linear cost struc-
ture of digital channels, the opera-
tional cost of transactions can reduce 
substantially once digital channels 
gain sufficient scale.

Retail banks should also leverage 
digital in their back office operations. 
For example, the study shows that digi-
talization of the credit appraisal pro-
cess will help banks in making their 
processes standardized, boosting cred-
it off-take significantly. The CIO along 
with top management support should 
work on strengthening of internal sys-
tems, such as loan management system 
and performance management system 
that can lead to further improvement 
in overall operational efficiency.

Big data analytics is also changing 
the way banks interact with custom-
ers. Banks are able to offer custom-
ized products and services, cross-sell 
and upsell different products using 
big data analytics. Some banks have 
started using big data analytics in 
select areas, such as lead generation, 
cross-sell, and retail loan underwrit-
ing. Banks can accentuate the efforts 
and invest in building dedicated teams 
for mining and leveraging big data.

To keep up with these developments, 
banking CIOs need to undertake front-
to-back digital transformations. Only 
those that adeptly manage this extraor-
dinarily challenging transition will 
survive and thrive in the future, the 
report concludes 
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how Ai Can Fuel 
greater innovation 
in the Enterprise
A new study by Microsoft and IDC shows that by 
2021, AI will more than double the rate of innovation at 
organizations and employee productivity in India
By Sohini Bagchi
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In recent years, artificial intelligence 
(AI) has become a hot topic of discus-
sion in the enterprise. With a flurry 
of AI advances, investments and new 
announcements that have taken the 
digital world by storm, businesses are 
betting big on AI innovation to better 
serve their customer, improve RoI and 
beat market competition. A new study 
by Microsoft and IDC Asia/Pacific,  
shows that by 2021, AI will more than 
double the rate of innovation at orga-
nizations and employee productivity 
in India. It is therefore imperative that 
CIOs and other leaders in the organiza-
tions begin to prepare for its impact 
now, so they do not fall behind.

The study, ‘Future Ready Business: 
Assessing Asia Pacific’s Growth Poten-
tial Through AI’, conducted through a 
survey with 1,500 CIOs and business 
decision makers in mid and large-sized 
organizations across 15 economies in 
the region, highlights that those com-
panies that have adopted AI expect it 
to increase their competitiveness by 2.3 
times in 2021.

AI innovation success
Going by AI innovation use cases 
across enterprise, Microsoft highlights 
the case of ICICI Lombard, a private 
sector general insurance company 
in India that deployed AI to process 
vehicle insurance claims and renew 
policies more efficiently.

“We recognized the potential of AI 
in providing high quality car damage 
evaluation services. With data being 
generated at an exponential rate, this 
technology will help us derive insights 
to inspect and process claims with 
utmost efficiency. Using Microsoft’s AI 
expertise is helping us bring about this 
transformation, allowing us to meet 
customer demands quicker without 
compromising on service excellence,” 

informs Girish Nayak, Chief - Service, 
Operations & Technology, ICICI Lom-
bard General Insurance Co.

According to Nayak, until recently, 
the sector relied on traditional ways 
to renew lapsed policies or address 
claims. Both services require inspec-
tors to physically look over vehicles 
and make damage assessments. But 
with more than 230 million vehicles 
and 1200 auto accidents every day 
across the country, getting those 
inspections done and receiving 
approvals is time intensive, creating 
issues for both parties.

Another example is Apollo Hospitals 
which is using big data, machine learn-
ing and AI areas of prediction, preven-
tion and treatment. Apollo Hospitals’ 
AI model helps gauge a patient’s risk 
for heart disease and provides rich 
insights to doctors on treatment plans 
and early diagnosis. This was vis-
ible especially in the cardio vascular 
department, where nearly 3 million 
heart attacks happen in India every 
year and 30 million Indians suffer 
from coronary diseases.

Sangita Reddy, Joint Managing  
Director, Apollo Hospitals, says, “With 
AI deployment, now, when a patient 
goes for a cardio health check the doc-
tor can do two things previously left to 
intuition. Firstly, they can build up a 
more accurate cardio-vascular health 
profile of the patient based on machine 
learning of all their previous patient 
data. Secondly, the doctor can make 
a patient health plan that addresses 
these possibilities whether it be pre-
scribing medicine or recommending 
specific lifestyle changes.”

Culture and skillsets
Despite some of the success stories, 
there are a number of challenges for 
companies to unlock the full potential 
of AI. Dr. Rohini Srivathsa, National 
Technology Officer, Microsoft India, 
States that in order to fully embrace 
tech intensity, organizations will also 
need to invest in their human capital.

“The rise of AI means that there is 

a necessity for workers to reskill and 
upskill to remain relevant and play a 
part in the workforce of tomorrow. In 
addition, CIOs and business leaders 
will need to drive cultural transforma-
tion within their organizations that val-
ues experimentation, agility, proactive-
ness and a growth mindset,” she says.

The study clearly shows that while 
85% of businesses are willing to invest 
in skilling and reskilling of workers to 
create an AI-ready workforce, 65% of 
them have yet to implement plans to 
train their workers. Technology leaders 
must influence on the urgency to invest 
in workers’ training, as AI cannot prog-
ress without skilled individuals.

The study evaluated six dimensions 
critical to ensuring the success of a 
nation’s AI journey. According to  
the findings, India needs to build upon 
its investment, data, and strategy in 
order to accelerate its AI journey.  
The study also underlines the need 
for cultural changes and skilling and 
reskilling workforces to make AI work 
for the country.

“To succeed in the AI race, India 
needs to substantially improve its 
readiness. Leaders should make AI a 
core part of their strategy and develop 
a learning agility culture. Investment 
in this transformative technology has 
to be continuous for the long-term 
success. There is an urgent need for 
talents and tools to develop, deploy 
and monitor AI models, along with the 
availability of a robust data estate with 
the adequate governance,” according to 
Ranganath Sadasiva, Director - Enter-
prise, IDC.

In view of this, a recent Forbes article 
mentions that while AI is an important 
opportunity for many businesses, 
before its integration, business lead-
ers must fully understand AI and the 
specific subset they wish to use. There-
fore, instead of leaving it to the CIOs or 
CTOs alone, a CEO must stay informed 
of AI and the areas of new product 
development. And this does require 
a strong, collaborative approach, the 
report says 
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CiOs Can Embrace 
A Digital-First 
Culture to improve 
Employee Experience
HR and IT could work better together to improve the digital 
experience of employees, shows a new study
By Sohini Bagchi
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Companies that provide a positive 
digital employee experience are more 
likely to be able to attract and retain 
top talent, according to a new VMware 
study that surveyed 6,400 employees, 
HR professionals, and CIO/IT special-
ists across 19 countries. Conducted by 
global research firm Vanson Bourne, 
the survey finds a startling gap 
between what IT thinks it is delivering 
and what employees say they are.

By enabling employees with a positive 
digital experience entails device choice/
flexibility, seamless access to apps, 
remote work capabilities and an orga-
nization’s competitive position, revenue 
growth and employee sentiment.

Digital experience gap
The study found that 95% of IT deci-
sion maker respondents claim that IT 
provides employees with the digital 
tools they need in order to be success-
ful in their job. However, nearly half of 
employee respondents said they do not 
have the digital tools they need. And, 
nearly two-thirds of employees (64%) 
do not feel they have a voice when it 
comes to which digital technologies 
they use at work. In contrast, 83% of 
CIOs respondents said employees do 
have a say in this.

Although delivery perceptions differ, 
both IT and employee respondents do 
agree on this — digital employee expe-
rience projects should be a top priority 
for their organizations.

The study revealed another gap that 
employers will want to note – there 
is a question of who is ultimately 
responsible for the overall employee 
experience. IT decision makers most 
often identified the Chief Information 
Officer, HR decision makers most often 
identified the Chief HR Officer, and 
employees most often identified the 
Chief Executive Officer.

C
Despite differences in perception of 

who is accountable for digital employ-
ee experience, nearly all respondents 
(89%) believe that HR and IT could 
work better together to improve the 
digital experience of employees.

Digital employee 
experience correlates to 
key business outcomes
Employees’ ability to access the apps 
and information they need, from what-
ever device or location they choose, 
affects their ability to effectively plan, 
collaborate and execute, as shown in the 
study, affirms the notion that providing 
employees with a seamless digital expe-
rience as they access these resources 
positively impacts business outcomes 
including rate of growth, employee sen-
timent and talent recruitment.

Better digital employee 
experience leads to faster 
revenue growth
80% of employees at companies expe-
riencing high- or hyper-growth (more 
than 15% revenue growth) report they 
can easily find and install the right 
app for any new task/process at work, 
compared to 42% of employees at com-
panies that are underperforming.

Positive impact on 
workforce sentiment
Delivering better a digital employee 
experience also plays a role in work-
force sentiment. Respondents who say 
their organization gives them the abil-
ity to work from anywhere as easily as 
from the office are significantly more 
likely to say they are proud of their 
organization, compared to respondents 
whose company does not enable the 
freedom to work from anywhere.

Job candidates consider 
digital employee 
experience
Finally, when it comes to attracting 
new talent, digital experience is some-
thing candidates are also noting. A 
whopping 73% agree that the flexibil-

ity of tools (e.g., technology, apps and 
devices) that they might need to use 
for work would influence their deci-
sion to apply or accept a position at a 
company.

“Too often, the conversation about 
digital transformation focuses on the 
technology and leaves out the key 
ingredient to a winning strategy – 
attracting and retaining the best talent. 
To compete for the best talent, compa-
nies are prioritizing employee experi-
ence, which encompasses technology, 
workstyle and culture,” says Shankar 
Iyer, senior vice president and gen-
eral manager, End User Computing, 
VMware.

Key takeaways
From the report, we see a clear lack of 
understanding from the part of busi-
nesses about what employees really 
want. The need of the hour is a digital-
first culture in the organization. But 
owing to lack of support from senior 
leadership in the form of funding to 
concerns over data security when 
employees use their personal devices 
to access confidential organizational 
data – there are several challenges in 
implementing a digital-first culture in 
most organizations.

It is then that the CIO or IT specialist 
has the responsibility to create a robust 
data security platform to enable a digi-
tal culture that HR can evangelize. For 
example, with the right policies and 
tools in place, from bring your own 
device (BYOD) and choose your own 
device (CYOD) to native app delivery 
– organizations can strike a balance 
between employee experience and  
IT security.

The other interesting finding is that 
HR alone is not responsible for the dig-
ital transformation of an organization. 
It is here that the CIO, as an enabler of 
a digital workplace culture can step in 
to help others adopt the latest technol-
ogies. It is the CIO’s responsibility to 
partner with the HR manager, identify 
the right digital experiences and offer 
those to their employees 
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Digital 
transformation 
Efforts Fail Without 
Data Literacy
Organizations should hire Chief Data Officers (CDOs) to build 
a culture of analytics and encourage data literacy across the 
enterprise as part of their digital transformation strategy
By CIO&Leader
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A
As the data landscape becomes more 
complex, it is important for IT to 
unleash its potential to drive meaning-
ful business impact. However, a new 
study reveals that approximately 54 
million data professionals (including 
CIOs and data scientists, et. al) around 
the world face common challenges 
associated with the complexity, diver-
sity and scale of their organizations’ 
data. As a result, most digital transfor-
mation efforts remain unsuccessful. 

The study done by data analytics 
firm, Alteryx and IDC Infobrief, states 
that in an increasingly data-driven 
world, over 80% of organizations now 
leverage data across multiple organi-
zational processes, but CIOs and data 
scientists still waste 44% of their time 
each week because they are unsuccess-
ful in their activities.

The study further shows that  
CIOs and data specialists spend more 
than 40% of their time searching for 
and preparing data instead of gleaning 
insights. On average, they use four  
to seven different tools to perform  
data activities, adding to the complex-
ity of the data and analytics process. 
They also leverage more than six data 
sources, 40 million rows of data and 
seven different outputs along their 
analytic journey.

The CIO’s data woes
The top frustrations cited by data spe-
cialists are indicative of root causes 
that are responsible for inefficiencies 
and ineffectiveness. For example, more 
than 30% of data workers say they 
spend too much time in data prepara-

Can CDOs reduce the gap?
To overcome these issues and more, 
organizations should hire Chief Data 
Officers (CDO) to streamline analytic 
processes, build a culture of analytics 
and encourage data literacy across the 
enterprise as part of their broader digital 
transformation strategy, the study says.

Earlier, researchers pointed to the 
benefits of companies that have a dedi-
cated data chief. Businesses that have a 
CDO are twice as likely to have a clear 
digital strategy, a 2018 KPMG study 
found. And two-thirds of such firms 
say they are outperforming rivals in 
market share and data-driven innova-
tion, according to a recent IBM study.  

“Collecting data alone won't digitally 
transform a business and the answer is 
not as easy as hiring a leader, a few data 
scientists or over-investing in disparate 
technologies. The key is to empower all 
users, many of whom are currently stuck 
in spreadsheets, to analyze data effec-
tively to drive real, business-changing 
results,” said Alan Jacobson, chief data 
and analytics officer (CDAO) of Alteryx.

Jacobson also notes that the CDO has 
to become the key ally to the CIO for 
accelerating the development of data 
driven businesses.

While there were several debates 
earlier if CDOs’ role can eclipse that 
of CIOs in the organization, analysts 
believe in the age of collaboration, such 
discussions are passé. Instead of seeing 
the CDO as one more encroachment 
on its territory, IT should align with 
CDOs, influence their vision, support 
and enhance their projects, and make 
business sense out of the data 

tion, a task that can often  
be automated.

The other problem is, eight out 
of 10 data workers, approximately 
47 million people worldwide, use 
spreadsheets in their data activities. 
Spreadsheet functions are often used 
as a proxy for data preparation, analyt-
ics and data application development 
tools but are error-prone and expose 
the organization to compliance and 
trust issues.

“Data is at the core of digital  
transformation, but until organization 
leaders address these inefficiencies 
to improve effectiveness, their digital 
transformation initiatives can only get 
so far,” said Stewart Bond, director of 
data integration and integrity software 
research at IDC.

“Consolidating platforms and look-
ing for tools that address the needs of 
any data worker, whether a trained 
data scientist or an analyst in the line 
of business, can help reduce the fric-
tion that many organizations experi-
ence on their path to becoming data-
driven,” says Bond.

The survey also found that IT man-
agers or data specialists are unsuccess-
ful for a variety of reasons, including 
lack of collaboration, knowledge gaps 
and resistance to change.

Participants reported the lack of cre-
ative and analytic thinking, analytic 
and statistical skills, and data prepara-
tion skills as the highest-ranked skills 
gaps responsible for productivity 
issues, indicative of the pervasive talent 
gap that exists between data scientists 
and data workers in the line of business.

CIOs and data specialists spend 
more than 40% of their time 
searching for and preparing data 
instead of gleaning insights
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threat intelligence 
Can help CisOs 
Mitigate security 
Risks
Here are the key findings and takeaways for CIO/CISOs from the 
recent Fortinet Threat Landscape Q1’19 report
By CIO&Leader

In recent years, cyber security attacks have increased 
substantially and companies have to bear phenom-
enal losses to safeguard themselves from the clutches 
of security threats. The latest threat landscape report 
from Fortinet for Q1 2019 shows that cyber criminals 

are not just becoming increasingly sophisticated in 
terms of their attack methods and tools, they are also 
becoming very diverse, throwing greater challenges 
to IT and security professionals.

The Fortinet report explains how attackers are i
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increasingly using a broad range of 
attack strategies, from targeted ran-
somware to custom coding, to living-
off-the-land or sharing infrastructure 
to maximize their opportunities, and 
using pre-installed tools to move later-
ally and stealthily across a network 
before instigating an attack. Based on 
the report findings, we provide insight 
into how CIO/CISOs should adopt 
a proactive approach, such as threat 
intelligence and other techniques to 
curb cyber security risks. Here are 
some of the highlights of the research:

 Majority of threats share infra-
structure: The degree to which dif-
ferent threats share infrastructure 
shows some valuable trends. Some 
threats leverage community-use 
infrastructure to a greater degree 
than unique or dedicated infrastruc-
ture. Nearly 60% of threats shared 
at least one domain indicating the 
majority of botnets leverage estab-
lished infrastructure. This makes 
it clear that infrastructure plays a 
particular role when used for mali-
cious campaigns. Understanding 
what threats share infrastructure 
and at what points of the attack chain 
enables organizations to predict 
potential evolutionary points for 
malware or botnets in the future.

 Ransomware far from gone: In gen-
eral, previous high rates of ransom-
ware have been replaced with more 
targeted attacks, but ransomware 
is far from gone. Instead, multiple 
attacks demonstrate it is being cus-
tomized for high-value targets and to 
give the attacker privileged access to 
the network. Some of the recent ran-
somware variants such as Locker-
Goga demonstrates that CISOs need 
to remain focused on patching and 
backups against commodity ransom-
ware, but targeted threats require 
more tailored defenses to protect 
against their unique attack methods.

 Pre- and post-compromise traffic: 
The Fortinet research demonstrates 
if cyber criminals carry out phases of 
their attacks on different days of the 

week. It finds out when comparing 
Web filtering volume for two cyber 
kill chain phases during weekdays 
and weekends, pre-compromise 
activity is roughly three times more 
likely to occur during the work week, 
while post-compromise traffic shows 
less differentiation in that regard.

 Content management needs 
constant management: New tech-
nologies such as Web platforms are 
getting a lot of attention from cyber 
criminals recently. These platforms 
make it easier for consumers and 
businesses to build Web presences. 
They continue to be targeted, even 
associated third party plugins, says 
the study.

 Tools and tricks for living off the 
land: Threat actors increasingly 
leverage dual-use tools or tools that 
are already pre-installed on targeted 
systems to carry out cyber attacks. 
This “living off the land” (LoTL) 
tactic allows hackers to hide their 
activities in legitimate processes 
and makes it harder for defenders to 
detect them. These tools also make 
attack attribution much harder.
Michael Joseph, Regional Director 

System Engineering, India & SAARC, 
Fortinet believes that CISOs need to 
rethink their strategy to better future 
proof and manage cyber risks. He sug-
gests, “Embracing a fabric approach to 
security, micro and macro segmenta-
tion, and leveraging machine learning 
and automation as the building blocks 
of AI, can provide tremendous oppor-
tunity to force our adversaries back to 
square one.”

Here are some of the key takeaways 
for CIO/CISOs:

1. Invest in threat intelligence
In order to understand existing or 
potential hazards targeting valuable 
assets, firms rely on threat intelligence. 
The information gathered is used to 
identify, prevent and react to such 
threats through informed decisions. 
With threat intelligence program, CIO/
CISOs can stay up to date with security 

threats, including methods, targets and 
vulnerabilities. Fortinet researchers 
recommend only a security fabric that 
is broad, integrated, and automated 
can provide protection for the entire 
networked environment, from IoT to 
the edge, network core and to multi-
clouds at speed and scale. 

2. Combine IT security and business 
risk management
As cybersecurity is not just an IT-relat-
ed threat, its impact could even have 
greater legal and regulatory implica-
tions. That is why IT security needs to 
blend with business risk management 
strategy too. CIO/CISOs need to sup-
port IT governance, including data 
security, as a way to ensure IT strategy 
aligns and supports the business’ over-
all objectives.

3. Ensure smooth C-suite 
communication
The lack of collaboration at the C-suite 
level is creating cybersecurity risks in 
the enterprise. A report by Accenture 
states that only 40% of CISOs sur-
veyed said they always communicate 
with other business managers propos-
ing an integrated security approach.

4. Creating a ransomware defense
Detecting and preventing ransom-
ware has become imperative. Hence 
CISOs need to understand the nature 
of ransomware attacks and what they 
are targeting—geography and vulner-
abilities. They should prioritize patch-
ing and establish backup, storage, and 
recovery activities.

5. Be careful of pre-installed tools
Organizations must pay particular 
attention to pre-installed tools that 
can be exploited to escalate privilege 
and hide malicious code and attacks. 
Intent-based segmentation uses busi-
ness logic to segment the network, 
devices, users, and apps, can prevent 
lateral movement of LoTL attacks, 
thereby, preventing them from access-
ing critical data and infrastructure 
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gDPR - Data Privacy 
And the Cloud
Privacy regulations not only ensure that the PII of 
consumers is protected, but they also raise the bar for 
security across the entire organization
By Rajesh Maurya



Insight

31June 2019 | CIO&LEADER

The General Data Protection Regula-
tion (GDPR) which is celebrating its 
first anniversary, and the new India 
Data Protection Bill, provides consum-
ers with added protections to ensure 
their privacy is safeguarded and 
prevents data theft or misuse. These 
legislations define what is meant by 
personally identifiable information 
(PII), establish compliance standards 
for organizations to meet, and impose 
penalties for organizations that fail to 
protect the PII of their customers.

Some of the most important benefits 
of these regulations is their uniform 
definition of exactly what is meant by 
personal data; detail rules for how that 
data can and cannot be used by any 
organization doing business within a 
specified region—or with any citizens 
that reside, work, or travel therein, 
even remotely; explicitly define what 
constitutes a breach of personal data 
along with standardized and consis-
tent notification requirements; and 
give consumers complete control over 
the use and storage of their PII.

The GDPR established a common 
and broader definition of personal 
data than previous efforts, including 
things like IP addresses, biometric 
data, mobile device identifiers, and 
other types of data that could poten-
tially be used to identify an individual, 
determine their location, or track their 
activities. The CCPA extends that defi-
nition even further, adding such things 
as geolocation data and shopping, 
browsing, and search histories.

Further, organizations affected by 
these regulations not only need to 
obtain explicit approval from individu-
als to retain and use their personal 

t
data, but also honour their “right to  
be forgotten,” which enables individu-
als to demand that an organization 
purge any personal data about them 
for any reason.

Data privacy and the  
cloud
The challenge is that with today’s high-
ly distributed network, data could have 
been copied multiple times and distrib-
uted virtually anywhere. The recent 
and rapid transition to multi-cloud 
networks, platforms, and applications 
complicates this challenge. To meet 
data privacy requirements in such 
environments, organizations need to 
implement security solutions that span 
the entire distributed network in order 
to centralize visibility and control. 
This enables organizations to provide 
consistent data protections and policy 
enforcement, see and report on cyber 
incidents, and remove all instances 
of PII on demand. Achieving this 
requires three essential functions:
1 Security needs to span multi-cloud 

environments. Compliance standards 

need to be applied consistently across 
the entire distributed infrastructure. 
While privacy laws may belong to 
a specific region, the cloud makes it 
easy to cross these boundaries. Poli-
cies and protections established for 
data in a physical datacenter under 
the control of local privacy laws need 
to follow data as it moves to the cloud 
or to other datacenters as long as they 
are stored in the same geography.

 This creates two issues that need to 
be addressed:

  The first is that you need a mecha-
nism in place to keep track of every 
instance of that data, especially as 
it moves into and across multiple 
applications and workflows. Data 
has a tendency to multiply and you 
need a way to manage that infor-
mation.

  The second is that you need to 
ensure consistent segmentation 
across the entire distributed infra-
structure. This becomes a challenge 
when security policies are confined 
to specific physical and cloud envi-
ronments, and security solutions 
deliver inconsistent enforcement 
and functionality due to the unique 
requirements of different cloud 
environments. Security tools need 
to natively integrate into cloud plat-
forms in order to consistently seg-
ment the multi-cloud environment, 
and policies need to be translated on 
the fly to accommodate differences 
in cloud platforms as data moves. 
And datacenters in other parts of 
the world need to support these new 
security requirements or they risk 
becoming the weak link in the secu-
rity chain.

Privacy laws 
may belong to a 
specific region;  
the cloud 
makes it easy 
to cross these 
boundaries
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2 Data Loss Prevention is essential. 
Tracking and managing PII requires 
the implementation of Data Loss 
Protection (DLP) technologies that 
can be applied inline as well as at 
the cloud API level. Such solutions 
need to be able to identify, seamlessly 
track, and maintain an inventory  
of all PII. A few key principles when 
it comes to handling and exchang- 
ing PII:

  DLP monitoring needs to begin at 
the point of acquisition or creation 
of any PII data.

  Data containing PII that is in use 
by applications or users needs to 
be monitored to be sure it is being 
securely accessed and processed.

  Data in motion needs to be pro-
tected, especially when it is being 
transferred between different 
applications or cloud environ-
ments.

  Data at rest, whether in the cloud 
or in a physical location, needs to 
be monitored and secured.

  DLP also needs to track multiple 
versions of that data—or even piec-
es of that data—if they are copied, 
used by different applications, and 
stored in different locations.

3 Compliance reporting requires 
centralized management. Compli-
ance reporting needs to span the 
entire distributed infrastructure. 
As with other requirements, this 
also demands consistent integration 
throughout the cloud and with the 
on-premise security infrastructure. 
Achieving this requires the imple-
mentation of a central management 
and orchestration solution, such as a 
SIEM or other single-pane-of-glass 
management console which has 
visibility to the entire multi-cloud 
& security infrastructure. What 
you don’t want is having to hand-
correlate data from multiple systems, 
because things get missed, and if they 
are found in an audit, the penalties 
can be severe.

Replace reactive solutions 
with integrated and 
proactive strategies
The best approach to security is to stop 
an attack before it even starts, and limit 
its scope once a breach occurs. This 
requires organizations to have technol-
ogies and policies in place, such as:

 Advanced prevention and detection 
tools, including live threat intel-

ligence, hardened access controls, 
behavioral analytics, and ATP solu-
tions that allow them to get out in 
front of breaches.

 Intent-based network segmentation, 
including both network and micro-
segmentation, to limit the impact of 
a breach to a specific data set or net-
work segment.

 Tightly integrated security solutions 
that talk to each other, share threat 
intelligence, and coordinate a threat 
response. These tools also need to 
be natively integrated into the API 
infrastructure of the various cloud 
environments being used, allowing 
you to enforce policies and respond 
to breaches consistently across the 
entire network.

 DLP solutions that allow you to track 
data and prevent its unauthorized 
access, use, or transfer regardless of 
where that data is used, travels, or 
resides. Important for these solutions 
to be sharing information across the 
various protected infrastructures.

 Centralized controls that provide a 
single point of visibility & control 
for all data, ensuring that policies 
and configurations are consistent, 
breaches are detected and reported, 
consumer requests are honoured, 
and compliance reporting is consis-
tent and comprehensive.
When properly understood, privacy 

regulations not only ensure that the 
PII of consumers is protected, but  
they also raise the bar for security 
across the entire organization. It forces 
organizations to go back to the dra-
wing board, rethink processes and 
policies, identify and close gaps, and 
centralize their visibility dashboard 
feeds and operational controls. Many 
of these security fundamentals have 
been lost in the rush of digital trans-
formation, and this is a good excuse to 
regroup, rethink, and re-secure your 
infrastructure.

—The author is Regional Vice President, 
India & SAARC, Fortinet 
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india’s Bold Dream 
to Be A Digital 
Payment Leader
And why it matters to you…
By Shyamanuja Das

One of the most fundamental building blocks on 
which the dream of a truly digital India rests is an 
efficient and widespread digital payment ecosystem. 
While Indians have already experienced the conve-
nience and efficiency of a digital payment regime, 
we still have some way to go before benefits can be 
accrued to the economy as a whole.

Both the reach (of digital payment system) and 
depth (the functionality and capability of that sys-
tem) has to be significantly enhanced before we can 
hope to reap its real benefits. In a large and diverse 
country like India, it is not exactly an easy task. Peo-
ple are used to cash; it requires a systemic change as 
well as a culture shift to change this years-old habit. 

O
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But the early experience makes us 
hopeful. And that is why the Reserve 
Bank of India (RBI) is getting bolder 
with its dream and is preparing the 
ground for a big game. 

The goal itself is telling.
Increasing per capita digital trans-

actions by ten times in the next three 
years, by increasing the number of 
users of digital transactions by a factor 
of three, from approximately 100M to 
300M in the corresponding period—
that is the target that an RBI-appointed 
High-Level Committee on ‘Deepening 
of Digital Payments’ headed by Nan-
dan Nilekani has recommended. The 
committee, set up in January 2019 to 
recommend ways and means of deep-
ening digital payments and bridge any 
gaps that exist in the system has sub-
mitted its report in May 2019, suggest-
ing some structural and policy level 
changes to make this dream a reality. 

If this is achieved, the committee  
estimates, the corresponding incr- 
ease in value relative to GDP would  
be two times.

The target is no doubt impressive. 
Yet, it is only a medium-term goal. The 
same committee has recommended a 
number of steps to ‘deepen’ digital pay-
ment in the long run. 

Before we get into the contours of 
those recommendations, it is probably 
apt to put a little context. 

Setting up of the RBI committee is 
not a step in isolation. It is  part of a 
well-rounded and ambitious—if not 
aggressive—payment policy stance 
that RBI has taken in the last one and 
half decade. 

As part of that, RBI creates a pay-
ment systems vision document for 
itself articulating the philosophy, goals 
& milestones, as well as executional 
steps, every three years. The latest, 
Payment and Settlement Systems in 
India: Vision – 2019-2021: Empower-
ing Exceptional (e) Payment Experi-
ence, was released in May 2019. 

The vision document, the fifth in its 
series of such documents, focuses on 
enhancing experience of payment and 

the ways and means to achieve that.
It is interesting to examine how the 

vision has progressed. 
In 2005-08, the vision was “the 

establishment of safe, secure, sound 
and efficient payment and settlement 
systems for the country”. So, it was an 
intent, more than anything else.

The next vision document (2009-12) 
became bolder when RBI asserted that 
it wanted to “to ensure that all the pay-
ment and settlement systems operating 
in the country are safe, secure, sound, 
efficient, accessible and authorized”. 
It was now no more an intent; it was a 
mandate it gave to itself as a regulator 
by promising to the nation that it (RBI) 
would make it happen. Also, with 
the UPA government focused on aam 
aadmi and social inclusion, financial 
inclusion as an idea was taking strong 
roots among policy makers. That 
thrust saw RBI adding “accessible” to 
its Payment Vision. It was sort of a pas-
sive intent towards inclusion.

That passive intent became a proac-
tive stance in the next vision document 
(2012-15) as it added the word “inclu-
sive” to the vision. But that addition 
was along expected lines. What was 
more noteworthy were the addition of 
interoperability and compliance.

The vision statement for 2018—the 
first after a new government took over 
at the centre, maintained continuity. 
It did not add any such new deliver-
ables but captured the implementation 
thrust quite unequivocally, by identi-
fying the four pillars of achieving the 
vision of less-cash society. Two of those 

pillars—responsive regulation and 
robust infrastructure—were mostly 
about detailing of earlier plans or 
some augmentation in terms of specific 
tasks. Customer centricity was a new 
thrust but the document was devoid 
of any ground-breaking new plans or 
ideas there. The real takeaway of the 
2018 vision was effective supervision. 
It was a mechanism for making the 
players—banks and other payment 
operators—more accountable and 
also more responsible, without RBI 
explicitly acting like a school master to 
ensure that each task is achieved.

In the time-tested way of RBI policy-
making, the new payment vision 2021, 
released in May 2019, took the new 
idea introduced in Vision 2018—cus-
tomer centricity—to make it the central 
focus of the new policy statement. 

Vision 2021 concentrates on a two-
pronged approach of, (a) exceptional 
customer experience; and (b) enabling 
an eco-system which will result in this 
customer experience. 

The Vision aims at: 
a. enhancing the experience of cus-

tomers
b. empowering payment system 

operators and service providers
c. enabling the ecosystem and infra-

structure
d. putting in place a forward-looking 

regulation and 
e. supported by a risk-focussed 

supervision
To achieve these goals, the Vision has 

four contours, it calls the 4 Cs–Com-
petition, Cost, Convenience and Confi-
dence. These four addresses innovative 
regulatory models like regulatory 
sandboxes for competition, efficiency 
through that competition helping 
reduce cost, better access to multiple 
payment systems and a no-compro-
mise approach towards security that 
would enhance user confidence. 

The achievement so far…
The results of this proactive policy 
stance in catalyzing digital payments—
especially on the retail payment 

The real takeaway 
of the 2018 vision 

was effective 
supervision. It was 
a mechanism for 

making the players 
more accountable
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front—are for everyone to see. 
Let’s take a look at the newer pay-

ment modes like IMPS, mobile bank-
ing, mobile wallets as well as the redis-
covered modes like debit card—which 
traditionally had been used only to 
withdraw cash from ATMs.

In the just concluded financial year 
2018-19, users transacted a value of 
INR 1590257 crores, using IMPS, 
which was 166 times more than what 
was transacted using this mode five 
years back, in 2013-14. That was an 
impressive CAGR of 178% in value 
terms. The CAGR in terms of transac-
tions was 158%.

M-wallets which really took off post 
demonetization in 2016, witnessed a 
CAGR of 132% in value terms between 
the above-mentioned period. The 
usage grew 108% in terms of number 
of transactions. In the year 2018-19, 
m-wallet users transacted a total of 
INR 183655 crores. And that is despite 
the monthly limits on the value in 
these wallets. Brands like Paytm, 
PhonePe, Mobiqwik and Amazon Pay 
are now household names. The area 
attracted a lot of venture funding.

Mobile banking too witnessed a 
166% CAGR in terms of value the same 
period, at a much higher base. In fact, 
mobile banking is next only to EFT/

NFT, when it comes to retail payment 
modes (excluding RTGS)—almost 
five times that of debit card payments. 
Last year, users transacted worth INR 
2957705 crore using mobile banking. 
In terms of growth in number of trans-
actions, it was 131% in the same period. 
Mobile banking saw an accelerated 
surge last year when it doubled from 
its 2017-18 value. 

The fact that each of these newer pay-
ment mechanisms has shown a higher 
growth in terms of value as compared 
to transactions, means average size of 
transaction size has increased. This 
means user’s confidence in these pay-
ment modes have increased. That is a 
great booster for RBI’s future efforts in 
this direction.

Debit cards grew more modestly— 
at 44% in terms of value—in this  
period. That is one of the challenges 
before RBI—to make people use their 
debit cards beyond the ATMs, as a pay-
ment mode.

So far, so good. But where does the 
country stand with respect to other 
major economies? To assess how 
good—or bad—is India’s payment eco-
system, in global comparison, RBI did 
a benchmarking survey by studying 
the payment systems of 21 countries, 
including India. The countries were 

Australia, Brazil, Canada, China, 
France, Germany, Hong Kong, India, 
Indonesia, Italy, Japan, Mexico, Rus-
sia, Saudi Arabia, Singapore, South 
Africa, South Korea, Sweden, Turkey, 
United Kingdom and the United States 
of America.

The countries were ranked across 
40-plus indicators spanning across 21 
areas within payment.  Based in their 
ranks, the countries were labelled 
Leader (if ranked 1st or 2nd or 3rd), 
Strong (if ranked 4th to 9th), Moderate 
(if ranked 10th to 15th) andWeak (if 
ranked 16th to 21st).

Among the digital payment areas, 
India emerged leader in a few param-
eters—number of debit cards issues, 
availability of alternate payment 
systems, share of e-money in pay-
ment systems, citizen to government 
e-payment, business to government 
e-payment, government to business 
e-payment and cross border remit-
tances. India also emerged as a leader 
in central bank oversight. However, 
the leadership in per capita cash with-
drawal from ATMs showed that cash is 
still dominant.

That is further proven by the finding 
that India’s rating was strong in cash 
circulation per capita—this is despite 
the huge population. 

But volume and growth of e-money 
is another strong area that points to the 
strong shift to newer payment mecha-
nisms. The strong rating in digital 
infrastructure means India can con-
tinue to grow fast in digital payments. 

But rate of decline in cheques is still 
low. India is still not tuned to digital 
payment of utility bills. 

While some weak areas like cash  
will take some time to cement, others 
like utility e-payment and public  
mass transportation systems can be 
quickly addressed. 

Translating the dream  
to reality
In January, RBI had appointed a High-
Level Committee on ‘Deepening of 
Digital Payments’ headed by Nandan 

All values in INR crore

Growth of Newer Payment Modes

2,957,705

1,590,257

183,655

Y13-14 Y14-15 Y15-16 Y16-17 Y17-18 Y18-19

IMPS M-wallet Mobile Banking
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India's Rating Indicator Area

Leader

Regulation of costs of payment systems Regulation

Features available in cheque instruments Cheques

Number of debit cards issued Debit and Credit Cards

Number of ATMs deployed across the country
Cash & ATM

Per capita cash withdrawal at ATMs

Share of credit transfers in payment systems Credit Transfers

Availability of alternate payment systems
E-money

Share of e-money in payment systems

Citizen to Government (C2G) e-payments

Government E-paymentsBusiness to Government (B2G) e-payments

Government to Business (G2B) e-payments

Oversight by the Central Bank Oversight

Cross border personal remittance flows Cross Border Personal Remittances

Strong

Laws in place and scope of regulation Regulation

Cash in circulation per capita Cash

Number of Point of Sale (PoS) terminals deployed across the country Debit and Credit Cards

Volume and growth of credit transfers Credit Transfers

Real Time Gross Settlement System (RTGS) Large Value Payment Systems

Fast payment systems available in the country Fast Payments

Volume and growth of e-money E-money

Mobile and Broadband subscriptions Digital Infrastructure

Customer safety and authentication standards
Customer Protection & Complaint Redress

Ombudsman scheme for complaints redress

Central counterparty operational in the country Securities Settlement & Clearing System

Moderate

Cash in circulation as percentage of GDP Cash

Overall payment systems transactions volume and growth
Payment Systems Transactions

Value of payment systems transactions to cash in circulation

Number of credit cards issued Debit and Credit Cards

Debit and credit card usage at PoS terminals and online Debit and Credit Cards

Presence of domestic card network and its share Domestic Card Network

Government e-payments in the country 
Government E-payments

Government to Citizen (G2C) e-payments

Regulation of payment aggregators Aggregators

Costs of cross border personal remittances Cross Border Personal Remittances

Weak

Rate of decline of cheques 
Cheques

Ratio of cheque volume vs payment systems volume

Share of debit and credit card payments in payment systems 
Debit and Credit Cards

Number of people per PoS terminal

Value of debit and credit card payments to cash in circulation Cash vs Debit and Credit Cards

Number of people per ATM 
Cash & ATM

Ratio of ATM withdrawal vs cash in circulation

Volume and year-on-year growth of direct debits 
Direct Debits

Share of direct debits in payment systems

Digital payment of utility bills 
Digital Utility Payments

Public mass transportation systems in the country

Availability of channels and operators for cross border personal remittances Cross Border Personal Remittances
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Nilekani. The committee submitted its 
report in May. It has recommended a 
number of steps to RBI, government 
and businesses. 

Some of the important recommenda-
tions include: 

  Growing digital transactions vol-
ume by a factor of 10 in three years

  Better defining digital payment 
and strengthening data collection 
and tracking

  Addressing the issues of inter-
change fees and other issues in 
regular intervals

  Including non-banking entities in 
payment ecosystem

  Setting up of an Acceptance Devel-
opment Fund to be used for improv-
ing acquiring infrastructure at Tier 
IV, V and VI areas, with contribu-
tion from card issuers and RBI

  Each merchant should sup-
port at least one digital mode viz 
BharatQR, BHIM UPI QR, or 
Cards 

  Allowing customers to initiate 
and accept a reasonable number of 
digital payment transactions with 
no charges

  Creating online dispute settlement 
systems by all payment operators 
including NPCI

  Continuous monitoring and 
improvement of transaction fail-
ures

  Operationalization of a FIN-CERT 
for oversight, and monitoring secu-
rity of the digital payment systems

  Creation of a central fraud registry, 
that tracks all reported fraud

  Regular surveys to address digital 
payment issues and perceptions

  Promotion of digital transactions 
at rural farmer markets 

  Promotion of interoperable stan-
dards for transit payments 

In addition to these key recommen-
dations, the committee has suggested 
capacity building, promoting digital 
literacy, tracking inclusion, enhance 
accessibility, use vernacular languages 
and similar initiatives to promote digi-
tal payments, low value transactions at 

small merchants—which will increase 
the reach.

The committee specifically high-
lighted certain areas like government 
payments, payment infrastructure 
expansion and rationalization of cost 
to the consumers, enhancing confi-
dence by ensuring safety and interven-
tion by regulator where market forces 
fail to bring down costs and enhance 
acceptability. It also recommended 
special measures for high volume use 
cases like bill payment, ticketing and 
transport payments.

The committee recommends that the 
RBI and the government put in place 
an appropriate mechanism to moni-
tor the digital payment systems and 
make aggregated information based on 
blocks, and PIN code, available to all 
players on a monthly basis, so that they 
can make the necessary adjustments. 
The data, it said, should include:

  Scheme-wise performance data 
(users, volume, value, failure rates) 
from payment systems operators

  Mapping of users, the demand, 
infrastructure, and usage at a gran-
ular level (PIN code) from banks, 
and data from user surveys

It drew special attention to and pro-
motes the fundamental principle of 
supporting universal consumer access 
through standardization, to support 
interoperability, and safety. 

The committee recommended use of 
machine driven, online dispute resolu-
tion systems to handle customer com-
plaints and creation of shared fraud 
registries to grade each payment trans-
action for risk.

How does this matter?
Any business traversing the digital 
path today cannot ignore the criticality 
of digitalizing its payment options in 
order to make its transformation more 
effective. Digital payments help in 
achieving three critical objectives asso-
ciated with transformation. 

First and foremost, it transforms 
the customer experience. Payment is 
the last thing the customer (read con-

sumer in a B2C business) is going to 
spend time about. By making it seam-
less, customer satisfaction is greatly 
enhanced. With the rise of electronic 
commerce—where digital payment is 
a pre-requisite (even if we erroneously 
call cash-on-delivery as e-commerce), 
the payment experience may make or 
break the business, especially where 
the payment is regular and periodic—
like say bill payment. 

Secondly, it greatly contributes to 
enhancement of efficiency of the busi-
ness cycle. 

And finally, it greatly reduces the 
possibility of revenue leakage and 
hence results in a more effective rev-
enue management.  

With so much at stake, business-
es—especially those helping them 
leve-rage technology—cannot take a 
mechanical approach to just ‘enable’ 
digital payments. Rather, they need to 
carefully plan their business—promo-
tion, product customization and even 
warehouses—based on the digital pay-
ment trends.

This is what it means. 
Say, in a village of 5000, ten people 

are interested in a video streaming 
services. With high speed data avail-
able, they can get that easily now. If 
you want to reach 1000 such villages, 
you are reaching 10,000 customers. 
But before digital payments came in, 
a provider had to either set up a costly 
collection mechanism or go through 
the mobile operators. Both being not so 
convenient options for a smaller seg-
ment of target customers, the segment 
was ignored. With digital payment 
mechanisms, that neglected segment is 
a big opportunity now. 

For those businesses with repeat 
payment cycles, payment effectiveness 
is the most important building block 
for both customer experience and effi-
cient revenue realization. 

Understanding of the existing and 
future payment regimes is an impor-
tant business enabler for consumer 
businesses in particular and all busi-
nesses in general 
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Exploring the next 
Wave Of Blockchain 
innovation
Blockchain promises to disrupt many industries and not just the 
obvious ones like banking and financial services
By Karthik Ramarao
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The first thing that comes to mind 
when we talk about blockchain, is Bit-
coin. Blockchain has been stereotyped 
or correlated with Bitcoin and crypto-
currencies even though its applications 
lies far beyond, with high potential  
in auditing, healthcare, business and 
even cloud computing.  The technology 
has come a long way since its inception 
and is now being adopted by enterpris-
es for day-to-day functions like invoice 
automation, fraud control, patent 
tracking etc. People have realized that 
blockchain technology can be used in a 
myriad of ways and applications.

The global blockchain market is 
expected to be worth USD 20 Billion 
in 2024. Blockchain becomes the core 
enabling technology for financial 
institutions to move into the modern 
age of real time transactions. Govern-
ment, medical and IT industries are 
all experimenting with the advanced 
blockchain solutions. Corporate can 
work with NGOs/non-profit organiza-
tions to sustain a healthy and transpar-
ent way to give back to society by creat-
ing a social good ecosystem. Holistic 
policies are used to create a paradigm 
shift in using blockchain technology 
for creating directional social impact.

By bringing digital technology into 
real time computing systems manage-
ment, blockchain changes all aspects 
of our economy including healthcare, 
shopping, entertainment, education as 
well as social networks.

Blockchain new-age 
applications
Blockchain applications have been 
extracted from the use-case of Bitcoin 
to varied fields. It started off with 
banking and is slowly moving in to dif-
ferent fields.

1. Government: Blockchain empowers 
government to verify citizen’s identity 
for legitimate voting. It facilitates gov-
ernment to store immutable citizen 
data with an extra level of protection to 
private data. With blockchain technol-
ogy census enumeration can be made 
more accurate. Citizenship participa-
tion and crowd-funding ventures can 
also be revolutionized using block-
chain technology.
2. Healthcare: Blockchain offers a 
secure, decentralized, and efficient 
solution for digital health records 
exchange and pharmaceutical supply 
chain management. Blockchain tech-
nology makes redundant the siloed 
nature of health records by compil-
ing them in distributed ledgers. This 
interoperability allows doctors to view 
patient details which are otherwise 
scattered across many systems. This 
technology can be further leveraged for 
temperature monitoring and counter-
feit drug prevention in pharmaceutical 
supply chains. All access control can 
be with the patien though.
3. Environment and energy: Block-
chain technology helps to increase the 
efficiency of existing-grids as well as 
the peer-to-peer transaction of energy 
and payments. It can increase trust 
and transparency in the carbon credit 
exchange and reward individuals who 
recycle as well as produce clean energy.
4. Agriculture: Farm to fork can 
be revolutionized with blockchain 
technology with improved transpar-
ency, traceability and efficiency in the 
entire supply chain from farmers to 
consumers. It can help to save revenue 
by bringing down food contamination 
and food fraud incidents by taking out 
the third party and improving supply 
chain tracking. The technology will 
ensure that farmers receive timely pay-
ment for their produce.
5. Philanthropy: Blockchain technol-
ogy has caught the attention of philan-
thropists as they are using it to bring  
in more transparency toward the 
rightful usage of their generous con-
tributions. Blockchain also helps 

charitable organizations by enhancing 
transparency, reducing costs through 
disintermediation, and enabling new 
mechanisms for monitoring and track-
ing impact. It will also provide emerg-
ing models for new sources of revenue 
and fundraising.
6. Digital identity: Blockchain based 
digital identity allows user-centric 
databases which allows individuals to 
have a complete control over who has 
access to their data. This will help to 
reduce fraud, increase transparency 
and efficiency.
7. Land rights: Blockchain technology 
brings in transparency to land regis-
tration process and allows storage and 
verification of titles and ownership. It 
reduces documentation-based fraud 
and paves way to improved informa-
tion, efficient processes and transac-
tions. Blockchain enabled smart con-
tracts can make official processes like 
land registration much easier and save 
time and cost.
8. Education: Blockchain technology 
will help to reduce the administrative 
cost levied to verify and authenticate 
records as well as to provide a secure 
and immutable record of attendance 
and performance which can replace 
current methods of issuing certificates. 
It can enable a compiled portfolio of all 
student related information. Students 
can benefit from it by compiling their 
workbook into a distributed ledger 
that peers can benefit from.
9. Sanitation and water supply: 
Blockchain technology creates an effi-
cient way to track and record water 
data as well as to create more efficient 
markets for natural resources that are 
being exploited.

Focusing on Blockchain’s potential to 
reduce cost, increase efficiency, instill 
trust and improve security will enable 
this technology to move away from the 
hype and become a full-fledged tech-
nology enabler in all spheres of busi-
nesses in the coming days.

—The author is Founder & CTO, Empirical 
Data 
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