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Globally, there is a lot of work going on to pro-
tect personal individual data. While GDPR has 
just kicked off in Europe, similar legislations 
are in the making in various parts of the world, 
including India. 

The provisions of most of these legislations are 
fairly stringent, and that is often justified citing 
the rising instances of data breaches!

That is a faulty logic, to put it mildly. Data 
breaches, in three out of four cases, are sophisti-

cated targeted attacks. To fall victim 
to it is not an indication of a com-
pany’s lack of intention. 

Principle of natural justice 
demands that there should be dis-
tinction between an intentional 
misuse and failure to protect. There 
are organizations whose business 
models are based on exploiting the 
personal data of their users. Then, 
there are numerous banks, hospi-
tals, airlines, educational institu-

Breaches 
and the 

laws!

G

EDITORIAL

tions that deal with a lot of personal data for carry-
ing out their work. Being not so tech savvy, they are 
seen as soft targets by attackers. Healthcare is the 
top favorite of attackers.

On the other hands, those businesses that are built 
on the premise of leveraging data per se are usually 
sophisticated high-tech organizations. Those organi-
zations should attract the most stringent penalties.

Clubbing both these categories for the purpose of 
regulation, to me, is not a fair approach.

While our cover story this month is about breach-
es and how a lot of breaches are never reported in 
India, we have a debate on if India needs stringent 
data protection regulation. Two practitioners, KRC 
Murty of Deutsche Bank and Anil Porter of Inter-
Globe Tech put forward their views on either side. 

The annual CIO&Leader conference is round the 
corner. This time the theme is Practical CIO. It is essen-
tially focused on how the new emerging technologies 
can be practically leveraged by organizations. 

Hopefully, I will be able to share some learning 
from that in a subsequent issue 

Principle of 
natural justice 

demands that 
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intentional misuse 
and failure to 
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on, the research finds organizations 
struggling with both the digital and 
leadership capabilities required 
for success. On a comparative 
scale, while on average, 39% of 
organizations in 2018 said they 
have the digital capabilities required 
– which was the same in 2012; 

Leadership, not Tech 
is holding up Digital 
Transformtion
Digital transformation in many 
global corporations is stuck in 
a rut for the lack of leadership 
capabilities, according to a recent 
study by Capegemini Digital 
Transformation Institute carried 
out with the MIT Center for Digital 
Business. The study, a follow up 
to their 2012 study, finds that even 
after six years, organizations are 
struggling to turn their investments 
into business successes.

The 2012 research had established 
a digital mastery framework and that 
organizations should progress on 
two dimensions to be digital masters 
– digital capabilities and leadership 
capabilities. Digital capabilities were 
defined as the use of technology to 
change how the company interacts 
with customers, operates internal 
processes, or defines its business 
model; and leadership capabilities 
are about creating the necessary 
conditions required to drive the 
transformation. However, six years 

“When everything 
is a platform, where 

does that leave the 
real platform?”

WHAT 
CIOs ARE 
TIRED OF 

HEARING... 

around
thetech
LEADERSHIP

leadership capabilities seem to have 
slid with only 35% of organizations in 
2018, on average, saying they have 
the leadership capabilities required. 
The figure was 45% in 2012.
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makingheadlines 

gender 
bender 

BY THE BOOK 

If the 90s witnessed the hope about 
technology being reflected in the 
tech on-fiction, the first decade of this 
century was about making sense of it 
and profiting from it. For the past two-
three years, tech writers have started 
expressing their concerns about how 
technology and Internet are impacting 
the society.  

In particular, democracy is seen 
as the most vulnerable victim. The 
People Vs Tech: How the internet is killing 
democracy (and how we save it) by Jamie 
Bartlett is the latest in a series of such 
books. The Internet was meant to pro-
vide us freedom. And it does. But all 
of us know that Internet—especially 
social media like Facebook and Twit-
ter—are heavily influenced by parties 
with political or commercial interest. If 
Twitter can give rise to an Arab Spring 
or an India Against Corruption, it can 
also manipulate the elections in the 
world’s oldest democracy.

Can we do something about it? Can 
we fight it? Bartlett not just sensitizes 
us of the danger, he also gives 20 ideas 
to fight it. The author of Dark Net and 
Orwell vs The Terrorists does not have too 
many new ones, but the book is worth 
reading for the first part.

Facebook lost one-fifth of its value wiping out USD 120 billion worth of 
wealth in a single day, after it missed the revenue expectation and provided a 
weaker guidance. While slowing growth of subscribers may be a big reason, 
many have started questioning if the European GDPR and similar legislation 
being enacted in other parts of the world, including India, suddenly makes the 
data-driven model quite vulnerable. With huge fines for violation, GDPR has 
forced companies to take extra precautions while dealing with personal data of 
users. Some of the provisions are so stringent that companies are trying to figure 
out if they can do anything with data anymore! And there’s no company that 
plays with so much of personal and extra-personal data as Facebook does!!

Facebook is the poster boy of data-driven business. How it tackles the chal-
lenge of tightening regulations will determine how companies shape their data 
strategy, especially that concerning personal data.

If you had any doubt about Internet’s role as a great 
leveler, this piece of news should end that.

The global share of women entrepreneurs could be 
just about 10%, but there is one particular region in the 
world which has an average of 35% women entrepre-
neurs across different countries.

If that has already surprised you, take some more. It 
is Middle East, according to The Economist. It includes 
countries like Saudi Arabia too, where women were 
allowed to drive just about a couple of months back!

What explains this? And, they are not necessarily 
positive reasons. One, despite the ratio of graduates 
being almost 50-50, only one in seven or one in eight 
employees is a woman. Two, internet does not have 
the limitation of physical workspaces and you have 
the option of working from home. That makes many 
women take to this medium. Three, many women 
want to work but face resistance from family. Internet 
allows them to do all that they want to do from home.
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REGULATION-WISE

In what could be seen as a very progressive stance by the Indian 
regulator, BP Kanungo, Deputy Governor of Reserve Bank of India 
(RBI), called for creating regulatory sandbox to support innovation in 
payment systems.

In a recent speech, delivered to mark National Payment Excel-
lence awards by National Payment Corporation of India (NPCI), 
the senior RBI functionary, in charge of payment systems has called 
for trying out new technologies and approaches including big data 
analysis and analytics framework; industry-wide platforms for 
sharing fraud data; self-regulatory organizations in various finan-
cial sub-sectors; security standards for newer forms of payment; 
leveraging blockchain and contactless payments.  Kanungo is also 
responsible for IT function at RBI. 

Kanungo, in his address, identified six attributes needed to 
achieve excellence in payment systems—availability; efficiency; 
convenience; safety; security and adaptability.

VITAL 
STATISTICS 

Slow and 
steady wins 
the race?

matter  
twitter 

of

Source: RightScale 2018 State of the Cloud Report

Respondents Running Apps 2017 vs. 2018
AWS

Azure

Google Cloud

IBM Cloud

VMware Cloud on AWS

Oracle Cloud

Alibaba Cloud

Not Asked in 2017

Not Asked in 2017

64%
57%
45%
34%
18%
15%

2018
2017

10%
8%

6%
3%

8%

2%

AWS leads, but Azure grows faster to 

reach 70% of AWS adoption
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In the recently concluded World Cup 
Football Russia 2018, FIFA the world 
governing body of football and the 
organizer of the tournament intro-
duced, for the first time, a video umpire 
decision review system called Video 
Assistant Referee (VAR). The laws of 
international football were amended 
this year by International Football 
Association Board IFAB to allow  
this referral by the umpire and play-
ers. Some of the decisions taken  
based on VAR referral have been ques-
tioned. The penalty awarded based 
on VAR review to France in the final 
which France converted has been 
slammed by Croatian coach. Similarly, 
another decision in Portugal v Iran 
was also questioned. Many are even 
discussing if it is a threat to the future 
of human referees!

For those who are also cricket fans, 
it is kind of déjà vu. They have gone 

TECH IN TEAM SPORTS  

Football is taking first lessons on what 
cricket mastered long back!

through all these discussions long 
back. While third umpires have been 
there since early 90s, an umpire Deci-
sion Review System (DRS) has been in 
usage in test cricket since 2008 and in 
ODI since 2011. It is in the 2011 World 
Cup in India that DRS was first used in 
the World Cup.

Indian cricket board, BCCI was also 
opposed to DRS at one point of time 
because of a few bad decisions, espe-
cially in a match against Sri Lanka. 
There were doubts if it would lead to 
redundancy of the field umpires! 

Humble hockey too went for its ver-

sion of review system quite some time 
back. The first international tourna-
ment to test video referral system was 
the 2009 Champions Trophy but it 
was formally introduced in World  
Cup in 2010 Hockey World Cup in 
New Delhi. It actually started in India 
in the Premier Hockey League (PHL) 
in 2007. 

Despite being played by a much 
smaller number of nations, Cricket has 
clearly led in application of technology. 
The Hawk-eye, which is now widely 
used actually tracks the trajectory of the 
ball through use of multiple cameras!

Sports Technology Year Introduced 
in World Cup Venue

Cricket Decision Review System (DRS) 2011 India 

Football Video Assistant Referee (VAR) 2018 Russia

Hockey Video Review System 2010 New Delhi, India
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Facebook Crisis 
And Network 
Security In 
India
Currently in India, there is no data 
protection policy or any government 
policy around it

A UK based political data analytics 
firm, Cambridge Analytica allegedly 
sourced the data of around 80–90 mil-
lion Facebook users illegally without 
their knowledge and consent and used 
it during Donald Trump’s presiden-
tial campaign. They allegedly started 
collecting the data in 2014 and used 
it to form political campaigns and 
influence voter opinion. Facebook 
claimed that the users were duped 
by a researcher who originally got 
the data through a quiz app hosted 
on Facebook. However, Facebook’s 
then malfunctioning design allowed 
this app to not just collect personal 
information of people who agreed to 
take the survey, but also the personal 
information of all the people in those 
users’ Facebook social network. This 
caused huge uproar not only in the US 
but also globally. While many deleted 
their Facebook accounts, everyone else 
became deeply skeptical about not just 
Facebook but also online security and 
data privacy in general.

Cambridge Analytica was doing a 

lot of number crunching to under-
stand user behavior and preferences, 
which is very normal, but what caught 
people’s attention is that it was alleg-
edly influencing people’s behavior. 
People are not too careful about what 
they are posting on social media, what 
they like on it and if somebody has that 
data, they can predict your behavioral 
choices, political leanings, religious 
leanings and other important factors. 
The other scary part was that if you are 
leaning towards their views, they will 
create more campaigns and content 
that strengthens your views and if not, 
they will try to influence your views.

Currently in India, there is no data 
protection policy or any government 
policy around it. There should be a 
way to enforce best practices of data 
collection, retention and disposal; 
otherwise it becomes an easy prey not 
just for hackers but also to unscru-
pulous organizations. Organizations 
are not bound to secure your data in 
any way. For example, there are lots of 
government services for which we can 

A

By Anshuman Singh

COLUMN

 The author is Senior Director – Product 
Management at Barracuda Networks
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rules. Each individual has the right 
to go to an organization and ask the 
organization to delete his/her data. 
They are bound by law to delete the 
data within a stipulated time. If you 
are not compliant, penalties are very 
high. The presence of a similar law in 
India will bring a lot of trust back into 
online transactions.

It is also very important for most 
businesses to keep their customer’s 
data secure. Say, you are an online 
e-commerce company. You will have 
customer data, which needs to be kept 
securely. The other aspect is that after 
data is stored, you need to ensure that 
your database is encrypted. There are 
other threats like encryption malware. 
Organizations will have all business 
data and if a ransomware hits and 

collects the data, it can cause grave 
consequences. That is where storage 
backups come into the picture.

The Facebook-Cambridge Analytica 
crisis has taught the world a huge 
lesson that at any point we cannot be 
casual about our online data and we 
are not yet in a fully secure state. It is 
rumored and there is no proof that 
data was used to swing the elections 
and if that is true it is a big thing. If it 
was done by a third party, it is even 
worse. We also need to be aware  
about certain things when online,  
like giving permission to apps to 
access our profile. It seems fun but  
can cause huge damages. Another 
thing is distinguishing between real 
and fake info and we need to be careful 
on this aspect 

pay online, like water bill, electricity 
bill, etc. In that case, I am providing 
my information, and it is the govern-
ment service provider’s duty to keep 
my data secured and not use my data 
in any malicious way. While the gov-
ernment service providers may not be 
selling data but many private compa-
nies may be doing that, we need to be 
careful about the kind of information 
we put online. They also should be 
careful about it. In Europe, General 
Data Protection Regulation (GDPR) 
policies went into effect from, 25 May  
2018, which has put a framework on 
how data should be secured, retained, 
utilized and disposed. Deleting old 
data is in important aspect of the 
regulation. The European Union (EU) 
regulation has strict data regulation 

It is also very important for most businesses to keep their customer's 
data secure...you need to ensure that your database is encrypted
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Majority Of 
Organizations 
Ill-Equipped 
To Manage 
Third-Party 
Risk
Over 70% organizations do not have 
adequate knowledge or required 
visibility into third-party outsourced 
relationships

No company can function as an island and as our eco system 
broadens it typically deals with many entities like customers, 
partners, affiliates and others.  When organized together these 
entities form what we term as the “extended enterprise” which is 
closer to the core of business than ever before. Organizations that 
step up to the challenge of developing programs to better manage 
this risk can elevate their position in the market by unleashing  
with confidence the reach, expertise and relationships that third 
parties can bring.

Third party risk management has to become a top-of-mind prior-
ity for organizations. In this respect, our recent (third) annual EERM 
(Extended Enterprise Risk Management) Survey, based on 975 responses 
from a variety of organizations across 15 countries of  Asia Pacific, 
Americas, Europe, Middle East and Africa region ,has highlighted 
some interesting findings. 70% of organizations in India recognize 
an increase in risk but remain ill-equipped to deal with it because of 
inadequate or absolutely no knowledge of sub-contractors engaged 
by their third parties. In fact, 14% of the respondents in the survey 
stated that third party-outsourced relationships are not identified, 
monitored or reviewed at all.

N

By Sachin Paranjape

COLUMN

 The author is Sachin Paranjape, 
Partner, Deloitte India
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Companies today have to rely on relationships that are 
multiple and third party in nature, and typically outsourced. 
These are like outliers on the risk periphery – even for orga-
nizations that place strong focus on risk. Our survey report 
highlights the below key areas where organizations could 
benefit from further effort:

 Controlling heightened risk: Dependence on third parties 
continues to grow, with over 70% of Indian respondents 
stating that their dependence on extended enterprise has 
grown owing to business and macro- economic conditions. 
Impact of external events (42%) and increasing threat of 
their party related incidents and disruptions were the two 
most dominant factors contributing to the perception of 
heightened risk in the extended enterprise.

 Enhanced board engagement: Board oversight and 
engagement with EERM programs continues to lag. At a 
global level, 78% of organizations suggest that the Chief 
Executive Officer (CEO), CFO, Chief Procurement Offi-
cer (CPO), CRO, or a member of the Board is ultimately 

accountable for this topic. In India, this decision rests 
with the Chief procurement or the Risk Officer. Boards 
in India are making relatively slow progress on this mat-
ter whereby 57% of the respondents suggested that their 
boards merely have a moderate level of understanding and 
engagement on this subject.

 Technology platforms: In keeping with the trend of 
increased centralized oversight of EERM activities, tech-
nology decisions are now being taken more centrally and 
standard tiered technology architecture is emerging. Less 
than 10% of our global respondents in our survey are cur-
rently using bespoke systems for EERM, a sharp drop 
from just over 20% last year.

 Sub-contractor risk: Organizations lack appropriate vis-
ibility of sub-contractors engaged by their third-parties as 
well as the discipline and rigor to frequently monitor such 
fourth/fifth parties. 57% of survey respondents feel they do 
not have adequate knowledge and appropriate visibility of 
sub-contractors engaged by their third-parties and a fur-
ther 21% are unsure of their oversight practices 

Companies today 
have to rely on 
relationships 
that are multiple 
and third party 
in nature, 
and typically 
outsourced. These 
are like outliers on 
the risk periphery...
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"Organizations 
Need To Train Their 
Employees In Good 
Operational Security"
An interview with Keith Martin, Head – Asia Pacific and 
Japan for Corporate Business, F-Secure, who shares his 
perspectives on cybersecurity…

Keith Martin, Asia Pacific Head and Corporate 
Business, F-Secure shares his perspectives on 
cybersecurity….

Cybersecurity spending is higher  
than it’s ever been – an estimated USD 

96 billion this year. Where do you think 
organizations are investing the most?
Companies continue to invest the lion’s share of 
their cybersecurity spend in the more “tradition-
al” areas, such as antivirus software, firewalls, 
and monitoring. However, although the overall 
percentage is still relatively low, some newer cat-
egories, such as endpoint detection and response, 
as well as vulnerability assessment, are growing 
at a faster rate than the more traditional types of 
protection, and we will see them consume an even 
greater percentage of the spend in the future. 

Do you finally see organizations 
turning cybersecurity/security into 

a strategic asset in the organization?
Unfortunately, I don’t believe this shift in mindset 
has become very commonplace yet, although it 
should be. Using the strength of your security as a 
competitive differentiator can definitely add value 
to your business and therefore should be seen as 
contributing to your profit, not simply viewed as a 
cost to be minimized.

There’s a lot going on around 
cybersecurity and data protection 

these days, so it’s a fantastic set of top-
ics. So what are some of the concerns 
you’re hearing from your APAC custom-
ers on GDPR?
There is still a lot of confusion and uncertainty 
regarding GDPR. Companies really need to 
clearly understand if this affects their business 
and, if so, ensure that they have taken the nec-
essary steps to comply with these regulations. 
GDPR is not only about cybersecurity but also 
ensuring that the personal information you have 
on your systems is sufficiently protected. This is 
something every company should take seriously, 
regardless of whether they are impacted by GDPR 
or not.

GDPR will force everyone to raise 
the bar in terms of security and 

functionality. How do you think organi-
zations can balance both?
As our chief research officer Mikko Hypponen has 
said, “Complexity is the enemy of security”. The 
more complicated we make our systems, the more 
difficult they are to use and maintain; the more 
likely they are to be insecure. As an example, one of 
the data leaks that occurred within the government 
of Japan happened for exactly this reason. A sys-

K
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tem that was too cumbersome to use as designed led one user 
to move data in a spreadsheet to another machine in order 
to complete their work more efficiently. Unfortunately, that 
machine was not on the secure network and eventually got 
compromised. This is a good lesson for ensuring that we don’t 
forget that sometimes the simple solution is both easier to use 
and more secure at the same time.

According to your recent ransomware 
report, WannaCry is the family behind May 

2017s global ransomware pandemic, which is 
now recognized as the largest ransomware out-
break in history. How can we avoid such attacks 
from recurring in the future?
The best way to avoid ransomware is to use reputable 
antivirus software, preferably one that includes heuristic 
analysis in addition to a standard signature-based detection 
engine, and to keep all of your PC software up-to-date with 
the latest patches and updates. The WannaCry outbreak 
was enabled by the fact that while there was a Windows 
patch that would have prevented infection, those 200,000 
machines that got infected had not taken the care to keep 
their systems up-to-date. Finally, be sure to have a backup of 
your data just in case. If your data is backed up, even in the 
worst-case scenario of a ransomware infection, you can still 
restore your data from the backup.

"Using the strength of 
your security as a
competitive differentiator 
can definitely add value
to your business..." 

What were some of the other important 
insights that came from F-secure’s Ran-

somware report?
One interesting trend is the shift by criminals from ransom-
ware to cryptojacking as a way to make money from their 
victims. With cryptojacking, rather than encrypting your 
files and extorting money from you to have them decrypted, 
cryptojacking involves installing malicious code on your PC 
that will steal CPU power and bandwidth with which the 
criminals will mine cryptocurrencies in the background. 
This trend has been fueled by the recent bubble we are see-
ing in the value of various virtual currencies, such as Bit-
coin, making the mining of coins by using the victim’s com-
puter resources an attractive alternative to ransomware.

Just about everybody gets endpoint security 
wrong in one way or another. What best prac-

tices do you recommend for CISOs/organizations 
to ensure that their loose ends are protected?
Apart from the standard recommendations of ensuring that 
all systems are fully patched and up-to-date, and for using 
reputable antivirus software on your endpoints, I think it is 
critical that you train your people in good operational secu-
rity. Most targeted attacks these days start with a phishing 
email, which are alarmingly effective at getting an employee 
to voluntarily divulge their login credentials. F-Secure’s 
own white hat hackers, who regularly do red teaming secu-
rity assessments, frequently gain a foothold inside the target 
organization by devising a phishing attack that can easily 
trick the employees into giving up their login credentials. 
Using a training solution to provide employees with a great-
er understanding of the dangers, as well as giving meaning-
ful practice in spotting such attacks goes a long way towards 
making your company’s infrastructure safer 

—Keith Martin, Head – Asia Pacific and Japan 
for Corporate Business, F-Secure 
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Data can do magic—so we are told. When it goes 
to wrong hands, the black magic can have dan-
gerous consequences. And it is happening. 

Whether it is health records of a prime min-
ister of one of the most well-governed nations 
or highly confidential trade secrets of some 
of the iconic automotive brands, or the social 
conversations between users of the top social 
media platform, not to talk of the personal 
details of you and me, every piece of data sud-
denly seems highly vulnerable to exposure. 

On 20 July, Singapore’s Health Services, 
SingHealth and Ministry of Communication 
and Information (MCI) jointly made public 
that about 1.5 million patients who visited 
SingHealth’s specialist outpatient clinics and 
polyclinics from 1 May 2015 to 4 July 2018 
have had their non-medical personal particu-
lars illegally accessed and copied. The data 
taken include name, NRIC number, address, 
gender, race and date of birth. Information on 
the outpatient dispensed medicines of about 
160,000 of these patients was also exfiltrated, 
they said in a statement.

Investigations by the Cyber Security Agen-
cy of Singapore (CSA) and Singapore’s Inte-
grated Health Information System (IHiS) have 
confirmed that this was a deliberate, targeted 
and well-planned cyberattack. It was not the 
work of casual hackers or criminal gangs. 

On 4 July 2018, IHiS’ database administra-
tors detected unusual activity on one of Sing-
Health’s IT databases. They acted immedi-

ately to halt the activity. IHiS investigated the 
incident to ascertain the nature of the activity, 
while putting in place additional cybersecu-
rity precautions. On 10 July 2018, investiga-
tions confirmed that it was a cyberattack, and 
the Ministry of Health (MoH), SingHealth 
and CSA were informed. It was established 
that data was exfiltrated from 27 June 2018 to 
4 July 2018. 

The data accessed by the attackers  
included the health records of the prime  
minister Lee Hsien Loong, who sportingly 
said, "I don’t know what the attackers were 
hoping to find. Perhaps they were hunting  
for some dark state secret, or at least some-
thing to embarrass me. If so, they would have 
been disappointed." 

But he has tougher task ahead than jok-
ing about his own health records. There are 
voices being heard that question the invest-
ment on Singapore’s Smart Nation program. 
In Singapore, such questioning is rare. But 
the access of their health records by cyber 
criminals seems to have shaken people. 

Health records seem to be a particularly 
favourite target of the attackers. In Austra-
lia, online health services firm HealthEn-
gine notified last month that a small group 
of users’ data may have been improperly 
accessed via HealthEngine’s Practice Recog-
nition System on its website.

“Due to an error in the way the HealthEn-
gine website operated, hidden patient feed-
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back information within the code of 
the webpage was improperly accessed. 
This information is ordinarily not vis-
ible to users of the site,” the company 
said in a statement. More than 59,600 
patient feedback entries may have 
been improperly accessed.

The per capita cost of data breach 
in healthcare is the highest among all 
industries, according to the recently 
released 2018 Data Breach report. At 
USD 408, it is almost double that of 
the Financial industry which has a 
per exposed record cost of USD 204, 
which is second in the list of industries 
in terms of per exposed record cost of a 
data breach. 

But by no means is it the only 
industry targeted. 

Even while Singapore was detect-
ing the attack, sports goods company 
Adidas announced a significant data 
breach involving customer data of 
those US customers who purchased 
from its stores online. The compro-
mised data include name, contact 
information, user name and encrypted 
password. Some millions of customers 
could have been exposed though it is 
not clear how many records were actu-
ally hacked.

Considering that it came right 
in the middle of FIFA World Cup 
ensured that even those who normally 
would not have noticed the news  
saw it. 

Just a couple of days prior to Adidas 
announcement, another huge compro-
mise was reported. The compromise 
at Exactis, a marketing firm involved 
a database that contained close to 340 
million individual records on a pub-
licly accessible server, unprotected by 
any firewall, according to a report by 
Wired. The company claims possess-
ing data on 218 million individuals, 
including 110 million US households. 
Unlike most such exposures which 
contain generic data like name, 
address, email ids, Exactis database 
contains “more than 400 variables on 
a vast range of specific characteristics: 
whether the person smokes, their reli-
gion, whether they have dogs or cats, 
and interests as varied as scuba diving 
and plus-size apparel.” 

While not many in India—and 
even in the US—would have heard the 
name of Exactis, it works for major 
consumer companies and is primarily 
a data company.  

"It seems like this is a database  
with pretty much every US citizen  
in it," Wired reported security 
researcher Vinny Troia as saying. 
Troia discovered the expose. At 340 
million, it is bigger than last year’s 
Equifax breach which saw a compro-
mise of 145 million records. Wired 
reported that while “the leak doesn't 
seem to contain credit card informa-
tion or Social Security numbers, it 

does go into minute detail for each 
individual listed, including phone 
numbers, home addresses, email 
addresses, and other highly personal 
characteristics for every name. The 
categories range from interests and 
habits to the number, age, and gender 
of the person's children.”

Just like Exactis, survey firm Type-
form has seen a breach that impacts 
consumer data of many of its clients 
such as Tasmanian Electoral Commis-
sion, British prestige brand Fortnum 
& Mason, digital bank Monzo, and 
food maker Birdseye. Some of them 
have issued alerts to their customers 
but they are just a fraction of the thou-
sands of customers that Typeform has.

The third party specialized B2B 
providers seem to be the weak link. 

Another such provider, [24]7.Ai, 
which is an offshore service provider 
with huge operations in Bangalore 
(earlier called 24/7 Customer), saw 
its tools being infected with malware, 
which could have impacted hundreds 
of thousands of shoppers of Delta 
Airlines, Sears, Kmart and Best buy. 
Other [24]7. Ai customers include 
American Express, AT&T, Citi, eBay, 
Farmers Insurance and Hilton. 
Amex and Farmers clarified that they 
weren't affected by the breach.

In UK, online ticket booking site 
Ticketmaster identified malicious 
software on a customer support prod-

“Perhaps they were 
hunting for some 
dark state secret, or 
at least something to 
embarrass me. If so, 
they would have been 
disappointed,” said Lee 
Hsien Loong, the prime 
minister of Singapore
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uct hosted by Inbenta Technologies, 
an external third-party supplier to 
Ticketmaster. The company, in a state-
ment said, less than 5% of its global 
customer base has been affected by 
this incident.

Involvement of a third party in 
a data breach raises the cost of the 
breach. According to Ponemon Insti-
tute’s 2018 Data Breach report, the per 
exposed record cost of a data breach 
increased by USD 13 to USD 161, if a 
third party was involved.   

There are reported cases where 
access of data by an unauthorized 

party may or may not have occurred, 
but the exposure of unprotected data 
means vulnerability of that data. 

One such vulnerability was report-
ed recently by The New York Times. It 
said a security researcher found ‘tens 
of thousands of sensitive corporate 
documents’ unprotected, accessible on 
Internet.’ Almost all major automak-
ers such as Tesla, Toyota and Volkswa-
gen were among the companies whose 
documents were found unprotected, 
said the report.  

“Among the documents were 
detailed blueprints and factory sche-

matics; client materials such as con-
tracts, invoices and work plans; and 
even dozens of nondisclosure agree-
ments describing the sensitivity of the 
exposed information,” it said. 

A small Canadian company, Level 
One Robotics and Controls, was 
responsible for this exposure. It is 
still not known if the data has been 
accessed by any malicious parties. But 
it was exposed for long. 

After a Wall Street Journal report, 
Facebook suspended a third-party 
company, Crimson Hexagon, while 
the investigation about whether it 

RECENT BREACHES AT A GLANCE
Month Organization Sector Region Type of data Impacted Customers

Jan-18 OnePlus Mobile 
Phones US Credit card information 40,000 customers

Mar-18 Under Armor/
MyFitnessPal

Fitness 
Apparel US Usernames, email addresses, 

and hashed passwords 150 million users

Mar-18 Orbitz Travel US
Names, dates of birth, 
addresses, email ids and 
genders

880000 payment cards

May 17 - 
Mar 18

Hudson's Bay Company 
(Lord & Taylor, SAKS 
Fifth Avenue)

Retail US 5 million

May-18 PageUp HR/
Recruitment

Australia, 
Singapore, 
UK

Names, addresses, email ids, 
addresses, telephone nos of 
employees, applicants and 
referees; employee usernames 
and passwords

NA

Jun-18 Adidas Sports 
Goods US Contact info, user name, 

emcrypted password a few million records

Jun-18 Ticketmaster Online event 
booking UK

Name, addresses, email ids, 
phone nos, payment & login 
details

30000 users

Jun-18 Harvey Norman Retail
Ireland, 
Northern 
Ireland

Names, email addresses, and 
telephone numbers NA

Jun-18 Exactics Marketing 
Services US

Names, contact info, 400 
variables related to personal 
choices

230 million records 
exposed

Jun-18 Typeform
Customer 
engagement 
platform

US Names, contact info NA

Jun-18 HealthEngine Healthcare Australia 59600 users
Jun-July 
18 SingHealth Healthcare Singapore Health information 1.5 million

June 
July-18 Not known Education India Personal details of NEET 

candidates 250,000
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accessed any information illegally is 
on. This comes after a case involving 
an analytics firm, Cambridge Analyti-
ca, which was alleged to use Facebook 
data to help political parties (including 
in India), among other.  

Business Impact
World Economic Forum’s Global Risk 
Report (GRR) 2018 identifies Cyberat-
tacks and Data Theft as two of the top 
risk to the global economy. 

But just how big is the cost to global 
business? Two reports give us some 
indication. One is, of course, Ponemon 

Institute’s Global Data Breach Report, 
referred above, which measures the 
cost of a data breach and the other 
is Gemalto’s latest Breach Level Index 
(2017) which measures the universe  
of breaches. 

According to Gemalto report, more 
than 4.8 million records are compro-
mised every day. In 2017 alone, 2.6 
billion records were stolen, lost or 
exposed worldwide. This was an 88% 
jump over the previous year, 2016, 
even though the number of incidents 
declined marginally (by 11%).

According to Ponemon Institute’s 

report, average cost of a data breach in 
2018 is USD 3.86 million, which is a 
6.4% increase over the last year’s aver-
age cost. Average cost per lost or stolen 
record is USD 148, up from last year’s 
USD 141. 

The average cost of data breach,  
of course, varies by the country. While 
it is highest in the US, it is lowest 
in Brazil. Healthcare leads all other 
industries by a huge margin when 
it comes to per capita cost of breach. 
Financial and Services follow at No 2 
and No 3 respectively.

Organizations undergoing a  
major cloud migration at the time of 
the breach saw this increase to per 
capita cost by USD 12, with an adjust-
ed average cost of USD 160 per record, 
as compared to a normal average of 
USD 148. 

The report says that a mega breach 
of 1 million records yields an average 
total cost of USD 40 million while  
a breach involving 50 million records 
yields an average total cost of USD  
350 million.

To calculate the cost—the only lan-
guage that businesses understand—
we have to use findings from both the 
reports—Gemalto’s and Ponemon 
Institute’s. 

Taking the 2017 data from both  
the reports, the global cost to busin- 
ess from data breaches can be calcu-
lated to be USD 367 billion in 2017, 
which could easily go upwards of USD 
400 billion.

Businesses, though sensitized  
about the danger, do not yet realize  
the full cost of a data breach, often 
attaching a cost to it only if there’s a 
financial fraud. That is a major barrier 
towards fighting breaches. Ponemon 
calculates the overall cost taking  
four components—detection and  
escalation cost, notification cost,  
post data breach response, and lost 
business cost.

Where does India Stand?
Somehow, in India, though, it is rarely 
that we see reports on major data 

Factors that influence the cost of a data breach

A CISO appointment takes the cost of saving per record by USD 6.5. Assuming 
that an average CISO salary is USD 400,000, a breach of about 60,000 records 
would pay for it.
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breaches. Except for the Aadhaar 
breach, we hardly see media discuss-
ing major data breaches.

Is India bucking the trends?
Far from it. In India, breaches just 

do not get reported. 
Recently, Indian media portal, 

thewire.in reported that the phone 
numbers, email IDs and addresses of 
hundreds of thousands of applicants 
who took the National Eligibility and 
Entrance Test (NEET) in 2018 were 
available online. Data was available 
for 2.5 lakh students out of 13 lakh 
who took the test. 

The website reported that the data 
was being sold at INR 2.4 lakhs for 2 
lakh records. Each record contained 
student name, his/her NEET score, 

ranking, complete address, date of 
birth, mobile number and email ID.

The portal actually verified the claim 
and found that the data was correct. 

However, none of the top Indian 
newspapers has reported it. 

According to the BLI Index by 
Gemalto, 3.24 million records were 
stolen, lost or exposed in India in 2017. 
If that seems a much smaller num-
ber—it is less than 0.25% of global 
records—that is because the number 
of consumer records online is far less.

But India is catching up. While  
the global number for data records 
compromised saw a growth of 88%,  
in India, that growth was 783% 
between 2016 and 2017. There were  
as many as 29 data breaches in the 

entire 2017 and 58% of them were 
identity thefts.

According to Ponemon Institute’s 
report, the average size of data breach 
in terms of number of records compro-
mised per breach is second highest in 
India, with more than 34,000 records 
per breach.

According to Gemalto data, of the 
29 data breach incidents in India in 
2017, identity theft represented the 
leading type of data breach, account-
ing for 58% of all data breaches, the 
trend being similar to global trends, 
where 69% of all breaches were iden-
tity thefts.

Without strong regulations,  
companies do not report the breaches 
and that is the reason behind lack 
of coverage and public sensitivity. 
According the Gemalto report, the 
second largest global breach in 2017 
occurred in India.

This involved compromise of 200 
million records at the Motor Vehicle 
Department of Kerala. This could have 
been a political hot potato. But with 
little sensitivity about privacy, Indian 
political parties lack the will and 
understanding to highlight this.

At a BLI score of 9.9 (only margin-
ally less than the globally infamous 
Equifax breach which was assigned 
a score of 10), this was in the same 
league. Yet, few, even in the security 
community know about it.

India is working out a strong data 
protection legislation. A committee 
appointed for the purpose, is report-
edly giving final touches to the draft 
bill. The bill is based on the feedback 
that it received after floating a white 
paper earlier. If that is anything to go 
by, Indian bill will also be modelled on 
the lines of Europe’s GDPR and UK’s 
Data Protection regulation. 

India is known for producing some 
of the best pieces of legislation but has 
a poor track record of enforcement. 
With little awareness among people, 
little care by citizens for privacy and 
little sensitivity by media, the chal-
lenge is huge 

Average number of records compromised per breach

India is next only to Middle East in terms of number of records compromised 
per breach, part of which could be due to its population. But then, it is Middle 
East that leads
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//DO WE NEED A STRONG DATA 
PROTECTION LAW IN INDIA 
AT THE COST OF CUSTOMER 
CONVENIENCE?

In my view, a strong data protection 
law is very critical. India is working 
out its own data protection legislation, 
modelled around the European  
General Data Protection Regulation 
(GDPR). The draft bill is likely to be 
released anytime.

Globally, people are becoming more 
and more concerned about privacy, 
leading to multiple countries enacting 
such laws. India is the latest. 

A strong horizontal data protection 
regulation, as opposed to sectoral 
regulations, is applicable to every 
organization. This ensures that there is 
standardization of practices with little 
scope for unique interpretations. 

That enhances accountability. 
Accountability is at the heart of all data 
protection regulation. For example, 
GDPR violation can attract a company 
penalty worth 20 million Euros.

It puts the ownership of data back in 
the hands of the user. You will need to 
seek ‘consent’ to control/process the 

"Accountability 
is at the heart 

of all data 
protection 
regulation"

FACE OFF

KRC MURTY
VP – Safety & 

Soundness, Group 
CIO, Deutsche 

Bank AG

of data breaches year after year and  
it should be a no surprise that there  
is a need for greater data protection  
in our increasingly interconnected 
world. A greater change is needed 
because it places ‘accountability’ 
across its principals. This means that 
if any organization is found to be 
negligent in its management (or mis-
management) of data protection, then 
someone will be held accountable for 
the actions of it. This will bring greater 
protection to the data and ensure safe-
guarding of the same. 

The GDPR also places the responsi-
bility on the data controlling organiza-
tion to report any breach within 72 
hours. The penalties available to the 
ICO to impose on organizations that 
breach the GDPR directive are severe 
and include fines of up to 10% of the 
organization’s turnover. Most likely, 
Indian regulations will also follow 
GDPR in this aspect.

Quick View

KRC Murty says, you need 
to have a clear process 
for managing data breach 
incidents 

data you hold. Even if you 
outsource some function, 
you still are responsible 
for any violation in pri-
vacy of personal data. 
You need to have a clear 
process for managing data 
breach incidents.

There have been increas-
ingly alarming incidents 
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Every country must look at its own 
realities before enacting a piece of 
regulation, as it impacts its citizens 
in several ways.

Historically, Western nations 
have been more evolved in terms 
of education, infrastructure, per 
capita income, health and quality of 
life, not to talk of law enforcement.

In the European Union, GDPR 
was conceived keeping in mind  
the following:
 As a union of countries, they 
want to increase the entry barri-
ers for third world countries tak-
ing away business from  
their shores

 Evolve to new digital landscap
 As they are more evolved based 
on point 1, they are better placed 
to bring these safeguards, as their 
compliance is very high and citi-
zens are law abiding
On the other hand, India is 

known for creating good legislation 
but poor enforcement. 

The reason I would not like to 
have a stringent data protection  
law like GDPR in India is that  
India is neither ready for it nor is  
it needed here.

Both from customer’s point of 
view and business’ point of view,  
a very stringent data protection  
law may be counter-productive  
in India. 

From the customers’ point of view 
 It could be more checks and bal-
ances, leading to too many ques-
tions and longer cycle of availing 
a service or buying a product. It 
raises inconvenience.

ANIL  
PORTER 
AVP, IT & 

GDS Services
InterGlobe 
Technology 

Quotient

 There’s a cost to compliance. And the 
more stringent the regulation, the 
higher is the cost. And it is not a lin-
ear rise. As cost goes up, so will price. 
In a price sensitive market like India, 
consumers won’t appreciate that.

 In India, an INR 10 recharge can 
make people share all data about 
themselves. There is little concern for 
privacy. Many would not like to go 
through the inconvenience and pay a 
higher price for protecting privacy.

From the business’ point of view, this 
will lead to a non-competitive market. 
 Smaller players will find it a major 
burden to comply with stringent 
regulation. The higher cost will  
make them less competitive against 
large players.
India has multiple challenges in social 

sector as well as in business sector. It is 
a start-up country and they will be the 
ones that will be impacted the most by a 
stringent regulation like this. 

Education and maturity in busi-
ness—as well as a digital way of 
life—will bring in the sensitivity about 
privacy. Till such time, it does not make 
sense to thrust privacy on people by 
copying models from countries which 
have very little in common with India. 

It is not yet time for a stringent per-
sonal data protection legislation.

"There’s a cost 
to compliance. 
As cost goes up, 
so will price. In 
a price sensitive 
market like India, 
consumers won’t 
appreciate that"

Quick View

Anil Porter says, India is 
neither ready for GDPR 
nor is it needed here
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INSIGHT

Blockchain 
Revolution In Digital 
Advertising
Blockchain technology, with its clear and traceable audit trails, 
allows implementation of effective anti-fraud measures to 
prevent all forms of ad fraud ranging from basic click fraud to 
sophisticated illegal traffic
By CIO&Leader
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With investigations into the Facebook-
Cambridge Analytica scandal result-
ing in lawsuits and GDPR coming into 
effect, digital advertising’s unbridled 
collection and usage of user data is 
finally meeting legal resistance. The 
digital advertising industry, previously 
opaque and behind-the-scenes, is final-
ly being pulled out into the light, with 
the general public waking up to the full 
reach and power of the industry.

But in today’s technologically accel-
erated age, laws may not be enough 
to protect user privacy. Current legal 
frameworks evolved over centuries, 
whereas today’s advances in digital 
technology, following Moore’s law, are 
growing at an exponential rate. 

Andrea Matwyshyn, a professor 
at the University of Pennsylvania’s 
Wharton School, who tracks the  
intersection of law and technology 
points out, “Generally, (the law) is at 
least five years behind technology as it 
is developing.”

Can Blockchain Fill in 
for the Lack of Legal 
Frameworks?
By leveraging technological advances, 
certain areas can be proactively 
addressed where laws fail to keep  
up the pace. 

Blockchain technology, the underly-
ing mechanism behind Bitcoin, is one 
such example. Renowned for ability 
to keep data secure and anonymous, 
blockchain keeps an immutable, trace-
able digital ledger on digital “blocks” 
linked together through digital cryp-
tography. In the case of Bitcoin, these 
blocks store transaction data, but in 

W
practise, it could store any data.  

With the rapid development of block-
chain’s potential applications across a 
range of industries, blockchain tech-
nology has finally made its way into 
the digital advertising world. A leading 
example of this integration is the DATx 
project, initiated by the Cosima Foun-
dation based in Singapore.

DATx is a project that wishes to  
build a whole new digital advertising 
ecosystem that gives data rights back 
to users. At the IBM Avazu blockchain 
salon in Beijing, Mona Du, global lead 
of business development at DATx, 
explained the vision in the keynote 
address: “In the digital advertising 
industry, users are not respected. They 
have no say over their own data rights. 
Through blockchain technology, DATx 
hopes to achieve greater data privacy 
and security.”

How Can Users Move 
Beyond Being Passive 
Participants?
Users participating in the DATx  
ecosystem can opt into giving their 
data to advertisers and media plat-
forms to receive DATx token incen-
tives. Furthermore, they are able to 
select different levels of data authoriza-
tion for different media channels.  
This data is gathered, stored, and 
encrypted on the blockchain. No 
personal identifying information is 
collected; behavior data comes in the 
form of feature tags that are linked to 
a user’s UID, which cannot be traced 
back to an address or name.

If users opt in to provide their data, 
users not only get paid for their data, 
but are exposed to higher quality ads 
and content they actually want to see.

DATx elaborates, “We have a user 
account system and account behavior 
file that enables uniqueness, cryptog-
raphy, and blockchain storage. Based 
on the principle of user consent, this 
data is ultimately owned by the user. 
Users choose which media channels 
to open up their data to, with different 
levels of authorization.”

How Can Media Platforms 
and Advertisers Benefit 
from Giving Users Rights 
to User Data?
However, as they say, it takes two  
to tango. The DATx project doesn’t  
just give users a fairer playing field  
in the industry, it benefits all the  
players in the system, establishing  
an digital advertising ecosystem  
incentivizing mutualistic interact- 
ions between users, advertisers, and 
media platforms.

While media platforms and advertis-
ers are now feeling the squeeze from 
new digital privacy laws, they have 
also always faced their respective pain 
points in the traditional digital adver-
tising industry.

Since the advent of websites, media 
platforms have always had to host ads 
to pay for their servers, content, and 
maintenance costs in exchange for 
website traffic. Services like Adblock 
became mainstream as a result of the 
poor quality of advertisements. Pay-
walls have been set up as an alternative 
monetization model at the cost of low 
website traffic.

In addition, with centralization of 
user behavior data, the “walled gar-
den” phenomenon has arisen. Most 
media platforms have no access to 
comprehensive user profiles of the 
visitors they get, as user behavior data 
isn’t shared across different media 
platforms. The end result is media 
platforms are unable to deliver quality 
ads to their visitors, and have no choice 
but to host low quality ads.

On the DATx platform, when  
users opt in to provide their data, 
media platforms have full access to 
the user’s complete user profile, which 
includes how they browse and interact 
with content across the entire range 
of sites they visit. This allows media 
platforms to host accurate targeted ads, 
maximizing eCPM for better moneti-
zation of their website traffic, which 
would also increase without low qual-
ity ads and paywalls.

“Half the money I spend on adver-
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tising is wasted; the trouble is I don’t 
know which half.” Most people in the 
advertising business have heard this 
quote, attributed to John Wanamaker, 
a pioneer in marketing. Almost a 
century after his death, even with the 
arrival of digital marketing and pro-
grammatic advertising, his quote still 
remains relevant.

For advertisers, the problem is  
manifold. Much like with media plat-
forms, they are unable to reach their 
target audience with precision, as  
they lack access to accurate user  
profiles. Even with programmatic 
advertisements, which essentially 
amount to automation, precision is 
still lacking and doesn’t allow for cus-
tomization of ads to effectively connect 
with the audience.

In addition, click fraud, operated 
through bots, is rampant within the 
industry, with many advertisers slowly 
losing trust in the entire industry itself. 
The World Federation of Advertisers, 
whose members include McDonald’s, 
Coca Cola, and Visa, has warned that 
digital ad fraud is ‘endemic’. USD 14.5 
billion was lost due to mobile ad fraud 
alone, amounting to over 10% of all 
revenue spent on mobile ad fraud in 
2017.

DATx taps into cutting edge big data 
analysis techniques and AI recom-
mendation systems to help advertisers 
find their audience and reach them 
efficiently. Furthermore, understand-
ing that native advertising is currently 
the most effective digital advertising 
technique, DATx leverages its access to 
comprehensive user profiles to allow 
advertisers to employ customized 
native advertising. All of these results 
in increased ROI on ad placements  
for advertisers.

Blockchain technology, with its clear 
and traceable audit trails, allow DATx 
to implement effective anti-fraud 
measures to prevent all forms of ad 
fraud ranging, from basic click fraud 
to sophisticated illegal traffic. Utiliz-
ing intricate algorithms that can easily 
verify real human interactions with 
ads, DATx hopes to eliminate ad fraud 
on its platform to bring back advertiser 
confidence in digital marketing.

Lastly, settling payments in DATx 
token allows DATx to be a truly global, 
cross border project. As cryptocurren-
cy by-passes the inefficiencies and fees 
of cross border transactions, all parties 
participating in the DATx ecosystem 
are guaranteed secure and rapid pay-
ments that are easily traceable.

How Feasible is the  
DATx Project?
Since launch, DATx has worked closely 
with Avazu, a global advertising plat-
form with nearly 10 years of opera-
tional history. Avazu Private Exchange 
(APX), DATx’s launch platform, 
provides a strong opportunity for wid-
escale adoption; APX is host to 1000+ 
advertisers, 3000+ high-quality media 
platforms, 200+ applications, and 10 
billion in daily traffic. Considering the 
fact that user base size has an expo-
nential impact on a project's viability 
and success in the digital advertising 
industry, the visibility and technical 
support provided by Avazu give DATx 
a strong competitive edge.

Aside from Avazu’s resources, DATx 
has technical and strategic partner-
ships with a wide variety of blockchain 
projects, providing DATx the oppor-
tunity to explore cross-chain solutions 
for filling digital advertising needs in a 
variety of industries.

Currently, DATx token price has 
been growing despite the bearish 
trends across the rest of the crypto 
market. Listed on HADAX, Huobi 
Korea, Kucoin, IDEX, and HitBTC, 
DATx token price has shown strong 
signs of a bull run ahead.

According to the DATx roadmap, 
full integration on the APX platform 
will be completed by the end of 2018. 
DATxChain, the main public chain 
the project is developing, will launch 
early 2019. With the full deployment of 
the project, DATx will hopefully reach 
their goal of “establishing fairer and 
more transparent game rules for the 
digital advertising industry.” 

The World Federation 
of Advertisers, whose 
members include 
McDonald’s, Coca Cola, 
and Visa, has warned 
that digital ad fraud is 
‘endemic’. USD 14.5 
billion was lost due to 
mobile ad fraud alone
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GDPR: Privacy Policies 
Of Online Platforms 
Have Significant Gaps – 
Research

BEUC (European Consumer Organisation) research 
suggests AI can help close that gap
By CIO&Leader



Insight

26 CIO&LEADER | July 2018

The current privacy policies of online 
platforms and services still have a sig-
nificant margin for improvement when 
it comes to meeting the standards put 
forward by the European General 
Data Protection Regulations (GDPR), 
even after more than a month of the 
regulations kicking in, according to a 
research by the European Consumer 
Organisation BEUC (or Bureau Euro-
péen des Unions de Consommateurs) 
and researchers from the European 
University Institute in Florence. The 
researchers also released a study about 
how Artificial Intelligence can help 
scan and analyse privacy policies.

According to a statement by BEUC, 
none of the 14 online platforms anal-
ysed by the researchers came close to 
meeting the requirements.

“Unsatisfactory treatment of the infor-
mation requirements; large amounts of 
sentences employing vague langue; and 
an alarming number of “problematic” 
clauses cannot be deemed satisfactory,” 
the organization said.

Google, Facebook (and Instagram), 
Amazon, Apple, Microsoft, WhatsApp, 
Twitter, Uber, AirBnB, Booking.com, 
Skyscanner, Netflix, Steam and Epic 
Games were the online platforms 
whose privacy policies were analyzed 
by the researchers.

Based on this analysis, the university 
researchers are training an automated 
evaluator of privacy policies, called 
CLAUDETTE—short for Automated 
CLAUse DETeCTER. The goal is that 
this Artificial Intelligence tool will be 
able to automatically scan companies’ 
privacy policies and detect clauses  
that potentially fail to meet GDPR 
requirements.

In total, all the policies amounted 
to 3,659 sentences (80,398 words). 

T
Of these, 401 sentences (11.0%) were 
marked as containing unclear language, 
and 1,240 (33.9%) contained “poten-
tially problematic” clauses or clauses 
providing “insufficient” information.

The identified problems include:
 Not providing all the information 
which is required under the GDPR’s 
transparency obligations. For exam-
ple, companies do not always inform 
users properly regarding the third 
parties with whom they share or get 
data from.

 Processing of personal data not hap-
pening according to GDPR require-
ments. For instance, a clause stating 
that the user agrees to the company’s 
privacy policy by simply using its 
website.

 Policies are formulated using vague 
and unclear language—such as 
“may”, “might”, “some”, “often”, and 
“possible”—which makes it very hard 
for consumers to understand the 
actual content of the policy and how 
their data is used in practice.
BEUC will inform the European Data 

Protection Board about these findings.

The Method
The CLAUDETTE project has been 
established in order to attempt auto-
mating the legal analysis of terms of 
service and privacy policies of online 
platforms and services.

The researchers developed a web 
crawler that monitors the privacy 
policies of a list of online services. The 

data retrieved by the crawler is then 
processed using supervised machine 
learning technology. They imple-
mented a Support Vector Machine-
based classifier trained on the data set 
annotated by experts following a set of 
defined guidelines. Such a data set con-
tains over 3500 sentences taken from 
14 privacy policies. The accuracy of the 
classifier was evaluated using a stan-
dard leave-one-document-out proce-
dure, showing encouraging precision/
recall in several sub- tasks. The analy-
sis indicates that the task of identifying 
problematic clauses in this kind of doc-
uments is in principle automatable. An 
extended data set is under construc-
tion, whose purpose is to improve the 
accuracy of the classification results. 
The expert annotations can be visual-
ized using a standard browser at the 
CLAUDETTE GDPR web site, http://
www.claudette.eu/gdpr/

The web crawler checks for updates 
in the list of monitored services every 
night. If any of these services has  
been updated (i.e., its text appears to  
be different from the day before),  
then the machine learning system is 
automatically called to process the  
new document, and results are updat-
ed on the server.

BEUC is an umbrella consumers 
group, based in Brussels, Belgium. It 
brings together 43 European consum-
er organisations from 32 countries (EU, 
EEA and applicant countries).

BEUC represents its members and 
defends the interests of consumers in 
the decision process of the Institutions 
of the European Union, acting as the 
"consumer voice in Europe". The organ-
isation is funded by an EU grant, its 
member fees and other specific projects.

The full report, CLAUDETTE meets 
GDPR: Automating the Evaluation of 
Privacy Policies using Artificial Intel-
ligence, can be accessed in the BEUC 
website. The report gives a detailed 
analysis of platforms, some of the 
clauses where the gaps are and why 
they are deemed as gaps, based on spe-
cific requirements of GDPR 

The goal is that this 
Artificial Intelligence 
tool will be able to 
automatically scan 
companies’ privacy 
policies and detect 
clauses that potentially 
fail to meet GDPR 
requirements.
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Are Indian 
organizations 
planning  
data lakes?
A lot of them are exploring, even as 
some large banks like SBI and Bank 
of Baroda go for it. But unlike many 
analysts, the Indian IT leaders do not 
take a skeptical view of data lakes 
By Shyamanuja Das

When you search for data lake on 
Google, the first suggestion that is 
thrown up is— are data lakes fake 
news? That could give you an idea the 
extent to which the opinion is divided 
on data lake’s utility—or the lack of it.

Data lake is probably the only trend-
ing technology proposition that has so 
many staunch critics, many question-
ing the concept itself, even as most ven-
dors advocate it. While some question 

T
the mindless roll out—while agreeing 
that it has got some value proposition 
for some companies, if done right, oth-
ers reject it outright. 

Data lakes are supposed to be large 
stores of data that could and must store 
everything, unlike data warehouses 
where a large amount of data may be 
rejected. The structuring of the data is 
pre-defined. So, data lakes are usually 
designed to support all data types and 
all users—the end-users who want 
immediate analysis, the analysts who 
want to find out what they could do 
with it to add value to business and 
those who want to take decisions based 
on data, with a broad/vague (depend-
ing on which side of the line you stand) 
idea that the whole is better than the 
sum of parts. 

The guiding principle of data lakes 

is that no data should go waste just 
because at any particular time you do 
not know its utility or do not have the 
capability to draw any meaningful 
insight from it. Sounds like an advice 
given by a senior to an intern not so 
enthused by the mundane task at 
hand? Well, it is just the beginning (no 
pun intended). 

What kind of organizations should 
go for data lakes? Of course, those that 
have a lot of data and have the capa-
bility to execute it successfully. If the 
second condition sounds recursive, it 
just points to this—wet your feet or just 
keep aside. 

Data Lakes in India
In India, the big data lake that State 
Bank of India—one of the world’s larg-
est banks by employees and branch-
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es—is building has been in news for 
some time. SBI listed the following 
among its key objectives behind build-
ing a data lake: 

 Application of advanced techniques 
like Machine Learning within fraud 
and risk to improve models and 
allow acceleration towards more 
real-time analysis and alerting

 Strong, observable and benchmarked 
business returns (not just cost take-
out) in the broader market.

 To manage explosive growth of data, 
a solution that will help manage com-
pliance mandates, integrate data gov-
ernance, etc. “The Data Lake at SBI 
is expected to serve as a converged 
regulatory and risk data hub.”

 To be able to handle large volume of 
real time data in possible future IoT 
based applications.

 Ability to do any analysis at any time 
ad hoc. 

 Optimize total cost of operations for 
data management, organization, ana-
lytics and enable it to streamline data 
driven decisions.
The five specific areas where it want-

ed its data lake partner to help were in 
defining a data lake strategy, defining 
data lake architecture, benefit realiza-
tion, defining a path for data lake’s evo-
lution, promoting its usage within the 
bank and in avoiding common pitfalls.  

Bank of Baroda too came with an 
RFP for its data lake rollout. 

Simplifying Data 
Management is Key 
We decided to probe Indian IT leaders 
on their stance towards data lakes. We 
asked them three simple questions:  

 What is their current organizational 
data set-up?

 If they want to go for data lakes?
 If they do, then what is the top  
driver?
In short, the jury is still out on when 

and how data lakes would pan out in 
India. One thing, however, is clear. 
Indian IT leaders do not buy the skep-
ticism about data centers. They are 
optimistic 

What out of the following statements best 
describes your organization set-up?

Current set-up: More than 
two-third IT leaders said 
they have a centralized 
data warehouse. A 
significant number—one 
in five—said they have no 
data warehouse. 

We do not have a data 
warehouse

We have a centralized data 
warehouse

We have data warehouses in 
each of the SBUs

Source: 9.9 Group Research

19%

69%

13%

Are you going for a data lake?

What out of this best describes your 
reason for going for a data lake?

Setting up data lakes: 
A majority are exploring 
the option and that is not 
surprising

Objective: Simplifying 
management of data 
emerged as the top reason 
why CIOs want to roll out 
data lakes, according to 
our research. 

Yes, we have already invested 
(building it or operational)

Yes, we have decided on 
the plans (in RFP/vendor 
selection phase)

Yes, we have a definite 
mandate but yet to finalize 
plans

Yes, we are actively exploring

Open to explore

No, no plans in near future

Simplify management of data

Get insights from data better

Facilitate use of data  
across co

Save cost

Create a single place for 
storing data

Source: 9.9 Group Research

Source: 9.9 Group Research

22%

6%

3% 16%

28%

25%

32%

28%

28%

8%

4%
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Majority Of 
Indians Wary Of 
Cryptomining 
Malware Infecting 
Their Devices: Study

What was once a cyber threat directed towards PCs has 
fast become a major risk to smartphones and the complex 
ecosystem of IoT devices
By CIO&Leader
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According to new research from Avast, 
the global leader in digital security 
products, almost one fourth (23%) of 
consumers in India are unconcerned 
about cryptomining malware infecting 
their personal and smart home devic-
es. Among this group, a 39% mistaken-
ly believe that cryptomining malware 
cannot affect them as they don’t own or 
mine cryptocurrencies themselves.

The research was carried out to bet-
ter understand public perceptions and 
knowledge of cryptomining - the mali-
cious process of covertly mining cryp-
tocoins using malware planted on an 
individual’s device. Two-thirds (66%) 
of Indian consumers said they have 
heard of malware or infected websites 
mining cryptocurrencies. The findings 
suggest that Indian consumers adopt 
an apathetic attitude towards mali-
cious cryptomining and knowledge of 
the threat is low. This is despite 77% 
of respondents admitting that they are 
familiar with digital currencies.

Over the past 12 months, coin-mining 
malware has evolved in sophistication 
and breadth. What was once a cyber 
threat directed towards PCs has  
fast become a major risk to smart-

A phones and the complex ecosystem of 
IoT devices.

In order to be effective and profitable, 
cryptomining requires large amount 
of computer power. And since the costs 
involved in mining are high and the 
CPU power of PCs and smartphones 
low, cybercriminals are attempting to 
hijack networks of connected devices 
known as botnets to maximize profit. 
For victims, this can mean higher 
energy bills, lost productivity, poor 
device performance and shorter device 
lifespans. A compromised machine 
can also increase the risk of personal 
data theft.

“We are seeing a significant increase 
in cybercriminals recruiting Internet 
of Things (IoT) devices and smart-
phones to botnets with the intention 
to mine cryptocoins. The malware can 
run surreptitiously in the background 
on any smart device - it doesn’t matter 
if the victim owns a cryptocurrency or 
not. At Avast, our goal is to dispel the 
myths associated with malicious cryp-
tomining and educate people about the 
risks to personal data and device per-
formance,” said Martin Hron, Security 
Researcher at Avast.

“Typically, PC users can tell whether 
their computer is part of a botnet as it 

tends to respond slower than usual, 
heat up or distribute suspicious traffic. 
With IoT devices like a smart fridge 
or personal assistant, the symptoms 
are not so obvious. Users need secu-
rity solutions that monitor traffic and 
behavior and alert them when some-
thing is wrong.”

There have been a few cases where 
websites have offered visitors the 
choice between viewing ads or mining 
cryptocurrencies in the background. 
Half of users in the India said they 
would choose cryptomining for an ad-
free online experience.

PC and smartphone users can  
implement a free antivirus  
solution like Avast Free Antivirus  
for desktop computers or Avast  
Mobile Security for Android devices. 
Avast will also launch Smart Home 
Security later this year which is  
based on Avast’s IoT security platform 
Smart Life and provides consumers 
with AI-based protection and  
visibility into activity on their  
home network.

Avast conducted the survey in April 
2018. Over 1,020 PC users were polled. 
Almost one-fifth (19%) own or invest in 
cryptocoins and 37% are planning to 
invest in cryptocoins 

For victims, this can mean higher 
energy bills, lost productivity, poor 
device performance and shorter 
device lifespans. A compromised 
machine can also increase the 
risk of personal data theft.
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See who’s now 
thinking out-of-box?
ICT regulators worldwide have been urged by ITU to create 
regulatory sandboxes that would support innovation without 
regulation coming in the way 
By CIO&Leader
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Any new technology that is disruptive 
enough often ends up violating one or 
more regulatory provisions—which 
had been formed keeping in mind 
yesterday’s realities. That is a major 
stumbling block for any new technol-
ogy adoption. The other is lack of regu-
lation around a new tech which makes 
many cautious to commit investment.

Good news from Geneva is that 
global ICT regulators are beginning 
to realize it.  A new paper released by 
International Telecommunications 
Union (ITU) urges regulators around 
the world to consider putting in place 
innovative, out-of-box measures such 
as regulatory sandboxes for businesses 
wishing to test an emerging technol-
ogy without being bound by normal 
regulations. 

This is just one of the suggestions 
articulated by the paper, released at the 
recently concluded ITU Global Sympo-
sium for Regulators 2018 (GSR‐18), the 
world's largest gathering of the global 
ICT regulatory community at Geneva, 
Switzerland. GSR-18 brought together 
policy-makers, regulators and busi-
nesses from around the world to col-
laborate and define innovative regula-
tory responses that drive real changes 
in people's lives.

There are a few more very specific 

C
suggestions. Some of them are around 
public participation in regulatory 
process, cross-sectoral cooperation in 
regulation, and privacy & security.

“Promote further public participa-
tion and consultation in the regulatory 
process through regulation by data, 
that is based on information and obser-
vations of digital stakeholders and 
users, providing citizens and stake-
holders with the most detailed and 
transparent information, and allowing 
consultation and participation in the 
regulatory decision-making process to 
complement the regulator’s traditional 
tools,” the paper says. 

“Establish effective mechanisms for 
cooperation across the sectors to pro-
mote the development of cross-cutting 
services such as e-commerce, e-bank-
ing, as well as e-health, including 
with consumer protection authorities, 
service providers and other relevant 
bodies at the national, regional and 
international levels,” it further adds. 

“Consider necessary frameworks to 
ensure privacy and security of govern-

ment, business and consumer data 
to ensure that all stakeholders are 
adequately informed about potential 
security and privacy challenges they 
may face with online services, and 
have access to timely and accurate 
information regarding the services and 
applications they use (including speed, 
quality and data traffic management),” 
the paper rounds off.

The theme for this year’s meet was 
New Regulatory Frontiers. The pro-
gramme includes discussions and 
debates on how today's digital trans-
formation is extending regulatory 
frontiers.

"Today's digital transformation is 
bringing important changes for all: 
with emerging technologies, ICTs 
increasingly power and enable the 
global economy," says Sorin Grin-
deanu, Chair of GSR-18. "Now, more 
than ever, we need to come together for 
an open dialogue to develop new and 
innovative approaches to implement 
effective collaborative regulation—not 
only among ICT policy-makers and 
regulators, but also across sectors."

Topics that were discussed at GSR-18 
include: 

 Emerging technologies for digital 
transformation;

 Artificial intelligence for develop-
ment;

 New regulatory frontiers;
 Digital identity across different plat-
forms;

 The protection of personal data in a 
smart data-driven economy;

 New sustainable investment models.
The forum included a thematic Glob-

al Dialogue on Artificial Intelligence, 
Internet of Things and Cybersecurity – 
Policy and Regulatory Challenges and 
Opportunities 

"Now, more than 
ever, we need to 
come together for 
an open dialogue 
to develop new 
and innovative 
approaches to 
implement effective 
collaborative 
regulation…” 
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Has Tata Motors 
just taken a step 
towards the 
‘platform’ future?
By acquiring a stake in a tech-leveraged trucks aggregator, 
Tata Motors shows that it is willing to invest in learning the 
rules of the emerging business models. 
By CIO&Leader
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Tata Motors recently announced that 
it has picked up a 26% stake in Truck-
Easy, a tech-based freight aggregator 
owned by Loginomics Technologies 
Solutions Limited, a Bangalore based 
logistics company. 

A 26% stake in a small start-up is a 
very small incident in the life of a USD 
45 billion giant. Yet, this seemingly small 
step by India’s third largest company 
could well prove to be a giant leap for 
the large manufacturing companies that 
want to adjust to the new digital regime. 

Be under no confusion. It is not yet 
another investment in a start-up with 
promise. The investment was not made 
by RNT Capital Advisors, Ratan Tata’s 
investment firm. Neither was it done 
by Tata Sons.

It was, as the company said in its 
release, a “strategic investment” by Tata 
Motors, through its wholly owned sub-
sidiary Tata Motors Finance Holdings

Why is it Important?
TruckEasy was formed in 2015 in Ben-
galuru by three entrepreneurs’ – Nikh-
il Thomas, Vikram Kodgi and Avinash 
Achar. The company provides services 
for the transporting needs of busi-
nesses, using a tech based platform 
like Uber where users can book the 
trucks for transportation. At present, it 
provides its services within Bangalore 
and one of the stated reasons for this 
investment is to help it expand its busi-
ness to other cities within India. 

From Tata Motor’s point of view, the 

T
investment is significant because it 
points to Tata Motors’ acknowledge-
ment of a shift in value creation equa-
tion in its business. In a traditional 
company, value is created upstream 
and pushed downstream to consum-
ers in a linear fashion. Platform guru 
Sangeet Paul Chudary calls these com-
panies pipe companies. 

But companies like Uber and Airbnb 
that operate ‘platforms’ ‘allow partici-
pants to co-create and exchange value 
with each other,’ explains Choudary, 
co-author of Platform Revolution: How 
networked markets are transforming 
the economy and how to make them 
work for you and author of Platform 
Scale: How an emerging business 
model helps start-ups build large 
empires with minimum investment

This changes the very design of the 
business model. While pipes created 
and pushed value out to consumers, 
platforms allow external producers 
and consumers to exchange value with 
each other. 

TruckEasy which brings transport-
ers and businesses together on a tech-
enabled Uber-like platform can pro-
vide valuable learning to Tata Motors 
on how the model operates.

Tata Motor acknowledges as much. 
“This strategic investment in Truck-
Easy will provide Tata Motors an 
insight into the rapidly growing 
technology-driven transformation in 
the freight logistics space,” says the 
company statement. 

“The data analytics provided by 
TruckEasy will be further used for 
research and development thereby 
allowing for better customization of 
product specifications in line with 
market requirements,” says Tata 
Motors, in its statement. “We can give 
deeper insights into the SCV usage pat-
tern with our vehicle data analytics,” 
says Thomas, CEO of TruckEasy. 

Data, of course, is the most impor-
tant component of the platform 
model. “Data is the new dollar,” says 
Choudary. 

There are three value creators in this 
arrangement. First is, Tata Motor’s 
insights into the dynamics of the logis-
tics industries—the stated objective. 
Second is, its learning into the new 
emerging model of interactions-based 
platform model and finally, the data.  

Theoretically, there is another. Tata 
Motors could scale the platform to 
get into the logistics game in a bigger 
way. But that looks a distant possibil-
ity. Tatas had got out of the business a 
couple of years back by selling off their 
transportation company,  Drive India 
(DIESL). 

That does not mean that it would 
never go back to the business. If it does, 
the learning from TruckEasy would 
come in handy. But the present plat-
form of TruckEasy may be too small 
and too narrowly focused to scale it up.

For the time being, though, both 
Tata Motors and TruckEasy are will-
ing to talk about only the immediate 
priorities.  “The driver community 
will be more confident on the aggrega-
tion business with Tata's entry,” says 
Thomas. Through this investment 
from Tata Motors, TruckEasy will 
be able to access our wide network 
to grow the supply side and also to 
expand to multiple locations country 
wide,” says Girish Wagh, President, 
Commercial Vehicles Business Unit 
(CVBU), Tata Motors.

This investment may be beginning of 
a new era for Tata Motors in particu-
lar and the logistics and automotive 
industries in general 

From Tata Motor’s 
point of view, the 
investment is 
significant because it 
points to Tata Motors’ 
acknowledgement 
of a shift in value 
creation equation in its 
business. 
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State of 
Martech 2018
Data analytics and artificial intelligence have brought about 
sweeping changes in the marketing technology landscape. We 
share here insights from Walker Sands Communications’ State of 
Marketing Technology 2018 report 
By CIO&Leader
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If one business function is chang-
ing dramatically because of the rapid 
strides in data analytics and artificial 
intelligence, then it is marketing. 
Technology has changed not just the 
effectiveness, but also the scope and 
accountability in marketing. 

So, how are marketers using technol-
ogy? Walker Sands Communications’ 
State of Marketing Technology 2018 Report, 
prepared in association with Chief-
martech.com provides insights into  
the state of affairs in marketing tech-
nology (martech).

The big message: with a lot of niche 
players, marketing technologies (mar-
tech) are seeing a significant pace of 
innovation. Despite updating their 
martech stack at least once every six 
months, marketers still struggle to keep 
pace with the rate of technology change.

“Most marketing organizations still 
cannot implement solutions at the 
same rate that the technology evolves, 
or in pace with their own hopes for the 
future,” says the report.

However, marketers are sensitized 
about this and hence assess their mar-
tech stacks at far regular intervals than 
they used to do a year back. 

Here are some topline findings: 
 Marketers have rejected the “set 
it and forget it” philosophy. 52% 
of marketers assess their martech 
stacks at least every six months.

 Marketing organizations will 
increase their martech budgets. 65% 
of marketing organizations say they 

I
plan to increase their spend on mar-
tech in the next year.

 Marketing organizations can’t keep 
up with the rate of martech innova-
tion. 63% of marketers feel the mar-
tech landscape has evolved rapidly 
or at light speed in the last year, while 
only 28% feel the same about their 
company’s use of martech.

 The future of marketing requires 
both technology and creativity.  
56% of marketers believe an equal 
mix of creativity and technology  
will drive marketing strategies five 
years from now.

The big message: 
with a lot of niche 
players, marketing 
technologies (martech) 
are seeing a significant 
pace of innovation 

Now, into some more detailed look at 
the findings:

 Every three out of four marketers 
say they add to their organization’s 
marketing technology stack in one 
year or less. It is almost continuous 
upgradation.

 When the pace of change is so fast, 
there is a need to holistically take 
a stock as frequently as possible. 
Again, 76% say they do it at least 
once a year.

 Yet, most feel they are failing to 
match the pace of evolution in  
martech

 Needless to say, most are upping 
their martech budgets

 But most are confident of their  
skill levels

 IoT is first among equals when it 
comes to adoption among emerging 
technologies

 Video marketing seems to be the 
hot new application that will get 
deployed this year but there are 
many more… 

Periodicity of Martech Updates

Chart 1: How often does your company add new tools to its marketing 
technology stack?

Every 
week

Data source: State of Marketing Technology 2018 by Walker Sands

Every 
month

Every six 
months

Once a 
year

Every two 
years

We never 
implement 

Martech

9%
13%

26% 27%

15%
10%
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Periodicity of Holistic Assessing

Chart 2: How often does your company assess its 
marketing technology stack holistically?

Weekly

Data source: State of Marketing Technology 2018 by Walker Sands
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Company's Martech Budget in 2018 as 
Compared to 2017

Chart 4: How do you expect you company's martech 
budget and investment to change in 2018 as compared 

to 2017?
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greatly

Data source: State of Marketing Technology 2018 by Walker Sands

Evolution and Usage of Martech

Personal Skill Assessment

Chart 3: How do you feel marketing technology stack 
has evolved in the last three years? How do you feel your 
company's use of marketing tech has evolved in the last 

three years?

Chart 5: Which of these statements best describes how 
your skills line up with the technology needs in your 

marketing department?
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Data source: State of Marketing Technology 2018 by Walker Sands

Data source: State of Marketing Technology 2018 by Walker Sands
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State of Emerging Technologies Adoption by Marketers

Martech: What's In, What's Getting In?

Chart 6: At what stage of implementation is your company with the following technology as part of your marketing strategy?

Chart 7

Data: Walker Sands State of Martech 2018

Data: Walker Sands State of Martech 2018
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Why Cisco has 
fallen in love with 
networking all 
over again?
By helping it show a direct linkage between business logic and 
physical networks, Cisco’s intent based networking helps the 
company project a more evolved meaning of networking.
By Shyamanuja Das
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Recently, Cisco shares dropped 3% in a 
day on reports that Amazon (AWS) was 
considering entering the networking 
switches market, which Cisco has domi-
nated for long. It bounced back only 
when financial information site, Mar-
ketwatch said quoted a Cisco spokes-
person that AWS CEO Andy Jassy had 
clarified to Cisco CEO Chuck Robbins 
that the former was not building a ‘com-
mercial’ switch.  

The impact of the news on Cisco’s 
stock price is an indication of how much 
investors see Cisco as a ‘networking’ 
company, even though Cisco has come 
a long way from the days of routers and 
switches only company. 

Cisco is now a market leader in uni-
fied communication, security and cloud 
infrastructure market. But for some rea-
son, Cisco was defensive talking about 
its infrastructure. Maybe, it did not have 
a nice ‘story’ to tell how its components 
were all part of an offering that provid-
ed greater value than the sum of parts. 

This was as late as in 2017. At least, 
that was the conclusion after one 
attended its 2017 India media briefing 
at Manesar near Delhi. Why else would 
a company black out one big piece of 
its business where it was the dominant 
market leader? The two days focused on 
collaboration and security—so much so 
that half of the event was dedicated to 
security. As we wrote in a report then, 
cloud story was missing almost entirely. 

One can only guess if it was dictated 
by local/logistic consideration or there 
was a bigger reason behind it. But if it 
was the latter, it was surely not there 
this time around, the 2018 media con-
ference at Goa. 

This is why we say so.
First of all, the coverage was much 

wider. Security, Collaboration, Cloud, 
Service Providers, Transformation, 

R Services, and yes Networking—each of 
these were covered by respective busi-
ness leaders. 

Second, there was a holistic story that 
tried to show how each of the pieces 
joined together. While the business 
leaders focused on their pieces, CIO V C 
Gopalarathnam focused on future and 
India president Samir Garde focused on 
India plans as well as the five areas in 
which Cisco could help its components. 
They were:

 Reinvent the network
 Security is foundational
 Unlock the power of data
 Embrace the multi-cloud world
 Employee and customer experience 
He applied each of these to India as  

a whole and outlined Cisco’s India  
strategy.

But the biggest statement that came in 
the entire conference was Garde’s proc-
lamation—Cisco has fallen in love with 
networking again. 

The sentence said a lot. 
For a company that was defensive 

talking about its oldest and biggest 
business, this was surely a change of 
heart, at the basic minimum.

What is behind this change?
Arguably, a better articulated posi-

tioning on its new management capabil-
ity. It is not that the capability came to 
Cisco yesterday. But with the launch 
of its Digital Network Architecture 
(DNA) and its control software DNA 
Center, the proposition is far better pro-
nounced.  

Last year, during Cisco media con-
ference, it had just been launched and 
was not part of its story, let alone being 
the centerpiece of its new networking 
proposition.  

DNA Center helps businesses by 
automating a lot of management.  
What it means is that they don’t have 
to rely on time-consuming human-
powered workflows, making changes 
one network device at a time; they can 
interact with the network as a single 
fabric. And second, in case of an attack, 
the network can react to it in real time. 
Why, even provisioning can be auto-
mated on a real-time basis through 
policy setting. Cisco calls it intent-based 
networking because applications, ser-
vices, and users are prioritized based on 
business intent. 

India Shows the Way
While it is early days yet and the cus-
tomer intent regarding deploying intent 
based networking is yet to be clear, 
India is seeing a lot of interest.

“India’s response to intent-based 
networking has been phenomenal,” 
says Rajesh Shetty, Managing Director, 
Enterprise Sales at Cisco India. 

The reason is not difficult to under-
stand. India has a large base IT/BPO 
services companies who operate large 
offshore dedicated centers for many of 
their clients. This means the segmenta-
tion is far easier. So, there’s a lot of inter-
est from those companies. 

TCS, incidentally, is the largest cus-
tomer of intent-based networking of 
Cisco globally. 

Some of the other use cases could be 
in businesses where regulators influ-
ence a clear segmentation because of 
their mandate to have ‘arm’s length’ 
relationships. 

Intent-based networking is Cisco’s 
proposition of closing the gap between 
physical networks and business logic. 
That probably explains Cisco’s falling in 
love with networking again! 

And India could give a whole new 
meaning to that romance! 

"India is leading the deployment of intent-based 
networking globally", says Rajesh Shetty, Managing 
Director, Enterprise Sales at Cisco India 
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