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As technology becomes more and more 
ingrained in business, a lot of areas hitherto 
managed by IT professionals are now being 
managed by other business executives. The 
marketing function has martech; there are new 
designations like Chief Digital Officer and Chief 
Data Officer. In functional areas like finance and 
HR, technology suppliers are pitching directly to 
the respective CXOs, instead of enterprise IT. 

One area that has bucked the trend is security, 
despite the rising profile of cyber risk. Accord-
ing to a research by insurance broking and risk 
management company, Marsh and Microsoft last 
year, in four out of five billion dollar-plus com-
panies, CXOs say IT department is the primary 
owner and decision maker for cyber risk man-
agement in their organization.

That is reassuring for CIOs and 
CISOs. But that also puts a lot of 
responsibility on their shoulders. A 
first step to effectively carry that out 
would be to fully realize the nature 
and impact of cyber risk.

The cover story in this issue focus-
es on an important aspect—the need 
to take a multidisciplinary approach 
to cyber risk. Largely based on 
a landmark agenda released by 
Workshop on the Economics of 
Information Security (WEIS), a 
leading forum for interdisciplinary 
scholarship on information security 
and privacy earlier this year, this 

Cyber risk 
management 

requires a 
multidisciplinary 

approach

T

EDITORIAL

will help understand the broader questions around 
cyber risk and how different disciplines, such as 
Computer Science, Management Science, Econom-
ics, Law, Behavioral Science, Data Science, Account-
ing & Political Science address each of these broader 
questions. The agenda—prepared by people from 
different areas, such as academics, finance, law, 
industry associations and insurance companies—
also lists major tactical questions of relevance 
around each of these broader questions. While we 
have tried to put those in perspective, keeping our 
readership—CIOs and CISOs in mind—I recom-
mend those interested read the whole agenda. It is 
not very long and extremely readable. 

From this issue, we have started a regular column, 
Transformation Exemplar, that will focus on one 
industry at a time to understand how digital trans-
formation is panning out in that industry. In this 
issue, author Saumya Chaki, a business executive 
and author, has taken up mining industry. 

As I write this, our Technology Premier League 
(TPL) is in progress. We have completed the Delhi 
round. The enthusiasm is unmatchable in this only 
tech challenge for enterprise IT teams. I will come 
back with more news from the events, as we com-
plete our rounds in Mumbai and Bangalore  

As organizations 
repose their faith 

in CIOs and CISOs 
to manage cyber 
risk, it puts a lot 
of responsibility 

on their shoulders. 
A first step in this 

direction would 
be to realize the 

multidisciplinary 
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Assistant and Google Photos, the new 
version is built directly into the camera. 

Google Lens thus opened up a 
magical world for users. Now instead 
of a selfie at say, the Victoria Memorial 
in Kolkata, you can just aim your phone 
at it and get a plethora of information 
about it. The feature is being used by 
curators of exhibitions and in museums 
around the world; surprising, when not 
so long ago, many museums banned 
photo-taking and some still do. 

Though currently, the artistic 
information capsules don't pop out 
in the space in front like in sci-fi 
movies and appear as flat web 
pages in the phone’s browser, this 
is still a beginning and a great one 
at that as you can use Google Lens 
anywhere. Google’s AR spans maps, 
menus, and foreign languages. 
Google's object-recognition 
technology is so advanced, that 
the object you’re scanning doesn’t 
need a tag or QR code—it is the QR 
code. The camera simply ingests 
the image and Google scans its own 
database to identify it.

Now Dive Deep Into A 
Historical Monument Or 
Dissect A Frog With AR
With Google Lens, Google turned 
search in reverse. You need to point 
your phone’s camera at an object and 
woah! you unlock all the information 
on the object. No need to type text and 
then generate images and text. Lens 
combines search, computer vision, 
AI, and AR, and puts it all in apps that 
aren't limited to one ecosystem.

With its next update in Google Lens, 
the smartphone camera became “like 
a visual browser for the world” even 
as there was a massive shift in the 
behavior of the people who graduated 
from taking images of sunsets and 
selfies to that of the mall parking lot 
where you parked, business cards, 
books to read, etc.

Now with Google Lens, whipping out 
the phone and pointing the camera at 
something is becoming second nature 
to smartphone users. And so to make 
Lens more convenient to use, Google 
partnered with some handset partners 
to offer Lens as an option right in the 
native camera app.

Unlike the earlier versions of Lens 
that could be accessed through Google 

“That’s a good 
question”

WHAT 
CIOs ARE 
TIRED OF 

HEARING... around
thetech
DIGITAL

Apple has not been far behind Google 
and is promoting its AR capabilities 
via the iPhone and iPad and not 
directly in its camera. It has created 
AR Kit, an augmented-reality platform 
for app makers who want to plug 
camera-powered intelligence into their 
own creations. Apple’s platform has 
become an early-stage playground for 
educational apps. Froggipedia is an 
example that lets teachers lead students 
through a frog dissection without having 
to kill the amphibian. Plantale is another 
one that allows students to explore the 
vascular system of a plant by pointing 
their iPad camera at one. For little kids 
in kindergarten, it is magical to see their 
drawings come to life in the iPad app,  
AR Makr. Teachers 
are using the app for 
storytelling exercises.

Though a lot of research 
needs to be done into 
efficacy of augmented 
reality in learning and 
memory retention, 
for now it is an 
exciting possibility.
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gender 
bender 

BY THE BOOK 

Cal Newport’s Digital Minimalism: 
Choosing a Focused Life in a Noisy World 
delves into our fraught relationship 
with technology. For anybody who 
is looking for a way out of the digital 
chaos called life, this book acts as 
a blueprint for liberation from the 
shackles of email, social networks, 
smartphones, and screens. The book 
brings home the reality of using this 
wired world – not as the user, but as 
the product itself. 

Technology, undoubtedly, has 
brought immense benefits to mankind. 
But, at the same time, it is important to 
acknowledge its consequences, under-
stand and evaluate them. Digital Mini-
malism delves into the emotional and 
psychological aspects of digital clutter.

The book helps one understand the 
forces behind addictive technologies 
and gives pragmatic ideas to imple-
ment the minimalism philosophy. As 
Newport says, digital minimalism is a 
philosophy which helps us focus our 
online time on a small number of care-
fully selected and optimized activities 
that support the things we value. 

The book teaches that "to reestab-
lish control, we need to move beyond 
tweaks and instead rebuild our rela-
tionship with technology from scratch, 
using our deeply held values as a foun-
dation.” It's a call to action. 

If you have ever had a fetish to play Amitabh Bachchan’s many avatars in Bol-
lywood, your dream may come true soon. The app, Zao is a face-swap program 
that with a single photograph allows the user to place oneself in any big tele-
vision show or movie. Zao is hugely popular in China and is at the center of 
a debate about privacy and unintended consequences. The app is a powerful 
tool that shot up to the top of China’s App Store for obvious reasons. Though 
not perfect, the app is alarming experts with how much can be done within 
a few seconds on anyone’s smartphone. It indicates the fast advances being 
made by deepfake technology even as we grapple with many crucial questions. 
AI-powered deepfake technology is fast advancing and would soon become 
indistinguishable from reality. The technology’s stunning trajectory means 
that within a few years, perfect and virtually undetectable deepfakes may be 
possible – give or take two to three years!

Gender diversity is finally getting its due. In a 
surprising discovery, researchers in an experiment 
found that investors were more likely to bet that a 
company’s stock price would increase if it had more 
women on staff than average. The results suggest 
that investors see value in gender diversity and that 
companies that hire more women could see their 
stock prices rise. The experiment was conducted 
by Stanford University, Northwestern University, 
Dartmouth College and the Hong Kong University of 
Science and Technology. The study focused on doz-
ens of companies in the tech and finance industries. 
The study notes that participants valued companies 
with better gender diversity numbers because they 
expect those companies to be more innovative and 
creative. It could also be that investors prefer these 
companies for personal or ethical reasons, choosing 
to invest in companies to support social or political 
goals or the goal of employing more women. 

makingheadlines 
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AUTONOMOUS

Top players in global tech companies met recently to draw up global 
ethical standards related to data and artificial intelligence, with Micro-
soft’s president voicing a “sense of urgency”. Some two dozen high-
ranking representatives of the global and Swiss economies, as well as 
scientists and academics, met in Geneva for the first Swiss Global Digi-
tal Summit aimed at seeking agreement on ethical guidelines to steer 
technological development. The participants are due to meet again at 
the World Economic Forum in Davos next January. There, they will 
launch the Swiss Digital Initiative (SDI) and present a list of concrete 
projects, which could include things like the development of a “trans-
parency label” or a “label”. After the signing ceremony in Davos, “we 
are really going to go into practice, into implementation of concrete 
projects, and that is the proof of the pudding,” former Swiss president 
Doris Leuthard, who will head SDI, told reporters. Microsoft presi-
dent Brad Smith stressed the need for “transparency” and “account-
ability” to ensure accountability to the public.

VITAL 
STATISTICS 

What Cloud 
Vendor 
Do Tech 
Professionals 
Use?
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Pratik Mohapatra is just 21, but his con-
tribution to humanity is being written 
in golden letters in the annals of history. 
A student at Bangalore’s RV College of 
Engineering, he has built Organ-Secure 
– an AI-based app that connects organ 
donors to recipients. What’s even more 
noteworthy is that with blockchain 
coming into play, the app will ensure a 
secure, tamper-proof data-base.

Why is his solution so important? 
Look at the data – In India four lakh 
people die every year waiting for an 
organ transplant. The demand-supply 
gap in organ transplantation is so huge 
that for two lakh livers required, a 
mere 708 have been donated.

Since the waiting period for an organ 
can stretch into years it has given birth 
to a thriving black market for organs. 
As with everything else in a corruption 
riddled country, the ‘waiting list’ for 
organs is also susceptible to manipula-

Beating The Organ 
Donation Racket 
Market With AI

tion as the process is not transparent 
and is open to tampering.

Mohapatra was inspired by Breathe, 
a web series that focusses on organ 
donation racket. He discovered that 
there is not only a huge shortage of 
organs in India, the process of organ 
transplant is marred by numerous 
loopholes and problems.

This made Mohapatra think: What if 
a technology solution is used to solve 
the problem? This train of thought led 
him to create OrganSecure – an AI-
based app that ensures complete trans-
parency. The app has eased the process 
for the recipient and the donor in the 
organ donation process.

Mohapatra’s app secured the third 
spot in ‘Microsoft’s AI for Good’ chal-
lenge – a global competition that aims 
to recognize technology solutions for 
solving humanitarian issues and creat-
ing a sustainable world.

The technology is currently in the 
alpha stage, so the full-fledged appli-
cation is yet to be built. Mohapatra 
used data from government websites 
and hospitals and an aggregation 
of all this data was used to train the 
initial machine learning algorithm. 
A key challenge for Mohapatra is the 
lack of a centralized database. How-
ever, since India has just a handful of 
organ donation apps and none lever-
aging AI, Mohapatra is optimistic 
about more people signing up with 
OrganSecure, thereby making its data 
pool richer.

If numerous recipients and donors 
sign up with OrganSecure, there could 
be a need to scale up rapidly. To future-
proof the app for scalability, Mohapa-
tra has opted for a solution that helps 
build and scale solutions using micro 
batching. To eliminate any possibil-
ity of the system being manipulated 
or tampered with, Mohapatra has set 
his sights on blockchain and smart 
contracts. He aims to move to a system 
that is blockchain-enabled so that all 
the information is stored on a ledger 
and is based on smart contracts. With 
blockchain transactions or entries can-
not be deleted and this ensures any 
tampering attempted on the ledger will 
be recorded. 
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WHY THE GLOBAL 
COMMUNITY IS TAKING A 

MULTIDISCIPLINARY 
APPROACH TO

CYBER RISK

Today, mitigating cyber risks have many challenges. The two major challenges are the 
lack of understanding of the entire dimension of the risk and lack of appreciation of the 
entire scope by individual stakeholders coming from one discipline, such as computer 

science or law. The solution lies in coordinated efforts. A beginning can be made 
through understanding of the risk through a multidisciplinary approach

By CIO&LEADER
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C
YBER SECURITY is anything but new to 
the readers of CIO&Leader. It has existed 
for long as a major agenda item for the CIOs 
and later, the specialized managers called the 

Chief Information Security Officers (CISOs). 
While the CIOs and CISOs have long fought the 

cyber security battle, it is only recently that the top 
management and board have become willing part-
ners with clear expectation that it is the CIOs and 
CISOs who would manage the challenge. 

A research published in September 2018 by insur-
ance broking and risk management company, Marsh 
and IT major, Microsoft said that as much as 77% of 
respondents from more than USD 5 billion plus com-
panies (all CXOs) said IT department is the primary 
owner and decision maker for cyber risk manage-
ment in their organization. For companies between 
USD 1 billion and USD 5 billion in revenue, that num-
ber was significantly more at 83%. 

Unlike in many other new tech intervention areas 
like digitalization and data, the non-tech business 
executives are not invading the cyber security arena. It 
is because of the highly specialized nature of the area—
within IT, it is the only area professionals look upon 
for growth as specialists—and not because it is any less 
important thrust area.

The above-mentioned research, titled 'Marsh-
Microsoft Cyber Perception Survey', finds that nearly 
two-thirds of survey respondents see cyber risk 
among their organization’s top five risk management 
priorities. That is roughly double the percentage who 
rated cyber that high in a survey Marsh conducted in 
2016. From the companies that the research covered, 
56% ranked cyber security risks among their top five 
risks and a small but significant number—6% of all 
companies—ranked it as the biggest risk!

 No wonder, they have started quantifying the 
financial cost of major cyber incidents. From among 

the USD 1 billion dollar-plus companies, as many as 
42% estimate the worst potential value of financial loss 
in case of an incident to be more than USD 50 million, 
out of which two-third estimate the loss to be more than 
USD 100 million.

A new Aon report puts a number to the magnitude 
of the aggregate losses. It estimates annual global cyber 
losses are expected to hit USD 6 trillion by 2021, with 
cybersecurity spending projected to exceed a total of 
USD 1 trillion for the five years leading up to 2021. 

The report, 'Prepare for the unexpected: Safeguard-
ing value in the era of cyber risk', notes that while the 
immediate costs of a cyberattack can be significant, dam-
ages to a business’s reputation could cost just as much or 
even more in the long term.

According to a research published in June this year 
by ESI ThoughtLab, on an average, annual losses from 
cyberattacks grew to USD 4.7 million last year—with 
more than one in 10 companies losing more than 
USD 10 million. That amount equates to an average of 
0.114% of revenue across all firms surveyed.

Cyber Risk: Beyond Corporates
While businesses are increasingly seeing cyber risk as a 
major risk, its impact is now seen beyond the profit and 
loss statements of corporations. 

The annual Global Risk Report (GRR) of Geneva-
based global think tank, the World Economic Forum 
(WEF), based on its Global Risk Perception Survey, is 
arguably the most important current risk assessment 
statement at a global level. This report hugely influ-
ences the risk planning strategy of global businesses, 
financial institutions and world governments.

In this year’s GRR, two cyber security risks—data 
fraud/theft and cyberattacks—were identified as two of 
the five most likely risks for 2019, next only to extreme 
weather events, future of climate change mitigation & 
adaptation and natural disaster—and ahead of such 
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fifth most likely. In short, the high likelihood factors 
associated with cyber risk are not an accidental one-
off phenomenon; its rise as a global risk has been 
gradual and consistent.

Towards a Multi-disciplinary 
Approach
So far, the cyber risk agenda has been tackled at  
two levels. 

At technical level, it has been handled by the 
information security professionals including but 
not restricted to enterprise information security 
professionals. There has been important collabora-
tive efforts and research initiated by technical bod-
ies, such as ISSA (Information Systems Security 
Association), Information Security Forum, Internet 
Security Alliance, ISACA (Information Systems 
Audit and Control Association), ISRA (Information 
Security Research Association) and CSA (Cloud 
Security Alliance). They have largely focused on 
technical aspects and the direct impact of cyber 
security threats and breaches. 

At the national level, the national Computer Emer-
gency Response Teams (CERTs) have collaborated with 
the large corporates to fight cyber risks to some extent. 

But by and large, managing cyber risk has 
remained restricted to technology professionals and 

risks as manmade environmental disasters, large-
scale involuntary migration, biodiversity loss and 
ecosystem collapse, water crisis and asset bubbles in 
a major economy. 

The WEF GRR also ranks the risks in terms of 
impact. Cyberattacks were ranked as the seventh 
most impactful risk, along with such risks as weap-
ons of mass destruction, extreme weather events, 
future of climate change mitigation & adaptation, and 
natural disasters.

According to the GRR 2019, a large majority of 
respondents expected increased risks in 2019 of 
cyberattacks leading to theft of money and data 
(82%) and disruption of operations (80%). Around 
two-thirds of respondents expect the risks associated 
with fake news and identity theft to increase in 2019, 
while three-fifths said the same about loss of privacy 
to companies and governments.

 The 2019 report is not an isolated example of a 
GRR counting cyber risk among the top global risks. 
The likelihood of cyber risk has consistently gone 
up in the WEF annual surveys. In 2015, data fraud 
ranked as the 9th most likely global risk in the year’s 
GRR. It has consistently risen as a risk to rank as 
the 4th most likely this year. Similarly, just three 
years back—in 2016, cyberattacks were seen as the 
11th most likely risk, which is today ranked as the 

How do companies see cyber risk?

A top five risk

The No. 1 risk

A risk, but not in the top five 

Low priority

Don’t know

56%

6%

29%

5%
4%

Source: Marsh-Microsoft Cyber Risk Perception Survey 2018
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some risk professionals, rarely, if at all, going beyond 
these two sets of professionals. 

But the growing magnitude of the risk—evident 
from WEF’s ranking of the risk among the top five—
has made businesses and policymakers take it far 
more seriously. And when there is a new risk, can 
insurers be far behind?

Global insurers have also thrown their lot behind 
research, strategy and mitigation of cyber risk. Aca-
demicians have begun to explore this as a serious 
subject for understanding various dimensions of 
the issue. 

Certain concrete steps in recent times make  
one hopeful that the global community now  
means action.

A Research Agenda
Workshop on the Economics of Information Secu-
rity (WEIS), a leading forum for interdisciplinary 
scholarship on information security and privacy, 
in its 2019 edition held in June, looked at cyber risk 
and cyber insurance in a comprehensive manner to 
understand the avenues and thrust of future research 
on cyber risk.

Prior workshops of WEIS have explored the 
role of incentives between attackers and defenders 
of information systems, identified market failures 
surrounding Internet security, quantified risks of 
personal data disclosure, examined decision-making 

surrounding information security, and assessed 
investments in cyber-defense.

But this is the first time that they have tried to take 
a complete view of cyber risk.

In a collaborative paper, titled 'A Research Agenda 
for Cyber Risk and Cyber Insurance', as many as 19 
leading experts from the area—among them acade-
micians, insurers, industry associations and finan-
ciers—presented a research agenda for cyber risk and 
cyber insurance, taking into account the multi-dis-
ciplinary nature of cyber risk. They proposed what 
they called ‘a cyber risk unified concept model’ that: 

 identifies where each of the disciplines can add 
value

 outlines collaboration opportunities across the 
major research questions 

 presents major research questions into manage-
able projects and tactical questions that need to be 
addressed
More than a definite authoritative framework 

for addressing cyber risk, this is presented by the 
experts as a beginning point for further research and 
collaboration. Researchers can take up their own 
research questions in their discipline but can look to 
the unified concept model to find effective collabora-
tion opportunities with other disciplines. 

While the group has dealt with individual disci-
plines and the questions therein, the major contri-
bution seems to be in identifying and recognizing 

Rising Profile of Cyber Risks
Rank of cyber risks in most likely global risks identified by WEF
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Data Fraud

Source: World Economic Forum Global Risk Reports 2015-2019
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eight identified disciplines that can contribute to the 
research of cyber risk. 
These big questions are nothing but a variation of the 
standard five risk management process steps:

 Identify the risk
 Analyze the risk
 Evaluate or rank the risk
 Treat the risk
 Monitor and review the risk

The derived big questions are:
 What constitutes cyber risk?
 How should we measure cyber risk?
 Are there cyber risks that can be avoided?
 What are the opportunities to reduce cyber  

risk?
 How can cyber risk be best transferred to  

other parties?
 How can residual cyber risk be managed and  

monitored?
For each listed question, it identifies the relevant 

disciplines in whose scope the question falls and  
who can get involved in exploring answers to  
that question. 
The disciplines are:
1. Accounting 
2. Data Science
3. Behavioral Science
4. Economics
5. Computer Science
6. Management Science
7. Political Science
8. Law 

the multidisciplinary nature of cyber risk and 
presenting a unifying model for researchers to 
collaborate in future.

Today, not only is the research fragmented, 
every discipline believes that they have the ability 
to comprehensively address the ‘cyber risk’—indi-
cating a classic case of blind-men-and-elephant 
interpretation of this complex and serious risk.

“This is a function of the relatively narrow 
view each field has regarding the definition of 
the cyber risk problem set. For example, our 
statistician colleagues defined cyber risk as the 
study of modeling the likelihood of an attack, 
while political scientists defined it as the study 
of international security in the context of digital 
threats,” the group writes in the introduction to 
the agenda.

Explaining the basic premise of their work, 
the experts say that while each discipline’s views 
are valid, they must be contextualized in a big-
ger vision so that cyber risk can be systematically 
addressed as a research area unto its own right. 

“The goal of this agenda is not to define cyber 
risk but aims to illustrate the need for a broad 
definition and multi-disciplinary, collaborative 
approach to address cyber risk as a research 
field,” the experts clarify.

The Agenda
The most important contribution of the agenda is 
defining a unified concept model that defines six 
broad questions on cyber risk and maps them into 
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What constitutes cyber risk?
The definition of cyber risk varies depending on what 
is at stake, the nature of threat and who is defin-
ing it. While some use the term as a synonym for 
an intentional cyberattack, many would also use it 
for any loss due to unintentional damages, such as 
downtime, accidental data loss, etc. In the WEF’s 
list, for example, there are four risks that relate to 
technology—the breakdown of critical information 
infrastructure, adverse consequences of technologi-
cal advancements, cyberattacks and data theft/
fraud. Most cyber security professionals would con-
sider only the last two as part of their addressable 
domain whereas the first two, especially the adverse 
consequences of technological advancements, are 
increasingly becoming huge risks. 

From cyber insurance point of view, the nature of 
the risk creates multiple problems. Unlike say a car 
accident or an earthquake, a cyberattack can last 
for a much longer period, its assessment can also 
take much longer. For example, a small data loss to 
attackers could be far more dangerous if that data 
is used in a manner that would harm the business; a 
bigger loss, where the data is not used by anyone to 
create any harm to the business, is much less dam-
aging. The challenge often is that, it is not known till 
it actually happens or even later.
The agenda lists two tactical questions: 
1. What are the different types of cyber events  

(distinguished by actor, impact, target precision 
and intent)?

2. What are relevant trends with respect to the dif-
ferent types of cyber events?

How should we measure cyber risk 
and its associated direct and indi-
rect costs?
While most research focus on the direct costs – 
loss of money, loss of business due to downtime, 
regulatory fines or loss of business due to custom-
ers turning away – or at best reputational loss to 
organizations, many indirect costs such as the loss 
of convenience or loss due to non-deployment of 

advanced technologies due to security concerns are 
not measured. That is because traditionally, security 
and not risk has been the point of reference. 

Notes the agenda, “Current models fail to capture 
the considerable interdependencies across digitally 
enabled systems and their respective industries. 
The failure or compromise of a single digital system 
could cause cascading failures and exponential 
repercussions. This complicates the calculus of an 
organization’s cyber risk. It is unclear where the line 
should be drawn about where one organization’s 
cyber risk ends and another’s begins.“
The agenda lists a number of tactical questions: 
1. What type of forward-looking accumulating 

scenarios are conceivable, e.g. (i) one attacker 
exploits common hardware vulnerabilities, com-
mon software vulnerabilities, common proce-
dural design flaws, common human behaviors; 
(ii) one successful attack on a single company 
has a ripple effect on many companies, indus-
tries; (iii) orchestrated multiple attacks (similar 
to 9/11);?

2. How likely are the accumulation scenarios? 
What is the severity?

3. What are potential interconnections (within/
across entities; within/across industries)

4. What economic theories can be transferred to 
analyze cyber risks and which ones are  
not transferrable?

5. What data is needed to reliably assess the 
performance of a cyber economic model? For 
example, independent realizations of risk realiza-
tions on networks (i.e., many independent net-
works of comparable type).

6. How can cyber risk across interdependent indus-
tries be normalized such that we can compare 
risks across industry?

7. How can digital interdependencies be 
measured?

8. How and to what extent, if any, can cyber events 
be accurately modeled and ultimately predicted 
considering past attacks are not necessarily 
indicative of future ones?

9. Under what circumstances, if any, are degrees of 
modeling and prediction possible?

THE QUESTIONS & APPROACHES
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Can cyber risk be avoided?
The Holy Grail of the corporate information secu-
rity departments—as opposed to risk functions—is 
avoiding cyber risks, in whatever narrow way they 
define it. While traditionally ‘securing’ the system 
approach has been used along with just avoiding 
use of digital interconnecting technology wherever 
possible—like defense and nuclear establishments—
increasingly the approach is shifting to building 
security at the time of system design, popularly 
called ‘security first’.

The avoidance of using digital interconnected 
technologies is not really possible in most areas 
where external users, such as consumers and part-
ners use the system. 
The agenda lists four tactical questions: 
1. What is the utility curve for digital assets when 

compared with their security tradeoffs?
2. What stakeholders need to be involved in deci-

sions regarding averting cyber risk?
3. What new security-by-design principles can be 

employed?
4. How can accumulation risk be averted?

What are the opportunities 
to reduce cyber risk?
Risk mitigation is not always a black-and-white 
proposition. As organizations realize that they can-
not avoid all the risks all the time, they prioritize risks 
based on multiple considerations: Cost of failure, 
tradeoffs with other attributes, such as customer 
convenience and technology usage, privacy of indi-
viduals’ requirements for which are becoming strin-
gent through new regulations as well as availability 
of resources.

With digitalization, almost everything from a 
manufacturing plant to transportation systems, 
are vulnerable to threats. That has given rise to 
protection of critical infrastructure, which is being 
done at organizational level as well as at national 
level. In fact, the approach that an organization, an 
industry or a nation takes has huge implications for 
cyber insurance. 

Needless to say, all security certifications, accred-
itations and governance today are but a manifesta-
tion of this risk reduction strategy.
The agenda lists a number of tactical questions: 
1. How can specific risk related to confidentiality, 

integrity and availability be reduced? How can 
the "right" human behavior be achieved?

2. Which mitigation efforts make sense based on a 
cost/benefit analysis?

3. Who should be responsible for mitigation?
4. Which industries care most about preserving: A) 

Confidentiality, B) Possession or Control, C) Integ-
rity, D) Authenticity, E) Availability, and F) Utility?

5. Which industries have a good cyber hygiene? Who 
is this related to (or caused by) the type of busi-
ness, market structure, and the regulatory environ-
ment? How can this be assessed and monitored?

6. What are approaches to determining prioritized 
assets?

7. What data should be used to prioritize assets?
8. How do risk assessment tools account for pri-

oritized assets?
9. How are shared assets or third-party assets 

accounted for in prioritizing risk?
10. How should cyber policy be enforced?
11. Should insurers take on the role of a cyber secu-

rity standard enforcer?
12. Should hardware and software producers be 

made liable for the cyber risk of their products?
13. Should providers of cyber security services be 

held liable for the quality of their services?
14. What other cyber risk practices should be  

mandatory?
15. What would cyber data collection standards 

look like that can facilitate risk analysis for 
various purposes (operational risk, insurance 
underwriting, evaluating impact of cyber 
hygiene, etc.)?

16.  What disclosure considerations should be 
taken into account when sharing anonymized 
cyber event data?

17.  Can we build “best practices” to handle compa-
nies’ cyber risk?

18.  What would be the role of compliance and 
regulation, should there be a chance for global 
alliance?

19.  What are capital requirements to finance cyber 
risk?

20.  What are response and recovery plans?
21.  What kind of scenario training can be conduct-

ed to manage cyber loss events?
22.  What factors need to be considered for enumer-

ating long-term cyber event consequences?

How can cyber risk be best 
transferred to other parties?
A major problematic aspect of cyber risk is account-
ability and responsibility. 
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“After each cyber event, fingers are pointed within 
an organization. More often than not, the CISO and/
or the CIO take the blame for a cyber event. How-
ever, other times a system admin is blamed. In rare 
cases, where a major cybersecurity breach occurs, 
the CEO or the board of directors are held respon-
sible for a breach. Ownership of cyber risk within an 
organization is generally unclear – even if there is 
a CISO or CIO that is supposed to manage informa-
tion security. Because cyber risk is a key part of an 
organization’s overall business risk, cyber responsi-
bility should be distributed across the organization. 
On a micro level, questions about the role of a CISO, 
where a CISO should sit in an organization and the 
extent of responsibility a CISO has is important to 
understanding an organization’s cyber risk,” explains 
the agenda document.

But there is also opportunity to transfer cyber risk 
beyond organizational boundaries – that is to insur-
ers. “Today there are clear gaps in understanding 
how to accurately price the forward-looking cyber 
risk for a specific organization,” says the agenda. 

There are even bigger gaps in understanding 
how cyber risks can accumulate across sectors and 
interdependent assets. This has inhibited the insur-
ance industry from assuming more of this risk. As 
insurers and reinsurers become more confident in 
the extent of these risks, insurance can become a 
greater force in helping organizations transfer cyber 
risk, the agenda notes.
The agenda presents six tactical questions in  
this area:
1. How and when should cyber risk be transferred 

to insurance, capital markets or governments?
2. Which risk transfer efforts make sense based 

on a cost/benefit analysis?
3. Should cyber exposures be covered by specific 

cyber insurance policies?
4. Where in an organization should cyber risk 

responsibility, accountability and liability fall?
5. How should an act of war be defined for cyber?
6. What if there is a string of attacks that together 

constitute cyberwar, but separately just seem 
like one-off attacks?

7. How and to what extent is it feasible for insurers 
to provide insurance coverage for certain cyber-
war scenarios? 

How can residual cyber risk 
be managed and monitored?
One of the small but crucial questions is how 

the residual cyber risks can be managed. 
Regardless of all prevention measures, 
organization will still experience cyber events. 
Responding to residual cyber risk is as 
important as preventing the risk. 

Very often the definition of ‘response’  
by security practitioners include the technical 
response, isolating other components  
in the system and at best reporting it to 
authorities concerned. 

But they do not address areas like employee, 
customer and investor anxiety, long-term 
reputational loss and the like. They require 
different types of communication in the aftermath 
of the event, analysis and modification in security 
policies, etc. Many organizations discuss the 
issue in an almost white paper-like manner 
in their quarterly and annual communication 
with investors as well as with the customers, 
especially where it concerns customers’ data, 
such as in B2C companies, outsourcing firms, 
consulting and law firms. 

“One major residual risk issue organizations 
are struggling with is, understanding how 
reputational damages manifest over time after a 
cyber event. While the stock price implications of 
a cyber event have been documented thoroughly, 
reputational damages long-term are less 
understood which can have indirect impacts on 
business performance,” the agenda notes.

Executives need a clearer understanding of 
how much residual risk will cost and how to 
account for this in fiscal planning. Each of these 
areas can be unpacked yielding many interesting 
projects that can span across disciplines, the 
agenda notes.
The related tactical questions that the agenda  
lists are:
1. What are capital requirements to handle 

residual risk?
2. What are potential recovery plans?
3. What kind of scenario training can be 

conducted to manage residual risk?
4. What factors need to be considered 

for enumerating long-term cyber event 
consequences?

In conclusion, one message comes loud and 
clear. Effective cyber risk management is  
beyond the capability and scope of any one 
discipline. While law, IT, data science and 
management science have taken the lead, the 
approach is quite uncoordinated. Other disciplines 
need better tune-in 
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The pioneer in the concept of ‘Digital Mine’ has been 
Rio Tinto, the Australian mining major which trans-
formed Pilbara mine into a mine of the future, with 
a real-time operations center in Perth, automated 
haulage, drilling and trains. This has resulted in 
significant productivity gains at lower risks due to 
optimized operations.

Transforming Mining with IoT and 
Automation
The mining industry has been at the cutting edge of 
innovation for several decades. For instance, Auto-
mation solutions have been in use in both surface 
mining and underground mining to reduce human 
labour, optimize costs and enhance productivity. 
In recent years significant investments in Big Data 
Analytics, Information Management and Internet of 
Things (IoT) is helping mining companies enhance 
productivity, reduce equipment downtime and man-
age environmental emission standards. A recent 
survey of mining companies in Canada revealed 
investments in Big Data and Analytics tooling (53%), 
autonomous vehicles (30%) and robotic process 
automation (29%). To understand the transformative 
value these technologies, bring to the mining indus-
try let us quickly review how technology is trans-
forming the mining industry across its value chain. 

 Acquire Mining Lease – Mining companies must 
acquire a mining lease before starting of mining 
operations. The mining lease is again a decision point 
based on exploration done in the area. The results of 
exploratory drilling are analyzed using Data Integra-
tion, Big Data solutions and commercial value of the 
lease and feasibility analyzed. A lot of historical data 
on similar leases and lessons learnt are vital in taking 
strategic investment decisions.
 Mine Design and Plan – Companies can lever-

age data from mines designed for same mineral 
type, on similar geological formations. Such mine 
plan designs can be stored in a Data Lake for future 
analysis and trends. Geological modelling data from 
similar mines can be leveraged to help structure the 
bench plans and capacity can be derived based on the 
resource and production plans.

 Drill and Blast – Placement of drill holes is done 
based on ore body orientation and is key to ensure 
overburden to be cleared is less. The GPS co-ordi-
nates and ore body digitized maps from the Data 
Lake can be used to layout the drill hole efficiently. 
Automation is being used in drill hole blasting for 
accuracy as well enhancing productivity margins 
in open cast mines like Coal. In open cast mines like 
Coal, drilling and blasting account up to 10-15% of 
mining costs, hence the outcomes of drilling and 

By Saumya Chaki

MINING

Digital Mine – 
Rise of the 
Machines! 
With ever increasing focus on 
leveraging digital technologies to 
transform the mining business, it is 
expected that newer use cases will 
emerge around the mining value chain

TRANSFORMATION EXEMPLAR
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 Transport and Logistics – Most min-
ing sites are in remote areas, resulting 
in transportation and logistics playing 
a crucial part in moving the processed 
minerals as well as the ore from mine 
site to processing plant and then by rail-
way or shipping to consumer destina-
tions. Use of Big Data Analytics and IoT 
can help track ore and processed min-
erals across the mining value chain. A 
study by US Bureau of Mines indicated 
that transportation costs ranged from 
22-26% of the total operational costs. 

 Consumers – Consumers of miner-
als are mainly energy companies (like 
power companies for coal), cement 
manufacturers (for limestone, dolomite) 
and steel manufacturers (iron ore, 
manganese, etc.). In case of rare earth 
elements, the consumers could be drug 
manufacturers or battery manufac-
tures. Minerals are also stock piled by 
commodity companies that trade on the 
commodity markets. Consumers often 
leverage Big Data Analytics for pric-
ing simulations and potential demand 
for specific minerals based on global 
demand and technological disruptions 
like rise of electric vehicles to manage 
pollution level and reduce greenhouse 
gas emissions.

As is evident from the transforma-
tional impact of digital technologies 
at each stage of the mining value, 
companies are increasingly looking at 
leveraging these technologies not only 
for productivity enhancements and 
cost optimization but also to comply 
with stringent environmental impact 
parameters. For open cast mines, Sus-
pended Particulate Matter (SPM) and 
dust must be effectively managed, as 
well as impact of mining on ground 
water. Mining companies manage 
dust through process control systems 

blasting need to be effectively managed.
 Load and Haul – Once the raw min-

eral is blasted, it needs to be loaded 
and hauled into dumpers and shovels. 
IoT sensors, Automation and Big Data 
Analytics play a pivotal role in optimiz-
ing mine operations. Dumpers run on 
automation solutions with dynamic 
route planning based on real-time 
dashboards. The sensor data from drill 
machines and dumpers mashed with 
GPS co-ordinates of routes help make 
the operations digitally aware.

 Stockpiles – Dumpers carry the ore 
and place them in stockpiles. Stockpiles 
serve two purposes: 1) raw mineral/
ore is stored temporarily before moved 
for processing; 2) use in blending of 
ore depending on ore concentration. 
Stockpiles are now measured using 
drones and laser-based measurements 
which provide a 3D model of stockpiles 
thereby enabling companies to track the 
size and quantity stored.

 Crushing and Processing – The 
ore is taken for crushing where the 
ore is passed through a screen to 
transfer the ore depending on size to 
either a primary crusher or secondary 
crusher, thereby reducing the ore size 
to enable transport by conveyors into 
the processing plant. The crushing 
plant must run 24*7 and hence sen-
sors embedded in the machines pro-
vide useful data around throughput of 
crushing as well as equipment perfor-
mance metrics that enable predictive 
maintenance schedules to be planned. 
Post crushing, there are numerous 
processing activities, such as siz-
ing, ore concentration wherein the 
increase in percentage of the mineral 
in the concentrate. There are various 
methods of concentration like froth 
flotation and electrostatic separation.  

and water spraying trucks. Real-time 
dashboards using Data Integration 
and Big Data Analytics monitor met-
rics like dust and moisture levels at 
haul roads. The key benefits of digital 
transformation in mining industry 
can be summarized as:
 Digital Mine – A real-time insights 

into the mining operations from mine 
planning, to drilling and blasting, load-
ing and hauling, stockpiling to transpor-
tation and delivery to end consumers. 
 Cost Optimization – Managing costs 

by automation and leveraging IoT and 
Big Data Analytics to reduce costs of 
transportation, labour, logistics and 
equipment down time.  
 Environmental Hazards – Manage 

environmental hazards like air quality, 
dust levels, impact on ground water etc. 
Mining companies need to comply with 
stringent environmental regulations 
worldwide. This enables mining com-
panies to engage with local communi-
ties on crucial issues like water manage-
ment, waste management, etc. 
 Productivity – Automation in haul-

age, transportation and drilling has 
brought about significant productivity 
benefits. Using Big Data Analytics has 
enhanced route planning to dumpers 
and transportation systems from mines 
to processing plants and to downstream 
consumers. Historians and MES sys-
tems help define better control loops 
within a process, department across the 
value chain. 

In India, Hindustan Zinc has built a 
digital mine prototype at its Sindesar 
Khurd mine as is adopting transforma-
tive technologies. With ever increasing 
focus on leveraging digital technologies 
to transform the mining business, it 
is expected that newer use cases will 
emerge around the mining value chain 
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“Tech Leaders 
Should Focus 
On Improving 
Customer 
Experiences”
In a conversation with Sohini Bagchi, Natasha 
Jethanandani, CTO of Kaleidofin illustrates 
what it takes to head the technology team at her 
organization and reflects on the changing role of 
IT leaders

INTERVIEW

The role of the Chief Technology Officer 
(CTO) is drastically changing in recent 
years from a tech-centric role to one 
having leadership, vision and a more 
customer-centric approach. In an exclu-
sive interaction, Natasha Jethanandani, 
CTO of Kaleidofin – a digital financial 
services platform that offers innovative 
investment solutions – reflects on the 
changing role of IT leaders in the indus-
try. After stints at Google and Microsoft, 
Jethanandani explains what it takes to 
head the technology team at a fintech 
company, a sector that is increasingly 
relying on advanced technology innova-
tion and customer-centricism.

What is the role you play 
in your organization? How 

do you draw inspiration to 
manage your day-to-day 
operations?
Kaleidofin is a tech-led platform that 
provides integrated financial solutions 
to the under-banked. Our solutions 
are entirely online and accessible by 
customers through the Kaleidofin 
App. As a CTO, my responsibilities 
are divided into both building the 
customer facing app as well as scaling 
the backend and automating processes 
to create a seamless experience.

The Kaleidofin business strategy 
and growth plans posed several 
challenges to us. First, Kaleidofin is a 
mass market product. We aim to get 
a minimum of a million customers 
over 2 years. The technology systems 
therefore had to be built to work with 
large volumes.

Second, our target segments are 
diverse, not just in their financial 
service needs, however, we wanted 
to make sure we offer customised 
services for each one of them. Our app 
today, creates a risk persona for each 
individual customer and suggests a 
solution based on the same.

How do you see the IT 
leader’s role has changed 

over the years? 
Having spent close to 15 years in 
the sector, I believe one of the most 
important aspects that changed for 
technology leaders is the focus on 
building better customer experiences. 
Today, an increasing number of 
companies have a mobile-first 
approach, which leads to creating 
integrated interfaces and an end-
to-end customer engagement 
experience. Understanding the target 
segment to build UX that resonates 
with them, along with creating a 
seamless backend that provides 
functionality in a performant and 
scaled way should now be the focus of 
any technology team. 

T
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It is more 
important 
than ever 
before to set 
aside enough 
time to learn

My team members and I regularly 
interact with the agents who work 
with the customers as well as the 
customers to understand and make 
changes in our systems. In less than 
a year, we have seen many customers 
increase their saving capacity from 
INR 100-1000. The interactions and 
also the success ratio with customers 
keep us motivated about our work.

What were the lessons 
you learnt from your 

Microsoft and Google days?
As technology professionals, it is 
imperative to experiment and learn 
each day and I believe that’s one lesson 
that I carry back from my Google and 
Microsoft days. Microsoft and Google 
were undoubtedly amongst the best 
learning launch pads. Here each 
employee, irrespective of the number 
of years of experience is encouraged to 
come up with new ideas and question 
existing ones. The companies had an 
entrepreneurial culture. Every team 
was encouraged to initiate new projects 
and new ideas. However, the teams had 
to convince technical architects and 
business leaders internally about the 
value propositions of these projects. 
Working with incredibly smart people 
day in and day out was very motivating. 
I encourage my team constantly to 
debate and question constantly. Within 
Kaleidofin, we keep track of new 
trends, platforms and what is going on 
in the industry and try to inculcate a 
continuous learning environment.

What’s your view on the 
state of women CIO/CTOs 

in India? How do you support 
more women tech leaders in 
the workforce?
As mentioned above, the role of a 
CTO /CIO is now becoming strategic 
in nature that has a direct impact on 
business. The choice of a CTO /CIO 
is entirely based on an individual’s 
capability and commitment to work.
We have a gender agnostic approach 
at Kaleidofin. Having said that, our 

the advantage of catching issues real-
time and also reduced operational 
costs significantly.

At Kaleidofin, we encourage our 
teammates to constantly research 
and learn from developments in the 
industry. We also invite experts and 
professionals from the industry to 
share their learning with us.

What technologies are 
you toying with or are 

likely to explore in the future? 
We are actively looking at technology 
that helps build scalable platforms 
using commodity hardware – 
architecture that uses microservices 
to create reliable and multi-tenant 
systems, building a high performant 
data pipeline that can be used for near 
real-time analytics.

We are looking at AI based 
technologies that can help 
with customer engagement – 
personalization, improved onboarding, 
improved communication using NLP 
techniques (voice recognition, chatbots), 
issue resolution that ‘learns’ customer 
needs (using multi channel customer 
service assistance). Also, customers are 
getting comfortable with voice-based 
tech (voice-to-text, text-to-speech) and 
we are exploring how to apply this 
along with a strong focus on vernacular. 
We are further using AI, OCR and 
computer vision techniques to move 
towards Robotic Process Automation 
(RPA) and machine learning and 
anomaly detection to prevent fraud.

What are your tips for 
future CIO/CTOs or IT 

leaders? 
The world of technology is today 
dynamic and constantly evolving. 
New platforms and developments in 
technology, AI and ML have a huge 
impact on business models. For any 
technology professional therefore, it is 
more important than ever before to set 
aside enough time to learn and evolve 
with the changes, take on leadership 
roles and new challenges  

–Natasha Jethanandani 
CTO of Kaleidofin

policies such as flexible work times, 
support for work life balance, etc, 
makes it an employee friendly place 
which encourages more women to 
work with us. Also, we are excited 
that we have a great set of women 
leaders – our CEO is a woman and we 
have strong women leaders in Product 
Management, Business Development 
and other teams as well. 

What role does innovation 
play in IT? How do you 

ensure that your team makes 
enough time to innovate and 
create new business led IT 
tools?
There are new technology 
advancements almost every day 
- across many areas including 
cloud platforms, AI/ML and at a 
device level. It is important for any 
technology team to not just keep 
abreast with the new developments 
but also incorporate them in their 
existing systems and processes.
At Kaleidofin, we strive to do this 
regularly. A good example is where 
we observed a business problem 
wherein customers KYCs were 
failing regularly due to poor quality 
pictures taken in the field. We 
immediately incorporated AI-based 
OCR technology into our mobile app 
to do text recognition on the pictures 
captured and prevent poor quality 
pictures at the source itself. This had 
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INSIGHT

Importance Of IoT  
In Manufacturing 
Sector
End-to-end IoT Analytics helps in getting a consolidated bird’s 
eye view of all the manufacturing facilities spread across 
the globe on a single platform with insights into the key 
performance indicators
By Nabuath Ulla Khan
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As we look around the world today, 
everything is sensor-enabled or con-
trolled. If you walk across a factory 
floor, you might have dozens of sensors 
on a single machine that are tracking 
everything from vibration of multiple 
axes to pressures to temperatures to 
mass flow and much more…you’ll also 
have variable-frequency drives con-
trolling the motor. 

But why is the world moving towards 
having so many sensors around them 
or the machines, why is that relevant? 
We’ve entered the era of the Indus-
trial Internet of Things (IIoT), which 
is known by a lot of different names, 
like Industry 4.0, Brilliant Factory, 4th 
Industrial revolution, Smart factory, 
connected factory and so on depending 
on which part of the world you are in.

No matter the name, when you take a 
deeper look, everyone is talking about 
the connection between machines, 
data, and people, which is mainly 
driven by adding more and more sen-
sors on the physical machines or prod-
ucts. These sensors on the machines 
are pulling more data off them, which 
wasn’t collected earlier, that’s a lot 

of information….This collected data 
resides everywhere in manufactur-
ing—in Enterprise Resource Planning 
(ERP) systems, Product Lifecycle Man-
agement (PLM) systems, Manufactur-
ing Execution Systems (MES), Sup-
plier Relationship Management (SRM) 
systems, Customer Relationship Man-
agement (CRM) in machine tools and 
in thousands of spreadsheets, files and 
folders across the company. 

Data also resides outside the enter-
prise, across the value chain with 
partners on both supply and sales 
sides. The goal of sound Industrial 
Internet strategies is to break down 
organizational, process, data and sys-
tem silos and automate the collection 
of data across end-to-end operations. 
An enterprise that uses a deeper, wider 
and smarter analysis of its data will see 
big operational dividends.

And most of the manufacturing orga-
nizations want to take this data, create 
a single source of truth by eliminating 
silos and apply advanced analytics. This 
helps to push out the most meaningful 
information to the workforce on ground, 
on a real time or near to real time 

basis. In turn, it ensures they are well 
equipped with the right set of informa-
tion and insights at the right time with 
least possible time being spent on large 
sets of non-productive activities.

Now, let us look at a small portion of 
the smart factory setup as an example 
to understand the numerous benefits 
the organization can capitalize on, by 
having IoT analytics deployed across 
the value chain.

The setup shown in the picture talks 
about how the incoming raw material 
is converted into a finished product as 
it moves on the assembly line from one 
work station to the other using robots 
or machines. Once the production is 
completed, the product is packed and 
dispatched to the end user. Post this, 
the finished product gets installed at 
the customer site, the manufacturer 
or the OEM has ability to track the 
performance of the finished product in 
the field.

With such a simple setup, we can still 
say there are multiple touch points and 
complexities involved across this value 
chain. Data gets generated at multiple 
stages and stored either in silos or on a 

A
No matter the name, when you take a 
deeper look, everyone is talking about the 
connection between machines, data, and 
people, which is mainly driven by adding 
more and more sensors on the physical 
machines or products
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single source of truth platform, be it on 
premise or on cloud depending on the 
organizational IT strategy. 

Let’s take this example and talk 
about the various touch points,  
type of data generated and how the 
manufacturing organizations can  
get benefitted at a large-scale using  
IoT analytics: 
Incoming Material – As the raw mate-
rial enters the manufacturing facility, 
there is a quality check process in place 
for all the incoming material, again 
it can be random sampling or batch 
sampling or may be 100% testing that 
happens either manually or automated 
depending on the organizational matu-
rity and advancements in technology. 
This step generates a lot of data on the 
3 key dimensions of Quality, Quantity 
and Time by supplier, and then the in-
house tested data is validated with the 
supplier provided quality data. 
Manufacturing Plant – Now as the 
quality approved raw material enters 
the manufacturing facility, it flows 
through the assembly process on the 
conveyor belt. Robots do their pre-
programmed activity one after the 
other, until it reaches the end of line or 
the finished product state. This entire 
process generates tons of data coming 
in right from the conveyor belt, Health 
of Robot, in-spec/out of spec data from 
one workstation to the other and the 
end of line quality test.
Customer Site and Third-Party 
Logistics – Continue to collect data 
from products once they leave the fac-
tory floor (e.g. throughout the distribu-
tion process and once implemented 
into customer sites) as well as, access 
more data than ever before and inte-
grate with 3rd party syndicated data 
to improve process and quality control 
(e.g. use data on regional weather pat-
terns to determine locations where 
weather conditions will result in high-
er demand, or view data about fuel and 
other input prices)

Now that we have a high-level under-
standing on the various touch points 
and type of data generated, let us look at 

a few critical benefits that the organiza-
tion can achieve leveraging analytics. 

Glimpse of few quick wins or top 
10 benefits of having end-to-end IoT 
Analytics strategy deployed  
in manufacturing:
1. Manage data remotely from a central-

ized location and push updates and 
key notifications to the factory floor, 
making relevant information avail-
able to manufacturing employees.

2. Monitor whether components are 
arriving at the plant floor as expect-
ed, and slow production if needed to 
reduce or eliminate excess work-in-
process inventory

3. Predefine rules for equipment use 
and plant management (e.g. shut 
down production or equipment 
based on demand or environmental 
data), to optimize productivity  
and profitability

4. Establish predictive maintenance 
schedules – with planned main-
tenance, cost of operations can be 
reduced, and throughput can  
be increased

5. Identify and correct quality issues – 
with IoT and the ability to perform 
Big Data analytics, manufacturers 
can increase the number of quality 
checks that are performed, collect 
more quality inspection data and 
analyze more data than ever before. 
This enables them to spot defect 
patterns and correct them more 

quickly. This also enables manu-
facturers to create predictive algo-
rithms so that times/places where 
quality issues may occur are identi-
fied ahead of time. 

6.  Provide ‘single pane of glass’ vis-
ibility across all distribution/sales 
channels – this enables better 
inventory management and savings 
on logistics and distribution costs in 
turn reducing redundancies 

7.  Remote monitoring & diagnostic 
health alerts of field equipment 
shared with right stakeholders – An 
analyst at the customer’s OEM or 
service provider could determine 
whether the product requires a 
simple repair, or whether it makes 
sense to refurbish it.

8.  The analyst could identify a spare 
parts promotion that the customer 
could take advantage of, so the cus-
tomer is prepared for future main-
tenance needs.

9. The information can be used in 
R&D process to improve the prod-
uct specifications or design

10. Lastly, end-to-end IoT Analytics 
helps in getting a consolidated bird’s 
eye view of all the manufacturing 
facilities spread across the globe on a 
single platform with insights into the 
key performance indicators.

— The author is Practice Head -Manufac-
turing and IoT Analytics, SAS India 

Data also resides outside the 
enterprise, across the value chain 
with partners on both supply and 
sales sides. The goal of sound 
Industrial Internet strategies is 
to break down organizational, 
process, data and system silos 
and automate...



Insight

23September 2019 | CIO&LEADER

Healthcare - A 
Vulnerable Sector 
For Cybercrimes
According to Radware’s 2018-2019 Global Application and 
Network Security Report, healthcare was the second-most 
attacked industry after the government sector in 2018
By Nikhil Taneja

The healthcare industry is a prime target of hackers. 
According to Radware’s '2018-2019 Global Applica-
tion and Network Security Report', healthcare was the 
second-most attacked industry after the government 
sector in 2018. In fact, about 39% of healthcare organi-
zations were hit daily or weekly by hackers and only 
6% said they’d never experienced a cyber-attack.

Increased digitization in healthcare is a 
contributor to the industry’s enlarged attack 
surface. And it’s accelerated by a number of fac-
tors: The broad adoption of Electronic Health 
Records Systems (EHRS), integration of IoT 
technology in medical devices (software-based 
medical equipment like MRIs, EKGs, infusion 
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pumps), and a migration to cloud  
services.

Case in point: 96% of non-federal 
acute care hospitals have an EHRS. 
This is up from 8% in 2008. 

Accenture estimates that the loss 
of data and related failures will cost 
healthcare companies nearly USD 
6 trillion in damages in 2020, com-
pared to USD 3 trillion in 2017. Cyber 
crime can have a devastating financial 
impact on the healthcare sector in the 
next four to five years.

The Vulnerabilities
According to the aforementioned Rad-
ware report, healthcare organizations 
saw a significant increase in malware 
or bot attacks, with socially engineered 
threats and DDoS steadily growing, 
as well. While overall ransomware 
attacks have decreased, hackers con-
tinue to hit the healthcare industry the 
hardest with these attacks. And they 
will continue to refine ransomware 
attacks and likely hijack IoT devices to 
hold tech hostage.

Indeed, the increasing use of medical 
IoT devices makes healthcare organiza-
tions more vulnerable to DDoS attacks; 
attackers use infected IoT devices in 
botnets to launch coordinated attacks.

Additionally, crypto mining is on the 
rise, with 44% of organizations expe-
riencing a crypto mining or ransom-
ware attack. Another 14% experienced 
both. What’s worse is that these health 
providers don’t feel prepared for these 
attacks. The report found healthcare 
“is still intimidated by ransomware.”

The Office of Civil Rights (OCR) 
has warned about the dangers of 
DDoS attacks on healthcare organiza-
tions; in one incident, a DDoS attack 
overloaded a hospital network and 
computers, disrupting operations and 
causing hundreds of thousands of 
dollars in losses and damages.

Why Healthcare?
The healthcare industry is targeted 
for a variety of reasons. One of the 
reasons is money. By 2026, healthcare 
spending will consume 20% of the 
GDP, making the industry an attrac-
tive financial target for cyber crimi-
nals. And per Radware’s report, the 
value of medical records on the dark-
net is higher than that of passwords 
and credit cards.

And as my colleague Daniel Smith 
previously wrote, “not only are 
criminals exfiltrating patient data and 
selling it for a profit, but others have 

opted to encrypt medical records with 
ransomware or hold the data hostage 
until their extortion demand is met. 
Often hospitals are quick to pay an 
extortionist because backups are non-
existent, or it may take too long to 
restore services.”

One thing is certain: Ransomware 
and DDoS attacks are extremely dan-
gerous for patients and those dealing 
with health issues. Many ailments are 
increasingly treated with cloud-based 
monitoring services, IoT-embedded 
devices and self or automated admin-
istration of prescription medicines. 
Cyber-attacks could establish a foot-
hold in the delivery of health services 
and put people’s lives and well-being 
at risk.

Recommendations
Securing digital assets can no longer 
be delegated solely to the IT depart-
ment. Security planning needs to be 
infused into new product and service 
offerings, security, development plans 
and new business initiatives–not just 
for enterprises, but also for hospitals 
and healthcare providers alike. 

—The author is Managing Director - India, 
SAARC & Middle East, Radware 

Accenture estimates that the loss of data and 
related failures will cost healthcare companies 
nearly USD 6 trillion in damages in 2020, compared 
to USD 3 trillion in 2017. Cyber crime can have 
a devastating financial impact on the healthcare 
sector in the next four to five years
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Wanted: Security 
Professionals With 
Cloud Skills
The lack of skilled cybersecurity professionals, especially 
for cloud environments, may represent an existential crisis 
to our fledgling digital economy
By Rajesh Maurya

The need for talented IT professionals remains a 
top concern for most organizations. According to 
one recent report, organizations say they currently 
face skills shortages across a range of IT specialties, 
including server/systems administration (43%), 
general network administration (36%), and data-
base administration (31%). The lack of seasoned 
cybersecurity professionals is even worse, with a 
skills gap estimated at just under 3 million workers. 
As a result, according to a report from ESG, 53% of 
survey respondents reported a problematic short-
age of cybersecurity skills at their organization. 
And that’s just for general cybersecurity personnel 

needed to support and secure primarily traditional 
network environments.

But as networks rapidly expand to include the cloud, 
the problem becomes even more acute. Nearly a third 
of organizations have identified a challenge in locating 
individuals capable of managing converged infra-
structures that blend traditional and cloud networks 
into a coherent networked environment. The lack of 
trained personnel in the area of cloud networking 
and development is a similar IT challenge, with 41% 
of organizations struggling to find skilled DevOps 
professionals, and 37% looking for folks with skills in 
container administration.
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So it’s no surprise that finding secu-
rity professionals with cloud skills can 
be like finding a needle in a haystack. As 
a result, security deployed in the cloud 
tends to be just like the security run-
ning on the physical network: isolated. 
To make things worse, the security 
policies, devices, configurations, and 
protocols deployed on the cloud are 
often run by an entirely different team, 
which means there is little consistency 
in terms of enforcement, correlation, 
management, or orchestration.

Of course, cybercriminals are all too 
willing and able to exploit those securi-
ty gaps between different networks that 
still need to share data and workflows.

Key Cloud Cybersecurity 
Gap Areas
Here is a breakdown of some of the key 
security skills gap challenges faced by 
organizations operating cloud networks 
and services:
1. Cloud Native Security – Organiza-
tions adopting cloud networks general-
ly recreate the same security problems 
that exist in their traditional networks. 
First, they tend to add security as an 
afterthought, usually after their cloud 
infrastructure plans have already been 
designed. Next, they tend to implement 
the same legacy solutions in the cloud 
that they have been using in their core 
network. Many vendors have simply 
loaded virtual versions of their physi-
cal security devices into the cloud store, 
and organizations select them because 
they believe they already know them.
However, these solutions tend to have 
several serious problems:

First, these different security tools still 
operate in isolation, which means that 
not only can you still not share threat 
intelligence or security events between 
solutions, you now can’t do it between 
different network environments either, .

Second, virtual versions of security 
solutions deployed in the cloud often 
run quite differently from their physi-
cal version. 

And finally, these tools are also unable 
to take advantage of the performance 

and functionality built in the cloud 
because they were not designed to lever-
age cloud APIs and native functionality, 
which means they run slower and are 
less effective than those tools designed 
to run natively in the cloud.
2. DevOps vs DevSecOps — Security 
professionals need to be integrated into 
your DevOps team in order to ensure 
that security is built into applications, 
infrastructure, and services from the 
beginning at the beginning of every 
project. Agile application development, 
for example, needs to be able to link 
application functionality—especially 
when critical data is being handled—to 
security functions in a single, reliable 
chain in order to protect users without 
compromising the effectiveness and 
performance of the application. Gen-
erally speaking, this requires skills 
outside the scope of most cybersecurity 
professionals focused on mainstream 
network security strategies.
3. Container Security — This becomes 
even more challenging when imple-
menting specialized environments, 
such as containers, that require specific 
security solutions to be in place. Con-
tainer security needs a security profes-
sional capable of addressing specific 
challenges, including:
1. Integrated container security to 
address corrupt or malicious data 
inserted into a container.
2. Container-enabled security tools such 
as web application firewalls running 
inside a container that enable DevOps 
teams to better integrate application 
security into their application develop-
ment process.
3. Container-aware security that can 
define and enforce security policies 
based on contextual factors such as con-
tainer tags and labels.
4. Securing the container registry to 
protect developers from checking out 
an infected module and then building 
new application capabilities on top of 
that compromised code.
4. Multi-Cloud — These challenges are 
compounded when spread across mul-
tiple cloud environments. And with some 

experts estimating that 81% of enterprises 
currently have a multi-cloud strategy in 
place, this is just about everyone. The chal-
lenges in a multi-cloud environment include:
Consistent protection — Applications, 
data, and workflows tend to move across 
and between cloud environments. From a 
security perspective, this means that secu-
rity policies need to be able to move seam-
lessly along with any transaction so that 
critical data and resources receive the same 
protection regardless of their location.
Consistent policy — The other challenge 
is that different cloud environments func-
tion quite differently, which means that 
moving policies between different cloud 
networks can be difficult. Different secu-
rity functionalities need to be taken into 
consideration, and protocols need to be 
able to translate rules and policies on the 
fly to eliminate gaps in enforcement that 
can be exploited by cybercriminals.

Addressing the Skill 
Challenge
The lack of skilled cybersecurity profes-
sionals, especially for cloud environments, 
may represent an existential crisis to our 
fledgling digital economy. Addressing this 
challenge requires a concerted effort on 
the part of both the private and public sec-
tors of our communities. In the meantime, 
organizations need to identify IT person-
nel—preferably, someone with a DevOps 
background—that can be specially trained 
in the area of cloud security. 

Those individuals then need to be embed-
ded in both the IT security and DevOps 
teams to not only implement effective 
security solutions, but also serve to bridge 
the divide between traditional IT and the 
cloud. Failure to understand and effectively 
implement a cloud native security strategy 
can leave your organization vulnerable to 
policy and enforcements gaps, as well as 
limit the performance and functionality of 
your cloud infrastructure, applications, and 
services. And that can determine whether 
or not your organization is able to thrive in 
today’s digital marketplace. 

— The author is Regional Vice President, India 
& SAARC, Fortinet 
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How CIO Can Become 
The Boardroom 
Influencer
While CIOs might be gaining some power, their success will 
depend on how they are developing the right blend of technical, 
business and influencing skills
By Sohini Bagchi

The phenomenal rise of digital technologies along 
with changing customer expectations is having a 
knock-on effect on C-suite dynamics. While earlier 
the CEO in alliance with CMO and/or CFO would 
drive the key business decisions, today, the push for 
digital transformation has made CIO’s role in the 
boardroom vital. In such a changing scenario, it is 
interesting to examine how CIOs can become board-
room influencers and drive organizational change.

CIO’s Role Becoming Critical
Various studies have shown and industry experts 
affirmed that today CIO’s are more emboldened to 

drive organizational changes. For example, a recent 
research report by Apptio and FT Focus on C-suite 
leaders and their changing roles, suggests that the 
CIO/CTO position now serves a “critical role” in 
preparing the organization for sustained growth.

“The CIO priorities are shifting as they take a more 
agile approach to IT strategy,” says Sean Kearns, Edi-
torial Director for FT Focus, who believes that CIOs 
have an enormous opportunity to plot the course of 
business growth.

However, Kearns tips off that doing so involves 
achieving alignment with other departments and 
influence over the boardroom.
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Of the organizations undergoing 
digital transformation in the study, 56% 
claims to take an ‘agile’ approach based 
on constant learning from the business 
and customers. When it comes to devel-
oping products and services, more than 
two-thirds of global respondents states 
that digital transformation has strength-
ened collaboration across the C-suite.

But Problems Remain…
The expected collaboration between 
C-suite is also leading to blurred 
responsibilities, and not all leaders are 
aligned on business priorities or tech-
nology strategy. For example, fewer 
CFOs and CMOs are aligned with their 
companies’ CIOs in reality, the study 
shows. The lack of alignment is creat-
ing tension between finance and IT, or 
marketing and IT according to Apptio. 
About half (47%) of those surveyed 
even said digital transformation has 
worsened existing strategic differences 
between these functions.

For example, the finance head of a 
leading healthcare firm (who didn’t 
wish to disclose his name) opines that 
CIOs might be gaining more power 
within the organization, but many 
are lacking the communication skills 
essential to influence their business in 
order to deliver the change it requires.  

There are other pressing concerns 
in the C-suite. For example, cloud 
adoption is crucial, but concerns over 
governance and IT compliance pose 
challenges for adoption and migration. 
In such cases, the study also reveals 
that just 30% of leaders feel confident 
in IT’s ability to govern cloud comput-
ing across the business.

At the same time, agile approaches 
help to accelerate the adoption of new 
technology, but greater clarity is need-
ed on tracking performance, say many.

Focus on Expertise to Solve 
Problems
So, while CIOs might be in a position 
of power, their success will depend on 
how they are developing the right blend 
of technical, business and influencing 

More Power to the CIO
Backed by a digital-savvy board, 
the CIO has the potential to become 
an influencer to the board, believe 
experts. As Naveen Gulati, CIO of Gir-
nar Soft notes, “The CIO can leverage 
digital technology as an opportunity 
to drive organizational strategy. For 
example, s/he should make data and 
analytics a top company priority and 
design digital transformation towards 
business goals.” 

He adds that IT leaders need to both 
manage traditional IT while also act as 
an advisor and guide for the rest of the 
company on what technologies and 
digital projects they should research 
and experiment.

For example, the CIO can engage 
digitally-savvy customers, by team-
ing up with the CMO. Together, they 
can identify behavior patterns, predict 
trends as well as analyze profitability 
of products and services so they can 
be flexible in offerings. Or involve 
himself in the recruitment process 
where HR collaboration with IT can 
make a big difference to companies.

CIOs must boost collaboration, just 
like he is involved in boosting efficien-
cy or cutting costs. As the entire orga-
nization faces the digital disruption 
challenge, it’s up the CIO to take the 
lead and explain other decision mak-
ers on tech-based improvement and 
innovation. As Harnath Babu, CIO at 
KPMG states, “CIO can encourage the 
C-suite on how employees can have 
access to adequate training resources 
in order to support their professional 
development and equip them for digi-
tal transformation.”

In every sense, the CIO has the 
opportunity to move away from their 
traditional IT-focused role, to become 
a business leader. As Babu opines, 
“By honing their leadership skills, 
being open to collaboration with 
other department heads and ensuring 
their IT teams are adequately skilled 
for digital transformation, CIOs 
can firmly position themselves as 
boardroom influencers” 

skills within their organization. The 
spotlight is therefore on the CIO’s exper-
tise in solving these problems at hand.

A study by MIT’s Center for Informa-
tion Systems Research (CISR) brings to 
light that companies with experienced 
technologists on their board outper-
form others in areas such as revenue 
growth, return on assets and market 
capitalization growth. In other words, 
the significant contribution that CIO/
CTO’s can bring to table gets reflected 
in the company’s financial outcomes.

The analysis shows that out of 1,200 
large enterprises with revenues over USD 
1 billion, about 24% had board members 
that were classified as technology experts. 
These board members included those 
with experience as a CIO/CTO and exper-
tise in software, digital platforms, big data 
and innovation, besides substantial years 
of leadership skills.

According to the study, “Revenue 
growth over three years for boards 
with three or more such directors was 
17.6% compared with 12.8% for boards 
without technology experts. Market 
capital growth over three years was 
31.3% compared with 23.3%. Boards 
with three or more tech experts also 
had a 34% higher return on assets.”

Stephanie Woerner, research sci-
entist at MIT Sloan’s CISR states that 
CIOs and CTOs have a lot to offer to a 
board. “If a company needs to increase 
its tech savviness, it could benefit from 
bringing enterprise technology execu-
tives in to advise the board and include 
them on strategy retreats,” she says.

“CTOs and CIOs are going to be people 
that become really important or attrac-
tive to boards,” she says, adding that 
they should have even more interactions 
with the board than they’re having now.

It is also important because doing 
business in the digital era entails risks 
ranging from cybersecurity breaches 
and privacy issues to business disrup-
tions and missed competitive opportu-
nities. But CIOs with strong digital and 
business knowledge can offer better 
and unique learning opportunities to 
their team and the entire organization.
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How High 
Performing CIOs 
Stay Ahead Of The 
Game
Research shows building C-suite influence, focusing on 
customers and digital workflow maturity will unlock CIO's 
success
By CIO&Leader
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I
In a fast-moving world underpinned 
by the proliferation of cloud comput-
ing, AI, mobile technologies and big 
data, organizations must constantly 
adapt to stay ahead of the game. High 
performing CIOs are aware of these 
changes, notes a recent research – and 
this is what differentiates them from 
the rest.

They focus more on business leader-
ship and the goals of the customers, 
employees, and other business func-
tions, rather than technology opera-
tions, mentions the global survey of 
over 500 CIOs, conducted by Oxford 
Economics and commissioned by Servi-
ceNow that examined the most impor-
tant capabilities for the modern CIO.

CIOs as Business 
Visionaries
While for many years, CIOs were 
focused primarily on IT, the survey 
shows that nearly two-thirds (63%) of 
CIOs believe business and leadership 
skills are more important than technol-
ogy acumen – and, critically, the most 
successful CIOs are those who have 
positioned themselves firmly as busi-
ness visionaries.

The three things that separate 
around one-fifth of CIOs that consider 
themselves effective, across the most 
important CIO capabilities, from the 
rest are, they are further along at digi-
tizing workflows; they build C-suite 

influence and they focus externally  
on customers.

The highest-performing CIOs focus 
on strategy versus operations and 
aligning the goals of IT with the goals 
of the business. These CIOs also report 
higher levels of productivity, innova-
tion and customer satisfaction in their 
organization and have the strongest 
relationships with other business lead-
ers, in particular the CEO and Chief 
Human Resources Officer (CHRO).

Collaboration is Vital
There is a consensus among most 
CIOs that establishing partnerships 
and cross-team projects at C-level is a 
critical part of their role. For example, 
64% of CIOs agree that their role is to 
educate other members of the C-suite 
on digital technologies; nearly 70% 
say collaborating with the CEO on 
setting organizational road maps is 
key to their role and 77% of CIOs say 
their core responsibilities include 
collaborating with the CHRO on  
talent strategies.

From a technology perspective, the 
most successful CIOs are those who 
are building consensus and action 
around automating and integrating 
work processes and introducing digital 
workflows to drive outcomes. They 
recognize the importance of digital 
workflows in increasing efficiency 
(80%), financial performance (78%), 

productivity (78%), employee perfor-
mance (76%) and innovation (75%).

“As technology becomes critical to 
business success, expectations of the 
CIO have grown exponentially,” says 
Chris Bedi, CIO, ServiceNow. “In the past 
the CIO was an organization’s top tech-
nologist, but today the most successful 
CIOs are those who are thought leaders, 
innovators and business visionaries.”

“CIOs have the opportunity to take 
center stage in leading a transforma-
tional change for their organizations. 
Building C-suite influence, focusing 
externally on employee and customer 
experiences, and changing the operat-
ing model through workflow digitiza-
tion are keys to unlocking high perfor-
mance,” Bedi says.

Digitization a Requirement, 
not an Option
While the CIO won’t be relieved from 
contributing cost savings through 
standardization and automation any-
time soon, it’s evident that forward-
thinking business leaders understand 
that digitizing their organization is a 
requirement, and no longer an option.

The key to success in the digital era 
will be the ability to meet changing 
customer requirements and strategi-
cally leveraging technology to support 
new business models that manifest 
sustainable competitive advantage, 
concludes the study 

From a technology perspective, the 
most successful CIOs are those who 
are building consensus and action 
around automating...
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CIOs' Disconnect 
From C-Suite 
Holds Back Digital 
Transformation
CIOs must play a critical leadership role in the C-suite and 
collaborate to drive transformation, says a new study
By CIO&Leader

C-suite organizations worldwide are achieving some 
success with digital transformation. But there’s still a 
strong belief that this evolution requires radical, far-
reaching changes to achieve success. One of the key 
barriers in digital transformation initiative is the lack of 
coordination between the c-suite and the IT team, shows 

a new study by NTT. Researchers believe that CIOs 
must play a critical leadership role in the c-suite and 
collaborate to drive transformation and ensure organi-
zational continuity in the midst of digital disruption.

The research surveyed over 1,150 executives 
across North America, Europe, Middle East & Afri-
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ca, and Asia Pacific, including India, 
shows that there are some obvious 
discontent echoed by business leaders 
and the IT team.

NTT’s '2019 Digital Means Business 
Report' shows that business leaders in 
nine of out ten organizations are dis-
satisfied with those in charge of spear-
heading digital transformation. The 
IT leaders opine that a lack of strong 
transformational leadership and focus 
on the need to change people is holding 
many companies back.

Lack of Alignment Between 
Business and IT
There are some specific findings from 
the study. Some 71% of organizations 
in the early stages of transformation 
believe a complete restructuring of the 
business and operating model is the 
primary definition of digital transfor-
mation. Lack of executive sponsorship 
or ownership is ranked as the top bar-
rier to success, they say.

The research also reveals that there’s 
a direct correlation between organiza-
tions’ ability to realize relevant, outcome-
driven value from digital transformation 
on a regular basis, and their digital 
maturity. Yet, there still exists a discern-
ible lack of alignment between IT teams 
and the wider business. For example, 
only 29% of organizations are embracing 
digital transformation as a collaborative 
effort between business and IT.

While 42% of respondents say busi-
ness and IT are delivering in a more 
integrated manner, supported in part 
with the introduction of a Chief Digital 
Officer function, only 12% are highly 
satisfied that planning is flowing effec-
tively through to execution. Almost 
half (49%) of digital transformation 
projects are still IT-led.

“Organizations are still grappling 
with how to shape their business to 
capitalize on a connected future,” 
says Wayne Speechly, VP- NTT 
advanced competencies.

“Digital creates the opportunity for 
value to be constantly derived from 
transformation initiatives across the 

business. Organizations should focus 
less on perfecting a grand digital plan, 
and more on taking considered and 
iterative steps in their transformation 
journey to progress value and clarity 
of subsequent moves,” he says, adding 
that any change has to be supported by 
pragmatic, self-aware leadership and 
collaborative efforts.

While digital transformation 
sweeps through industries world-
wide, another report by Economist 
Intelligence Unit (EIU) reveals that 
most companies remain ill-prepared 
for the disruption. The study shows 
that less than one-fifth of global com-
panies have defined and implemented 
an organization-wide strategy for 
digital transformation.

There is obviously a ‘disconnect’ 
between the execution of digital initia-
tives and the development of a cor-
porate digital strategy. Some of this 
can be attributed to singular digital 
initiatives being undertaken in siloed 
corporate departments, and varying 
opinions in different units.

According to the EIU report, for 
example, only 14% of marketing 
executives say their organization has a 
company-wide digital transformation 
strategy, whereas 26% of IT executives 
say one exists. At the same time, 30% 
of marketing respondents say individ-
ual departments have their own digital 
transformation strategies, compared 

with only 23% of IT executives who 
say the same thing.

The problem is that a siloed 
approach to digital transforma-
tion won’t work. Collaboration is 
key, and the IT department is often 
stuck in the middle, trying to make 
everything function properly. More 
often than not, IT plays a legacy role 
maintaining current systems and 
operating as a service provider to 
the company instead of focusing on 
digital innovation.

How CIOs can Lead Digital 
Transformation
So, from these studies it is interesting 
to understand how CIOs can prepare 
themselves to lead digital transforma-
tion journey. The shortfall in both the 
studies highlight the need for busi-
ness leaders to change themselves, 
build a different environment, and 
set new behavioral priorities and per-
formance indicators in order to drive 
a more proactive, tactical, and incre-
mental approach to transformation.

The NTT study shows that IT leaders 
must rethink end-to-end business pro-
cesses and provide a core IT environ-
ment to enable business transformation.

While an understanding of Big 
Data, analytics, and cognitive 
computing help improve decision-
making and planning, CIOs should 
focus on building an agile culture  
that supports rapid innovation and 
new offerings. For example, they 
should explore new channels to 
engage with customers and partners 
in new ways to enhance or develop 
diverse initiatives, using Internet 
of Things (IoT), mobile technology, 
cloud-based platforms, and other 
emerging initiatives.

At a time when it is no longer a 
question of if your company should 
transform, but when and how, 
IT leaders should be prepared to 
turn insight into action and lead 
organizations through digital 
transformation with the right 
strategy and execution 

Organizations 
are still 
grappling with 
how to shape 
their business 
to capitalize 
on a connected 
future
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Social CIO’s Tech 
Buying Behavior 
On The Rise: Study

While CIO/CTOs are already keeping pace in a rap-
idly changing technology landscape, only a handful 
were active on social media until recently. That trend 
is changing now. Studies show, many CIO/CTOs are 
embracing social media as a way to connect with 
their customers and peers, discover best practices, 
and become stronger leaders – all with the goal of 

doing their jobs better. In fact, a new research reveals 
that CTOs and CIOs in the last 2-3 years are keener 
on the use of social when compared to their other 
C-Suite colleagues.

The report, developed by LAB and Immediate 
Future, a specialist social media agency, not only high-
lights social media habits of senior technology buy-

W

Research shows how IT vendors can tap into the tech 
buying behavior of today’s social savvy CIO
By CIO&Leader
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ers, but also shows how social media 
provides an opportunity for IT vendors 
or marketers can use consumer neuro-
science and psychology techniques to 
engage with and grab CIO's attention.

Socially Active CIOs
The study shows that IT and tech buy-
ers over-index against their fellow 
C-suite execs when it comes to the use 
of social media, with 70% using Face-
book and 43% using Twitter more than 
once a day. For example, tech leaders 
like to keep up-to-date on news and 
current affairs. They are 38% more 
likely than their other C-Suite col-
leagues to follow news organisations 
on social channels, and 30% more 
likely to follow politicians.

The study also shows, 39% follow 
content that’s relevant to their work, 
and 37% use social media to network 
for work purposes, with 69% using 
chat and messaging apps alongside 
social networking.

CIOs also use social media as a 
platform to find tech brands, with 
45% following brands they like, and 
a third following brands they plan to 
buy from. Moreover, a fifth of those 
interviewed admit to clicking on a pro-
moted or sponsored post from a brand 
within the last month.

According to Tom Head, Sales and 
Marketing Director at LAB: “Buyers 
rely heavily on brand content as they 
research, evaluate and compile their 
vendor short-lists. Savvy marketers 
should give them what they want, with 
useful, attention-grabbing content 
which they can also share with their 
peers in order to position themselves 
as thought-leaders. Status matters to 
these people!”

Tapping CIO’s Social-Savvy 
Attitude
No matter how much inclined CIO/
CTOs are becoming on different social 
media platforms, as buyers of IT and 
tech products, they exhibit some atti-
tudes that are complex and varied in 
their motivations.

The research reveals that the tech-
nical C-Suite are mostly rational 
thinkers, but also quite contextually-
minded. This means that while they 
are interested in classic business con-
cerns such as profitability and meeting 
targets, they are also thinking about 
receiving industry recognition and 
being champions of change.

Very often they go for IT vendors/
marketers who better understand 
and empathize with them – and more 
importantly engage them in a way that 
strikes a chord, believes Head.

“With these decision makers choosing 
to spend their time and energy on what 
have traditionally been viewed as B2C 
channels, it’s essential that brands com-
municate with them as human beings,” 
adds Head.

When it comes to the themes IT 
professionals are discussing on social 
media, the study finds cybersecurity is 
still a hot topic, while the IoT has been 
superseded by more specialized terms 
such as AI, machine learning, block-
chain, and various other smaller topic 
bubbles on business and robotics.

Video is the Way to Go
The modern CIO/CTO is a complete 
visual entity and the study sees video is 
the obvious tool to woo senior tech pro-
fessionals. It reveals, 41% of senior IT 
buyers watch videos on Facebook, and 
they are more likely to watch a brand’s 
video on Facebook than they are to read 
an email newsletter.

The researcher highlights that videos 
are difficult to ignore because our primal 
brains are wired to be sensitive to move-
ment. Using consumer neuroscience tech-
niques enables marketers to create video 
which both attracts and retains attention.

Head mentions, “Many marketers 
believe that the more senior the target, the 
more difficult they are to reach - but our 
research tells a different story. Senior tech 
and IT buyers can be found - and they’re 
open to brand messaging, but with so 
much noise on social channels, brands 
need to use behavioral insights to create 
content which gets real cut-through.”

“There was once a clear line between 
B2B and consumer marketing, but social 
is changing this. CTOs and Heads of Inno-
vation are now as much consumers as 
they are high-level execs. Knowing where 
they go, why they go there, and what they 
do when they’re there, can help inform a 
brand’s social strategy,” adds, Katy How-
ell, CEO, Immediate Future.

“Creating content that senior IT pro-
fessionals trust, that takes the right 
tone, and that is easy for them to like 
and share, will increase the chance of 
engagement,” believes Howell 

CIOs also use 
social media 
as a platform 
to find tech 
brands, with 
45% following 
brands they 
like, and a 
third following 
brands they 
plan to buy 
from

Through Peers, Social 
'Word of Mouth' 
A lot of buying is currently happen-
ing on Facebook, as the study finds 
that Facebook is the social channel of 
choice for tech buyers. 42% of partici-
pants in the study are most engaged - 
either interacting or contributing - on 
Facebook, 34% on YouTube, 33% on 
Twitter and, perhaps surprisingly  
for senior business people, only 25% 
on LinkedIn.
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Bots Tough To 
Deploy For Most 
Organizations: Study
On average, only 39% of bots are deployed on schedule, and it 
typically takes 18 months on average to successfully push bots 
live into production
By CIO&Leader



Insight

36 CIO&LEADER | September 2019

R
Robotic Process Automation (RPA) 
and Robotic Desktop Automation (RDA) 
is highly effective in streamlining work 
– though achieving and maintaining 
those results isn’t as simple as it seems, 
according to Pegasystems’ survey.

RPA has become a buzzworthy 
solution for organizations under 
pressure to modernize their legacy IT 
infrastructure and stay competitive. 
Gartner recently reported that “RPA 
software revenue grew 63.1% in 2018 
to USD 846 million, making it the 
fastest-growing segment of the global 
enterprise software market.” It’s often 
positioned as a quick and easy path to 
digital transformation by automating 
cumbersome and mundane processes. 
To find out if robotic automation lives 
up to the hype, Pega polled more than 
500 decision makers from global 
businesses in a mix of industries cur-
rently using RPA and/or RDA.

The survey found most respondents 
gain significant value from automat-
ing their operations with bots. In fact, 
67% said that robotic automation is 
even more effective than they origi-
nally anticipated, while only 8% felt it 
was less effective than expected.

But getting to that point and staying 
there can be more challenging than 
expected. Survey respondents report 
the following issues:

•	 Bot	deployment	isn’t	as	easy	as	it	
sounds: Organizations are spend-
ing more time and effort getting 
bots up and running than anticipat-
ed. Deployment ranked as respon-
dents’ top bot challenge, and half 
(50%) said bots are harder to deploy 
than they first thought. On average, 
only 39% of bots are deployed on 
schedule, and it typically takes 18 
months on average to successfully 
push bots live into production.

•	 Bot	lifespans	aren’t	all	that	long: 
Inevitable changes to the underly-
ing enterprise architecture will 
likely lead to increased bot break-
age over time. Already, 87% of 
respondents experience some level 
of bot failures. 44% said the amount 
of bot breakage is small, but 37% 
said it’s a moderate amount, and 
6% think it’s quite large. Overall, 
maintenance ranked as the second 
biggest problem bot users face. On 
average, organizations think bots 
will last approximately three years, 
though their bot initiatives are only 
1.8 years old.

•	 Bots	need	more	maintenance	than	
expected: With bot breakage a 
near certainty, RPA and RDA can’t 
be viewed as a set-it-and-forget-it 
task. 41% of respondents said that 
ongoing bot management is taking 

more time and resources than 
expected. Bots also add another 
layer of  
complexity to IT. How much? 
38% felt their use brought more 
complexity than expected, while 
26% said they added more ‘shad-
ow IT’ issues than expected.

Despite these issues, one thing is 
clear: Bots deliver on their promise 
when deployed in the right situa-
tions. 66% think bots bring more 
value and ROI than originally 
expected, while only 13% have been 
let down by the amount of value 
and ROI they’ve seen. In addition, 
respondents ranked the top benefits 
of robotic automation as:
1.	Better	work	production: 

Respondents said ‘enabling 
people to work more efficiently, 
effectively, and accurately’ 
ranked as the biggest benefit of 
bots (picked by 51% of respon-
dents).

2. Healthier bottom line: ‘Reduc-
ing overall business costs’ 
ranked second with 45%. 

3. Happier employees and cus-
tomers: 42% report the top ben-
efit is improved employee experi-
ence, just edging out ‘improving 
customer experience’ (40%) for 
third place 

66% think bots bring more value 
and ROI than originally expected, 
while only 13% have been let down 
by the amount of value and ROI 
they’ve seen
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What They Said @TPL

Delighted to 
be	a	part	of	
the TPL. It’s 
an	amazing	
format, the 
case studies 
are for real and 
you really have 
to work hard 
to solve it to 
showcase it to 
the jury. I really 
appreciate the 
efforts	by	9.9	
Group.”	

Jitendra Singh 
CIO, JK Cements

“ Feels like we 
are back to 
college; all of us 
are working and 
brainstorming 
on the project. 
Its really 
challenging and 
we have truly 
enjoyed	it.”	

Jai Prakash Sharma
EVP - Technology 
Operations,
InfoEdge India

“The whole 
experience and 
the journey 
we had over 2 
days during the 
TPL was quite 
enriching, exciting 
and rewarding. 
There was good 
competition 
between the 
participating 
organizations and 
valuable inputs 
from Google 
Cloud as well. 
Also, this was 
a great team 
building exercise 
for us as everyone 
worked together 
the whole night on 
the solution and 
presentation.”

Anup Bhasin
VP – Technology
EXL Service

“

Rajiv Nandwani
Director & VP - Global 
Information Security,
Innodata

I think this is one 
of the best & most 
exciting events 
which I have faced 
– The Technology 
Premier League 
—where we 
have the best 
enterprise 
technology teams 
competing with 
each other to win 
the title. Thanks 
to 9.9 Group & 
Google Cloud for 
organizing this 
event.” 

“

Sachin Jain
CIO, 
Evalueserve

It’s a wonderful 
opportunity 
for the IT team 
who is always 
in the backdrop 
to show their 
technology 
and business 
skills and get 
recognized.”	

“
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