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It is a no-brainer that gender diversity as a practice 
has still not percolated across Indian corporate sector 
the way it should have been—considering the discus-
sion around it that we are witnessing for so long. 

While we blame lack of awareness and sensitivity 
among top leadership for this, that is at best one of 
the factors. No major change—and it has a societal 
change part attached to it—will effectively take place 
unless it is turned to a peoples’ movement. From Gan-
dhi to Modi, we have seen enough examples of that. 

The time has come to turn gender diversity into a 
program by the women, of the women, but for a wider 
impact on business and society. 

I say this because of a specific reason. If we do a 
little deep dive, we find 
India’s gender represen-
tation issue at the entry 
workforce level in some 
industries are comparable, 
even better than many of 
the developed countries. It 
is only when we look at the 
top level—board represen-
tation, top management, 
senior middle level—that 
we see the stark contrast. 

Take, for example, Indian 
IT services industry. Its 

Why 
mentoring 
matters…

more than 
anything else

I

EDITORIAL

gender diversity practices are one of the best in the 
world. Yet, even that industry has this challenge of 
women in senior positions. 

So, the armchair logic that it is a gap with our educa-
tion enrollment does not hold water. It is an out and 
out corporate issue. 

Nothing works better than seeing successful role 
models around you, continuously communicating 
with them, being helped by them. That is why men-
torship is so important. 

Today, we have a critical mass of women leaders. 
They have risen there not because of—but despite—
the environment. 

Their experiences—how they overcame the chal-
lenges, what are the lessons they learnt, where asser-
tiveness helps, where tact helps, there are just many, 
many things—are invaluable knowledge for the 
younger set of women professionals. 

There is an opportunity before the enterprise IT 
community to lead the change. I say this because they 
are well-bonded, non-competitive and can easily col-
laborate across organizational boundaries. 

Can they lead the change? 

Today, we have a critical 
mass of women leaders. 

Their experiences—
how they overcame the 

challenges, what are the 
lessons they learnt, where 
assertiveness helps, where 
tact helps—are invaluable 
knowledge for the younger 
set of women professionals 
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When we speak, listen, or even just 
imagine speaking or listening, our 
brain produces distinct patterns of 
activity. Researchers from Columbia 
University’s Mortimer B Zuckerman 
Mind Brain Behavior Institute, have 
found a way to translate these 
patterns into speech by using a 
vocoder. Amazon Echo and Apple’s 
Siri also use the same technology to 
synthesize speech and respond to 
voice commands.

The researchers worked with a 
group of epilepsy patients who 
were undergoing brain surgery to 
teach the vocoder to interpret brain 
activity. They recorded patients’ 
brain activity as they listened to 
someone recite the numbers zero 
to nine. The signals generated by 
their brain’s activity were then run 
through the vocoder, which turned 
the signals into speech.

 The next stage involved using 
neural networks, a type of artificial 
intelligence that mimics the 
workings of the human brain, to 
analyze and clean up the sound 

Thoughts Into Speech 
Anyone? With AI Technology 
It Could Soon Be A Reality
This could be potentially 
embarrassing. Forget about 
someone reading your thoughts, 
what if there was a way someone 
could actually hear what you were 
thinking, as you were thinking? 
Damaging, right? You had better 
think of better ways to hide what 
you are thinking now, for mind-
reading machines are set to make 
an entrance soon.

According to reports, Columbia 
University resaearchers have built a 
system that can turn your thoughts 
into speech, literally. How does this 
work? The machine monitors the 
brain’s activity, captures what you 
are thinking and converts it into 
clear, understandable dialogue with 
the help of speech synthesizers 
and artificial intelligence. However, 
since its potential as a means of 
interfacing with and controlling 
technology and how it could be 
used to help people who can’t 
speak, is the primary concern for 
the researchers, you and I can relax, 
safe in what we think – for now.

“IT is a support 
organization”

WHAT 
CIOs ARE 
TIRED OF 

HEARIng... 

around
thetech
innovation

produced by the vocoder. 
The ultimate focus of the research 

team is to train the vocoder to 
produce speech based on the brain 
signals emitted when a person 
imagines speaking. If they can do 
it, they may be able to produce an 
implant that translates the wearer’s 
thoughts into words. 

If successful, this technology 
would change the lives of people 
living with a disorder that robs them 
of speech or gives garbled speech.

A game-changer technology 
indeed!
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makingheadlines 

gender 
bender 

By the Book 

If you are one of those cursing how tech-
nology has taken control of your life, 
help is at hand. Cal Newport, in his Digi-
tal Minimalism: On Living Better with Less 
Technology takes the idea he had spun in 
his previous book, Deep Work (2016) – 
focusing attention in an era of ceaseless 
distractions – a level further. He intro-
duces his readers to the digital minimal-
ists and charts the course to becoming 
one, if you are so inclined. All you need 
to do is follow a 30-day 'digital declut-
ter' process, which will teach you to: 
Rethink your relationship with social 
media; prioritize 'high bandwidth' con-
versations over low quality text chains 
and rediscover the pleasures of the 
offline world. Finally, you can take back 
control of your life from your devices 
and become a digital minimalist.   

But who are these digital minimalists? 
They are the calm, happy people who 
can engage in meaningful conversa-
tions without needing to glance at their 
mobiles compulsively or record every 
moment of their existence for social 
media consumption. Newport is one 
such digital minimalists, but he is no 
technophobe. Digital minimalism is a 
conscious and productive use of tech-
nology as against a mindless renuncia-
tion of the digital world. 

Sound advise: Reclaim your life, time 
and money today – become a digital 
minimalists.

Facebook has announced its intention to use machine learning to catch 
revenge porn. It has said that it will use machine learning to detect and block 
nude or near-nude images and videos shared without permission. It also 
promises to do this even before such an action has been reported. Revenge 
porn has today become an epidemic. Rampant sharing of  sexual videos, often 
of a past partner, without consent can lead to devastating consequences for 
victims. How Facebook hopes to stop this is not clear. But experts say it will 
use machine learning to identify people in images that users upload. Social-
media photos are widely used to train machine-learning algorithms and Face-
book has unlimited capability through its state-of-art programs to recognize 
people in images. However, this may call for new detection technology as it is 
becoming easier for miscreants to produce fake video. Easy-to-use face-swap-
ping software has also made fake celebrity porn and other such mashups easy.

What do Siri, Alexa, google Assistant, Cortana and Bixby 
have in common? Yes, they are all virtual assistants. 
They are all default voices, yes true. But did you notice 
that they are all female voices reinforcing gender ste-
reotypes in the virtual world? Have you found this odd? 
Perhaps not. For haven’t we been raised with these role 
stereotypes? Be it Miss Moneypenny, who was later 
given the first names of Eve or Jane, in the James Bond 
novels and films; or Ajit’s Mona Darling; from Hollywood 
to Bollywood, heroes or villains; their personal secretar-
ies are women. Some have tried to reason that most 
computerized voices are women’s because humans 
are mentally wired to respond better to female voice. 
There is also our history of cultural stereotypes. All this 
may be set to change with genderless voice called Q. As 
society continues to break down the gender binary, rec-
ognizing those who neither identify as male nor female, 
the technology we create should follow, says Q. Don’t 
we agree!
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autonomous

A newly proposed law introduced by two US Senators that will limit 
how tech firms use the controversial face recognition technology 
has found support from Microsoft. The Commercial Facial Recog-
nition Privacy Act of 2019 would give more control to users over 
their data by banning users of commercial face recognition technol-
ogy from collecting and sharing data for identifying or tracking 
consumers without their consent. The bill has been introduced by 
Senators Brian Schatz and Roy Blunt. Under it, companies would 
have to clearly tell people when they’re collecting face recognition 
data, and seek their consent to share it with anyone else. The bill 
which clearly defines data controllers and processors, is similar to 
data protection laws in the European Union, but targets one specific 
technology. However, it is being seen as a smart move from the com-
pany to project itself as an ally in the push to regulate face recogni-
tion. That said, the bill is timely. Let’s hope India takes heed.

vital 
statistics 

Global It 
Economics 
– Industry 
Statistics

matter  
twitter 

of
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It is no secret that women and men 
have a different worldview. It appears 
in the technology field, robotics and 
even app development, women tech-
preneurs view the world through a 
different prism too. Often, innova-
tion ideas that come to women tech 
entrepreneurs are sparked by specific 
human problems and not for the love 
of technology itself. Let’s take for 
example these three women entrepre-
neurs who have found unique applica-
tions for technology. 

Marita Cheng
Marita Cheng is the founder of Aubot, 
an Australian company that makes 
Teleport, a telepresence robot. Cheng’s 
entrepreneurial journey began in 
college when she made Nudge with a 
friend. A reminder application, Nudge, 
was created to remind people, espe-

How Women See 
tech And Innovate It 
3 women tech innovators and how they are 
helping better lives

cially the elderly who forget, to take 
their pills. Teleport has a similar social 
grounding. It allows people to interact 
with each other via a mobile video-
conference to solve practical problems 
with robotic technology. For instance, 
critically ill children, including those 
who require hospitalization, can attend 
schools and adults with disability, or 
a temporary illness,  can work from 
home. The patients dial from their 
computer or a mobile device to the 
Teleport robot, located in schools, hos-
pitals or museums, which allows them 
to be present at different locations via 
teleconferencing.

Cathy Devine
If you thought finding a brassiere that 
fits has a universal solution, think 
again. Cathy Devine, vice president 
of Innovation at Soma, ensured that 

the search for the right-fit bra goes 
hi-tech. Devine has taken the guess-
work out of the fitting process at stores 
with Somainnofit. Somainnofit is a 
“smart bra” or  a “bra concierge” that 
gives you the utmost privacy. No need 
for the embarrassing physical tape-
measuring experience. Just put it on 
and connect it via Bluetooth to the 
corresponding app, the bra takes your 
personalized size and shape measure-
ments through its four built-in copper 
wires that run across and below the 
bosom. Multiple women can use the 
same Somainnofit by downloading 
the app and entering their unique bra 
identifier. It can help women find the 
right undergarments through various 
life stages that affect their shapes and 
sizes. It also can be helpful to those 
who underwent breast surgeries that 
augmented their shapes, regardless of 
the reason. 

Jasmine Crowe
Jasmine Crowe was a communica-
tion professional who worked for 
non-profit companies, and  funded 
and cooked the dinners for the poor, 
hungry, or homeless. What started 
Crowe’s journey to becoming a tech 
guru was her desire to feed the poor 
with dignity. That led her to establish 
a formal pop-up Sunday dinner event 
where Atlanta’s homeless could enjoy 
a restaurant-like experience. A video of 
her Sunday dinner went viral and soon 
she was flooded with enquiries about 
the restaurants that were donating 
food. But there were none. 
But the queries sent her researching 
and she found that 72 billion pounds 
of food in America goes to waste every 
year. This led her to create an app like 
“UberEats in reverse.” Crowe soon 
created Goodr. This app allows a par-
ticipating restaurant to indicate that it 
has food to donate and  a driver then 
gets dispatched to pick up the food and 
deliver it to the non-profit organiza-
tion to feed the hungry. The app has a 
blockchain component that helps with 
donation transparency. 
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Women
2019

Is mentoring the big catalyst for developing

 women leadership?
In an industry facing a diversity problem, mentorship can help 

women IT professionals build up their confidence and career

By Sohini Bagchi
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Spare a moment and think: From where did Ada 
Lovelace, born in 1815, find inspiration to become 
the first computer programmer? And what inspired 
Sheryl Sandberg to become the woman of power that 
she is today? Both women, undisputed leaders in 
their own domains, have had their mentors who set 
them on their incredible career paths. And there are 
several other examples.

With the growing realization world over that 
gender diverse teams perform better financially and 
also women leaders can foster a better environment 
and organizational culture, several firms have imple-
mented training programs and other diversity initia-
tives over the years. However, most of their measures 
haven’t moved the needle on improving diversity 
numbers. This is a concern, especially when we look 
at the position of the women in technology, who are 
in the C-suite, namely the Chief Information Officers 
(CIOs), we find that their number is still small.

But research shows women who have effective 
mentors —not only at work but also in schools and 
early education—are more likely to enter and stay 
in tech-related leadership positions. Several women 
CIOs we have spoken to also believe that mentorship 
can be an effective way to boost diversity.

Why mentoring boosts diversity
In a Harvard Business Review article, titled  
“Why Diversity Programs Fail” (2011), authors Frank 
Dobbin, a professor of sociology at Harvard Univer-
sity and Alexandra Kalev, associate professor at Tel 
Aviv University, mention mentoring as an effective 
way to engage managers which can have a bigger 
impact on diversity—perhaps because they activate 

S
engagement in the diversity mission and create inter-
group contact.

“During this relationship, the mentors themselves 
become engaged, committed and invested in the suc-
cess of their mentees. This helps them reduce their 
biases and learn about the representative of  
the minority group and make them become cham-
pions of diversity,” the authors note, adding that 
mentoring programs make companies’ managerial 
echelons significantly more diverse. On average, they 
boost the representation of women and minorities by 
9% to 24%.

“As women, we are indeed a minority in the work-
place and very different from men,” points Nirita 
Bose, Senior Vice President & Head - IT, Axis Asset 
Management Co. According to her, “Women have dif-
ferent pressures and different life-stages — and we 
need support through them — after maternity, after 
taking a break and subsequently returning to work, 
etc. While we see ourselves in a position of weakness 
under these circumstances, this is often not the case. 
Organizations greatly benefit from having experi-
enced women who are willing to return to work.”

“In such scenarios, mentorship helps us women 
to understand our unique position in the workplace, 
leverage on our strengths and appreciate the orga-
nizational perspective. And sometimes mentors just 
offer you a great sounding board.  All this helps — 
and helps in boosting diversity in the workplace,”  
she explains.

Agrees Priya Dar, CIO Of Godfrey Phillips India. 
She says mentoring is the key to getting more women 
into leadership roles. “While we need to recruit more 
women, give women more responsibility, groom 
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women for that seat on the board, it becomes essen-
tial for women leaders to look for mentors who can 
help them grow and succeed,” Dar suggests. 

These CIOs have realized early in their career 
that mentoring isn’t just about bringing talent along 
so that they understand the workflow and process 
norms of a company; it’s about culture and nuances 
of learning a profession, communication skills, lead-
ership skills and growth as a professional and as a 
person. It’s also about building a deeper connection 
with someone who has ‘been there, done that’ and 
lived to tell the tale. The most successful mentoring 
relationships foster mutual respect, trust, communi-
cation and career growth, believe these leaders.

Builds confidence; boosts  
career growth
With the shift in the CIO role where IT is required to 
drive digital business initiatives, it clearly ascertains 
that a mentor or a trusted confidante can help women 
in technology grow more quickly in their career, 
effectively communicate and help them bring to table 
much greater business value.

The corporate world is always looking for the 
best talent in technology and in leadership, believes 
Aruna Rao, CTO, Kotak Mahindra Bank and Group 
Companies. “Here, one needs to constantly up-skill 
and have a thirst for knowledge, and this is particu-
larly true for technology professionals.  The right 
opportunities will always be available for the best 

candidate, woman or man.” 
However, hard skills can only take you this far 

and not more. To succeed, mentoring can play a 
very important role for women CIOs, she believes. 
“Most importantly, mentoring helps the mentee bet-
ter understand how the organization functions and 
recognize opportunities that are available. This helps 
the mentee plan or to navigate their careers to best 
leverage their skills,” says she. 

A global research report by Deloitte, titled 2018 
Global CIO Survey, notes that 60% of respondents are 
of the view that their top IT workforce challenge is 
finding and hiring the qualified talent their IT orga-
nizations need to fulfill their business mandates. 
Over the next three years, surveyed CIOs expect to 
have the most difficulty finding expertise in analyt-
ics, cyber security, and emerging technologies.  
Moreover, they need to augment technical expertise 
with the soft skills needed to collaborate with the 
business — creativity, cognitive flexibility, and emo-
tional intelligence. 

In fact, Tina Nunno, VP and Gartner fellow, in her 
research, notes that while there are positive similari-
ties between women and men in the CIO role, as they 
share similar reporting lines, priorities and technical 
challenges in the enterprise, a few variations in gen-
der data show that women are embracing technology 
trends in the same way as their male counterparts 
and, in some cases, even more so and this is especial-
ly true in the digital era.

The most 
successful 
mentoring 
relationships 
foster mutual 
respect, trust, 
communication 
and career 
growth, believe 
these leader
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 Women CIOs, who are helping accelerate the 
digital journey within their enterprise, should make 
sure that they develop a vision for their organization, 
just like their male counterparts. However, commu-
nicating assertively is an area where women CIOs 
often falter. As Rao notes, “Women should think of 
themselves as leaders and CIOs first, not just female 
CIOs.” She believes it is through mentoring pro-
grams that CIOs can build confidence and step up 
their career in the highly competitive, digital world.

Gains from structured  
mentoring program
For mentoring to boost diversity, it must be a  
formal, structured program as opposed to an infor-
mal one. Alexandra Kalev suggests that, while males 
tend to find mentors through their own social net-
works and can benefit from an informal structure, 
women are less likely to get a mentor through an 
informal program.

For women to be more empowered in the work-
place, it is crucial to have structured mentorships 
where women can learn from each other as well as 
expert men in the field. As Lisa Zinn, Group Head, 
Global IT & Business Services at Apollo Tyres says, 
“An organizational system of strong mentors is need-
ed to coach women through the career journey, teach-
ing them to leverage their own core talents.”

Mentors are also helpful because, in addition to 
the expertise in their field, they have a network of 
business professionals and, most importantly, they 
are willing to share their knowledge. People who 
mentor are likely to have had mentors at some point, 
who helped them understand their industry better, 
hone their strengths or sharpen skills. Women CIOs 
therefore should seek mentors, who can guide and 
encourage their growth and also nurture relation-
ships, and most importantly support and accelerate 
their career journey.

Often at times, the expectation from CEOs and oth-
ers across the business is that their women CIOs will 
step up and embrace the leadership reins. It’s a mat-
ter of CIOs accepting the challenge of being both an 
advising expert and change leader. Communication 
plays a vital role here.

Women CIOs should spend time with the manage-
ment at executive committee meetings. They should 
associate with the clients and prospects to stay 
relevant to business. This will help them develop a 
strategic influence. Towards this end, Zinn believes, 
budding women CIOs and IT leaders should commit 
to career goals and stay true to themselves.

A two-way exchange
Experts believe that mentoring is a two-way street 
where both are benefited as the mentor gets wiser 
while mentoring and the mentee gets more knowl-
edge, even though opinions are divided, as some 
believe women mentors should be paired with 
women, especially in senior technology roles. 

While on the one hand, a study found that female 
engineering undergraduates who were paired with 
female mentors felt more motivated and self-assured 
than those with male mentors or no mentors at all; 
on the other hand, another study brings to light that 
women who were mentored by senior male leaders 
saw increases in compensation and career progress 
satisfaction, particularly those who worked in male-
dominated industries such as technology.

Pooja Chatrath, Vice President — IT at Cryoviva 
India, opines in a recent article in CIO&Leader 
(March 2019), “When women choose women  
mentors, they receive the practical and emotional 
advice and support they need. From toxic workplaces 
to confidence issues, women mentors are great at 
addressing and validating the emotional aspects  
of decision-making that many women face in their 
work lives.”

According to Rao, “A large percentage of women 
takes up STEM education in India, and gets recruited 
from the campus.  However, the numbers who drop 
off at middle management levels continue to be high. 
Improved mentorship programs can help in decreas-
ing this and help women leaders attain more support 

 “An organizational 
system of strong 
mentors is needed 
to coach women 
through the career 
journey..."
–Lisa Zinn, Group Head, Global IT & 
Business Services at Apollo Tyres 



Cover Story

12 CIO&LEADER | March 2019

for work-life balance,” she says, adding that women 
supporting each other and being role models helps 
both find a path that’s rewarding and meaningful.

Bose on the other hand believes that mentors can 
be gender-neutral. “When you have somebody who 
has been there and done that - a mentor, be it a man 
or woman, you get coached. Most importantly, you 
learn new skills and perspectives and you learn how 
to make yourself more valuable and the benefits of 
networking,” she mentions.

Zinn also believes that seeking out strong mentors, 
both male and female, can guide and encourage the 
growth journey of women CIO and remind them of 
their strengths and aspirations.

Similar views have been shared by David Smith, 
associate professor of sociology at the US Naval War 
College, and Brad Johnson, professor of psychol-
ogy at the United States Naval Academy. In fact, the 
authors of Athena Rising: How and Why Men Should Men-
tor Women, these professors argue that it is vital for 
more men to mentor women in the workplace. While 
in the post #MeToo era, some men have shied away 
from cross-gender relationships at work, Smith and 
Johnson say mentees, mentors, and organizations can 
benefit from these relationships. This also brings to 
focus how men can be thoughtful allies to the women 
they work with. 

A final word
Having said this, solving the diversity problem in 

the tech industry isn’t something that will happen 
overnight and mentoring especially needs time to 
build the diversity pipeline. Women CIOs agree that 
their number is still small, when compared to other 
departments, such as marketing, human resource and 
operations, even though it has certainly improved 
from say a decade ago, as today, there is a critical mass 
of women leaders in technology. Kalev further men-
tions that it takes about three to four years on average 
before an organization will see a significant difference 
in diversity from mentoring programs.

Good news is, despite being few in numbers, 
women CIOs today are bouncing back — both as 
mentees and mentors. They aren't just maintain-
ing the status quo and ‘keeping the lights on’. Many 
are driving innovation at their organizations with 
projects focused on digital transformation and other 
disruptive technologies, helping in transforming 
IT from a cost center into a revenue driver, playing 
a decisive role at the board level and formulating 
strategy for their organizations. These CIOs are not 
only turning to mentorship to help attract, promote, 
and retain women in the workplace, but also believe 
that an effective mentorship approach can help them 
eventually win the IT talent war.

It is time, therefore, more firms incorporate men-
torship into their business processes, to make it the 
norm within the workplace and to encourage men-
torship programs for women CIOs in order to realis-
tically boost their diversity agenda.

Good news is, 
despite being 

few in numbers, 
women CIOs 

today are 
bouncing back 

— both as 
mentees and 

mentors
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Mentoring: The 
crucial catalyst 
to build women 
leadership
Mentoring is a two-way street where 
both are benefited as mentor gets 
wiser while mentoring and mentee gets 
more knowledge, says Pooja Chatrath, 
Vice President - IT at Cryoviva India

It’s crucial for women in the workplace 
to have role models.  For women to be 
more empowered in the workplace, it’s 
crucial to have mentors so that women 
can learn from each other. Women are 
in need of mentors in order to gain 
proper skills, learn how to build a wide 
network, access to role models and 
ultimate career success.

For example, if you have a women 
mentor, she can first of all teach other 
women the foremost thing  — how to 
communicate effectively. Related to 
their own effective examples one can 
teach there is a solution for every prob-
lem — that problems are just projects 
in disguise, waiting to be solved...

Mentors are a critical part of both 
professional and personal develop-
ment. Everyone is glued to their 
screens nowadays. We often forget 
the art of in-person communication, 
which is essential to be a strong leader. 
Studies have shown that women with 
mentors are more likely to be success-

ful than those without one. A mentor 
provides professional guidance and 
shares knowledge and advice with 
mentee. Mentoring relationships have 
many long-lasting benefits and can 
offer opportunities that women previ-
ously may not have had. Mentorship 
can help an employee feel less isolated 
at work as well as encourage her to 
interact more with others.

Women oftentimes directly benefit 
the most from mentorship programs 
because it contributes most signifi-
cantly to employment retention. Often, 
women indicate that the presence or 
absence of a supportive mentorship 
program is what ultimately drives their 
decision either to remain within their 
organization or to leave.

Mentorship can also help women 
build networks. Our male counterparts 
can be especially skilled at this because 
they tend to have access to vaster net-
works. In addition, men negotiate dif-
ferently than women. Your mentor can 

teach you strategies to learn  
these skills that help you improve  
your methods for a successful out-
come.  Some women feel more comfort-
able when they know what they are 
negotiating for, what the parameters 
are, or who they are negotiating with. 
While men tend to be logical and 
practical where it comes to making 
decisions, women draw on both logic 
and their emotional intelligence skills 
(emotions) when it comes to making 
decisions and leading a team. When 
women choose women mentors, they 
receive the practical and emotional 
advice and support they need. From 
toxic workplaces to confidence issues, 
women mentors are great at address-
ing and validating the emotional 
aspects of decision-making that many 
women face in their work lives.

So, mentoring is a two-way street 
where both are benefited — the mentor 
gets wiser while mentoring and men-
tee gets more knowledge. 
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Why diversity 
matters—even 
more now?
Diversity is a fertile ground for 
breeding creativity, innovation and 
productivity, says Sujata Barla, 
Chief Digital Officer, Integrace

Gender diversity at workplace and its impact on business 
outcomes is a long-debated topic. While I was doing my 
research for this article I came across multiple studies 
and research stressing on why women leaders are better 
than men, how women manage situations differently, how 
women leadership approach is healthy for driving com-
pany’s bottom line and thriving the culture of innovation.

Well, as much as I agree with these, I equally disagree 
too. All men are not the same and so is the case with 
women. Each individual brings in a very distinct person-
ality, character, perspective and working style to  
the workplace. 

The point is not so much men vs women as it is about 
diversity per se. Diversity in general is a fertile ground for 
breeding creativity, innovation and productivity. Endors-
ing and celebrating everyone’s unique style is a win-win 
situation for the organization. 

A diverse organization — like a pluralist society — has 
multiple strengths. It is not just more creative, it is more 
resilient too. 

Gender Diversity
Traditionally organizations have been dominated by male 
who think in a particular manner. 

Women as a gender bring in a very different perspec-
tive at the workplace. Nature and Nurture plays a very 
significant role in shaping up a women and the way she 
looks at the world and interprets it. A research by Har-
vard scientists shows that women use their brain differ-
ently than men. 

So, by definition a solution to a business problem will 
cover all possible perspectives if there’s diversity of work-
force. Research shows that there are aspects — such as 
emotional implications — that come to women’s thinking 
more naturally than men’s.

With large scale automation and application of Arti-
ficial Intelligence, machine learning and robotics in the 
business, increasingly the route to efficiency will look 
more similar for different organization. What will make 
one organization more effective than another is their abil-
ity to apply the human values such as empathy and shar-
ing — attributes research shows women are better at. 

The World Economic Forum (WEF) just popularized  
a phrase — Globalization 4.0 — that was the theme for  
its just concluded annual meeting at Davos. “With 
advances in robotics and artificial intelligence in the 
context of aging societies, we will have to move from a 
narrative of production and consumption toward one of 
sharing and caring,” said WEF founder Klaus Schwab 
explaining the concept.

Can a global regime that is looking to put ‘sharing  
and caring’ at the centre stage afford to ignore gender 
diversity?
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Women are increasingly getting into 
traditionally male-dominated roles. In 
businesses, women can now be seen 
at the leadership and board levels. It 
shows that importance of women in 
such roles is getting realized.

Studies have shown that diversity 
at workplace brings in both tangible as 
well as intangible benefits to the orga-
nization, like, better decisions, mutual 
respect, conflict reduction, acceptable 
and practical decisions, increased 
profitability, organization reputation 
building, etc. However, the number of 
women is still too low, especially at the 
senior levels.

In a recent study (Source - https://
www.hiremorewomenintech.com/), it 
was found that: 

 Fortune 500 companies with at 
least three female directors have 
seen their return on invested capital 
increase by at least 66%, return on 
sales increase by 42%, and return on 
equity increase by at least 53%.

 In a study by Dezsö and Ross of 
1,500 US firms in the S&P, female 
representation in top management 
improved financial performance for 
organizations where innovation is a 
key piece of the business strategy.

Whose Agenda Item?
Realization notwithstanding, if some-
thing at the vision level has to be trans-
lated into action, it requires specific 
action agenda. In an issue like this, it 
requires definite positive intervention.

Whose agenda should it be? I 
believe such an important goal  
cannot be the sole responsibility of just 
one set of people. I believe multiple 
stakeholders—employers (organiza-
tions), environment (society, regula-
tions, etc.) as well as the women frater-
nity themselves. 

As they say, everybody’s business  
is nobody’s business. But since, it  
does require involvement of all the 
stakeholders, it is imperative that we 

know the role each of the stakeholder 
should play. 

Role of employer
Organizations should not differentiate 
between a male and a female employee. 
Equal growth and development oppor-
tunities should be given to women and 
men be it trainings, promotions, pay 
scale or managing difficult projects. 
Both men and women bring differ-
ent perspectives to a situation and 
that’s where their combination brings 
value. Having a balance at the leader-
ship level, that is to have both men 
and women at leadership positions is 
crucial as it brings a broader view to 
the board and helps in making better 
decisions. It enables striking a bal-
ance between emotional, practical and 
futuristic approaches, thereby, helping 
organizations make policies which 
are more favorable and acceptable to 
employees. Most women take a break 
in their career either due to maternity 

Attracting women 
to enterprise IT: 
Whose agenda is it?
Participation of more and more women in the workforce is 
a goal with social, economic and business dimensions. It 
cannot be the responsibility of one set of stakeholders, says 
Meetali Sharma, Corporate Risk, Compliance & Security 
Leader, SDG Software India
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Women need 
to realize their 
importance in 
companies and 
be ambitious in 
pursuing their 
goals

or post marriage. There must  
be attempts to make organizations 
women-friendly. By adopting poli-
cies, such as work from home, flex-
ible shifts, having daycare in offices 
or nearby office, extended maternity 
leaves, online trainings, cab facility, 
anti-sexual harassment policy and 
mandatory inclusion of females in 
senior management roles can defi-
nitely help in making a gender-neutral 
workplace environment.

Initiatives like this may meet  
with some resistance because some 
may believe that women are being 
given a leeway or something ‘extra’. 
There’s a very simple counter-argu-
ment. The workplaces have employed 
mostly men and the rules and culture 
of workplace have evolved over hun-
dreds of years around their needs. It 
does require definite steps to accom-
modate women’s needs. It should be 
treated as a business goal — something 

that can tap into a hitherto underuti-
lized workforce.

Role of environment 
Government has already started 
making attempts to promote the inde-
pendence of women. Changes in the 
Maternity Act in 2017 have empowered 
women to look after their work-life 
balance in a very nice manner. Amend-
ments like change in paid leave period 
to 6 months, work from home options 
and daycare facilities have given a 
lot of flexibility to women to balance 
motherhood without compromising on 
their professional life.

Role of women fraternity 
Women, themselves, also need to real-
ize their importance in companies and 
be ambitious in pursuing their goals. 
Generally, women don’t accept difficult 
projects due to their responsibilities at 
home and family. This needs a change. 

As women, we need to learn how to 
balance between the two (work-life bal-
ance) without curbing our dreams and 
goals in life. There are sacrifices which 
need to be given and adjustments 
that need to be made to pursue your 
professional career as well as manage 
personal life. Extra effort needs to be 
put in for enhancing knowledge, bal-
ancing goals at both ends, and being 
available for community service (be it 
events, webinars, knowledge sharing, 
etc). While organizations and govern-
ment are responsible for providing a 
platform to women leaders, women 
also need to step up and come forward 
and have a representation in various 
forums and showcase their talents. 
This will enhance the trust of employ-
ers in them to give them higher posi-
tions and critical projects to manage.

There are some organizations that 
have done really good work on this 
front. They just provide a support 
system, but the platform is created by 
women leaders who not just serve as 
role models but actively mentor the 
younger women.

Participation of more and more 
women in the workforce should be 
treated as a societal goal, which has 
social, economic and business benefits. 
The responsibility of achieving that 
has to be a coordinated, multi stake-
holder effort 
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Across many industries, there is still a big gap 
between the number of men and women in the 
workplace, especially further up the leader-
ship ladder.

Lack of women in leadership position
According to me, there are many factors 
which contribute fewer women in top  
leadership. A lot of times the basic thing  
lacking is “intent”. There are few corporates 
which really focuses on gender diversity, rest 
are just there to report the numbers at work-
place. If corporates really want to see equal 
ratios for male and female in leadership roles, 
they should not only hire the right women 
talent, but equally importantly, nurture and 
make them ready for higher roles, which I feel 
is not happening.

Another big thing is unconscious bias 
among managers. While discussing the pro-
motions of every potential woman, there is a 
hesitation to offer them a higher position con-
sidering their dual role as worker and care-
giver. It turns out that men more often get the 
kind of “high-profile assignments, mission-
critical roles, and international experiences” 
that typically lead to the C-suite and above.

There is a lack of female role model in the 
industries. Statistics shows that while at the 

entry level there is almost 50-50 ratio which 
joins the workforce but in 8-10 years, the 
percentage of women in the workplace drops 
down. There are fewer women who feel very 
confident of themselves for leadership roles. 
Sometimes there is lack of aspirations also 
which doesn’t push women to believe them-
selves and cross the boundaries out of their 
comfort zones.

One major factor is the stereotype that  
men “take charge” and women “take care”  
that puts women leaders in various double-
binds. For example, women are judged as 
being too hard, too soft, and never just right. 
Women leaders are also seen as competent 
or liked but not both. Also, men may be seen 
as having the “default” style when it comes 
to their ability to lead effectively, meaning 
women spend part of everyday repeatedly 
proving they too can lead. 

Biggest issue for women in  
the workplace
I can’t think of one biggest issue of women in 
the workplace as there are plenty. Topmost 
issue is gender bias that many women expe-
rience at their workplace. Jobs that require 
frequent travel, physical exertion, etc., are 
still open for men only as they are considered 

Getting women to 
leadership: Why we 
need a comprehensive 
approach?
Even today, challenges are plenty for women in corporates. 
It needs an integration action agenda to close the gaps, says 
Saloni Vijay, GM, Vodafone Idea
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When women feel like outsiders in the workplace because of their unique qualities or differences, they feel excluded

more eligible than women. Many com-
panies while hiring women employees 
ask them openly about their marriage 
and further family plan as they cannot 
afford the maternity leaves and other 
flexibility perks.

Another most noticeable challenge 
that women of today face at the work-
place is the work-life imbalance. Dif-
ferentiating personal life from profes-
sional career becomes a little hard for 
women in general. They tend to  
mix up work commitments with per-
sonal priorities and that’s when all the 
issues start. Family feels neglected, 
friends feel lost and unfortunately 
she has to face the wrath of her entire 
support system just because she has 
forgotten to draw the line between 
work and life. This challenge is mostly 
self-imposed and to get out of this 
mess, the woman has to help herself. 
A noticeable challenge is pre and post 
maternity leave environment. Once the 
lady resumes office post her maternity 
break, she may be in for surprise as her 
role would no more be the same. She 
may have to begin from beginning all 
over again.

Lack of role models is another chal-
lenge. Women have time and again 

proved their capabilities on the work 
front but still the creamy layer is most-
ly occupied by men. The challenge here 
is that female leaders are many but role 
models are few. Hence, when women 
try and look for leaders whom they can 
emulate, they are left behind.

While male leaders are many and 
they train their successor with full 
vigor, a woman leader learns every-
thing the hard way. When women look 
up to men for guidance and mentor-
ship they feel they are disconnected 
and disoriented as there is a great dif-
ference in their objectivity and style of 
communication.

Organizational changes to get 
more female leaders 
Make a deliberate investment to help 
women colleagues. Be intentional 
about appointing highly qualified 
women to the executive team, corpo-
rate board, C-suite, and CIO position.

Sponsorship is essential for women. 
We know that women have a lot of 
mentors; but they also need sponsors 

who will give them visibility, talk 
about their accomplishments behind 
closed doors, and promote them for 
stretch opportunities. 

Inclusivity is also an important 
aspect. Carefully and humbly listen 
to women colleagues, which can 
help them feel more included. When 
women feel like outsiders in the work-
place because of their unique quali-
ties or differences, they feel excluded. 
Exclusion comes at a great cost to 
organizations in the form of lowered 
job satisfaction, reduced work effort, 
diminished employee voice, and 
greater intention to leave. Building an 
inclusive workplace means creating 
a culture that fully engages and sup-
ports all employees.

People should not judge the effec-
tiveness of women leaders based on 
gender stereotypes. There is a need to 
provide diversity and inclusion train-
ing to help employees understand the 
effects of gender stereotyping. 
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Organization needs to introduce 
women-friendly policies, which are 
policies against sexual harassment, 
flexi hours and pre and post maternity 
benefits.

Changes required for women to 
grow as leaders 
Women should have a clear career 
plan and should share it as and when 
required. Women take a few breaks 
in their career due to child and family 
responsibilities. Women who are suc-
cessful in advancing upwards, plan 
their careers with a longer time hori-
zon in mind, continuously share their 
plans, and get the support they need 
along the way to continue to progress.

Results do not speak for themselves, 
and opportunities do not just fall in 
our laps. Self-advocacy is a critical 
behavior to learn, unfortunately most 
women struggle with it. Success-
ful women know how to own their 
strengths and accomplishments, share 
how they add value to the organiza-
tion, and ask for opportunities to grow 
and advance.

 In order to move into new roles, 
advance into senior positions, or make 
time for projects and development that 
will help with growth, women have to 
leverage the skill of delegation. They 
need to delegate or distribute work to 
free up time for strategic initiatives.

Women should believe that there 
are no barriers to advancement. There 
may have been factors all around them 
that could have prevented their suc-

cess, but they shouldn’t let that get in 
the way of their own beliefs about what 
they could personally accomplish.

Women leaders should be socially 
supportive and speak out for others. 
There is growing evidence that when 
women wield power and assert them-
selves on behalf of others, they are able 
to do so effectively and without incur-
ring social repercussions. Women 
leaders can be seen as very effective if 
the beneficiaries of the female leader’s 
efforts are her team members.

Women leaders can advance when 
others speak out for them — conferring 
upon them the social status needed to 
endow female leaders with the legiti-
macy to be assertive. Beyond helping 
and encouraging each other, it is also 
important to help and encourage self. 
Success is a state of mind, and if they 
don’t allow themselves to enjoy their 
current role and pat themselves on the 
back for the work they’ve put in to get 
there, they’ll be miserable. Remember 
that a positive mindset and a great 
sense of resilience are both crucial to 
continuing to grow and progress in 
their career.

Outside of the office, women have to 
be sure to find something that allows 
them to get out of their own head a 
bit, as well. There is an entire world 
that exists outside of the promotions 
and politics of the workplace. No mat-
ter how great their responsibilities 
become, they shouldn’t allow them to 
over-burden them. 

Of course, at the end of the day, there 

is no “magic secret” to landing a top 
role. There is no passcode or God-given 
right for anyone to be in the C-suite. 
They have earned that seat at the table, 
and they must not forget it. Lead confi-
dently, and inspire other women to do 
the same.

Advice to women colleagues
Identify yourself, know who you are, 
what you believe in and where you 
want to go. You are unique as a finger-
print and the best way to succeed is to 
discover what you love and then find 
a way to offer it to others in the form 
of service. Surround yourself with 
women who might be in the positions 
you want to strive to be in or other 
leadership roles and get to know them. 
Be connected with them, listen to their 
stories on what works for them or what 
hasn’t worked and use that to start 
building your own platform. The big-
gest thing in corporate world is build-
ing your own professional portfolio 
and how you set yourself apart from 
everyone else. By developing these 
skills early in your career you will be 
a step ahead. Have determination and 
persevere when meeting roadblocks. 
Often the solution is just there when 
you are about to give up. To succeed 
in a corporate world, you need to take 
ownership and become accountable.

Challenges are everywhere. Push-
ing yourself out of your comfort zone 
and trying something new and good is 
the challenge that you must impose on 
yourself. More challenges one faces in 
life, her achievements and memories 
increase manifolds.

Instead of dreading the challenges, 
if one learns to treat challenges as step-
ping stones to success, they will hardly 
feel its magnitude. Women have to 
break the soft sweet image in order to 
succeed in their work endeavor. 

Being as fierce, stable and aggressive 
as a lioness and working towards her 
goals without any distraction makes a 
woman achieve her goal with precision.

Women leaders can advance 
when others speak out for 
them — conferring upon them 
the social status needed to 
endow female leaders with the 
legitimacy to be assertive





22 CIO&LEADER | March 2019

Combating 
New 
Imperatives 
With Threat 
Intelligence
Threat Intelligence is a proactive 
mechanism which helps 
organizations reduce the time 
to identify threats or possible 
incidents and thereby provides 
an immediate opportunity to 
prevent, defend and contain the 
impact of risk of an attack 

based reactive detection of a signature-based malware is the 
technology of yesterday. Today threats have transformed and 
increasingly getting common with ‘zero-file’, ‘zero-signature’ or 
a ‘zero-day’ based threats that may exploit vulnerabilities. Tech-
nology today requires light weight, easily deployable, patch-
independent, intelligent behavior-based tools that can detect 
threats that are dormant resident within the target network. 
Tools that can capture un-common behavior activities and can 
give immediate identification of suspicious activities.

Threat Intelligence is a proactive mechanism which help 
organizations reduce the time to identify threats or possible 
incidents and thereby provide an immediate opportunity to pre-
vent, defend and contain the impact of risk of an attack.

Author

Archie Jackson
AVP - Technology/Information 
Security, Genpact

To read more about Threat Intelligence,  
go to: http://owl.li/EJoo30o2o4S or scan the Qr Code

Is there an antivirus whose definition update has all the latest 
of viruses, trojans, malware? Antivirus work on the principle of 
reactive detection and this is the prime reason why they are no 
longer the only savior for any end points.

Today’s technology perimeter is such that there is no perim-
eter and its universe is expanding at a lightning rate. What may 
be secure today is definitely unsecure tomorrow. An indexed 
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Securing 
Industrial Control 
Systems
The bedrock of industrial management 
systems, Industrial Control Systems (ICS) 
is designed to primarily interact and control 
functionality of physical devices 

the SCADA system failed.
In 2009, two metro trains in Washing-

ton DC collided, because SCADA system 
failed to detect an idle train in the rail, 
resulting in nine deaths and 52 injuries.

Automated systems—that manage 
large industrial plants are critical for 
operational safety and efficiency—have 
come increasingly under the scanner for 
environmental and human risks as well 
as a source for vulnerability in corporate 
and governmental warfare.

For long these systems have operated 
in relatively isolated environment but as 
the connected enterprise evolves, these 
systems commonly known as Industrial 
Control Systems (ICS) have come under 
the ambit of corporate networks, signifi-
cantly increasingly risks to deployments.

ICS continuously monitor and regulate 
operations of large industries such as 
refineries, water plants, power plants, 
energy transportation systems across 
geographically dispersed areas.

The bedrock of industrial manage-
ment systems, ICS is designed to primar-
ily interact and control functionality of 
physical devices. It commands, sends 
data to the controller, measures, com-
pares, calculates and corrects via sen-
sors, transmitters and controllers  
to ensure high performance, precision  
and reliability in high-risk industrial 
deployments.

Author

Yask
CISO, IOCL 

To read more about Industrial Control Systems (ICS), go 
to: http://owl.li/7yQm30o2oA9 or scan the Qr code

Consider these catastrophic events. In December 2015, one of 
Ukraine’s leading power grids was sabotaged leaving millions in 
darkness for more than an hour. Russia reportedly hacked into 
the grid of one of the power suppliers.

In 2010, the Stuxnet worm destroyed uranium enriching 
capabilities of Iran’s nuclear facilities.

In 1999 a gasoline pipeline operated by Olympic Pipeline 
company exploded in Bellingham, Washington, killing 3 people, 
injuring eight and spilled 230, 000 gallons of gasoline because 
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IAM For Fuzzy 
Enterprises

In today’s multi-perimeter world—where employees and non-
employees can access various corporate assets from any 
device, anywhere—it is essential to ensure that online interac-
tions are kept secure, private and compliant. With the emerging 
use of Cloud and mobile technologies, the boundaries of an 
organization are increasingly blurred.

World over, organizations depend on properly implemented 
identity and access management solutions to secure data. 
Organizations require people-centric approach to secure 
access, which entails more than managing user provisioning 
and single sign-on policies. The key is to ensure security con-
trols that prevent unauthorized users while blocking legitimate 
users from exceeding authorization.

Identity and access management (IAM) solutions deliver 
secure, integrated approach to manage user identities and 
permissions, working across disparate technology platforms, 
consolidating access controls to reduce costs, improve data 
security and simplify administration.

While IAM solutions must work with internal datacenters,  

it must also safeguard access to Cloud solutions employed  
by modern organizations. It must complement standard 
authentication technologies that employ passwords with new-
age technologies that leverage multiple factors like biometrics, 
tokens, etc

I feel today, a good intelligent security solution should have 
the ability to handle all three—volume, variety and velocity.

Author

Gurprit Singh Grewal
DGM & IS Officer 
IDBI Bank

To read more on how IAM solutions empower IT and 
business leaders to achieve organizational goals, go to: 
http://owl.li/B7d630o2oL3 or scan the Qr code 

While IAM solutions must work with internal 
datacenters, it must also safeguard access to Cloud 
solutions employed by modern organizations 
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The script targets devices gaining 
access to a file, folder, device and then 
extending it to the larger number of 
devices available on the network. Such 
attacks have been increasing over the 
years. According to the NTT Security 
2018 Global Threat Intelligence Report, 
Ransomware volume was up by 350% 
from 2016. The report said that the rise 
in ransomware detection illustrated the 
persistent and sophistication of attacks 
resulting in high profile exploits such as 
WannaCry which set new standards in 
the speed of spreading affecting more 
than 400,000 machines across 150 
countries in a single day.

The sad part is that these attacks can 
be prevented by being diligent in follow-
ing basic security practices. Our experi-
ence shows that it is not the IT vendor 
but faults in the way enterprise users 
design standard processes that expose 
the organization to vulnerabilities.

Following are few basic security mea-
sures organizations must adapt to fend 
themselves:

Secure Password
Although a basic precaution, passwords 
must be strong to ward off attacks  
which have become more vicious as 
attackers strive to exploit vulnerabilities 
over mobile and Cloud. Along with  
strong passwords, there must be a limit 
in the number of attempts to access  
the system.

Single-factor authentication becomes 
easy targets for attackers and therefore 
ensuring multi-factor authentication is 
another important precaution.

Author

Suresh A Bhise
CIO, JB Chemicals & 
Pharmaceuticals

To read more about the other measures, go to:  
http://owl.li/DkPr30o2oXF or scan the Qr code

Protecting From 
Ransomware: Do 
The Basics Well
Securing your password is one of the basic 
measures to fend off Ransomware

While cybersecurity threats to organizations have been on the 
rise, Ransomware takes the risks to another level. It not only 
seeks financial exchange but incapacitates the business bring-
ing everything to a screeching halt, not to mention the dent in 
reputation and hardships to customers.

The attacker uses malware to encrypt files and prevent the 
user from accessing them until a ransom in bitcoin is paid. This 
has become increasingly common over the years and with criti-
cal data such as patient data and production dependent data 
locked away, organizations find it easier to pay than delay the 
process of retrieving it through a tedious and often painfully 
expensive process.
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“The Focus Here 
Is On Innovation”
Gangadhar S J, Head – Technology at Digit Insurance, talks about his 
career journey as a CIO in the insurance sector, how Digit Insurance is 
innovating with technology and the road ahead for CIOs in this industry

InTervIew

Digital transformation is sweeping across every 
industry we can imagine and the insurance sector is 
no exception to this rule. While the insurance sector 
remained quite a laggard when it comes to technol-
ogy with heavy reliance on outdated software and 
clunky paperwork, it is only in recent years that 
some ambitious start-ups in this sector are realizing 
that ‘digital’ is the way to survive and even grow 
exponentially.

Bengaluru-based insurance firm, Digit Insurance 
is one such firm that sees an opportunity to do 
insurance smarter, faster and better. Started in 
2016, backed by Fairfax Group, Digit Insurance is 
reimagining products and redesigning processes 
to provide simple and transparent insurance 
solutions that matter to consumers. In an exclusive 
interaction with Sohini Bagchi, Gangadhar S J, Head 
– Technology at Digit Insurance, talks about his 
career journey as a CIO in the insurance sector, how 
Digit Insurance is innovating with technology and 
the road ahead for CIOs in this industry.

Please tell us about your  
career journey and your tryst  

with technology.
I have been working in the technology space for 
over 25 years. I started my career with client server 
technology then with three-tier architecture to my 
current profile at Digit Insurance, where we work 
on state-of-the-art technology. My last stint was for 
13 years at Bajaj Allianz where I worked on both 
general insurance and life insurance and I exited 
as the head of technology. I am about to complete a 

year at Digit now and I feel I have already been here 
for years as the width and depth of the work we’ve 
done in the last year with respect to innovations 
through technology, has been huge.

How did you land a job in  
Digit Insurance? 

After working in the insurance industry for 13 
years, I wanted to work in a space or company 
which had tech at its core and was also leading 
the trends in technology, not just following it. I 
had known Kamesh Goyal (the founder of Digit 
Insurance) from Bajaj Allianz days and when 
I understood from him how Digit was focused 
on making insurance simple and technology 
driven, it was indeed an exciting opportunity for 
me, as I thought I could bring my expertise from 
the insurance industry into another insurance 
organization which was operating as a tech 
company, insurtech as we call it. At Digit, we work 
on latest technologies like microservice-based 
architecture, advanced core system, machine 
learning, and infrastructure being 100% on cloud. 
One of the unique differentiators of the company 
is the overall focus on creating a lean organization, 
bringing in efficiencies through technology..   

As IT head, what is your role in a 
company? Do you see yourself as a 

digital innovator or does your role mainly 
revolve around ‘keeping the lights on’?
When I first interacted with Kamesh, one of the 
key focus areas he mentioned was scaling up the 

D
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“Innovation and 
customer centricity 
are paramount in 
insurance”

operations and Digit’s focus on innovation in processes 
through technology. So, yes, keeping light on is by default 
but the focus here is on innovation.

What technologies are you toying with at 
the moment? 

Technology plays an important role in enabling our  
entire ecosystem, across distribution, buying and claims 
process. We are a digital-first company, based 100% 
on cloud. This enables us to scale extremely fast and 
ensure faster disaster recovery. We have an application 
programming interface (API) integration for all our 
partners, including Policy Bazaar, Amazon India, and 
so on. We also extensively focus on data science which 
helps us develop customized products for our customers. 
Machine learning helps us do faster reconciliation, float 
management, fraud management, and claims settlement. 
We use image analytics to decipher the damages to say, a 
car, which quickens the claims process. For future, we are 
continuing to work on simplifying insurance and the claim 
process. And this quarter, we will also be launching ‘Video 
call for better customer experience’.

What is your business model?
At Digit, our business model is centered on 

simplifying insurance for people. This percolates down 
to our processes, products and distribution. we believe in 
creating products that we would buy for our own family. 
We create processes for genuine customers and don’t make 
them suffer with unnecessary checks. Which is why we 
have a completely paperless claims process, audio claims, 
smartphone enabled self-inspection and pre-inspection 
apps, all of which a genuine customer would relish.

For distribution, we believe in being wherever our 
customers think of protection i.e., right from where the 
customer thinks of buying the product to be protected. 
Which is why we have over 1500 strategic partners (agents, 
brokers, dealers), 12 institutional partners including 
e-commerce companies like Paytm, Flipkart, Cleartrip and 
offline partners like Tata Tanishq, all this along with our 
direct selling platform. 

What are your company's latest 
achievements where tech had a big role?

Our claims settlement report which we call a Claims 
Settlement Report Card has been a big achievement for our 
processes because we have enabled faster claim settlement 
across categories. We have settled 10,000 claims in less 
than a year. Moreover, 100% of our flight delay claims are 
automated. Of the other areas of achievements, 90.4% of 
our motor own damage claims, 85.7% of our mobile damage 
claims settled are within 30 days. This is due to processes 
like advance cash for repair, self-inspection through 
smartphones. Also as far as the success of our technologies 
created to simplify and fasten claims processes are 
concerned, we have received a great adoption rate, where 
85% of our mobile claims are done through self-inspection. 
This means customers are appreciating our process offering 
and enjoying its benefits. It takes just 11 minutes to self-
inspect one’s car’s damages through the self-inspection app, 
as against 5-7 days by a third-party.

Are CIOs in the insurance sector  
evolving? What are you tips for budding 

CIOs in insurance?
In most cases I would say, the intent to evolve is there. 
But for legacy systems, tech infrastructure will take some 
more time to support the speed. For CIOs planning to enter 
this sector, I would advise them to focus on innovation 
and customer centricity. CIOs should make sure they are 
interacting with the end consumer as often as possible 
which should enable them to keep the consumer in mind 
while working on any innovation. Also, I would like to share 
my biggest learning or say method to combat crisis – have a 
Plan B always! 

–Gangadhar SJ,  
Head – Technology, Digit Insurance
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How Wearables Can 
Transform Healthcare 
Services - And Business...
Wearables are moving from being a fitness freaks’ gizmo to a 
clinically meaningful health tracking device. Will the healthcare 
industry grab the opportunity?
By Sohini Bagchi

SpeCiAl 
FeATure
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Recently, Samsung launched an app, 
My BP Lab, jointly developed with the 
University of California, San Francisco 
(UCSF), intended to help its Galaxy 
Watch Active users monitor their 
blood pressure and keep better track of 
their physical health every day.

Apple’s latest version of its smart-
watch, the Apple Watch Series 4,  
features a built-in electrocardiogram 
feature and fall detection. The next 
generation of Apple Watches will 
reportedly feature glucose monitoring 
for people with diabetes. It has collabo-
rated with L’Oreal to design the first-
ever skin sensor that detects UVA and 
UVB exposure.

Wearables which have traditionally 
been a mix of fitness trackers and a 
fashion statement, are increasingly 
becoming key serious healthcare tools.
The next wave of smart healthcare 
wearables is expected to revolution-
ize medical science and dramatically 
improve quality of life, believe experts. 

Moving beyond wellness
Last year, health wearables experi-
enced a boom in popularity when the 
latest series of Apple Watch arrived 
with a number of futuristic health 
features, such as an electrocardiogram 
(ECG) sensor which can measure 
heartbeat. A Statista report has pre-
dicted, by 2019-end, revenue of almost 
USD 4.4 billion will be created from 
the sales of healthcare wearable device 
and the number would shoot up to a 
whopping USD 17.8 billion in 2021.

Another recent survey from Rock 
Health on digital health adop-
tion found that wearable adoption 
increased rapidly last year, from 24% 
in 2017 to 33% in 2018. While monitor-
ing physical activity remains the top 
reason for wearable use, only 44% of 

wearable owners cited physical activ-
ity as the top reason for their wearable 
use, down from 54% in 2017. This 10% 
decrease is corresponded by a 10% 
increase in respondents using a wear-
able to manage a diagnosis, growing 
from 20% in 2017 to 30% last year, the 
report shows.

“Wearables are morphing from their 
original fitness and wellness label into 
a tracker that can be clinically mean-
ingful to patients—and perhaps even 
providers,” the researchers say.

“With the industry thriving and 
innovating, clearly, wearable technol-
ogy is moving beyond basic health and 
fitness devices like the heart rate track-
ers and daily step counters and provid-
ing the ground to enter the mainstream 
healthcare sector,” believes Subrah-
manyam Lanka, Senior VP–Digital 
Services, Siemens Healthcare. 

A good example here would be 
Google Glass that is helping doctors 
with surgeries. The eyeglasses-mount-
ed camera allows surgeons to record  
or livestream procedures and also 
serves as an auxiliary surgical tool.

“With advanced healthcare applica-
tions, such as m-health, telemedicine, 
and fitness sensors, companies are 
leveraging data toward preventing 
and managing chronic health condi-
tions like diabetes and heart problems 
and this will succeed in the long run,” 
explains Lanka. Also in a country like 
India, wearables can spur the tele-
care market. Tele-care involves care of 
seniors and other people with physical 
or mobility limitations remotely. 

Security a concern
Despite healthcare wearables showing 
a lot of promise, there are still plenty of 
challenges the technology will face in 
the coming years. 

“We are still at very early stages in 
the healthcare wearables journey, as 
there is still a gap in trust and adop-
tion,” says Rupinder Goel, Global 
Digital Technology Leader in IT and 
telecom and former Global CIO, Tata 
Communications.

“App and patient data security is 
a big challenge right now, more so, 
because privacy laws continue to play 
catch-up with the healthcare wearable 
industry. Once these laws are in place 
and security is assured, wearables may 
be used to collect data for electronic 
health records in the future. But we 
still have a long way to go,” he asserts.

Lanka too believes that security  
is a major concern. “Implementing 
wearables alone isn't enough to trans-
form healthcare. There also needs to be 
adequate security and safety measures 
to protect and prevent breach of patient 
data,” he says.

However, there is room for a lot of 
growth for health-specific wearables. 
Despite challenges, current statistics 
and market research present a bright 
picture for the future wearable indus-
try. “Collaboration among medical pro-
fessionals, healthcare firms, startups, 
and the smart consumer will help to 
develop better healthcare applications 
and wearables devices. Only then will 
wearables find acceptance among the 
medical community and doctors can 
use them to fight more chronic health-
care issues plaguing the society,” says 
Mukesh Garg, former Director – IT at 
AstraZeneca. 

Leveraging wearables
The most critical value proposition for 
wearables is to provide ‘timely’ help to 
patients. Data privacy issues apart (in 
India, it is almost a non-issue), there 
are a few basic challenges that need to 
be overcome. 

Some of them are:
 Acceptance by the healthcare 

providers: For that, the doctors 
need to be convinced that it can do 
what they are looking at. 

 Acceptance by the users: While 
the change from fitness tool to 
critical healthcare tool, for the tech-
nology community, is just about 
device capability, when it comes 
to actual adoption, there’s a huge 
difference. Most fitness users are 
younger people who are receptive 



Special Feature

30 CIO&LEADER | March 2019

and comfortable of new technologies; on 
the other hand, most people who require 
critical timely medical care are people who 
are in an older age group, who are still not 
comfortable in using technology. 

 Availability and price points: For  
wearables to be accepted as real health-
care tools, they have to literally be ‘what 
the doctor ordered’. The healthcare ser-
vice providers can be a channel for these 
wearables. They should see this as a 
long-term hook for their clients than mak-
ing margins from the sale. This requires 
serious partnership between device mak-
ers, providers and healthcare insurance 
providers. 

 Standards: Without industry standards, 
the rapid takeoff will not happen. Whether 
India needs its own standards or can 
be part of a global alliance is a matter of 
debate.

 Regulation: The privacy legislation in 
India is in the making. The Personal Data 
Protection Bill 2018 will probably be 
passed by the Parliament in 2019 itself. It 
clearly classifies healthcare data as ‘sensi-
tive personal data’. All organizations that 
collect personal data of citizens must abide 
by the regulations. 

What is needed is meaningful collaboration 
among all stakeholders to make it work. It will 
help in:
1. Tackling the challenges together
2. Present a united voice to policymakers 

and regulator
3. Promote the usage
4. Build/initiate standards suitable for India

Challenge for Enterprise Tech
While wearables, by their very basic prom- 
ise of real time data, can be hugely effective 
tools for the patients and medical fraternity,  
as businesses, healthcare providers’ jour-
ney just starts there. Beyond the immediate 
benefit of better healthcare to the individual 
patient, the true value of wearables will 
accrue when the industry is able to make use 
of the data effectively.

The data can give valuable medical insights 
to the doctors. It can also give valuable busi-
ness insights to the business. The wearable 
circle will be completed only when healthcare 
service providers manage to achieve that 
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insight

Citrix Breach 
Busts Four Myths
The recent attack on internal systems of software 
company Citrix Systems raises several questions
By CIO&Leader

O On March 6, 2019, the Federal Bureau of 
Investigation told Citrix that international 
cyber criminals gained access to its internal 
network.

Resecurity, a security firm, has claimed that 
the attack could be by an Iranian-linked group 
known as IRIDIUM that has hit more than 
200 government agencies, oil and gas compa-
nies and technology companies.

Citrix said it has already initiated action to 

contain this incident.
“We commenced a forensic investigation; 

engaged a leading cyber security firm to 
assist; took actions to secure our internal  
network; and continue to cooperate with  
the FBI,’ wrote Citrix Chief Information Secu-
rity Officer Stan Black, in a blog in the com-
pany website.

“Citrix is moving as quickly as possible, 
with the understanding that these investi-
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gations are complex, dynamic and 
require time to conduct properly. In 
investigations of cyber incidents, the 
details matter, and we are committed 
to communicating appropriately when 
we have what we believe is credible 
and actionable information,” he fur-
ther wrote.

Black said while the investigation 
was on, it appeared that the hackers 
may have accessed and downloaded 
business documents. The specific doc-
uments that may have been accessed, 
however, are currently unknown. “At 
this time, there is no indication that the 
security of any Citrix product or ser-
vice was compromised,” he wrote.

Black also said while it was not con-
firmed, the FBI “has advised that the 
hackers likely used a tactic known as 
password spraying, a technique that 
exploits weak passwords.” Once they 
gained a foothold with limited access, 
they worked to circumvent additional 
layers of security.

Password spraying: A 
clever exploit
In May last year, UK’s National Cyber 
Security Centre (NCSC), part of the 
nation’s security agency GCHQ, 
warned about the emerging threat of 
password spraying

“One common way that online 
accounts are breached is through pass-
word spraying, whereby lists of a small 
number of common passwords are 
used to brute force large numbers of 
accounts. These attacks are successful 
because for any given large set of users 
there will likely be some who are using 
very common passwords, and these 
attacks can slip under the radar of 
protective monitoring which only look 
at each account in isolation,” it said in 
a blog.

NCSC’s raising the alarm followed 
a research that it conducted to under-
stand how vulnerable the UK organi-
zations could be to password spraying 
attack. It found that:

75% of the participants’ organiza-
tions had accounts with passwords 

that featured in the top 1,000 pass-
words and 87% had accounts with 
passwords that featured in the top 
10,000.

This data suggests that password 
spraying attacks are likely to have 
some success against these organiza-
tions, and many other organizations 
across the UK.

“Whilst account lockout policies may 
limit attackers to trying (for example) 
10 passwords against a single account 
per day, the account lockout counters 
usually reset over time. This allows 
persistent attackers to try more pass-
words, and they can (and do) end up 
trying hundreds or even thousands of 
common passwords,” it said.

It also provided some possible miti-
gation strategies.

Warned earlier
Security firm Resecurity said it had 
reached out to Citrix in December 
2018 and had shared early warning 
notification about targeted attack and 
data breach. “The attack,” it said “was 
planned and organized specifically 
during Christmas period.”

Resecurity said the incident has been 
identified as a part of a sophisticated 
cyberespionage campaign supported 
by nation-state due to strong targeting 
on government, military-industrial 
complex, energy companies, financial 
institutions and large enterprises 
involved in critical areas of economy.

“Based our recent analysis, the threat 
actors leveraged a combination of tools, 
techniques and procedures (TTPs) 
allowing them to conduct targeted 
network intrusion to access at least 6 
terabytes of sensitive data stored in the 
Citrix enterprise network, including 
e-mail correspondence, files in net-
work shares and other services used 
for project management and procure-
ment,” it said.

The arsenal of IRIDIUM includes 
proprietary techniques allowing  
to bypass 2FA authorization for 
critical applications and services for 
further unauthorized access to VPN 

(Virtual Private Networks) channels 
and SSO (Single Sign-On), Resecurity 
explained.

“We forecast a continued growth 
of targeted cyber-attacks on supply 
chains of government and large enter-
prises organized by state-actors and 
sophisticated cyberespionage groups,” 
it said.

Four myths that it busted
The security breach at Citrix has impli-
cations beyond Citrix and its customer. 
It raises important questions and busts 
some myths. Here are the four myths 
that it busted:

Myth 1: IT companies are less 
vulnerable
Citrix is not just a technology company. 
It is an enterprise tech company that 
has security solutions too, albeit in a 
different area. Its Citrix Web App Fire-
wall is a web application firewall that 
it claims protects web applications and 
sites from both known and unknown 
attacks, including all application-layer 
and zero-day threats.

Myth 2: Early warning prevents breach
Going by the claim made by Resecu-
rity, it had warned Citrix in December 
2018. This means it had some knowl-
edge about the possibilities of such an 
attack. Yet, the infiltrators managed 
to get onto its internal systems means 
that information was not effective in 
thwarting the attack.

Myth 3: Once the attack starts, at least 
tech companies can detect
Citrix admits that it got the informa-
tion from FBI about the attack. The fact 
that FBI ‘had to’ tell them well after the 
attack started means even post-attack, 
detection is not easy.

Myth 4: An attacker requires highly 
sophisticated tech to carry out an attack
As evident, the attackers used pass-
word spraying, which is a clever way 
of exploiting the vulnerability rather 
than using more sophisticated tools 
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threat hunting — 
need Of the hour
To build a threat hunting team, one needs threat intelligence 
mindset, excellent technology engineers and proactive tools 
which can give threat feed of an exploit/attack vector being 
seen in world space
By Aditya Khullar
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Threat Intelligence — It is the a term we all have 
heard various times recently. The subject has 
been under constant scrutiny for a while now, 
but do we understand it? Moreover, since it has 
been viewed very differently from different 
viewpoints of various security professionals, to 
start with let’s get to the crux of it. The ultimate 
goal is to provide a binary answer to the ques-
tion, “Do I have a compromised system in my 
infrastructure?” This system can be a server or 
an EUD (end-user device).

To understand about compromised system, 
there is a wonderful saying by John Strands, 
“Beaconing + Blacklisting=OMG! We are in 
trouble”. This means that any system that 
makes a continuous connection to a blacklisted 
IP is a compromised system.

In simple words, threat hunting is the black 
box that takes input and gives output. What are 
all the things it encompasses? Well, we need 
some way to collect info and figure out whether 
we are already compromised or not. We also 
need to understand that those outputs may be 
a formalized incident handling process put in 
place, or a team that does forensic investigation 
of subject, or it might be just a simple policy 
which says, “Hey, when a system gets compro-

mised, throw it away 
and put a new system on 
the wire.” Even though 
that may sound silly but 
that is a possible answer 
for most of the organiza-
tions.

The process of threat 
hunting spans through-
out various technology 
teams. For example: 
‘I just found a system 
which is beaconing to 
unknown/blacklisted 
IP?’ Now to reach that 
point, we need a lot of 

t

work before and after identifying the system. We 
require complete scanning of the system, leading to 
putting in incident response plans in place and after 
that we turn to forensics mode to get to deeper end 
of the cause. To resolve this chaos, it is beneficial to 
implement Proactive Threat Intel rather than reactive 
mode monitoring.

All in all, global threats can be listed as the follow-
ing 5 types:
1 Remote Exploits (Public àPrivate)
2 Local Exploits/Insider Threats
3 Browser-based attacks (malicious advertising cam-

paigns) 
4 Document based attacks (malicious attachments 

like excel files, PPT , Word docs delivered through 
Phishing campaigns)

5 DOS/DDOS (volumetric/computational and asym-
metric attack vectors)
Then the next question that arises is, “We have a lot 

of tools which give a lot of feeds and so what is dif-
ferent in threat hunting which makes it difficult to 
implement?" In a typical security tool, the process is 
to collect a lot (I mean tons) of data because it is sat-
isfying to see whole network on a single dashboard, 
‘it will give data to the management team’ and then 
‘the team will educate itself and find threats out of it’. 
And this last part is the distinguishing element of the 
threat hunting process, in comparison to other main-
stream tools.

So going further, “What are the basic frameworks 
that could to be used as the helping hand for the 
threat hunting process?” One of the most common 
frameworks that is taken into consideration when 
talking about the tool is — MITRE ATT&CK frame-
work. It is a curated knowledge base and model for 
cyber adversary behavior, reflecting the various 
phases of an adversary’s life cycle and the platforms 
they are known to target. Secondly, while rating 
vulnerability, always do a manual assessment basis 
NIST/NVD calculation with an automated scan 
using tools like Qualysguard, Nessus, etc.

In the end we should understand that the process of 
threat hunting may seem to be a great alternative to 
proactively monitor assets but a threat hunting pro-
gram cannot be implemented by every organization.

To build a threat hunting team, one needs threat 
intelligence mindset, excellent technology engineers 
and proactive tools which can give threat feed of an 
exploit/attack vector being seen in world space 

—The author is Tech Security Leader at Paytm

In simple words, 
threat hunting 

is the black 
box that takes 

input and gives 
output. What are 

all the things it 
encompasses? 
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how to Evaluate 
And Optimize 
Your setup
It is important for application leaders to realize that there is 
no one-size-fits-all solution for designing their application 
organizations, but rather a set of trade-offs and choices that 
must be evaluated before charging forward
By Matthew Hotle
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In the application industry, one of the 
most common questions for leaders is 
how to choose the “right” structure to 
achieve optimal business results and 
delivery for their organizations. The 
advent of digital business has huge 
ramifications on the future of the appli-
cation organization. New models of 
business engagement, different skills, 
and the increased number of an organi-
zation’s applications that directly touch 
the customer are requiring a different 
design of the application organization.

There is no “right” way to do it. Add 
in size, agile, platforms, products, 
bimodal, pace layers and cloud, and 
organizational design becomes even 
more challenging. It is now almost a 
given that any organization will have to 
live with a hybrid structure.

A large number of organizational 
redesigns are unnecessary — and often 
harmful. This is because they address 
the structure, but not the operating 
model itself. This is why application 
leaders must have forethought and 
planning. It starts with analyzing the 
information and technology (I&T) 
operating model.

Application organizations 
are not stand-alone entities
The I&T operating model of any organi-
zation describes “how things get done.” 
Because the organizational structure 
component is only one part of an oper-
ating model, it is imperative that the 
structure relates to other components, 
such as an organization’s tools, perfor-
mance, financials and talent. A change 
in the organizational structure might 
result in an unintended change to a 
different component. Any change to an 
organizational design causes disrup-
tion in delivery for a period of time, 

i
typically 6 to 12 months. The moral 
of the story is that the organizational 
design matters within the context of the 
operating model, not separately.

Two basic models for 
organizing application 
teams
There are two basic models for organiz-
ing an application team: the silo and the 
system integrator. In the silo model, a 
senior application manager is respon-
sible for a group of work based on 
various areas — geography, business 
function or process, technology stack 
or product.

It is important for application leaders 
to realize that there is no one-size-fits-
all solution for designing their applica-
tion organizations. The system integra-
tor model, also referred to as a pooled 
style, groups similarly skilled indi-
viduals together into resource pools or 
centers of excellence. These pools are 
based on roles and become the primary 
mechanism for assigning work.

Deciding which model works more 
effectively in your organization 
requires a fundamental understanding 
of how IT is perceived in your organiza-
tion. Organizations where IT is a cost 
center typically choose a silo model. 
Organizations where the distribution 
of the IT budget may shift often choose 
a system integration construct due to 
its flexibility.

Hybrid organizational 
structures are the norm
As organizations move toward the 
cloud and digital delivery, it’s nearly 
impossible for an organization to use 
only one of the constructs successfully. 
Given the dynamism of new products, 
applications, tools and platforms, 
a hybrid structure is an appropri-
ate approach for application leaders 
to move toward. A cloud hybrid, for 
instance, is a popular structure used 
to move a portion of an organization’s 
application portfolio to the cloud while 
keeping the remaining portion on-
premises or elsewhere.

Deciding which 
model works in 
your organization 
requires an 
understanding 
of how IT is 
perceived

It is important for application leaders 
to realize that there is no one-size-fits-
all solution for designing their appli-
cation organizations, but rather a set 
of trade-offs and choices that must be 
evaluated before charging forward.

Product-centric delivery 
organization structure is 
emerging
The number of organizations using a 
product-centric approach for a signifi-
cant amount of their software delivery 
has doubled in the past two years and is 
expected to double again over the next 
four. This increase is driven mainly 
by two factors: an attempt to reduce 
cost by using a product construct to 
rationalize, and the need to adopt agile 
methods to improve business agility.

This shift also impacts a critical role 
within the organization: The role of the 
digital product manager. As of 2018, 
the majority of digital product manag-
ers were located in the technology orga-
nization. Gartner expects that, in the 
longer run, since product management 
is or will be closely linked to achieving 
a set of business results, the function 
will migrate from the technology orga-
nization into business teams.

Gartner predicts that by 2023, 65% 
of organizations that moved to a prod-
uct-centric delivery model will have 
embedded their digital product manag-
ers in a business area 

—The author is Matthew Hotle, VP Analyst 
at Gartner
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An Automated 
Response to Endless 
Zero-Days

There’s an even larger treasure trove of potential vulnerabilities 
hidden from view that defenders haven’t even begun to take into 
consideration as part of their security strategy
By Rajesh Maurya

The number of vulnerabilities available to cyber-
criminals continues to accelerate. But according to 
one recent report, of the over 100,000 vulnerabilities 
published to the CVE list, less than 6% were actually 
exploited in the wild. The challenge is that predicting 
which vulnerability will be targeted next, and which 
exploit will be used, requires advanced strategies, 

such as leveraging telemetry data to perform predic-
tive analysis, that many organizations do not have 
in place. As threats become more sophisticated, the 
challenges facing security personnel become more 
formidable. Take for example, the findings of the 
FortiGuard Labs Threat Landscape Report from the third 
quarter of 2018. The FortiGuard Labs team detected 

t
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close to 34,000 new malware variants 
– a 43% increase from the second quar-
ter and a 129% increase over the first 
quarter in 2018. Zero-day attacks are 
becoming a more regular occurrence, 
and 75% of the unknown malware 
detected by FortiGuard Labs was not 
found on the VirusTotal tool – which 
aggregates information from 50 differ-
ent antivirus vendors.  

Countless vulnerabilities exist inside 
software and hardware, particularly 
in the area of IoT, waiting to be discov-
ered and exploited by cybercriminals.

Fortunately, cybercriminals have not 
yet figured out how to extract those 
zero-day vulnerabilities from existing 
software except in the most rudimenta-
ry ways. But that is about to change. As 
malicious actors begin to incorporate 
AI and machine learning (ML) into 
their exploit models, zero-day vulner-
abilities and exploits will explode, and 
the threat landscape will be completely 
transformed. 

Artificial Intelligence Fuzzing  
(AIF) has traditionally been a 
sophisticated technique used in lab 
environments by professional threat 
researchers to discover vulnerabilities 
in hardware and software interfaces 
and applications. Cybercriminals will 
begin to leverage machine learning  
to develop automated fuzzing pro-
grams to accelerate the process of 
discovering zero-day vulnerabilities, 
which will lead to an increase in zero-
day attacks targeting different pro-
grams and platforms.

Historically, the price of zero-day 
exploits has been quite high, primar-
ily because of the time, effort, and 
skill required to uncover them. But 
as AI technology is applied over time, 
such exploits will shift from being 
extremely rare to becoming a commod-
ity. The acceleration in the number 
and variety of available vulnerabilities 
and exploits, including the ability to 
quickly produce zero-day exploits and 
provide them as a service, will also 
impact the types and costs of services 
available on the dark web.

An Automated Response
As the number of evasive techniques 
multiply and the time windows for 
prevention, detection, and remedia-
tion continue to shrink, an automated 
response is essential. Organizations 
require a security platform where 
traditionally discrete security element 
can communicate with each other in 
real time. AI-powered communica-
tions and collaboration will enable the 
discovery of even the most advanced 
threats, dynamically deliver a proac-
tive response to suspicious behaviour, 
and even begin to anticipate attacks.

However, today’s security environ-
ment will not be able to keep up. 
Organizations require an integrated 
security solution that not only spans 
the entire distributed network envi-
ronment, but also provides deep inte-
gration between each security element 
to automatically collect, correlate, and 
respond to threats in a coordinated 
fashion. This is a vital first step toward 
addressing the evolving threat envi-
ronment and lays the foundation to 
protect against the threats of tomor-
row. Defenders need to approach this 
problem from an entirely new direc-
tion. One possible approach is to make 
changes to people, processes, and 
technologies that impact the economic 
model of the attacker. 

1. Deploy Deception
One economic model used by cyber-

attackers depends on reducing risk 
of discovery. Since the time between 
breach and exploit continues to short-
en, one strategy with real potential is 
to simply slow down attacks. Decep-
tion strategies can generate dozens of 
enticing false targets combined with 
tripwires that force attackers to slow 
down, allowing attackers and malware 
to be quickly identified and removed.

2. Threat Intelligence
Building new attacks is expensive. 
Instead, cybercriminals maximize 
their investment in an attack by mak-
ing minor changes to their malware. 
The continued success of known 
exploits is testament to the effective-
ness of this strategy. As threat intel-
ligence becomes better at identifying 
entire attack families, the more dif-
ficult it becomes for cybercriminals 
to simply adjust their existing attack 
tools and strategies to evade detection. 

3. Proactive Approach
The final approach is to engineer as 
much risk as possible out of your cur-
rent network by moving from implicit 
trust to a zero trust model. This 
includes implementing multi-factor 
authentication, deploying network 
access control, and adopting auto-
mated, intent-based segmentation and 
micro segmentation. 

Conclusion
Getting out of the trap of security 
brinksmanship requires organizations 
to rethink their security strategies. 
Instead, organizations need to target 
the economic motivations of cyber-
criminals by anticipating their attacks 
and thereby forcing them back to the 
drawing board. This starts with a 
cohesive security fabric that can gather 
and share threat intelligence, perform 
logistical and behavioral analysis, and 
tie information back into a system to 
pre-empt criminal intent 

—The author is Regional Vice President, 
India & SAARC, Fortinet

Countless 
vulnerabilities 
exist inside 
software and 
hardware, 
particularly in the 
area of IoT
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Retail, Banking Will 
Lead Ai investment, 
But With Different 
Applications: iDC
Government, personal and consumer services business and 
education will be the other major AI adopters
By CIO&Leader
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Global spending on AI systems will 
be led by the retail industry where 
companies will invest USD 5.9 billion 
this year on solutions such as auto-
mated customer service agents and 
expert shopping advisors & product 
recommendations. Banking will be 
the second largest industry with USD 
5.6 billion going toward AI-enabled 
solutions including automated threat 
intelligence & prevention systems and 
fraud analysis & investigation systems. 
Discrete manufacturing, healthcare 
providers, and process manufacturing 
will complete the top 5 industries for AI 
systems spending this year, according 
to the International Data Corporation 
(IDC) Worldwide Semiannual Artificial 
Intelligence Systems Spending Guide.

The industries that will experience 
the fastest growth in AI systems spend-
ing over the 2018-2022 forecast are fed-
eral/central government (44.3% CAGR), 
personal and consumer services (43.3% 
CAGR), and education (42.9% CAGR).

Worldwide spending on artificial 
intelligence (AI) systems will reach 
USD 35.8 billion in 2019, an increase  
of 44.0% over the amount spent 
in 2018. With industries investing 
aggressively in projects that utilize AI 
software capabilities, the report says 
spending on AI systems will more 
than double to USD 79.2 billion in 2022 
with a compound annual growth rate 
(CAGR) of 38.0% over the 2018-2022 
forecast period.

Global spending on AI systems will 
be led by the retail industry where 
companies will invest USD 5.9 billion 
this year on solutions such as automat-
ed customer service agents and expert 
shopping advisors & product recom-
mendations. Banking will be the sec-
ond largest industry with USD 5.6 bil-
lion going toward AI-enabled solutions 
including automated threat intelligence 
& prevention systems and fraud analy-

g

sis & investigation systems. Discrete 
manufacturing, healthcare providers, 
and process manufacturing will com-
plete the top 5 industries for AI systems 
spending this year. The industries that 
will experience the fastest growth in AI 
systems spending over the 2018-2022 
forecast are federal/central government 
(44.3% CAGR), personal and consumer 
services (43.3% CAGR), and education 
(42.9% CAGR).

The AI use cases that will see the 
most investment this year are auto-
mated customer service agents (USD 
4.5 billion worldwide), sales process 
recommendation and automation (USD 
2.7 billion), and automated threat intel-
ligence and prevention systems (USD 
2.7 billion). Five other use cases will see 
spending levels greater than USD 2 bil-
lion in 2019: Automated preventative 
maintenance, diagnosis and treatment 
systems, fraud analysis and investiga-
tion, intelligent process automation, 
and program advisors and recommen-
dation systems.

Software will be the largest area of AI 
systems spending in 2019 with nearly 
USD 13.5 billion going toward AI appli-
cations and AI software platforms. AI 
applications will be the fastest growing 
category of AI spending with a five-
year CAGR of 47.3%. Hardware spend-

ing, dominated by servers, will  
be USD 12.7 billion this year as com-
panies continue to build out the infra-
structure necessary to support AI 
systems. Companies will also invest in 
IT services to help with the develop-
ment and implementation of their AI 
systems and business services such 
as consulting and horizontal business 
process outsourcing related to these 
systems. By the end of the forecast, AI-
related services spending will nearly 
equal hardware spending.

On a geographic basis, the United 
States will deliver nearly two thirds of 
all spending on AI systems in 2019, led 
by the retail and banking industries. 
Western Europe will be the second 
largest region in 2018, led by bank-
ing, retail, and discrete manufactur-
ing. The strongest spending growth 
over the five-year forecast will be in 
Japan (58.9% CAGR) and Asia/Pacific 
(excluding Japan and China) (51.4% 
CAGR). China will also experience 
strong spending growth throughout 
the forecast (49.6% CAGR).

“AI is a big topic in Europe, it’s here 
and it’s set to stay. Both AI adoption 
and spending are picking up fast,” said 
Andrea Minonne, senior research ana-
lyst, IDC Customer Insight & Analysis 
in Europe 
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